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ROBOTICS, AUTOMATION AND CONTROL SYSTEMS

YIK 681.5 DOI 10.15622/ia.24.1.1

AL ®PAJKOB, H.A. BABHY
TPEXITO3UIIMOHHOE YIIPABJIEHUE TPAHCIIOPTHBIM
CPEJICTBOM HA OCHOBE HEWPOUHTEP®ENCA
C IPUMEHEHHUEM MAIIWNHHOI'O OBYUEHMUMSI

Dpaokos A.JI, babuy H.A. Tpexmo3HIHOHHOe yNnpaBiieHHe TPAHCHOPTHBLIM CPeACTBOM
Ha OCHOBe HeiliponHTepdeiica ¢ NPUMeHeHHeM MAIIMHHOTO 00yYeHHUs].

AunHotamusi. VHTepdelic MO3r-KOMIBIOTEp MPEICTAaBIACT COOOH CIOXKHYIO CHCTEMY,
MO3BOJISIONIYIO YIPABJIATH BHEITHUMH JIEKTPOHHBIMU YCTPOHCTBAMHU C HOMOIIBIO aKTUBHOCTU
TOJIOBHOTO MO3Ta. JTa CHCTEMa BKIIOYAaeT B CeOs HECKOIBKO DIIEMEHTOB — YCTPOHCTBO
CUUTBIBAHHS CUTHAIOB AKTHBHOCTH T'OJIOBHOTO MO3Ia, alllapaTHO-IPOrPaMMHBIH KOMILIEKC,
BBITOJIHAIOMNKA 00pabOTKY 1 aHAIIM3 3THX CUTHAJIOB, 8 TAKXKe 00BEKT ynpasieHUs. OCHOBHYO
CIIO)KHOCTh MPEACTAaBIsCT pa3pabOTKa METOIOB H alrOPUTMOB, CIOCOOHBIX IPABHIBHO
pacro3HaBaTh M HPEICKA3bIBaTh HAMEPEHHs YEIOBEKA, KOTOPBII HCHOIB3YyeT 3TOT HHTEepeiic,
4ToOBl OOEcHeunTh pelleHHe 3ajad  ynpaslieHns. B nanHoif pabore omnmchiBaercs
MaTeMaTHdyeckas ~ [OCTAHOBKA ~ 3afauyd  YINPABICHUS  TPAHCIOPTHBEIM  CPEACTBOM
U TIPEJUIOKEHHAs  aTOPUTMUYECKAst CTPYKTypa pa3paOOTaHHOW CHCTEMBI yIPABIICHHMS.
OmnuceBaroTcss MeToAbl NpenodpaboTku curHanoB OOI, nxX aHann3a, NPUHATHS PEILCHHN
0 BBIIaUe CHTHAJA YNPABIICHUS, OMHCBHIBACTCS CTPYKTypa MIPOrPaMMHOH peanu3aliu JTUX
METOIOB, a TAaK)Ke Pe3yJIbTaThl SKCIIEPHUMEHTAIBHOIN NMPOBEPKH PaOOTOCIIOCOOHOCTH CHCTEMBI.
Jna  xnaccudukamuy  curHanoB  OOIT HCTONB3YIOTCS METOABI MAIIMHHOTO  OOyYeHHs.
Ipennosken HOBBIA MeTOA KIaCCH(UKAIMU B MAIIHHHOM OO0YyYEHHH — METOJ HEUETKUX HOUTU
OmmKaiimmx cocenei, SABIAIOMMACA MoguHKaIMed Kiaccudeckoro meroxa k-Omrkaifmmx
cocefiell M CHWKAIOMMK 3aBHCHMOCTh DPEIICHHs OT BbIOOpa mapamerpa k. AJropuTMBI
00padoTku curnanoB D3I U ynpaBiieHus peaa30BaHbl Ha S3bIKe porpamMmupoBanus Python.
B kauecTBe 00BEKTa YNpaBIEHUS PACCMATPHBACTCS WHBAIMIHOE KPECNIO C JMCTAaHIMOHHBIM
yIpaBiIeHHEeM, a B Ka4eCTBE 3aJauH YIpPaBJICHUS — IIOBOPOT Kpecia BIPaBO WM BieBo. J{ist
9KCIEPUMEHTAIBHON MPOBEPKH PabOTOCIIOCOOHOCTH Pa3pabOTaHHON MOJENM U aJIrOPUTMOB
BCero ObUIO TpOBeJIEHO Ooiee 15 MCHBITAaHHWIl C 5 WCHBITYeMBIMH B OOIIEH CIIOXHOCTH.
Pa3paboTaHHEI W ONMCAHHBIA B JAHHOH CTaThe TOAXOX M €ro MPOTpaMMHAs peann3alus
B XO/I¢ HCIBITAHUH POJEMOHCTPUPOBAIH 3((EKTHBHOCTD B 33/1a4aX YNpPaBICHUS TOBOPOTOM
MHBAIMJHOTO Kpecnma. Takke ObUIO  yleneHO o0co0oe BHHMaHHE —PECYPCOEMKOCTH
TPOrpaMMHON peanm3ari. MeTo/Ibl M alrOPUTMBI OBLITH PEaN30BaHbI C y4ETOM TPeOOBaHHH,
BO3HHUKAIONIMX IPH BBHIIOJHEHHM BBIUHCICHHH Ha MalONpPOM3BOJHTENBHBIX YCTPOHCTBAX
C OTpaHMYECHHBIM KOJINYECTBOM NaMsTH.

KiroueBble caoBa: Helipountepdeiic, ympaBieHue, MammHHOe o0O0ydenue, 23T,
aKTUBHOCTH Mo3ra, KNN.

1. Beenenue. B nocnenuue rojasl B TEXHUKE, MEAUIMHE, OHOJIOTHA
Bce yamie ynortpeOnsercs TepMmuH "mHTEpdeiic mosr-kommnsiorep (MMK)"
win  "Hedipounrtepdeiic". Ilox  HelipouHTepdeiicaMu  mOHMMAKOTCS
TEXHOJIOTUM M YCTPOMCTBA, TO3BOJIONINE IEepeAaBaTh MH(YOpMALHUIO U3
MO3ra HEIOCPEACTBEHHO Ha BHEIIHHE YCTPOMCTBA, B Ka4eCTBE KOTOPBIX
MOTYT BBICTYNaTh CMAapT(OH, KOMIIBIOTEp, NPOTE3 MIM TPAaHCHOPTHOE
CPEACTBO, OCHAICHHOE 3JCKTPOHHOW CHCTEMOW YIpaBICHHS U JIOObIE
IpyTHe 3JIEKTPOHHBIE ycTpoiicTBa [1 — 9].
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POBOTOTEXHUKA, ABTOMATU3ALIMA 1 CUCTEMBI YITPABJIEHUA

PabotocnocoOHbIll  HelipowHTEeppEHC  MO3BOISIET  CO37aBaTh
pa3Nu4HBIE TMPHOOPH M YCTPOWCTBA, yHpaBiieMble 'CWIOd MbICTH'",
00y9aTh KOMIIBIOTEP AWArHOCTHKE COCTOSIHUS NMAIMEHTa WIM JOMAIIHEro
XKHBOTHOTO, OOJIETYaTh CBSI3b C  OKPYXKAIOUIMM  MHPOM  JIFOAEH
C OrpaHNUYCHHBIMH BO3MOXKHOCTSMH U T.JI. Hike OymyT paccmarpuBaThes
TOJIBKO HEUHBA3MBHEIC HelponHTepeiicHl, HE TpeOyromrie
XUPYPrHYEeCKOTO  BMEIIATEIbCTBA, KOTOPBIE  HPEANOYTUTEIBHBl 110
KputepusiM  ynobctBa u  OezomacHocTH. OOBIYHO OHHM  OCHOBAHBI
Ha U3MEPCHHUHU CUTHAJIOB 3JieKTposHIedanorpada (330).

OnHoll M3 MHTepecHEMINMX M BaKHEHIIMX 3agad Uil pelIeHUs
KOTOPBIX ~NPUMEHSIOTCS  HeHpouHTep(deHChl, SBIsETCS  yIpaBlieHHE
0o0Opy/iOBaHUEM «CHJIOH MbICIW». Ee pelieHue MO3BOJHUT paclIMpHUTh
BO3MOXKHOCTH pEaOMINTAIllMN MAlMEeHTOB C HApyHICHUSIMHU JBHTATEIbHOTO
anmapaTa, YJy4IIUTh KadecTBO POOOTOTEXHHYECKHX IPOTE30B, OTKPOET
HOBBIE  BO3MOKHOCTH  YIpAaBICHHA  OOBEKTaMH,  HAXOIIIIUMHUCS
B TPYAHOJOCTYIHBIX M ONACHBIX 001acTsaX U T.X. COBpeMEHHBII MOIX0I K
PEILICHUIO NOAOOHBIX 3a/lad COCTOMT B CO3JaHUH IPOrPaMMHO-aIapaTHBIX
KOMIUIEKCOB, MO3BOJIIIOIIMX HW3MEpsATh W 00pabaThiBaTh  CHUTHAJIBI
anexTposHuedanorpaMmel (O0I) B pexxume peanbpHoro Bpemenu [1, 2].
Takue KOMIUIEKCHI MJOJDKHBI TI03BOJIATH TPOM3BOAWUTE TpenoOpabdoTKy
curHanoB O3 ¢ Lenblo CHUKEHUH YPOBHS IIyMa U yJajeHus apTedakTos,
BBIJICIIATh MH(GOPMATHBHBIC NPU3HAKH, (PUKCUPOBATH U KJIACCUDHUIIUPOBATH
HaMCPECHHA YCJIOBCKa COBCPHIAThL TO HWJIM HHOC AIBUKCHHC. PeSyJ'II)TaTI)I
Kilaccuukamuyu  TmepenaroTcs  Ha  MCHOJIHUTENBHBIE  YCTPOWCTBA,
MOJIKJIIOYEHHbIE K 000PYIOBaHHIO MJIM TPAHCIIOPTHBIM CPEJICTBAM, YTO NpHU
NPaBUJIBHOM paboTe Bcero KOMIUIEKCA MO3BOJISIET COBEPIUUTH 33ayMaHHOE
JIBIDKEHUE.

Hioxe OIINCHIBAETCS MIOCTaHOBKA 3a]a4un yIpaBleHUs
o0opyroBaHMeM  Ha  OCHOBe  HeiipouHTepdeiica —  CHCTEMBI,
OCYIIECTBIISIOIIEH B3aNMOAEHCTBHE MO3Ta YEJI0BEKA C KOMIIBIOTEPOM.

XapakTepHOW OTJIUYUTENbHOW OCOOCHHOCTBIO paccMaTpUBaeMoOn
3a7a4M SIBJISIETCS TPEXMO3MLMOHHOCTh YIPABJICHMS: HA KaXJOM Iare
pEryJaTop NPUHUMAET OJHO M3 TPeX BO3MOXHBIX PELICHHH (BIEBO-CTOI-
BIPaBO, BIIepeA-CTON-Ha3an M T.1.). [logoOHBI BHIOOp MHOXECTBa
yNpaBJIEHYECKHUX  PEIICHWH  IO3BOJISIET  CYIIECTBEHHO  YHPOCTHTh
peanM3aliio CHCTEMBI B YCIOBHAX HeompeneiaeHHOCTH. [loctpoeHue
ANTOPUTMUYECKONH CTPYKTYpPBI CHCTEMBI SBISIETCSI OJHHM H3 OCHOBHBIX
pe3ynbTaToB paboTel. JIpyrMM HaydHBIM DPE3yIbTaTOM SIBISETCS HOBBIH
ANTOPUTM  KJIACCU(HUKAIMK B MAIIMHHOM OOYYCHUH, SBIISFOLIMICS
MoauHUKaIHel KITacCHIeCKOT0 METoIa OIIKalIIInX cocenei.
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OmumeM  CTPYKTypy MdaHHOH  paboTel. O030py  OCHOBHBIX
CYIIECTBYIOIINX  MyONUKAIMid TI0  YIOPaBJIEHHUIO  TPAaHCIOPTHBIMHU
CpeIcTBaMH Ha OCHOBE HeWpoumHTepdeiica B Poccum m 3a pybdexom
MOCBAIEH pasfgen 2. B pasgene 3  ONUCHIBAIOTCS TEXHUYECKHE
U TIpOTpaMMHBIE CpeACTBA MpeiaraeMoro HeipowHTepdeiica n oOmmit
ANTOPUTM B3aUMOJCHCTBUS Y3JI0B YCTAHOBKH NIpH paboTe, OMHCHIBACTCS
CTPYKTypa OJHOIO U3 pa3pabOTaHHBIX KOMIUIEKCOB, HPUMEHUMBIX
K YIIPaBI€HHI0O pPOOOTH3MPOBAHHBIMH ~ yCTPOWCTBaMH, B TOM YHCIIE
WHBAJUIHBIMU poOokoisickamu. [locraHoBka 3amaun cOopa MHOpManmu
¢ HelipounTepdeiica gaercs B pasnene 4. B pa3nenax 5 u 6 onuchiBaoTCS
ANTOPUTMUYECKHE CPEJICTBA Mpeno0paboTku curuaaoB D3I, anroputMmsl
(OpMHpPOBaHUsT NPU3HAKOB M KiIACCH(UKALNUN HAMEPEHHH HCIBITYEeMOTO
COBEPIINTH IBIKCHHE HA OCHOBE MAIITTHHOTO OOYUYEHUs, aITOPUTM BBIIA4d
yHOpaBisromero Bo3neiicTBuss. OCHOBHOW HAaydHBIM pe3yibTaT pabOTBHl —
MOIUGUIMPOBaHHBIH MeTon OmKalmmx cocemeld — TpeACTaBICH
B pasnene 7. B paznmenax 8 u 9 omuchIBalOTCA METOAMKAa M PE3YJILTATHI
MIPOBEICHUS JKCIICPUMEHTOB II0 NPOBEPKEe PabOTOCIIOCOOHOCTH TOAXOoIa
B 3aJ[ade YIPaBJICHUS IIOBOPOTOM WHBAUIHON KOJISACKH.

2. PaboTsl no yHpaBJIeHHIO MeXaTpPOHHBIMHU "
PO0OTOTEXHHMYECKMMHM  CHCTeMaMH Ha  OCHOBe HEMHBa3WBHBIX
HeliponHTepdelicoB. B mmrepatype ommcaH menslii psax  pa3paboTok
HEMHBA3UBHBIX HEHPOMHTEP(EHCOB M yNpaBJIEHHS MeEXaTPOHHBIMU
1 poOOTOTEXHUYECKIMH CHCTEMaMH. B TedeHne HECKONBKUX JIET BeXyTcs
paspabotku B CIIb ®UIL[ PAH (CITMMPAH) coBmectro ¢ CIIOITY Ilerpa
Bemnkoro [4—-6]. B pabore [4] mpemnoxeHa —KiaccuuKanus
AMeKTpodHIeaTorpapuIecKuX MNATTEPHOB BOOOPAKAEMBIX —JBHKCHHUU
nanenamMu pykud. B pabote [5] ommcaH HOBBIA MOAXOM K KIACCH(pHUKAIUN
IPOCTPAaHCTBEHHO-BPEMEHHBIX MAaTTEPHOB AKTHMBHOCTH MO3ra Ha OCHOBE
HeHpoMOp(HBIX HEHPOHHBIX ceTeld. B [6] paccMaTpuBAIOTCS BOIPOCHI
MIpUMEHEHNS HHTeP(EHCOB MO3T-KOMITBIOTEP B ACCHCTHUBHBIX TEXHOJIOTHSX.
OnuceIBarOTCS M CPaBHUBAIOTCS KIIacCH(UKATOPH, OCHOBAaHHBIE Ha METOJIE
OTIOPHBIX BEKTOPOB, HMCKYCCTBEHHBIX HEHPOHHBIX CETAX W PHUMAHOBOU
TCOMETPHH.

W3BecTHBI pe3ynbTaThl 1O YIPaBICHHIO MOOWIBHBIM POOOTOM
ScEdBo  (school educational robot) wm  MexaTpoHHOH  pYKOW,
paspaboranaeiMu B STEM-uentpe TYCVYPa [7]. B [7] npuBenen takxe
0030p CyLIECTBYIOIIMX Ha HOTPEOUTENBCKOM PhIHKE HelipouHTepdeiicoB.

B pabore [8] mnpemiokeHO YCTPOWCTBO, pEalM30BaHHOE Ha
wiatdopme ananoro-ungpoBoro perucrpatopa tumna Arduino Mega 2560.
VYcrpoiicTBO  mo3BOJISIET  pacmo3HaBaTh OOl -curHambl  MO3TOBOI
AKTUBHOCTH u BbIpabaThIBaTh CUTHaJIbI JUIst yIIpaBJIeHUs
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POOOTH3MPOBAHHBIMA ~ MEXaHM3MaMH THIIA OHWOHWYECKHE TIIPOTE3Hl,
POOOTH3MPOBAHHBIE WHBAIHIHBIE KOJSICKH, SK30CKENeTH W Ap. [IpuHINTIBI
MOCTPOCHHUS HEWPOYIPABIIIEMOTO aBTOMOOWIIS U MOOWIHM3AalU JIFOAEH
C JIBUTATENBHBIM Je(PUIMTOM — HEHPOMOOUIIS onrucaHsl B [9].

MHoxecTBO TyONWKanmuii 1o HeWpomHTepdeicaM MOSBHIOCH
3a pybexoM, HaunHas ¢ Hadama 2000-x romoB. OmyOnMKOBaH LENbIH Psix
0030pOoB  TakMx  MyOJMKanWif, B TOM  4YHCJE€  IOCBSIICHHBIX
HelipounTrepdeiicam Ha ocHoBe D01 [10 — 12].

MHorue paOOThl TMOCBSIICHBI NPUMEHCHHUIO HeipounTepdheiicos
B ME€IUIIUHE. PaCCManl/IBaJII/IC]) BO3MO>XKHOCTH MIPUMECHCHUA
HelponHTepHEeHcoB K peadHIUTalliy AalUEeHTOB C IOPAXXEHHEM T'OJIOBHOTO
Mo3ra mnociie uHcynbTa [13], mpu mapanuue HIWKHUX KOHEWYHOCTeil [14],
B ncuxuarpuu [15]. llenblid psig  uccnenoBaHUi, B TOM  YHCIE
OKCHCPUMCHTANBHBIX  HCCICIOBAHHUM,  TOCBSIICHO  HCIOJB30BAHUIO
HelipouHTep(heficOB IS YOpaBICHHWSA  WHBAIMIHBIMA  KOJIICKAMH,
0030psEI [16, 17], toe ymomsHyTOo Oonee 40 paboT, OImyONMKOBAaHHBIX,
HaunHast ¢ 2005 roma. B psme pabot, Hampumep, [18, 19], mpoBomurcs
CpaBHEHHE pEIICHU, OCHOBAaHHBIX Ha UCIIOJIb30BAaHHUH [T KIIACCH(PHUKAINT
Ppa3JIMYHbIX H3BECTHBIX aJrOpUTMOB MAIIUMHHOIO O6yquI/Iﬂ. ﬂeﬂaeTCﬂ
BBIBOJI, UTO ISl Kiaccudukanuu curHanoB D3I Hawrydinue pe3yabTaThl
narot meron k ommkaiimmx coceneit (kNN) v MeTon OmOpHBIX BEKTOPOB
(SVM). Onmnako myOJiMKamuii B POCCHMCKHX HMCTOYHMKAX, Tie ObUTH OBl
OIMMCAHbI OKCIICPUMEHTAJIBHBIC PE3YJIbTATHI IO YIIPABJICHUIO MHBAJIUMIHBIMU
KOJSICKAMH Ha OCHOBE HEHPOMHTEp(EHCOB aBTOpaM HAWTH HE YIAIIOCh.
HckiroueHne COCTaBISAIOT Pa3pabOTKH, B KOTOPBIX HCHOJB3YHOTCS
JIOTIOJTHUTEHHO, HU3MEpEHUs JIBIOKCHUH a3 YeIoBeKa,
T.€. UCTIOJB3YIOMIHX, (akTHUeCKH, nHTepdeiic «MO3r-TJa3-
KoMIieroTep» [20].

Pa3zpaboTka MOXXOMOB K CO3JMAHMIO IIPOTrPaMMHO-ANIapaTHBIX
KOMIIJICKCOB Ha OCHOBE HEHHBA3WBHBIX HEUPOMHTEP(EHCOB yKe HECKOIBKO
net Benetrcs B MIIMam PAH [21 —24]. CoBmectHO ¢ MHCTUTYTOM MO3ra
genmoBeka PAH (MMY PAH) pa3paboTaHbl MOAXOABI K HCIOJIL30BaHUIO
curaanoB D21 1 paHHEH JUArHOCTHKY MM30(ppeHnH B icuxuarpuu [22].
CoBMecCTHO c kadenpoii BBICIIICH HEPBHOM JIeSATSIIBHOCTH
n ncuxoduznosniornn CIIOI'Y pa3paboTaHbl TOIXOABI K HCCICIOBAHUIO
CaMOVHUIIMUPOBAHHBIX JIBIOKCHUI Ha OCHOBE BBI3BaHHBIX
rnoTeHuanos [23].

3HAUUTENBHBIH ~ WHTEpEC TNPEJICTaBIIET  HCIOJIb30BAaHHE IS
yhnpaBieHus ¢  HeiipouHtepdeiicaMy  CHIHAIOB TaKk  Ha3bIBacMOW
HeiipoooOpatroit cBsi3u (HOC wmmu D3T-BOC), mo3Bossomeii roJ0BHOMY
MO3TY pEeryjupoBaTh MapaMeTpbl CBOEH OJEKTPUYECKOW aKTHBHOCTH
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Ha OCHOBe HH(poOpManuu 00 ycHmexe WM HeyAadye TEeKyIIUX pEIICHHH,
MOCTYMAIOMIEH 13 BHEITHETO MUPa HETIOCPEJICTBEHHO YePe3 OPraHbl TyBCTB.
B xontype HOC ucnons3ytorcss manasie O30, oTpakaronine W3MeHEHHE
MOTEHIMANa 3JIEKTPUIECKOr0 TIOJII HA IOBEPXHOCTH TOJOBBI (CKalbIIC)
ucneityemoro. Ilocime mpenobpaboTku maHHBIX OOI mpomsBoamTCs HX
KIaccuuKanusg METOAaMH MAIIMHHOTO OOYYeHHs, Ha OCHOBE KOTOpOH
BbIpa0aThiBacTCs  yNpaBisiollee  BO3JCHCTBHE Uil pealn3aluu
COOTBETCTBYIOIIETO JIBIKEHHS pOOOTa WM MEXaTPOHHOTO YCTPOWCTBA.
Wudopmanus 006 ycrnexe wiM Heyaaue peaiu3alidil HaMepeHUH (peleHuit)
TO3BOJIACT UCIILITYEMOMY CKOPPEKTUPOBATHL CBOIO MO3IOBYIO aKTUBHOCTH
" aanTUupoOBaATHCA K YCI10BUAM OKCIICPUMEHTA. AﬂbTepHaTMBHaﬂ
peanuzarnus npunnuna HOC coctout B TOM, UTO pe3yibTaThl MO3TOBOM
aKTMBHOCTH  NPENBSIBISIIOTCS  WCOBITYEeMOMY B  BHJE, HalpuMmep,
BU3yaIbHOTO CTHMYyNa (BBICOTHI CTOJOMKAa Ha JKpaHe, SPKOCTH HKpaHa)
C3aJaHAeM M3MCEHATh OTH IIapaMeTpbl B JKEIATCIHHOM HAalpaBICHUM.
B takoii mapagurMe HMcHObITyeMbld, cocpenoraduBasich Ha curHaige HOC,
cTapaercs 3allOMHUTH CBSI3b MEXIY I1apaMETpOM W CBOMM COCTOSIHHEM.
Mapamerper DOI u Jokamm3amust 3JEKTPONOB, 00pa3yIOMIHe MPOTOKOI
HOC, BbiOuparorcs B 3aBUCUMOCTH OT 3anaul. [Toaxon k peanuzauun HOC
Ha OCHOBE AJalITUBHOM MOJENHN aKTHBHOCTH TOJIOBHOTO MO3Ta NPeaokKeH
B [24]. BO3MOXHOCTH aJaNTHBHBIX MoJelieil HeHpoHaJbHONH aKTHMBHOCTU
Ha ocHOBe ceredl HelipoHoB dutnXwio-Harymo wuccnemoBansl B [25].
IIpobiema GOpPMHPOBaHUS CHUTHATA HEHPOOOPATHOW CBSI3U  SIBISCTCS
JIOCTATOYHO CJIOKHOHM, T.K. Ha JAQHHBIH MOMEHT HE CYIIECTBYET YETKHX
NPaBWJI MPEIBSBICHUS CTUMYJA, KOTOPBIX HAI0 NPHICPKUBATHCS, YTOOBI
MIOMOYb HCHBITYeMOMY HanbOosiee 3h(heKTHBHO (HarmpuMmep, ¢ TOUKH 3pEHHUS
3aTpavyeHHOTO BPEMEHH) CIIPaBHUTHCS C 3aJaueH.

3. 3apaun ynpasJieHUs o0opynoBannem Ha OCHOBe
HeiipounTepgeiica. TexHuueckue cpeicTBa HUCHOJIb3YEMOTO  HaMH
HelpouHTepdetica BKJIIOYAIOT CTaHJIapTHBIN MEJIMIUHCKU N
anekTpodHuedanorpad, AOCTyNmHBIN M3 mMMeomuxcs B mpogaxe. Kpome
TOTO, HCIOJB3YIOTCS CTaHAAPTHBIC CPEICTBA CBSI3M POOOTH3MPOBAHHOTO
o0opymoBaHHS C KOMIBIOTEpOM (HOyTOyKOoM) 1o KaHamy Wi-Fi wm
Bluetooth (manpmmep, peanu3oBaHHBIE B KOHTpOJUIEpE KOHCTPYKTOpa
TPUK) wu cnenmanmbHO pa3pabOTaHHBIM WHTEPGEHCHBIH OIOK  Is
WHBaJMIHOTO Kpecna. Ha pucyHke 1 cxeMaTH4ecku IOKa3aH IIpoIecc
B3aUMO/ICHCTBUS MEXIY KOMIOHEHTaMH CUCTEMBI YIPABJICHHUS U JPYTHMHU
OsoKkamu.
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[ EMOK YPAEN BHUA MHEAMWAHLIM KPECTomM ]

Puc. 1. CxemaTtnueckoe n300paxkeHHe B3aNMOACHCTBUS COCTABIIAIONINX YacTel
CHCTEMBI

Onekrposnuedanorpad PEruCTpUpYeT  aKTUBHOCTb Mo3ra
HCIIBITYEMOTO W OTIpaBisieT curHanbl DO Ha cHCTeMy ympaBlICHHs, TaM
CUTHAJBl TPOXOAAT dYepe3 NpenodpaboTKy, KiIacCH(pUKALHUIO, 3aTeM
OPUHUMAETCSI pelIeHHe O TMOJavye YIpPaB/SIOUIEr0 CUrHaida Ha OJIOK
YOpPaBICHUST WHBAIUIHBIM KpeciaoM. IIpu HEO0OXOAUMOCTH MPOUCXOIUT
JooOydeHue KiaccuukaTopa.

[Janee omucaHel MaTeMaTHYeCKHE IIOCTAHOBKHM OCHOBHBIX 3aj1ad,
pemaeMbIX CHCTeMOH: 3amad cOopa wuH(popmammm, mnpenoOpadoTKu
U3MEpeHHH, KiacCHPUKAMA HAMEPEHHH COBEpIUUTh MABWKCHUE H
NPUHATHS pelieHuss o0 OTIpaBKe YHpaBisOIero curHana. OmucaHsl
NpUMEHSEMbIe AITOPHTMBI M TPOTPaMMBbl, NPUBOIUTCS THUIIOBOH IUIAH
9KCIIEPUMEHTOB. B kadecTBe npuMepa NPHBOIUTCS ONHCAHUE U PE3YJIbTaThI
OJIHOU CepUU 3KCIIEPUMEHTOB.
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4. IToctaHoBKAa 3a7a4yu cOopa uHpopmanum ¢ HeilipouHTepdeiica.
Onmmmem MaTeMaTHIECKYTIO MOCTAaHOBKY  3a/a4d yIpaBICHUSL
obopynmoBaHHeM Ha OCHOBe HelpomHTtepdeiica. Ilycts X(2), =0 -
BeKTOpHBIH curHanm OOI, a Xj; Xipee, Xy, THE =1,....M —
MOCTIeIOBAaTENbHBIE PE3YNbTaThl HM3MEPEHWH CHrHajla ¢ -T0  KaHaja
(otBenmeHus) dnekTpodHIeanorpada (M3MEPSIOTCS Ha CcaMOM  Jelie
PA3HOCTH MOTEHIIMAJIOB MEXIY TEKYIIUM H HEKOTOPhIM pedepeHTHBIM
INEKTPOAOM). BENUYUHBI Xjj, X;z..., Xjy OTHOCSATCS K MOMCHTAM BPEMCHHU
tor tozees ton, THE tg=ty +jAt, yepes t, 0003HaueHO BpeMs Hauana cbopa
JaHHBIX, At — mar cbopa nanuelx (sampling interval) j=1,...,N. O0b4HO
ty=0, At =T/N, rne T — BenuuuHa WHTEpBaNa cOopa NaHHBIX (Kaapa).
PesynbraThl H3MepeHuii CUTHANA B CICAYIONIEM KajJpe 0003HAYarTCs Yepe3
XiN+1> XiN+2s+++9 X2y M T.J. BpeMs Hauana k-ro kagpa o0o3Ha4daeTcs depes 4,
TaK, 4YTO t=t+jAt — MOMEHTBI U3MEPEHHUH B k-M Kaipe.

Pasmep xampa T ompepensercs, UCXOAs U3 TOTO, YTO, C OJIHOM
CTOPOHBI, YHCIIO OTCYETOB B Kajpe NOKHO ObiTh He Menee 500-1000,
9TOOBl YMEHBIINTH IIOTPEITHOCTh CTAaTHCTHYECKHWX omueHok. C apyroi
CTOpPOHBI, pazMep Kaapa T He JOJDKEH OBITh OONBIINM, YTOOBI HE BHOCHTH
OOJIBIIMX 3ama3JpIBaHUI B KOHTYp ympaBicHus. B Hamieit pabote ObLIO
BeIOpano 7=2c¢, N=500, At=4mc=0.004 c. bau3zkas MoJelb, OCHOBaHHAs Ha
aHaJM3e BhI3BaHHBIX NoTeHIManoB P300, omucana B [26].

5. lIpenodopadoTka u3MepeHuii. Pacyer u BblIaya ympaBIIsSIONUX
BO3ZCHCTBUII MNPOMCXOAUT AN KaXAOro Kaiapa B MOMeEHTHl 4=kT.
[IpenobpaboTka M3MepeHwid BHYTPH KaJpa BBIIOIHIETCS MO CIEAYIOIIEMY
ANTOPUTMY.

JImst xaxmoro kajapa K CHUTHalNy X(2) TpUMEHSETCS HEKOTOpOe
npeobpazoBanre G, BBIMONHSIONIES (QHILTPANMIO CHTHAJA B 33JaHHOM
nuamasoHe d4actoT: g(t)= G(t.x(1), w; ), TAe g(t) — CurHam Imocie
BBITIOJTHEHUSI TIPe0OpadOTKH CUTHANA X(1), b ;<t<t;, w; @, — HWKHII 1
BEpXHss TPaHUIIBl JUamna3oHa (UIBTpAaIMU, COOTBETCTBEHHO. B Hamei
paboTe ObLTH BBIOpaHBI 3HaYCHUS ;= 8 [y ¥ w,= 30 I'y. Takoit quana3ox
(GuIbTpauu BIOPaH, UCXOMS U3 PE3YIBTATOB pa0OT HA CXOXKYIO TEMATUKY
[24,25], a Takxke BCIEACTBHE COOCTBCHHBIX O3KCIICPUMEHTOB — TaKOM
JTUAIa30H MO3BOJISUT TOJMYYUTh JYYIINE PE3yIbTATHI.

K ¢uibTpy mnpeawpsBisercs yCIOBHE TIIAJAKOCTH aMILTUTYIHO-
gactoTHOW xapakrepuctuku (AUYX). B kauectBe ¢QuimbpTpa ObLT BHIOpaH
¢mreTp barrepBopra, T.K. ero AUX MakcHManbHO TJIAfKash Ha 4acTOTax
TIOJIOCHI TIPOITYCKAHWUS WM CHIDKACTCS NPAKTHYSCKH A0 HYJS Ha 9acTOTax
MIOJIOCHI TTO/IaBJIeHU. B obmiem ciydae puirbTp 2-ro mopsiika OMHCHIBACTCS
CIIeyIOUINM ypaBHeHHEM [27, 28]:
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Y(t;, j) = boX(ty) + b1 X(ty.1) + b:X(t1.2) + a;Y(tjg) + axY(t.2), (1)

rae X(t;) — BXoJHble JaHHEIE, Y(f);) — BBIXOAHbBIE NaHHbIE, @ U b — BECOBBIE
ko3 dunuentel GuneTpa, j=1,2,...N — HOMEp OTCYeTa B Kaipe, ly=t;jAt.
B npomMexyTkax MEXAy OTCUETaMH CYHTAEM BBIXOJHOW CHUTrHan (umbTpa
NOCTOSIHHBIM:  g(1)=g(ty;) TIpu & ;<t<t;. HauanbHble ycnoBus QuibTpa
3aJ1al0TCsl HyJIEBBIE.

6. Knaccugukanusi HaMepeHHMii COBepIIMTb [BUKeHHe. 3a
3TanoM TpenoOpabOTKM  ciexyeT dTanm  aHanuza  (KJacCU(UKaIK)
n3MepsieMbIX CUTHAJIOB M BBIJIAUH YIPABISIONMX curHayoB. OH HaYMHAETCS
C Iojayu 3BYKOBOI'O WJIM  CBETOBOTO CHTHaja, COOOLIAIOIIEro
UCTIBITYyEMOMY, B KaKyl0 CTOPOHY OH JIOJDKEH HOBEpHYTh TpPaHCHOPTHOE
CPEACTBO: BIEBO WJIM BIPaBO. B HammMX 3KCIEPUMEHTaX HCIOJIB30BATHCH
3BYKOBbIE CUTHaJbl. II0BOPOTY BJIEBO COOTBETCTBOBAJ KOPOTKUH 3BYKOBOM
curHai (0.5 ¢), a moBopoTy BIpaBo — ITHHHEIH (2 ¢). [IpousBomutcs aHamm3
MONYYEHHOTO TpenoOpaboTanHoro curHana JJI g(®) u omnpenencHue
B K&)KIbI MOMEHT BPEMEHHU 3HAUEHHS BEKTOpa MPU3HAKOB, MCIOIb3YEMbIX
nanee Ayt 00ydeHUs] CHCTEMbI M PacTIO3HABAaHHUS HAMEPEHHMS HCIIBITYEMOTO.

Crnenyromuit stan — 0oOy4eHHE CHCTEMBl C LIENBIO OINpPEeNCHUS
NMPUHAIJIC)KHOCTU TEKYHICTO 3HAYCHUA BEKTOpPA MPU3HAKOB K OJHOMY U3
JBYX KJIaCCOB, COOTBETCTBYIOIIUX HaAMCPCHHUAM COBCPIINTL AIBUXKCHUC
BJIEBO WM BIOpaBO. OTanm OOy4YeHHs] BKIIOYAET OOpPaOOTKY CHI'HAJIOB
HECKOJIKUX KaJpoB (3M0XH) M JJIMTCS 10 MOJAa4Yy CIEAYIOIIEro 3ByKOBOI'O
curHana. s knaccuuKanuyu MOXET UCTIONb30BaThCs OJUH U3 U3BECTHBIX
anroputMoB MamuHHOTO 00y4ueHus (SVM, KNN, RF u np.) [29 — 32]. Ecim
3M0Xa COAEPKUT S KaapoB, TO B HEH coaepkutcs SN U3MEepeHUH.

Yacto xnaccupunupyromasi GyHKInsS CTPOUTCS Kak JIMHEHHAs, 9To
COOTBETCTBYET pa3JCJICHUIO KJIACCOB THIEPIUIOCKOCThI0. OpmHAaKo BO
MHOTHMX TPAaKTHYECKHX 33Jadyax KJIACChl HE SBIAIOTCS  JIMHEHHO
pa3smenMMBIMM M pEIICHHE 3a/Ja4d YCIOXHSAeTca. B mHamed pabote
B KauecTBe Kiaccu(pHUKaropa HCIOJB30BAJCS  CTAHIAPTHBIH  METO[
k-Ommkaiimmx cocemedf, a Takke ero MoAauduKanus, TaKk Ha3bIBaeMBIN
«METOJ] HEYeTKHX ITOYTH OMmKalmmx cocemei», KOTOpbIi OyneT ommcaH
B CIIEIIYIOIIEM pa3Jiere.

B koHume kaxmoil smoxu, 3aBeplIalolleiicss Mojadyel HOBOTO
3BYKOBOT'O CHTHaJa, IIPOBOJUTCS aHAIN3 OOyYCHHOW CHCTEMBL. A MMEHHO,
1o 3HaueHuto H(t, g), BBIUUCISIETCS Marpuma OmuOoK E(t)=||e.s(t)||,
a,b= 1,2 npeackazaHus TOro, K KaKOMy KJacCy OTHOCHTCS CHUTHAI.
BrrancineHust IpoBOIATCS CIEIYIONMM 00pa3oM: 3JIeMEHTHI MaTpHUIs! E (1),
pACHONIOKCHHBIE HAa TJAaBHOW [UaroHajdW, pPaBHBl YHCIy MPaBHIbHO
KJIaccH(UITMPOBAHHBIX 3HAUCHUH CUTHAJNIA g(?) 3a MPEeaBIAYIIyIO SIOXY, T.€.
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npHu 4, s<t<t,. VHade TOBOpA, e;;(t;) — 4UYNCIO BEPHO paACIO3HAHHBIX
HCTIBITYEMBIM TTIOBOPOTOB HAJIEBO, a €),(1;) — YUCIIO BEPHO PACIIO3HAHHBIX
HCTIBITYEMBIM TIOBOPOTOB HampaBo. COOTBETCTBEHHO, e (fy) W ey(ty) —
KOJIMYECTBA HEBEPHO PACTIO3HAHHBIX IOBOPOTOB.

[MomyyenHass Marpuiia OmMMOOK E WCHONB3YeTCS U NPUHITHSA
pemieHnss O TOM, KaKOW YIpPaBISIOMIMNA CHUTHAJN CIeAyeT OTHpaBHUTh Ha
00BEKT ympaBieHUs Ha cieaytomeM odrtane. /i NpUHATHA peleHus
HEOOXOJMMO BBIYHCIHUTH JOJU BEPHO PACHO3HAHHBIX CHUTHAIOB (KaJpoB)
B o0IIeM uuciie curHaioB: Pi(t) = e;(ty) /'S, n Pr(ty) = exn(ty) / S, rne
0<P;<1 — yacroTra HaCTyIICHUS] COOBITHS, COCTOSIIIEI0 B TOM, YTO CHCTEMA
BEPHO paclio3HaJa CHUTHaJd TNoBOpoTa HayeBo, 0<P<l — w4acToTa
HACTYIUIEHHs] COOBITHS, COCTOSILIIETO B TOM, YTO CUCTEMa BEPHO paclio3Haa
CHTHAJI IOBOPOTa HANPaBO, S—IUCIIO KaPOB B MPEIBIIYIICH dTI0XE.

Torma AP=P;-Pr. Ecmm AP>P;, TO CUTHal yHpaBlIeHUS V;
MIpUHUMAET 3HadeHue 1, ecnmm AP<P,T0 y; IpUHUMAaeT 3HadeHue -1, 49Tto
COOTBETCTBYET IIOBOPOTY BJIEBO W BIPABO COOTBETCTBEHHO, PuP, —
HEKOTOpBIE ITOPOTOBHIE 3HaueHWs. Ecim HU OOHO M3 JITHX YCIOBHI He
BBITIONTHSACTCS (COCTOSIHUE HEOoIpenenéHHocTH), To ¥; = 0. B Hameit padorte
P;=02upP,=-0.2.

7. Merton 0ymmxkaiimmx coceneil u ero mogudukanus. HanomuumM,
YTO B CTaHIApTHOM Metoje Ommkaiimux coceneit (KNN) u3 BbiOOpKH S
KaapoB ¢opmupyercst mMaccuB (BbiOOpka) U3 SN M-MEpHBIX BEKTOPOB
x€R", i=1, ..., SN, rne N — uucio usMepenuii B kagpe (B HaleM CIydae
N=500). Cpenn HUX MOTYT OBITh BEKTOPHI U3 Kilacca A (ITOBOPOT HAJIEBO)
nu3 kiacca B (moBopoT Hampao). [Ipy MosIBIEHHMH HOBOTO (TECTOBOTO)
BEKTOpa Yy BBIYHCIIIOTCS PACCTOSHHUS OT ¥ JI0 BCEX OCTAIBHBIX BEKTOPOB
BEIOOpKH W BBHIOHWparoTca k£ Ommkaimux K y BekTopoB. s ymoOcTBa
pacmiozHaBanmus k Oepercst HedeTHBIM. CUWTaercs, YTO BEKTOp Y
MPUHAAICKAT KIIacCy A, €clii YHCIO BEKTOPOB X; M3 Kiacca A cpemu
OmmpKalmuXx K HeMmy OoJibllle, 4YeM 4YHCIO BEKTOpPOB M3 Kiacca B.
B npotuBHOM cityyae cuMTaerTcs, YTO BEKTOP ) IPUHAUISKUT Kiaccy B.
OO0bIyHO pekomeHayetcst Opatb 3<k<I].

HocrounctBom  meroma kNN sBuseTcs  ero  mpocrora,
a HelocTaTKaMH  —  OOJIBIIOW  00BEM  BBIYMCICHHH, BBIOJIHAEMBIX
HEPEeKYPPEHTHO M 3aBHCHUMOCTH pe3yJIbTaToB OT BbIOOpa ymcia k. Meron
MOXeT OBITH OYeHb UYBCTBHUTENIEH K BBIOOpY k. Hampmmep, mpu BbIOOpE
k=9, ecim cpenn OmmKaMIIMX coceledl ecTh IATh BEKTOPOB M3 Kiacca A
1 YeTHIpe BEKTOpa W3 Kjacca B, TO TECTOBBIH BEKTOp OyAeT OTHEeCeH
K kaccy A. OmHaKko, ecii yBeITMIUTh 9UCIo k 10 k=11 1 00a 13 HECKOIBKO
Ooiee MaJeKNX MOMOJHHUTENBHBIX BEKTOPOB OKAXKYTCS MPHHAIICKAIIHIMHA
Kyaccy B, To u TecTOBEII BeKTOp OyAeT OTHeceH K Kiaccy B.
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Taxxke mocromHcTBOM MeTofa KNN sSBII€TCS M TO, YTO OH HE
TpeOyeT pazaenmMOCTH KJIacCoB A W B THIIepmiockocThio MK KaKOH-TO
Jpyroid NpoCTOM MOBEPXHOCTHbIO. BakHO, 4TO B 3ajadyax pacro3HABaHM
curHanoB DDI" mpedmnonokeHne o0 pa3aeTMMOCTH KIIacCOB, IO-BHINMOMY,
HECTIPaBeIJIMBO U MMOTOMY B SKCHEpUMEHTax 1o aHanm3y D30I meroq kNN
3a4acTyi0 JaeT OoJiee BBHICOKHH INPOLEHT BEPHO PACIIO3HAHHBIX TECTOBBIX
BEKTOpPOB. OJTa  3aKOHOMEPHOCTH IOJTBEpPXKAAETCS M B  HAIUX
9KCIEPUMEHTAX, YTO 00ycnaBiuBaeT BbIOOp MeToma kNN mst gampHEHImx
HCCIIEJOBAHUM.

[pemnaraemas momudukamnus merona KNN ocHOBaHAa Ha BBEICHHUH
TaK Ha3bIBAEMBIX PAOUAIbHO HEYemKUX 6ekmopos. PanuaibHO HEYETKHM
(R-HeyeTKHM) BEKTOPOM Oy/eM Ha3bIBaTh HEYETKOE MHOXKECTBO XCR”,
nMmeromee (GyHKIUIO TpHHAIISKHOCTH dx(X)=R(||x-y||/f), tme R(a) -
HeBo3pacTamomas ckainsgpHas ¢yHkaus Ha [0,00), Takas, uro R(0)=I,
R(1)=0, R(a)=0 nipu a>1. Hampumep, MoxxHO B3sTh R(a)=1-a npu 0<a<l,
R(a)=0 ipu a>1. Bextop yeR" Ha3bIBacTCsI IEHTPOM PAJHATBHO HEYETKOTO
BekTopa X, a umcmo f>0 — kodpduunmeHToM HeueTKocTH. OYeBHIHO,
CTETIeHb NPHUHAUICKHOCTH pPaZHajbHO HEYETKOTO BEKTOpA ONpeAemseTcs
PAcCTOSIHEEM OT HEro N0 3aJlaHHOTO IIeHTpa. MBI OyieM paccMaTpuBaTth
¢dopmanbHO Ooiee OOWMKA cilyyai, KOrAa KIFOYEBYIO pOJIb HIpaeT
paccTosiHMe He 10 LEHTPa, a 10 HEKOTOPOro Iuapa, UMEIOIIEro TOT e
LEHTpP, @ UMEHHO, JI0 IlIapa, OMMCAHHOTO BOKPYI MHOXKECTBA ONMKaHIINX
cocenen.

Momuduranms meroma kNN COCTOMT B TOM, YTO BCE BEKTOPHI
BEIOOPKH X; CUHTAIOTCA R-HEe4eTKHMMH BeKTOpaMH ¢  (YHKIHAMHA
MIPUHAATICKHOCTH

d;(x) = R((|Ix = x; I[-Ri)+/f)), )

rae R, f — mapamerpel airoputMma (HOJNOXKHUTENbHblE uncna), (), —
MOJIOKUTEbHAS YacTh 4YWCJIA, paBHAas CaMOMy 4YHCIy, €CJIH OHO
TIOJIO)KUTEIIBHO U HYJIIO B IPOTUBHOM Clly4ae.

AnropuT™M MeTosa HauMHaeT paboTaTb TaK Ke, KaK M alrOpUTM
obOpryHoro kNN. 3amaercss menoe 4ucio k, NpU TMOCTYIUIEHHMH HOBOTO
TECTOBOTO BEKTOpa ) Haxomgurtcsi Ni(y) — MHOXKECTBO k Oimkalmnx K y
BEKTOPOB BBIOOPKHM X; 3areM ONpeeNseTcss BejludyuHa Ry, paBHas
MakcUMyMy ||y-x;|| mo Bcem x;eNi(y). OdueBnmHo, R, — pamuyc Imapa,
OIMCAHHOTO BOKPYT MHOXKECTBA OJIMKAMIIIMX COCe/ieil TECTOBOTO BEKTOPA .
Jlanee BBIYMCIISIOTCS Beca W; BEKTOPOB BBIOOPKH, PaBHbIC 3HAYCHHUSIM KX
¢byHKUMH npuHAIeKHOCTH d;(V) (2). O4eBHIHO, Beca OmmKalmux coceneit
paBHBI 1, a Beca BEKTOPOB, PAaCIOJOXEHHBIX OT TECTOBOI'O BEKTOpa Ha
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paccrosHuH Ooibiie, 4yeM R;+f paBHBI Hyi0. T.e. JOCTATOYHO BBIYHCIIATH
Beca BEKTOPOB, PACIHOI0KEHHBIX OT TECTOBOTO BEKTOpA Ha PACCTOSIHUU OT
R, mo R,+f. HakoHel, cpaBHUBAIOTCS CyMMBI BECOB BEKTOPOB M3 Kiiacca A
u u3 knacca B. TecToBblll BEKTOp OTHOCUTCS K TOMY KJIaccy, CymMMa BECOB
KOTOPOTO OOJIbIIIE.

Takum obpazom, 1o cpaBHeHHH ¢ MeTojoM KNN B mpenimaraeMom
METOJIC KpPOME COCEICH YYUTHIBAIOTCS «IIOYTH COCEAM» — BEKTOPHI
oOydvaromieli BBIOOpKH, HaxojsIiuecs OT TECTOBOTO BEKTOpa Ha
paccTosiHuu, He OoJjiee, UeM Ha BEJIMYHMHY f NPEBBIIAIOIIEM Paguyc HIapa,
ONMCAaHHOTO BOKPYr MHOXecTBa Onwkaiimmx coceneil. [Ipu stom Bec,
C KOTOPBIM YYUTBIBAIOTCA «IOYTHU COCCAN» TEM MCHLUIC, YEM AaJIblIC OT
9TOTrO IIapa OHW HaxojsTcs. Ecnu mapamerp HEYETKOCTH f HACTOJBKO Mall,
YTO MHOXXECTBO «IOYTH COCEICH» IMyCTO, TO MOAUGDUIIMPOBAHHBIA METOJ
copmagaer ¢ meronoM kKNN. Metox MOXHO Ha3BaTh METOIOM «HEUETKHX
mouTn Ommkaimux coceneit» (Fuzzy Almost Nearest Neighbors — FANN).
OnmcanHas Moau(UKAIUsA JIETKO 0000IIaeTcs Ha ciydail paclio3HaBaHUS
HECKOJBbKHUX (DoJee, 4eM ABYX) KIacCOB.

Crnemyer OTMETHTB, YTO MMEETCS JOCTATOYHO MHOTO ITYOIMKAITHIA,
ONKCHIBAIOIINX «HEYETKUEe» pacmupenus weroaa KNN [33, 34, 35].
Opnako OOJIBIIMHCTBO W3 HHX, BCJEJ 3a MUOHEPCKOH paboroit [33]
(umeromeit 6onee 3000 rmrupoBanuii B Google Scholar) ocHoBanbl Ha
BBCJACHUN HEYCTKOTIO OTHOMICHUA MPUHAAJTIC)KHOCTU TOYKH K KJIaCcCy, T.C. HA
HedeTKkod  kmaccuuxanuu. DOyHKIUS  NPHHAUICKHOCTH  CTPOHUTCA
IBPUCTHYECKU KaK (QYHKIWSI PacCTOSHUI BEKTOPOB BHEIOOPKHU IO TECTOBOTO
BekTopa. B mpemraraeMom anroputMme Kiaccu(pUKAIUS OCTACTCS YCTKOW U
MPUHUMAaEeMOE PEIICHHEe coBmagaeT ¢ meromoM KNN mpu Manoil creneHd
BBOJMMOW HEUYCTKOCTH. TakuM 00pa3oM MOXKHO pealn30BaTh IUIABHBIN
nepexox ot Metoga kNN kK HOBOMY METOIY, YTO MO3BOJISIET OOCCIICYHTH
MPEEMCTBEHHOCTH TIOJIXOJIOB.

OmauM w3 gocTtomHCTB Metoga FANN 1o  cpaBHEHHIO
¢ knaccmueckuM KNN  siBissercss To, uto FANN MeHee TpeGoBaTeneH
K BBIOOpY 3HAa4eHMS 4YHCHAa Kk ¥ TPAKTHIECKH BO BCEX CIydasx
obecrieunBaeT MaKCHMaJbHYIO TOYHOCTh Kiaccupukarmu. CpaBHEHHE
TOYHOCTH Knaccupukamuu a7 mMetogoB KNN m FANN gms pasHbx
3HaYCHUH k MpeACTaBIEHO HA PUCYHKE 2.
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Puc. 2. CpaBHeHHEe TOYHOCTH KITaCCU(HUKAINH ISl PA3HBIX 3HAYEHHUH K JUIT METOIOB
kNN n FANN

COBOKYITHOCTh aJITOPUTMOB cOoOpa W TpenoOpabOTKH CHUTHAIOB
90T, oTb0Opa MPU3HAKOB U KJIACCU(UKAIINN CUTHAIOB ObliIa peain3oBaHa B
BHJIe TTporpaMMHO# Tutathopmel [36]. TIporpammHas tuiathopma COIepKUT
Ha0Op CPEeACTB I aBTOMATH3MPOBAHHOW 00paboTku curHamos D3I u ux
aHaln3a, B TOM YHCJIe METOJaMH MallnHHOTO 00y4eHus. [Inardopma mmeer
THOKYIO apXUTEKTYPY U COCTOUT U3 MOAYJIEH, U4TO MO3BOJIET IPUMEHSTH &
IpU HcclieioBanuy AaHHbIX OO i pasnnuHblX neneid. JlanHsie mMoryt
ObITb  moNy4yeHbl Kak M3  (aiinoB, TaKk W  HaNpsAMyl  OT
anekTpodHnedanorpaga B peKUME pealbHOr0 BpeMeHH. [ paduyeckuit
uHTepdeiic npeaocTaBiIsieT yA00HbIH c0C00 KOHPUTYPUPOBAHHS MOAYJICH
iatdopmsel. PaccMaTtpuBaemas miaropma MpeocTaBisieT OTKPBITBIN IS
MOJIB30BATENS MPOTPAMMHBIA MHTEp(ENC B3aNMOACHCTBISL. ITO MO3BOJISACT
HCTIONB30BaTh IIaTQopMy Kak OMOIMOTEKY IS MOCTPOSHUSI COOCTBEHHBIX
MPWIOKECHUHN It paboTHl ¢ JaHHBIMA DJI'. DT0 00CTOATETHCTBO 0COOECHHO
MOJIE3HO, HATpHMEp, Ha JTame, MPOTOTHIIHPOBAHUS HOBOTO YCTPOWCTBA,
BEITIOJTHSIOMIETO POJIb  YIPABIBIIONIETO OJIOKa B HEKOTOPOH CHCTEME,
HCTIONB3YIOMIeW JaHHbIE C  SJekTpodHmedanorpada. Pa3paborumky
JIOCTATOYHO MMIIOPTHUPOBATh HACTPOMKH OKPYXKESHUSI, Pean30BaTh CBS3b C
HCTOYHHMKOM JaHHBIX 1 00BEKTOM YIpaBIICHHUSI.

8. IlocraHoBKa IKCIEepPUMEHTA. Lenbio NPOBEICHUS
9KCIEPUMEHTOB OblTa oleHKa 3(p(EeKTHBHOCTH BBHIOpAHHOTO Moaxoxa. B
9KCTIEPUMEHTE HCIBITYEMBIH CHAMT B MHBAJIUIHOM Kpecie, CHa0KeHHBIM
YCTPOMCTBOM JMUCTAHIIMOHHOTO YIPABIICHHUS, HA HEr0 HaJETa AJIEKTPOIHAS
[Iaroyka 0ecIpoBOTHOTO JEKTpOo3HIEedamorpada.
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B »skcnepumentax wucnonb3oBajoch uHBaNMAHOE Kpecio MET
COMPACT 15. Kpecno o6opymoBaHO TyJIbTOM YIIPAaBICHHS U OJIOKOM
JOVCTAHIIMOHHOTO YIPAaBJICHUSA, MOAICPKUBAIOIINM OTIPABKY KOMaHJ IO
Wi-Fi cormacHo mpoToKoia yIpaBIeHUs IBUTATEIIEM.

B  oskcmepmMmeHTax ~— Tak)Ke€ ~— HCHOJB30BaJICS  OECIpOBOXHOU
anekrpodrnedanorpad NeoRecCAP [37], koTopsiit mmeeT 21 oTBeneHme,
1.¢. M =21. NeoRecCAP moxer 3anuceiBate 931", meTku cobbiTuii oT UK-
TPUITEPOB U aKceaepoMmerpa B daitnsl pazauyabix popmatoB (EDF+ 16 bit,
BDF+ 24 bit, GDF 32 bit u T.1.) uinu nepepasarb 3Ty AaHubie B LSL-notox
(Lab Streaming Layer) mns aHanu3a CTOPOHHHUM IPOTPAMMHBIM
obecrieuenneM. NeoRecCAP MokeT npuMeHSITbCs ISl 00yUeHNs!, HAyYHbBIX
UCClieIoBaHui u pa3paboTok B obmactu I3 u  HeHpOMANIMHHBIX
uaTepdeiicoB. Ha pucyHke 3 CcXeMaTHYHO TIOKa3aHO PAaCIOJIOKCHHE
ANEKTPOIOB  AJeKTpodHmedarorpaga Ha  MOBEPXHOCTH  TOJIOBHI
(crapmaptHas cuctema 10/20).

W wuHBamumHOE Kpecio, W JIEKTpOodHIEedanorpad MOTKITFOUCHBI
K YCTPOHCTBY YIIpaBICHHS — HOYTOYKY.

Fp1 Fp2

F7 F8

F3 Fz F4

T[Ty €3 Cz c4 Ta(T4)
Al A2

PI(T5) P3 i P4 PE(T8}

01 02

Puc. 3. CxematuuHoe N300pakeHNe MOJI0KEHHS SJIEKTPOJOB Ha IOBEPXHOCTH
ToJI0BBI HctbITyeMoro (cuctema 10/20)

Bce Bpemsi skcnepuMeHTa JAENUTCS HA HECKOJBKO HMHTEPBAJIOB —
anox, jamuxcss mo 6-10 cekynn. Kaxzaas snmoxa HauMHaeTcs ¢ MOJadu
3BYKOBOI'O CHUTHAJIa, KOTOPBI TOBOPUT UCHBITYEMOMY, B KaKyl0 CTOPOHY
HY)KHO TIOBEPHYTHh Kpeclio (BJIECBO WM BIPaBO). 3ajaya UCIBITYEMOIO 3a
KQXIYI0 SMOXY — MOMBITAThCS MPEACTABUTh ceOe JBIIKCHHEC JICBOW WU
MpaBoil pykoi (B 3aBHCHMOCTH OT 3BYKOBOTO CHTHajla) TAKHUM 00pa3oM,
9TOOBl  MHBATUAHOE KPECIO TMOBEPHYJIOCh BJIEBO WJIA  BIIPaBO
COOTBETCTBEHHO.
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Takum 00pa3oM, SKCIIEPHMEHT COCTOHUT M3 HECKOJBKUX OTAaIloB:
1ojada 3BYKOBOTO CHI'HAjla, KOTOPBIA TOBOPHT HCIIBITYEMOMY, B KaKylo
CTOPOHY HY>KHO IIOBEPHYTbH; PEaKIMs HCIBITYeMOro; oOpaboTka M aHaIu3
CHT'HAJla Ha YCTPOMCTBE YIPABICHUS; NPHHATHE pEIICHUS W Bblgaya
YOPaBJISIONIETO CUTHAala Ha OOBEKT YIpaBieHHS (MHBAIMIHOE KPECHo).
CxeMaTH4ecKH 3TOT IIpoIiece T0Ka3aH Ha PHCYHKE 4.

MCnbITyemMiIi ]17

[ SnekTpoaHuedanorpad ]
CWcTema ynpaeneHna \

MpegobpaboTka curHana

!

Knaccudnkauna HaMmepeHuil

COBEPLWNTE OBNHEHNE
l 3ByKORONA CUTHan

MpWHATHE peweHnA of oTNpaBKe
YNPaENAKLWErND CUTHANA

!

OoobyueHwe knaccudmkatopa

- /

k4

[ Bnok ynpaeneHnA MHBANUIHEIM KPEcnom ]

Puc. 4. CxemaTuueckoe I/I306pa)KCHI/Ie B3aUMOJICHCTBUS COCTaBJIIIOIIUX yacTei
CHUCTCMBLI B OKCIICPUMECHTaxX

AnropuTM  ympaBieHHs ~— ObI  pealM30BaH  Ha  SI3BIKE
nporpammupoBanus Python. Ha stame mpuHsATHA pemieHHsS o TOBOpOTE
MPOUCXOMUT coxpaHeHne OOl curHama mnpW  ynadHBIX — MOMBITKAaX
ynpasieHusi (Korja THII TOJAHHOTO 3BYKOBOTO CHTHAla COBIAJacT C
KJIACCOM PAaCMO3HAHHOTO BOOOPaXaeMOTO ABHKCHHS). DTH COXpaHEHHBIC

18 Wndopmarrka u aBromaruzanus. 2025. Tom 24 Ne 1. ISSN 2713-3192 (meu.)
ISSN 2713-3206 (onmaiin) www.ia.spcras.ru



ROBOTICS, AUTOMATION AND CONTROL SYSTEMS

oTpe3skn curHama OO mONONHAIOT CcoOOW mataceT A OOy4eHHS
knaccupukaropa. Takum oOpa3om, Bo3HHKAaeT OJ(P(EKT aganTauu
aNropuT™Ma IMO0J KOHKPETHOTO HCIBITYEMOTO, TO3BOJIAIOMNN JTydIne
pacno3HaBaTh €r0 HAMEPEHUSL.

JlooOydeHne  CHUCTEMBl ~ YNpaBJICHHWS  IPOMCXOAUT  Uepe3
onpenenEéHHbIE TPOMEKYTKH BPEMEHH, Ha3blBaeMble ceccHsiMu. OnnH
9KCHEPUMEHT UINTENbHOCTHIO 20-30 MUHYT MOXET COCTOSITh U3 3-5 ceccuit
W KOHTPOJIGHOTO TeCTHpoBaHUs (Bayupanuu). KoHTpoJapHOE TeCTHpOBaHKE
BBITIOJIHSETCS IOCJIE OKOHYAHMS BCEX CECCHUM c60pa JaHHbIX U [[OO6y'-{€HI/I§I
CHUCTEMBEI.

JIyist OLIEHKH KOPPEKTHOCTH pabOThl CHCTEMBI B 1I€JIOM TaKXke ObLIO
BBEJICHO IMOHATHE OOIIeH TOYHOCTH pacno3HaBanus P = D / K,
rae D — KOJIMYecTBO YCIHENIHBIX 310X, K — oOliee KOJMYECTBO 3MOX B
ceccud. YCICIIHOM 3I0Xa CUMTAeTCs B TOM CIIydae, €CIIM HWHBAJIUIHOE
KpECJIO JBHTaJOCh B paMKax 3TOH 3MOXH B HY)KHOM HalpaBIICHHH Oosee
ueM 50% BpeMeHHU.

9. Pe3yabTarsl. Jost JKCIIEPUMEHTAILHOMN [IPOBEPKHU
paboTocriocoOHOCTH pa3paboTaHHON MOAENH W aIrOPUTMOB BCEro OBLIO
npoBesieHo OoJiee 15 IKCIEPUMEHTOB C MATHIO UCIBITYEMBIMH B OOINIEH
cnokHocTH. OT BCEX HCHBITYEMBIX ObLJIO TONyYeHO HH(GOPMHUPOBAHHOE
corjlacie Ha ydacThe B OJKclepuMeHtax. Ha pucyHke 5 nokazaHo
WHBAJIHMHOE KPECJIO, B KOTOPOM CHJIIUT HCITBITYEMBIH.

Puc. 5. d)omrpad)lxm HUCHBITYEMOI'0, CUAAIICIO B UHBAJIMAHOM KPECJIE BO BpEMS
TNpOBEACHUA HUCTIBITAHUI
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Kaxpgoe ucnslTaHnE TPOBOJWIOCH IO IUIAHY, ONHCAaHHOMY paHee.
OnHO WCTBITAaHWE NPONOJDKUTENBHOCTRIO 27.5 MHHYTHI cocTosuio u3 4
CEeCCHii: TIepBasi ¥ BTOpasi CECCUH AIMIHCH 1O 2.5 MHUHYTHI, OCTaJbHBIC JIBE
mo 10 wmumHYT Xaxmad. Ilocme 3TOro BBINONHSUIOCE KOHTPOJIEHOE
TECTUPOBAHHE, COCTOSIIIIEE B TOM, YTO HCIBITYEMBIH JOJKEH 3a 2.5 MUHYTHI
BBIIIOJIHUTH IOBOPOT MHBAJIMJHOTO Kpecia He MeHee 10 pas.

HcnpiTanus moOKa3zain, 4YTO pa3pa0OTaHHBIA MOJXOJ IO3BOJISIET
CYIIECTBEHHO IIOBBICUTH TOYHOCTh pAaclO3HaBaHMA BOOOpPaKAEMbIX
JBIDKEHUH. 3a BpeMsl HCMBITAHHs MPOUCXOAWUT aJanTalus KaK CHCTEMbI
ynpasienus (kiaccupukaropa), Tak M HUcneityemoro. Ha pucynke 6
NokaszaH rpayK M3MEHEHHs TOYHOCTH PacliO3HABaHUSI BO BpeMs MEPBOU
ceccui, a Ha pUCYHKe 7 — rpa)uK U3MEHEHHs] TOYHOCTH PAcIO3HABaHHS BO
BpEMs KOHTPOJIBHOTO TECTUPOBAHUS.

05 1.0 15 2.0 25

Puc. 6. I'paduk u3MeHEHUS TOUHOCTH PACIO3HABAHUS (BEPTUKAIBHAS OCh)
BO BpeMeHH (TOpU30HTaNIbHAs OCh, MUHYTHI) Ha TIEPBOM CECCUU

0.5 1.0 15 20 25

Puc. 7. I'paduik n3MEHEHHS TOYHOCTH PACIIO3HABaHUS (BEepTUKAIbHAsI OCh) BO
BpeMeHH (TOPU30HTaIbHAs 0Ch, MUHYTHI) B IIPOIECCEe KOHTPOJILHOTO TECTHPOBAHUS
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Takum o0Opa3om, cpaBHUBas PUCYHKH O U 7 MOXHO OTMETHUTb, YTO
TOYHOCTh pACIIO3HABaHWA B XOJ€ HCIBITaHUS TOBBICHIACH Ooiee, 4eM
BaBoe. Ha mepBoii ceccnn TogHOCTH pacmo3HaBaHus P = 0.4 (40%), a Bo
BpeMsI KOHTPOJBHOTO TecTipoBaHusi — P =~ (.9 (90%).

[IpoBeneHHBIE SKCIEPUMEHTHl TOKA3alHM, YTO MOMHMO aIanTallud
(oOydeHHUs1) CHUCTEMBI VIIPAaBIICHUS WHBAIHAIHBIM KpECIOM B TIpoIecce
JKCIIEPUMEHTa  TaKKe IPOMCXOAWUT W ajanTauus  (TPEeHUPOBKA)
UCTIBITYEMOT0. JTO O3HA4YaeT, YTO YeM JOJIbIIE HCIBITYEMBI ITBITAETCS
BBITIOJIHATD 3aJa4¥ YIIPaBJICHUS C TIOMOLIbIO aKTUBHOCTHU CBOCT'O I'OJIOBHOT'O
MO3ra, TeM Hallle y Hero J0JDKHO 3TO MOJTydaThesl.

W nelictBuTenbHO, OBLIO 3aMEYEHO, YTO B TEUEHHUE OJHOM CECCUU
(T.e. B TeueHHE BpPEMEHM, KOIJa MapaMeTpsl OOy4eHHUs HEU3MEHHBI)
CHOCOOHOCTh HCITBITYEMOTO COBEpIIaTh BOOOpakaeMble MABIDKCHHS Tak,
9TOOBl  TOJYYHWTH TPABHIBHYIO  PEaKIUI0 CHCTEMBI  YIpPaBICHUSA
(1, COOTBETCTBEHHO, MOBOPOT MHBAIHIHOTO Kpecia B HYKHYIO CTOPOHY),
pactér. DTo BBIpaKaeTcs B TOM, UTO 3HaueHWE P BO3pacTaeT B TECUCHHE
ceccu.

3akiaouenne. Pa3paboTaHHBI W ONNCAHHBIA B JAaHHOW CTarbe
oaxon )44 €ro IporpamMMHas peanusanus B xXonae HUCIBITAHUH
MIPOJIEMOHCTPUPOBATH 3PPEKTUBHOCTh B 3a/a4aX YIPaBJICHUS TTOBOPOTOM
WHBAJMJHOTO Kpecia. B mpoliecce KOHTPOJIBHOTO TECTHPOBAHUS JIIOAH,
y4acTBOBAaBIIME B OKCHEPHUMEHTaX, JEMOHCTPUPOBAIN CIHOCOOHOCTh
BBITIOJIHATE TOBOPOT MHBAJIMIHOI'O KpECja BIIPAaBO W BJICBO C TOYHOCTHIO
~90%, dYTO HE YycTymaeT pe3yiabTaTaM JpPYTUX HW3BECTHBIX pPadoT
Y TIPEJICTABIIACTCS HEIUIOXUM PEe3yJIbTaTOM JUIS MEPBOU OOKATKU IMOIXOJA.
[MpennoxeHHas B 1aHHOW padoTe MoauduKanms Kilaccudeckoro merona k
OmpkaWmmx  cocenel, Kak  IOKAa3aHO,  CHIDKaeT  TpeOOBaHUS
K IPOM3BOJIUTEIEHOCTH OOPTOBOTO KOMITBIOTEpPA Kpeciia M yIpouaer
11o00p MapamMeTpoB aNropuTMa Kinaccu(puKanum.

PeanuzoBaHHbIHI MIPOTrpaMMHBIN KOMILIEKC M03BOJIIET
ABTOMATH3MPOBATh TIPOLIECC OOYYEHHUS CHCTEMBI YIPABICHHUS, YTO
YIOpOIIaeT NMPaKTHYeCKoe MPUMEHEHHE MOJX0/Ja B CHCTEMax YIpPaBICHHUS
IBHKCHUEM TPAHCIOPTHOTO CpeAcTBa. JTOT mporecc He Tpedyer
MPUBJICUEHHUS]  CIIEIIMAIICTOB M  MOXXET OBITH  BBINOJIHEH CaMHUM
ucneITyeMbIM. [Ipu 3ToM HOYTOYK, Ha KOTOPOM peai30BaHa CUCTEMA, UL
ynoOCTBa  HCHBITYEMOTO  MOXXET OBITh  pacloJIOKEH Ha  CaMOM
TPaHCIIOPTHOM CPEJICTBE.

Taxxke OBUIO yAEICHO 0CcO000C BHUMAaHHE PECYPCOEMKOCTU
NPOrpaMMHON peain3anuy. MeToAbl M alrOpUTMBI OBUIM PEaNN30BaHbBI
c yuétoMm TpeOOBaHWMI, BO3HMKAIOIIUX IPU HX BBHINOJIHCHHH Ha
HU3KOIIPOM3BO/UTEIBHBIX ~ YCTPOMCTBAX C OrPaHUYEHHBIM 00BEMOM

Informatics and Automation. 2025. Vol. 24 No. 1. ISSN 2713-3192 (print) 21
ISSN 2713-3206 (online) www.ia.spcras.ru



POBOTOTEXHUKA, ABTOMATU3ALIMA 1 CUCTEMBI YITPABJIEHUA

maMatd. [IporpaMmHas peanm3amysi MOXKET OBITh aJanTHpOBaHA Ui
BBITIOJTHEHHS Ha, HalPUMEpP, MUKPOIIPOLECCOPHBIX ycTpoiicTBax Orange Pi
3B [38] 6e3 cymiecTBeHHOW MOTEPH CKOPOCTH 00paboTKH curHainoB DT
DTOT MUKPOKOMIIBIOTEP MOKET UMETh JI0 8 TUTa0aiT ONepaTHBHOM MaMsTH,
MO3BOJISICT  BBITIOJIHATH MHOTOIIOTOYHYIO 00paboTKy maHHBIX Ha 4
MPOLECCOPHBIX SApax, MPU 3TOM HMMEET yMEPEHHOE SHEpPromnoTpediicHne
(mopsinka 6 BT mpum MakcHMManbHOM Harpyske), a Takke HeOOJIbIIUe
radapuThl.

Takum 00pa3oMm, MPEUIOKEHHBII MOAX0 K YIIPABICHHUIO TOBOPOTOM
TPaHCIIOPTHOTO CPEJICTBA Ha OCHOBE HeWpouHTepdelica IMoKazan CBOIO
MEePCHEKTUBHOCTD.

JaneHeimme wuccnenoBaHuss OyAyT HanpaBICHBl Ha MOBBIINICHHUE
TOYHOCTM  PACHO3HABAHUS M  pealu3aluio  3a7ad  yIpaBJICHHA
JIOTIOJTHUTEIbHBIMI THIIAMH ABWXXEHUS (HApUMeEp, IBW)KEHHEM BIICpEn
u TopMoxkeHueM). llpencTaBisier HMHTEpec TakkKe  MaTeMaTHYEcKoe
MOJICTIMPOBaHNE W HCCIICIOBAHUE IPOLECCOB OOYYEHHUS M afanTalliH Kak
CHUCTEMbI ~ yIpaBJIEHHWsS JBW)KCHHEM, TaK M CaMHX HCIBITyEeMbIX.
[TepcrieKTHBHBIM TOAXOA0M K COBEPIICHCTBOBAHHIO MOJOOHBIX MPOLECCOB
MPEACTAaBIsIETCS  HCIOJB30BAHHE  METO/JAa  PEKYPPEHTHBIX  IEJIEBBIX
HEPaBEHCTB M aJalTHBHBIX MaTeMaTHYECKUX MOAeed HeHpOoHOB (Monenu
OutnXsio-Harymo, Xunamapmia-Poysa u T.11) U Mozaerneil OHOIOrHYeCKUX
HEHUPOHHBIX CETEH, IOCTPOEHHBIX HAa UX OCHOBE. HekoTopble pe3ynbTathl B
9THUX HaIlpaBJICHUAX OBIIH Mosry4deHs! HegasHo B MIIIMam PAH [22, 39].
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A. FRADKOV, N. BABICH
THREE-POSITION VEHICLE CONTROL BASED ON NEURAL
INTERFACE USING MACHINE LEARNING

Fradkov A., Babich N. Three-Position Vehicle Control Based on Neural Interface Using
Machine Learning.

Abstract. The brain-computer interface is a complex system that allows you to control
external electronic devices using brain activity. This system includes several elements — a
device for reading brain activity signals, a hardware and software complex that processes and
analyzes these signals, and a control object. The main challenge here is the development of
methods and algorithms that can correctly recognize and predict the intentions of the person
who uses this interface to provide solutions to control problems. This paper describes the
mathematical formulation of the equipment control problem. Methods for preprocessing EEG
signals, analyzing them, and making decisions about issuing a control signal are described; the
structure of the software implementation of these methods is described, as well as a plan for
experimental testing of the performance of the entire system that forms the brain-computer
interface. For classification of EEG signals the methods of machine learning are used.
A modification of the k-nearest neighbors method is proposed — the so-called fuzzy almost
nearest neighbors method. An algorithm for the adaptive classification of EEG taking into
account the drift of the parameters of the subject's model based on the method of recurrent
objective inequalities (ROI) has also been developed. The control algorithm was implemented
in the Python programming language. A remote-controlled wheelchair is considered as a
control object, and turning the chair to the right or left is considered as a control task.
To experimentally test the performance of the developed model and algorithms, more than 15
tests were carried out with five subjects in total. The approach developed and described in this
article and its software implementation during testing demonstrated its effectiveness in the
tasks of controlling the rotation of a wheelchair. Special attention was also paid to the resource
intensity of the software implementation. Methods and algorithms were implemented taking
into account the requirements that arise when performing calculations on low-performance
devices with a limited amount of memory.

Keywords: neural interface, BCI, control, machine learning, EEG, brain activity, KNN.

References

1. Levickaja O.S., Lebedev M.A. [Brain-computer interface: the future in the present].
Vestnik RGMU — Bulletin of the Russian State Medical University. 2016. no. 2.
pp. 4-16. (In Russ.).

2. Kaplan A.Ja., Kochetova A.G., Shishkin S.L., Basjul L. A., Ganin LP., Vasil'ev A.N.,
Liburkina S.P. [Experimental and theoretical foundations and practical
implementations of the brain-computer interface technology]. Bjulleten' sibirskoj
mediciny — Bulletin of Siberian Medicine. 2013. no. 12(2). pp. 21-29. (In Russ.).

3. Lunev D.V., Poletykin S.K., Kudrjavcev D.O. [Neural interfaces: review of
technologies and modern solutions]. Sovremennye innovacii, sistemy i tehnologii —
Modern innovations, systems and technologies. 2022. no. 2(3). pp. 117-126.
(In Russ.).

4, Stankevich L.A., Son'kin K.M., Nagornova Zh.V., Homenko Ju.G., Shemjakina N.V.
[Classification of electroencephalographic patterns of imaginary movements of the
fingers for the development of a brain-computer interface]. Trudy SPIIRAN —
SPIIRAN Proceedings. 2015. vol. 3(40). pp. 163—182. (In Russ.).

26 Wndopmarrka u aBromaruzanus. 2025. Tom 24 Ne 1. ISSN 2713-3192 (meu.)
ISSN 2713-3206 (onmaiin) www.ia.spcras.ru



ROBOTICS, AUTOMATION AND CONTROL SYSTEMS

Gundelah F.V., Stankevich L.A. [Classification of spatiotemporal patterns based
on neuromorphic networks]. Informatika i avtomatizaciya — Informatics and
Automation. 2024. vol. 23. no. 3. pp. 886-908. (In Russ.).

Gundelah F.V., Stankevich L.A., Son'kin K.M., Nagornova Zh.V., Shemjakina N.V.
[Application of brain-computer interfaces in assistive technologies]. Trudy SPIIRAN
— SPIIRAN Proceedings. 2020. vol. 19. no. 2. pp. 277-301. (In Russ.).

Loboda Ju.O., Funk A.V., Gasymov Z.A., Rachkovan O.A. Upravlenie mehatronnymi
sistemami nejrointerfejsom [Control of mechatronic systems using a neural interface].
XIII Mezhdunarodnaja nauchno-prakticheskaja konferencija, posvjashhennaja 55-
letiju TUSURa [XIII International scientific and practical conference dedicated to the
55th anniversary of TUSUR]. 2017. pp. 143-146. (In Russ.).

Bodin O.N., Solodimova G.A., Spirkin A.N. [Neural interface for controlling robotic
devices]. Izmerenie. Monitoring. Upravlenie. Kontrol' — Measurement. Monitoring.
Management. Control. 2019. no. 4(30). pp. 70-76. (In Russ.).

Mironov V.1, Lobov S.A., Krylova N.P., Gordleeva C.Ju., Kaplan A.Ja., Bujlova
T.V., Kazancev V.B. [Development of a neuro-controlled car to mobilize people with
motor deficits — a neuromobile]. Sovremennye tehnologii v medicine — Modern
technologies in medicine. 2018. vol. 10. no. 4. pp. 49-56. (In Russ.).

Rashid Mamunur, Sulaiman Norizam, P.P. Abdul Majeed Anwar, Musa Rabiu Muazu,
Ab. Nasir Ahmad Fakhri, Bari Bifta Sama, Khatun Sabira. Current Status, Challenges,
and Possible Solutions of EEG-Based Brain-Computer Interface: A Comprehensive
Review. Frontiers in Neurorobotics. 2020. vol. 14. DOI: 10.3389/fnbot.2020.00025.
Varbu K., Muhammad N., Muhammad Y. Past, Present, and Future of EEG-Based
BCI Applications. Sensors. 2022. vol. 22. no. 9. DOI: 10.3390/s22093331.

Yadav H., Maini S. Electroencephalogram based brain-computer interface:
Applications, challenges, and opportunities. Multimedia Tools and Applications.
2023. vol. 82. pp. 47003-47047.

Sazonova N.N., Degtjarev S.V., Sazonova E.S. Apparatno-programmnyj kompleks na
osnove nejrointerfejsa i vr-tehnologii v sisteme reabilitacii pacientov s porazheniem
golovnogo mozga posle insul'ta [Hardware and software complex based on a neural
interface and VR technology in the rehabilitation system for patients with brain
damage after a stroke]. Informacionnye tehnologii v upravlenii, avtomatizacii i
mehatronike: Sbornik nauchnyh statej 4-j Mezhdunarodnoj nauchno-tehnicheskoj
konferencii [Information technologies in control, automation and mechatronics:
Collection of scientific articles of the 4th International Scientific and Technical
Conference]. 2022. pp. 180-183.

Bobrova E.V., Reshetnikova V.V., Vershinina E.A., Grishin A.A., Isaev M.R.,
Bobrov P.D., Gerasimenko Ju.P. [Evaluation of the effectiveness of brain-computer
interface control in teaching the imagination of movements of the upper and lower
extremities]. Zhurnal vysshej nervnoj dejatel'nosti im. LP. Pavlova — Journal of
Higher Nervous Activity named after I.P. Pavlov. 2023. vol. 73. no. 1. pp. 52-61.
Kaplan A.Ja. ekotorye teoreticheskie i prakticheskie osnovanija k realizacii
nejrointerfejsnyh tehnologij v psihiatrii [Some theoretical and practical grounds for
the implementation of neural interface technologies in psychiatry] Psihicheskoe
zdorov'e cheloveka i obshhestva. Aktual'nye mezhdisciplinarnye problemy. Nauchno-
prakticheskaja konferencija [Mental health of individuals and society. Current
interdisciplinary problems. Scientific and practical conference]. Moscow: CDU, 2018.
pp- 366-372. (In Russ.).

Wang H., Yan F., Xu T., Yin H., Chen P., Yue H., Chen C., Zhang H., Xu L., He Y.,
Bezerianos A. Brain-Controlled Wheelchair Review: From Wet Electrode to Dry
Electrode, From Single Modal to Hybrid Modal, From Synchronous to Asynchronous.
IEEE Access. 2021. vol. 9. pp. 55920-55938.

Informatics and Automation. 2025. Vol. 24 No. 1. ISSN 2713-3192 (print) 27
ISSN 2713-3206 (online) www.ia.spcras.ru



POBOTOTEXHUKA, ABTOMATU3ALIMA 1 CUCTEMBI YITPABJIEHUA

20.

21.

22.

23.

24.

25.

26.

217.

28.

29.

30.

31.

32.

28

Fernandez-Rodriguez A., Velasco-Alvarez F., Ron-Angevin R. Review of real brain-
controlled wheelchairs. Journal of neural engineering. 2016. vol. 13. no. 6.
DOI: 10.1088/1741-2560/13/6/061001.

Sha’abani M.N.A.H., Fuad N., Jamal N., Ismail M.F. kNN and SVM Classification
for EEG: A Review. Lecture Notes in Electrical Engineering. Springer, Singapore.
2020. vol. 632. pp. 555-565.

Palumbo A., Gramigna V., Calabrese B., Ielpo N. Motor-Imagery EEG-Based BCIs in
Wheelchair Movement and Control: A Systematic Literature Review. Sensors 2021.
vol. 21. no. 18. DOI: 10.3390/s21186285.

Yashin A.S., Vasil'ev A.N., SHishkin S.L. [How are quasi-movements useful for
learning voluntary movements? A view from neuroscience, psychology and
philosophy]. Geny i Kletki — Genes and Cells. 2023. vol. 18. no. 4. pp. 649-652.
(In Russ.).

Babbysh N. Computing brain thythm indicators of EEG signal. Sth Scientific School
Dynamics of Complex Networks and their Applications (DCNA), Kaliningrad,
Russian Federation. IEEE, 2021. pp. 32-35.

Shanarova N., Pronina M., Lipkovich M., Ponomarev V., Miiller A., Kropotov J.
Application of Machine Learning to Diagnostics of Schizophrenia Patients Based on
Event-Related Potentials. Diagnostics. 2023. vol. 13. no. 3.
DOI: 10.3390/diagnostics13030509.

Lipkovich M., Knyazeva V., Aleksandrov A., Shanarova N., Sagatdinov A., Fradkov
A. Evoked Potentials Detection During Self-Initiated Movements Using Machine
Learning Approach. 2023 Fifth International Conference on Neurotechnologies and
Neurointerfaces (CNN). Kaliningrad, Russian Federation, 2023. pp. 47-50.

Ovod LV., Osadchij A.E., Pupyshev A.A., Fradkov A.L. [Formation of neurofeedback
based on an adaptive model of brain activity]. Nejrokomp'jutery — Neurocomputers.
2012. no. 2. pp. 36-41. (In Russ.).

Rybalko A., Fradkov A. Identification of Two-Neuron FitzHugh-Nagumo Model
Based on the Speed-Gradient and Filtering. Chaos: An Interdisciplinary Journal of
Nonlinear Science. 2023. vol. 33. no. 8. DOI: 10.1063/5.0159132.

Obuhov S.A., Stepanov V.P., Rudakov L.V. [Mathematical model of a brain-computer
interface based on the analysis of evoked potentials P300]. Vestnik RGGU. Serija:
Informatika. Informacionnaja bezopasnost'. Matematika — Bulletin of the Russian
State University for the Humanities. Series: Computer Science. Information Security.
Mathematics. 2021. no. 2. pp. 48-67. (In Russ.).

Chen Z, Wang Y, Song Z. Classification of Motor Imagery Electroencephalography
Signals Based on Image Processing Method. Sensors (Basel). 2021. vol. 21(14).
DOI: 10.3390/s21144646.

Lun X., Liu J., Zhang Y., Hao Z., Hou Y., A Motor Imagery Signals Classification
Method via the Difference of EEG Signals Between Left and Right Hemispheric
Electrodes. Frontiers in Neuroscience. 2022. vol. 16.
DOI: 10.3389/fnins.2022.865594.

Vasil'ev V.P., Muro Je.L., Smol'skij S.M. Osnovy teorii i rascheta cifrovyh fil'trov:
uchebnoe posobie, 2-e izd., ster. [Fundamentals of the theory and calculation of digital
filters: textbook, 2nd ed.]. Moscow: NIC INFRA-M. 2024. 272 p. (In Russ.).

Hussin S.F., Birasamy G., Hamid Z. Design of Butterworth Band-Pass Filter.
Politeknik and Kolej Komuniti Journal of Engineering and Technology. 2016. vol. 1.
no. 1. pp. 3246.

Haykin S. Neural Networks: A Comprehensive Foundation Second Edition. 2019.
1104 p.

Mohri M., Rostamizadeh A., Talwalkar A. Foundations of Machine Learning.
The MIT Press. 2012. 504 p.

Wndopmarrka u aBromaruzanus. 2025. Tom 24 Ne 1. ISSN 2713-3192 (meu.)
ISSN 2713-3206 (onmaiin) www.ia.spcras.ru



ROBOTICS, AUTOMATION AND CONTROL SYSTEMS

33. Kapralov N.V., Nagornova Zh.V., Shemjakina N.V. [Methods for classifying EEG
patterns of imaginary movements]. Informatika i avtomatizacija — Informatics and
Automation. 2021. vol. 20. no. 1. pp. 94-132.

34. Keller J.M., Gray M.R., Givens J.A. A fuzzy K-nearest neighbor algorithm. IEEE
Transactions on Systems, Man, and Cybernetics. 1985. vol. 15. no. 4. pp. 580-585.

35. Kumbure M.M., Luukka P. A generalized fuzzy k-nearest neighbor regression model
based on Minkowski distance. Granular Computing. 2022. vol. 7. pp. 657-671.

36. Babich N.A. [Software platform for reading, processing and analyzing EEG
data].Programmnaja inzhenerija — Software Engineering. 2023. no. 5. pp. 254-260.
(In Russ.).

37. Oficial'naja stranica jelektrojencefalografa NeoRecCAP [Official page of the
electroencephalograph NeoRecCAP]. Available at: https://mks.ru/product/neoreccap/
(accessed 10.04.2024). (In Russ.).

38. Oficial'naja stranica processornogo modulja Orange-Pi-3B [Official page of the
Orange-Pi-3B processor module]. Available at:
http://www.orangepi.org/html/hardWare/computerAndMicrocontrollers/details/Orang
e-Pi-3B.html (accessed 03.05.2024).

39. Kovalchukov A. Approximate Hindmarsh-Rose model identification: application to
EEG data. 7th Scientific School on Dynamics of Complex Networks and their
Applications (DCNA). 2023. pp. 151-154.

Fradkov Alexander — Ph.D., Dr.Sci., Professor, Chief researcher, Institute for Problems in
Mechanical Engineering of the Russian Academy of Sciences. Research interests:
mathematical modeling, adaptive and intelligent control, nonlinear systems, machine learning,
cybernetic physics. The number of publications — 800+. fradkov@mail.ru; 61, Bolshoi Av.
of V.0., 199178, St. Petersburg, Russia; office phone.

Babich Nickolay — Postgraduate student, Institute for Problems in Mechanical Engineering of
the Russian Academy of Sciences. Research interests: mathematical modeling, signal
processing, machine learning. The number of publications — 15. nickware@mail.ru; 61,
Bolshoi Av. of V.O., 199178, St. Petersburg, Russia; office phone.

Acknowledgements. The research was supported by the Ministry of Science and Higher
Education of the Russian Federation (project no. 124041500008-1).

Informatics and Automation. 2025. Vol. 24 No. 1. ISSN 2713-3192 (print) 29
ISSN 2713-3206 (online) www.ia.spcras.ru



POBOTOTEXHUKA, ABTOMATU3ALIMA M CUCTEMBI YITPABJIEHWA

DOI 10.15622/ia.24.1.2

A. GHARBI, M. AYARI, Y. EL TOUATI
INTELLIGENT AGENT-CONTROLLED ELEVATOR SYSTEM:
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Gharbi A., Ayari M., El Touati Y. Intelligent Agent-Controlled Elevator System: Algorithm
and Efficiency Optimization.

Abstract. The study introduces an innovative intelligent agent-controlled elevator system
specially designed to improve passenger wait times and enhance the efficiency of high-rise
buildings. By utilizing the classic single-agent planning model, we developed a unique strategy
for handling calls from halls and cars, and combined with this strategy we significantly
improved the overall performance of the elevator system. Our intelligent control methods are
in-depth compared with conventional elevator systems, assessing three important performance
indicators: response time, system capacity to handle multiple active elevator cars
simultaneously, and average passenger waiting time. The results of the full simulation show
that an intelligent agent-based model consistently exceeds conventional elevator systems in all
measured criteria. Intelligent control systems have significantly reduced response times, and
improved simultaneous elevator management and passenger wait times, especially during high
traffic. These advances not only improved traffic flow efficiency, but also greatly contributed
to passenger satisfaction and brought smoother and more reliable transport experiences within
the building. Furthermore, the increased efficiency of our systems is in line with the goals of
building energy management, as it minimizes unnecessary movements and idle time. The
results demonstrate the system's ability to meet dynamic, high-occupation environment
requirements and mark a significant step forward in intelligent infrastructure management.

Keywords: intelligent agent control, elevator system optimization, passenger waiting time.

1. Introduction. Elevator systems are integral to vertical
transportation in modern buildings, but traditional control methods often
result in suboptimal performance, particularly under fluctuating traffic
patterns. Recent advancements in artificial intelligence offer new
opportunities to enhance system efficiency. This paper introduces an
intelligent agent-controlled elevator system designed to minimize passenger
wait times through dynamic real-time optimization.

This paper addresses the complexities inherent in elevator system
management within the context of intelligent agent control, focusing on
optimizing operations to enhance performance. It introduces a classical
single-agent project planning model specifically designed for elevator
systems, incorporating advanced strategies for both hall call and car call
processing. The primary objective is to improve elevator system
performance by minimizing passenger waiting times and managing traffic
flow more effectively. To achieve this, the paper outlines detailed
procedures and algorithms tailored to these tasks.

Additionally, the proposed algorithms are validated through
simulations, providing empirical evidence of their superior efficiency
compared to conventional methods. The key contribution of this work is its
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comprehensive approach to elevator system optimization, which offers
a pathway to developing smarter, more adaptive elevator solutions for
modern buildings.

The state of the art in intelligent agent-controlled elevator systems
reflects a convergence of technologies, including machine learning, real-
time data analytics, loT integration, and advanced algorithms. These
advancements have paved the way for more efficient, adaptive, and user-
centric elevator systems capable of optimizing transportation operations and
minimizing passenger wait times.

Machine learning techniques, including reinforcement and deep
learning, are applied to elevator systems for intelligent decision-making.
These techniques enable agents to learn the best strategies through
observation and interaction, improving efficiency and adaptability [1 —4].
However, integration of machine learning into elevators brings challenges
such as data collection burdens, model interpretation in safety-critical
systems, adaptation to dynamic environments, avoidance of over-
adaptation, addressing algorithmic biases, ensuring robustness and
efficiently managing computational resources.

Real-time data analysis uses data such as elevator positions and
passenger demand to optimize operations and reduce waiting times [5, 6].
However, in complex elevator environments, the need for reliable data
flows, robust infrastructure, and effective data processing poses challenges,
which can hinder computer resources and affect decision-making speed. To
ensure data accuracy, reliability, and security, rigorous monitoring and
validation processes are also required.

IoT integration in elevator systems includes sensors and devices to
optimize operations using real-time data [7 —9]. However, cybersecurity
risks increase with IoT connections, which requires robust security
measures such as encryption and regular audits. The management of a wide
range of IoT devices requires scalable connections, efficient data
processing, and solutions for interoperability challenges between different
devices and platforms.

Advanced planning and optimization algorithms dynamically
allocate elevator assignments, optimize traffic flow, and reduce waiting
times taking into account passenger demand, elevator capacity and building
traffic patterns in real time [10, 11]. However, this integration is subject to
challenges due to the complexity of the computation, especially in large
systems. The development and maintenance of sophisticated adaptive
algorithms requires significant resources and expertise. System uncertainty
and instability require robust validation, testing and reactive mechanisms
for reliability and safety.
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Advanced planning and optimization algorithms dynamically
allocate the assignment of elevators, optimize traffic flow, and reduce wait
times, considering passenger demand, elevator capacity and real-time traffic
patterns [10, 11]. However, this integration is faced with challenges due to
the complexity of the calculation, especially in large systems. Developing
and maintaining sophisticated adaptive algorithms require considerable
resources and expertise. Uncertainty and instability of the system require
robust validation, testing and reactive mechanisms for reliability and safety.

Elevator systems are often complex and involve multiple elevators
serving different floors simultaneously. Multi-agent systems employ
intelligent agents to coordinate and synchronize the actions of multiple
elevators, resulting in improved traffic flow, reduced congestion, and
enhanced transportation efficiency.

The state of the art in intelligent agent-controlled elevator systems
reflects a convergence of technologies, including machine learning, real-
time data analytics, [oT integration, and advanced algorithms. These
advancements have paved the way for more efficient, adaptive, and user-
centric elevator systems capable of optimizing transportation operations and
minimizing passenger wait times.

This paper makes significant contributions by proposing new
controls and strategies for optimizing the handling of hall calls, moving car
procedures and handling of car calls in elevator systems. The paper further
validates these contributions by simulation-based assessments, highlighting
improvements in key performance metrics such as reduced passenger wait
times, optimized traffic flow, increased energy efficiency and increased
system response.

The remainder of this paper is organized as follows: Section 2
elaborates on the elevator problem and the challenges associated with
traditional control approaches. Section 3 discusses the proposed control
actions and strategies for optimizing elevator system efficiency. Section 4
presents the single-agent classical planning task model and its components,
including hall call handling, move car procedures, and car call handling.
Section 5 details the simulation setup and results, showcasing the efficacy
of the proposed algorithms. Finally, Section 6 concludes the paper with a
summary of contributions, insights into future research directions, and
implications for the field of elevator system management.

2. An Elevator Problem. The miconic planning domain [15 — 19]
involves transporting several passengers between different floors of a
building using an elevator that can move up or down between floors, and
passengers can enter or leave the elevator on each floor. Each passenger has
an origin and a destination floor, and the initial floor fO of the elevator is
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given. There are two types of actions in this domain: for each floor f, the
"up(f)" and "down(f)" actions are considered, signifying the change in the
current floor resulting from the action taken. This conceptualization yields a
total of 2np + 2(nf — 1) distinct actions, where np represents the count of
passengers and nf signifies the number of floors in the system. It is
imperative to note that the system architecture excludes the provision of an
"up" action from the topmost floor or a "down" action from the bottommost
floor, reflecting the physical constraints inherent in such transport systems.

Figure 1 shows the resulting automaton where:

—  The diagram has two states, and "j", which represent the
current floor of the elevator.

—  Both states are initially in an "Idle" state, indicating that the
elevator is not moving.

—  The transitions between states are represented by "MoveDown"
and "MoveUp" actions. These actions are triggered by conditions R;, which
represent requests for the elevator to move to a different floor.

Figure 1 illustrates how the elevator system responds to these
requests by changing its state (i.e., moving to a different floor).

Vli”

R; | MoveDown;

i 1 i

R; | MoveUp;

Idle Idle

Fig. 1. Elevator automaton

The input set, represented as I = {R;}, delineates the requested floors
within the system, where R; signifies a request for the i" floor.
Correspondingly, the output set O = {d;j, n, w} encapsulates directives
regarding the elevator's movement, including the intended direction and
destination floor. For instance, d; denotes a downward movement to the i™
floor, u; denotes an upward movement to the jth floor, and n indicates the
elevator should remain in an idle state.

The set of states, denoted as S = {S;}, characterizes the elevator's
current floor position within the system. Illustrated in Figure 1, when the
elevator is situated at state S; and receives a request for the j™ floor Ry, it
will actuate a downward movement (d;) to floor j, thereby transitioning from
state S; to state S;. This delineation establishes a clear framework for
modeling the elevator's dynamic behavior based on input requests and
current state conditions.

Informatics and Automation. 2025. Vol. 24 No. 1. ISSN 2713-3192 (print) 33
ISSN 2713-3206 (online) www.ia.spcras.ru



POBOTOTEXHUKA, ABTOMATU3ALIMA M CUCTEMBI YITPABJIEHWA

3. Control Actions. Elevator operations are constrained by
a predefined set of permissible actions dictated by the system's operational
rules. When an elevator is positioned on the floor, it faces the decision to
either ascend or descend. While in transit between floors, it must choose
between halting at the upcoming floor or bypassing it. These actions,
however, are subject to constraints influenced by passenger expectations
and operational guidelines. Notably, the elevator is obliged to accommodate
passenger requests for disembarkation or change of direction before
proceeding past a floor. Moreover, certain principles are integrated into the
system to reflect foundational knowledge. These principles dictate that the
elevator must halt only if there are passengers intending to enter or exit,
avoid picking up passengers if another elevator is already stationed on that
floor, and prioritize upward movement over downward movement.
Consequently, the available choices for each elevator are limited to halting
or continuing its trajectory. As the time taken to execute these actions varies
among elevators, they perform their actions asynchronously, leading to
staggered completion times.

To evaluate the cost associated with a plan &, the following formula
can be employed:

C(TC) = ZaiEn C(ai)a

where ) e, means to sum up the cost of each action in the plan m, and c(ai)
is the cost of each individual action.

The flowchart delineated in Figure 2 elucidates the operational
sequence of the proposed model, which initiates the generation of a hall call
within the elevator system. Initially, the model assesses the availability of
elevators, discerning if multiple elevators are unoccupied. In such instances,
the model employs a selective approach to designate the elevator with the
shortest waiting time to respond to the hall call and dispatch it to the
requested floor. Conversely, when only a single elevator is available, it is
directed to the requested floor using the same selective approach. However,
in scenarios where no elevators are vacant, the model undertakes a more
intricate decision-making process. This involves calculating the movement
direction and assessing the capacity of each elevator. By aligning these
parameters with the requirements of the hall call, the model employs a
collective approach to determine the most suitable elevator for the task and
assigns it to respond to the request.

The model utilizes two distinct categories of variables: state
variables and action command variables. State variables encapsulate the
current operational status and conditions of the elevators within the system,
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aiding in decision-making processes. Conversely, action command variables
are triggered upon the generation of hall calls or car calls, initiating decision
pathways and directing elevator movements accordingly. This structured
approach optimizes elevator response times, resource utilization, and overall

system efficiency,

performance within the elevator system.

No

Execute the caller \:
request J

X v )

passengers waiting

Check and evaluate each
elevator

Many elevators are

Choose the best elevator
based on the fitness value

In case of equality

Allocate the call to the
closest elevator

One elevator is free
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Fig. 2. Flowchart of conventional elevator control system
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4. Single-agent classical planning task for an elevator system.
The elevator system operates within a building encompassing multiple
floors, denoted by numbers ranging from 1 to n (where n represents the total
floors in the building). The elevator's movement capability is limited to
traversing one floor at a time, either ascending or descending, with the
flexibility to halt at any floor along its route. Additionally, the elevator has
a predefined passenger capacity of ¢, and each passenger is associated with
a specific destination floor within the building. Passengers can only embark
and disembark at floors where the elevator makes stops, adhering to
operational protocols.

4.1. Intelligent Agent-Controlled Elevator System. The intelligent
control agent for managing multiple elevators and calls operates by
implementing a closed-loop system that continuously uses feedback to
reassess key input parameters for the decision-making process. The agent's
primary goal is to minimize passenger waiting times by dynamically
assigning elevators to calls based on real-time conditions. Various contextual
parameters, including the current floor, movement direction, current status,
and waiting time, are considered. The waiting time (T waiting) for arrival at
the departure floor is dynamically calculated in real time, considering the
current direction of movement and the stop-request queue.

The input data for the proposed system consists of fundamental
operational information, including:

1) The current movement direction of each elevator (upward,
downward, or stationary).

2) The precise position of each elevator and the corresponding
landing floors.

3) The log of active car calls within each cabin.

During each iteration, the control agent evaluates potential
assignments, selecting the one with the optimal fitness (i.e., the best match
between elevator and call that minimizes waiting time). Once the best
assignment is determined, it is finalized, and the system recalculates the
remaining options, factoring in the newly fixed allocation and any changes
in the system's state, such as updated elevator positions or new calls.

When the control loop is first executed in a building with (k)
elevators and (n) landing calls, the agent must evaluate a maximum number
of decision-making processes. With each subsequent iteration, one less
landing call needs to be evaluated, as the best allocation from the previous
iteration is fixed and removed from the pool. This process continues until
all landing calls have been assigned to elevators.

By performing this iterative process, the intelligent control agent
effectively reduces the complexity of the problem, despite the large number
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of possible solutions. The algorithm is designed to find an optimal or near-
optimal solution to this NP-hard problem without imposing significant
computational demands. The agent not only optimizes individual elevator-
call assignments but also dynamically adjusts the order in which calls
are dispatched, ensuring efficient and responsive elevator operation in real
time.

In practical implementation, the comprehensive up-peak energy-
saving scheduling strategy is outlined as follows, with the corresponding
flowchart depicted in Figure 3. During each scheduling cycle, the intelligent
controller agent, using the proposed algorithm, independently retrieves the
current state of each elevator, all active call signals, and the average waiting
time from the previous scheduling cycle. The intelligent controller agent
then determines the number of elevators required to serve the waiting
passengers, guided by an energy-time piecewise function.

Subsequently, the intelligent controller agent selects the specific
elevators to deploy, based on an optimization scheduling solution aimed at
minimizing waiting time for passengers. After iterative optimization, an
optimal scheduling plan is derived, and all elevators are dispatched
accordingly.

Once the elevators are scheduled based on the optimal plan, the
scheduling algorithm evaluates whether each elevator has been dispatched
in the current cycle. Each elevator's operation is governed by specific logic
based on its active or inactive state, as illustrated by the four operational
logics in Figure 3:

a) If an elevator is dispatched and currently ascending with
passengers, it will complete the ongoing transport task and then return to the
lobby floor to pick up new waiting passengers.

b) If an elevator is dispatched but currently stationary, it will
switch from inactive to active and proceed directly to the lobby to serve
passengers.

c¢) If an elevator is not dispatched but currently transporting
passengers, it will complete its current task, remain stationary, and await a
new task in the next scheduling cycle.

d) If an elevator was not dispatched in both the previous and
current scheduling cycles, it will remain inactive.
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Fig. 3. Flowchart of intelligent elevator control system

Running example.

Suppose we have an intelligent control system with three elevators and
eleven floors. Elevator 1 is on floor 4, Elevator 2 is on floor 3, and Elevator 3
is on floor 7. Elevator 1 wants to move up to floor 8, Elevator 2 wants to

move down to floor 2, and Elevator 3 to move up to floor 10 (Figure 4).

To minimize waiting times, the intelligent control system allocates
Hall Call 6 to Elevator 1, Hall Call 2 to Elevator 2, and Hall Call 9 to

Elevator 3.
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Fig. 4. A simplified example of an intelligent elevator control system composed of
11 floors and 3 elevators

4.2. Intelligent Agent Control in Action. To illustrate how the
intelligent agent controls elevator efficiency based on the outlined
algorithm, let's consider a scenario in a busy office building. The building
has several elevators serving multiple floors, and the intelligent agent is
tasked with optimizing elevator operations to minimize wait times and
improve overall efficiency.

—  Hall Call Handling: When a passenger on a floor requests an
elevator by pressing the up or down button, the HALL. CALL procedure is
activated. The agent checks the status of each elevator, identifying the one
closest to the requested floor and moving in the same direction. If all
elevators are idle, the first available one is assigned. The selected elevator is
then directed to the requested floor, minimizing travel time and improving
efficiency.

—  Car Call Handling: When a passenger inside an elevator presses
a button to select a destination floor, the CAR_CALL procedure is invoked.
The destination floor is added to the elevator's destination queue. If the
elevator is idle, it is activated, and its direction is set based on the selected
floor relative to its current position. The elevator then moves towards the
destination floor, optimizing its path to efficiently serve passengers.

—  Move Car Procedure: The MOVE_CAR procedure controls the
elevator's movement based on its current state and direction. If the elevator
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is moving up, it visits the lowest floor in the up queue or destination queue.
If there are no requests in either queue, all requests in the destination queue
are cleared, and the elevator's state is set to idle. Similarly, when moving
down, the elevator visits the highest floor in the down queue or destination
queue, adjusting its direction and state accordingly.

By employing these procedures, the intelligent agent optimizes
elevator operations, reducing wait times for passengers, and enhancing
overall efficiency in the building's transportation system.

4.2.1. Hall Call Handling. The first procedure, HALL CALL,
handles hall calls from a floor with a given direction. If the direction is up,
the floor is inserted into the Up_wQ queue; otherwise, it is inserted into the
Down_wQ queue. If the elevator is idle, its state is set to active, and the
elevator is moved in the direction of the hall call. The MOVE CAR
procedure is called to move the elevator.

We added a loop to check the distance of each elevator to the
requested floor and selected the one with the closest position and in the same
direction. If all elevators are idle, we will use the first one found in the loop.
Then we assigned the request to the selected elevator and added it to its
destination queue. If the selected elevator is idle, we set its moving direction
to the direction of the destination queue and start moving the car using the
MOVE_CAR procedure (Listing 1) to assign the new request to the elevator
with the closest current position and in the same direction.

min_distance < infinity
selected_elevator < null
for each elevator e in the system
if (e.state = IDLE)
selected_elevator €< e
break
else if ((d = UP) and (e.current_position < f) and (e.moving_direction = UP)
and ((f - e.current_position) < min_distance))
selected_elevator €< e
min_distance < f - e.current_position
else if ((d = DOWN) and (e.current_position = f) and (e.moving_direction =
DOWN) and ((e.current_position - f) < min_distance))
selected_elevator €< e
min_distance € e.current_position - f
end if
end for
if (selected_elevator = null)
if (d = UP)
insert(f, Up_wQ)
else
insert(f, Down_wQ)
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end if
else
selected_elevator.dest_g.add(f)
if (selected_elevator.state = IDLE)
selected_elevator.state < ACTIVE
selected_elevator.moving_direction €< d
end if
selected_elevator. MOVE_CAR()
end if
END

Listing 1. Procedure HALL CALL(source floor f, Direction d)

4.2.2. Move Car Procedure. The second procedure, MOVE CAR,
moves the elevator based on the direction it is traveling. If the elevator is
moving up, it visits the lowest floor in the Up_wQ or the dest q (destination
queue) in the up direction. If there are no requests in either queue, all
requests in the dest q are removed. If all queues are empty, the elevator
state is set to idle. If the elevator is moving down, it visits the highest floor
in the Down wQ or the dest q in the down direction. If there are no
requests in either queue, all requests in the dest q are removed. If all queues
are empty, the elevator state is set to idle. The procedure then sets the
moving direction to the opposite direction and calls the VISIT procedure
(Listing 2).

While (ElevState = ACTIVE) do
If (MovingDirection = UP) then
VISIT (Lowest floor in Up_wQ or dest_q in this direction)
If no request in Up_wQ or dest_q in this direction then
Remove all requests in dest_q
If all queues are empty then
ElevState < IDLE
else
MovingDirection<& DOWN
VISIT (Highest floor in Down_wQ or dest_q)
End if
End if
Else // moving direction is down
VISIT (Highest floor in Down_wQ or dest_q in this direction)
If no request in Down_wQ or dest_q in this direction then
Remove all requests in dest_g
If all queues are empty then
ElevState < IDLE
Else
MovingDirection& UP
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VISIT (Lowest floor in Up_wQ or dest g in
destination)
End if
End if
End if
End while
End
Listing 2. Procedure MOVE_CAR()

4.2.3. Car Call Handling. The third procedure, CAR CALL,
handles car calls to a destination floor. The floor is inserted into the dest q
queue. If the elevator is idle, its state is set to active, and the elevator is
moved in the direction of the car call. The MOVE_CAR procedure is called
to move the elevator (Listing 3).

Insert (f, dest_q)
If (ElevState = IDLE) then
ElevState < ACTIVE
If fis higher than current car position then
If (f > currentElvPos) then
MovingDirection < UP

else
MovingDirection <~ DOWN
End if
MOVE_CAR()
End if
End

Listing 3. CAR_CALL(destination floor f)

5. Simulation. In this study, we conduct a comparative analysis
between two distinct scenarios: our prior research involving a conventional
elevator system [20] and a novel intelligent control elevator system
designed to optimize passenger service based on proximity. The
conventional elevator system represents a baseline model characterized by
traditional operational algorithms and rules governing elevator movements
and passenger interactions. In contrast, the intelligent control elevator
system integrates advanced algorithms and decision-making processes to
dynamically adjust elevator operations based on passenger location and
demand, prioritizing minimizing average waiting time. The comparison
between these two systems aims to assess the efficacy, performance
improvements, and potential benefits of adopting intelligent control
strategies in elevator systems, particularly in scenarios where passenger
proximity influences service allocation and response times.
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Figure 5 presents the response times of an intelligent control system
compared to a conventional system over a 3600-second period. From 0 to
600 seconds, the intelligent system's response time increases from 0.01 to
0.12 seconds, while the conventional system rises from 0.015 to 0.20
seconds, with the intelligent system maintaining a consistent advantage.
Between 600 and 1500 seconds, the intelligent system peaks at 0.20
seconds, whereas the conventional system reaches 0.40 seconds,
highlighting a significant performance gap. In the later stages (1600 to 3600
seconds), the intelligent control system stabilizes, fluctuating between 0.05
and 0.29 seconds, while the conventional system plateaus between 0.10 and
0.49 seconds, indicating less adaptability. Overall, the intelligent control
system consistently shows lower response times across all intervals, with a
maximum of 0.29 seconds compared to 0.49 seconds for the conventional
system, suggesting greater efficiency in managing increasing passenger
demand.

Overall, the intelligent control system is significantly more effective
than the conventional system in handling varying passenger arrival rates. Its
ability to maintain lower response times, even as demand increases,
highlights its potential for enhancing operational efficiency in vertical
transportation systems.
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Fig. 5. Curves of up-peak new passengers arriving rate

Figure 6 presents a comparison of the performance of an Intelligent
Control System and a Conventional System over time, focusing on their
ability to manage active cars simultaneously. The data indicates that the
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Intelligent Control System consistently manages fewer active cars compared
to the Conventional System, suggesting that it is more proficient in
optimizing the utilization of operational cars. Additionally, the Intelligent
Control System appears to sustain its performance over a longer duration,
indicating greater resilience to fluctuations in demand and the ability to
maintain a high level of service for extended periods, contrasting with the
performance of the Conventional System.
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Fig. 6. Number of Elevators Dispatched During Up-Peak Periods

The simulation is set to run for a fixed period of one hour, allowing
for the collection of sufficient data. During this time, the passenger arrival
rate varies across different floors to simulate both peak and off-peak
periods. For each control method, calls are assigned to elevators, and the
elevators' responses are simulated. The key metric for evaluating
performance is the average waiting time, which measures the time
passengers wait for an elevator under both control scenarios.

Figure 7 presents the average waiting time in 21 simulations
revealing that the intelligent control system significantly exceeds the
conventional system, with an average waiting time of approximately 17.14
seconds compared to 29.14 seconds for the conventional system. The
intelligent system shows constant low variability, with waiting times of 14
to 20 seconds, while the conventional system shows higher fluctuations,
reaching a maximum of 33 seconds. Significant differences are noted in
simulations 1, 3 and 11, where the efficiency of the intelligent system is
particularly pronounced. Overall, the implementation of intelligent control
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mechanisms can improve the efficiency of operations and improve
passenger experiences in vertical transportation systems, making them a
more suitable choice for managing dynamic passenger requirements.
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Fig. 7. Comparison of Average Waiting Times: Intelligent Control System vs.
Conventional System

6. Conclusion. In conclusion, the proposed intelligent agent-
controlled elevator system effectively reduces passenger wait times and
optimizes traffic flow in real time. The study contributes a novel approach
to elevator control, demonstrating significant improvements over traditional
systems. Simulation-based evaluations validate the effectiveness of the
proposed algorithms and demonstrate significant improvements in system
performance metrics. However, the proposed intelligent control system
faces limitations in integrating with existing elevator infrastructures,
particularly in older buildings, where retrofitting could be costly and
complex. Scalability is also a concern, as the system's effectiveness may
decrease in larger buildings, leading to potential delays and data
management challenges. Additionally, the system's reliance on accurate,
real-time data could be problematic in environments with outdated sensors
and communication networks.

Future research may focus on the assessment of implementations and
scalability of intelligent agent-controlled elevator systems in the real world,
the development of machine learning for elevator operations, the integration
of IoT for real-time data optimization, and the collaboration with industrial
partners for practical implementation, the improvement of urban mobility
and construction management.
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A.TAPEU, M. AisIPH, S1. Db TYATH
HUHTEJUIEKTYAJIBHASI CUCTEMA JIN®TOB, YIIPABJISIEMASA
ATEHTAMMA: AJITOPUTM U OIITUMHU3BALIUA
IPOPEKTUBHOCTH

Tapou A., Aispu M., One Tyamu A. UHTEIeKTyadbHasl cucTeMa Ju(TOB, ynpasisemas
areHTaMu: aJITOPUTM U ONTUMH3ANHsA 3P (PeKTHBHOCTH.

AHHOTamMsi. B wuccienoBaHMM TIpeACTaBiIeHA HMHHOBALMOHHAS —HMHTEIUICKTYalbHas
cucteMa JHM(TOB, yNpaBiisieMas arcHTaMH, CICHMAIbHO pa3pabOTaHHas Il COKPAILCHHUS
BPEMCHH OXXHMAQHHS [aCCaXKUPOB U MOBBIICHHS J(PEKTHBHOCTH BBICOTHBIX 3HAHUIA.
Hcnonp3yst KIacCHYECKyI0 MOAENb IUIAHUPOBAHHMS C OJHMM areHTOM, Mbl pa3paboTalu
YHUKAJBHYIO CTPATernio 0O0pabOTKH BBI30OBOB U3 KOPUJOPOB M aBTOMOOMIICH, U B COYETAHHH
COTOI CTpaTerneil Mbl 3HAYUTENBHO YIYYINMIH OOLIYI IPOU3BOAUTEILHOCTH JH(TOBOIL
cucteMbl. Hamm WHTEIUIEKTyaJbHBIE METOABI YHPAaBICHHS IOJPOOHO CPaBHHBAIOTCS
C TPaIMLIHOHHBIMI CHCTEMaMH JIM(TOB, NPU ITOM OLCHHBAIOTCS TPH BAXKHBIX IOKa3aTes
3G GEKTUBHOCTH: BpeMs OTKIHMKA, CIIOCOOHOCTh CHUCTEMBI OJHOBPEMEHHO 00pabaThIBaTh
HECKOJIPKO aKTHUBHBIX KaOWH JIH(PTa M cpeiHee BpeMs OXKUIAHWS Maccaxupa. Pe3ynbraTsl
TIOJTHOTO MOJIETMPOBAHMS TIOKA3bIBAIOT, YTO MHTEIUIEKTyalbHAs MOJCIb Ha OCHOBE arcHTOB
HEH3MEHHO IMPEBOCXOJUT OOBIYHBIC CHCTEMbI JU(TOB MO BCEM H3MEPSEMBIM KPUTCPUSIM.
VIHTeNIeKTyanbHble CHCTEMbl YIPABICHUS 3HAYUTENBHO COKPATHIM BpeMs OTKIIHKA
1 yIy4YIIWIH OXHOBPEMEHHOE YIpaBieHHEe JTU(PTAaMH M BpeMs OXHIAHHS IAaCCaXHPOB,
0COOCHHO BO BpeMsi OONbLIOH 3arpy’XKEHHOCTH. JTH YCOBEPLUICHCTBOBAHMS HE TOJBKO
TIOBBICHIIN 3()(EKTHBHOCTD ITOTOKA TpadHKa, HO M B 3HAYUTEIBHOH CTEIIEHH CIIOCOOCTBOBAIN
YJOBJIETBOPEHHOCTH ACCAKUPOB M oOecrednan Oonee IUIaBHOE W HaJEKHOE NepeMelleHne
BHyTpH 31aHus. Kpome Toro, moBbinieHHas 3(G(EKTUBHOCTh HAILINX CHCTEM COOTBETCTBYET
LEeTsIM YIpaBJIEHHS DHEPronoTpeOICHNeM 3[aHUH, NMOCKOIBKY OHa CBOXUT K MHUHUMYMY
HEHY)KHbIE JIBIKCHUS M BPeMs IIPOCTOs. Pe3ybTaThl JeMOHCTPHPYIOT CIIOCOOHOCTH CHCTEMBI
COOTBETCTBOBaTh  TPEOOBAHMSIM  JUHAMHYHOH CpeIbl C  BBICOKOH  3arpy)KCHHOCTBIO
1 3HAMEHYIOT CO0OH 3HAUUTENBHBIM IIar BIEpe]] B HHTEUIEKTYalbHOM YIIPaBICHHN
UHPPACTPYKTYPOIL.

KiioueBble cj10Ba: MHTCIICKTYalbHOE YHPABICHHE arcHTOM, ONTHMM3AIlHs CHCTEMbI
nudTa, BpeMs 0KHIAHHUS aCCaXKupa.
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A. HAMMOUD, A.ISKANDAR, B. KOVACS
DYNAMIC FORAGING IN SWARM ROBOTICS: A HYBRID
APPROACH WITH MODULAR DESIGN AND DEEP
REINFORCEMENT LEARNING INTELLIGENCE

Hammoud A., Iskandar A., Kovdcs B. Dynamic Foraging in Swarm Robotics: A Hybrid
Approach with Modular Design and Deep Reinforcement Learning Intelligence.

Abstract. This paper proposes a hybrid approach that combines intelligent algorithms
and modular design to solve a foraging problem within the context of swarm robotics. Deep
reinforcement learning (RL) and particle swarm optimization (PSO) are deployed in the proposed
modular architecture. They are utilized to search for many resources that vary in size and exhibit a
dynamic nature with unpredictable movements. Additionally, they transport the collected resources
to the nest. The swarm comprises 8 E-Puck mobile robots, each equipped with light sensors. The
proposed system is built on a 3D environment using the Webots simulator. Through a modular
approach, we address complex foraging challenges characterized by a non-static environment
and objectives. This architecture enhances manageability, reduces computational demands, and
facilitates debugging processes. Our simulations reveal that the RL-based model outperforms
PSO in terms of task completion time, efficiency in collecting resources, and adaptability to
dynamic environments, including moving targets. Notably, robots equipped with RL demonstrate
enhanced individual learning and decision-making abilities, enabling a level of autonomy that
fosters collective swarm intelligence. In PSO, the individual behavior of the robots is more heavily
influenced by the collective knowledge of the swarm. The findings highlight the effectiveness
of a modular design and deep RL for advancing autonomous robotic systems in complex and
unpredictable environments.

Keywords: swarm robotics, foraging task, modular design, reinforcement learning, particle
swarm optimization.

1. Introduction. Swarm robotics realizes the principle of decentralized
control among multiple robots, drawing inspiration from natural phenomena
where collective behaviors emerge from simple individual actions, such as in
ant colonies or bird flocks. This field leverages the scalability, robustness, and
flexibility inherent to swarms, which represent the main features of swarm
robots’ systems. They allow them to solve complex tasks more efficiently
than individuals do [1]. To achieve the goal required of robots in the swarm
concept, the robots should act with a high level of autonomy and have local
knowledge about their environment. Namely, a microscopic view. While
coordination and communication among robots reflect the concept of collective
behavior, which arises from the aggregation of simple rules followed by
individual robots, leading to emergent behaviors that require no centralized
oversight, this represents the macroscopic level [2]. For example, aggregation
behavior occurs when robots come together to form clusters or groups while
foraging behavior emerges during the coordinated effort of the robots to search,
identify, collect, and transport resources to a destination called the nest. Other
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examples include collective searching and exploration, pattern formation, and
others [3]. In general, collective behavior is obtained by various algorithms that
enable individual robots to make decisions based on local perception and the
cumulative contribution of all robots in achieving the desired outcomes. This
involves communication and collaboration among the robots as well. Most of
the methods used in swarm engineering can be divided into two basic categories:
Behavioral design methods like the probabilistic finite state machine (PFSM)
method, where the robots’ behaviors are broken down into a finite number
of states and transitions between these states. These transitions are triggered
by events or conditions [4]. On the other hand, automatic design methods
such as RL and PSO stand out. RL fosters the robot to learn the required
behavior at a microscopic level through interaction with the environment. By
deploying RL, the robots learn and adapt their actions through a continuous
process, gradually refining their policies. Conversely, PSO is a mathematical
model that reflects social behavioral patterns and guides individuals within the
swarm toward optimal solutions [5]. Each method has its own set of advantages.
RL is renowned for its adaptability to the environment’s changes, enhancing
autonomy and decision-making abilities, while PSO is lauded for its simplicity
and straightforward implementation. Nonetheless, RL’s computational cost and
PSO’s potential ineffectiveness in dynamic settings pose significant challenges.
Many RL algorithms can potentially be used for generating collective behavior,
like Deep-Q networks [6], SARSA, and other value-based methods [7]. In
addition to policy-based methods including DDPG [8], PPO, and others.
Proximal Policy Optimization (PPO) is particularly favored due to its efficient
balance between sample efficiency and implementation simplicity, making
it well-suited for the dynamic and uncertain scenarios often encountered in
swarm robotics [9].

The swarm architecture and design process, including the collective
behavior, depend on several factors, such as the nature of the task required by
a swarm, the environment, whether it’s dynamic or static, and others. This
process emphasizes the importance of understanding both the microscopic
(individual agents and interactions) and macroscopic (collective behavior
and task achievement) in creating effective swarm systems. For example,
one of the challenges in creating an effective foraging swarm is adapting
methods for searching and navigation in a continuous environment. Another
challenge is ensuring the scalability of learned behaviors for different swarm
sizes and configurations. Addressing the challenges requires sophisticated and
adaptive algorithms that can effectively deal with the dynamic nature of swarm
challenges.
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2. Related works. The integration of the RL approach in swarm
robotics offers significant benefits such as adaptability. This allows robots
to adjust their behavior to dynamic environments through trial and error. It
enhances autonomy by allowing robots to make self-decisions until they learn
the optimal strategies. Moreover, RL adapts with scalability and flexibility,
making the swarm applicable across various tasks [10, 11]. Particularly,
RL in the foraging task optimizes resource collection and exploration,
contributing to more efficient environmental mapping and more robust
mission execution. However, some challenges persist, including managing
the complexity of dynamic environments, ensuring the scalability of learned
behaviors, overcoming communication limitations, balancing exploration
with exploitation, and addressing energy and computational constraints [12].
Most recent studies have been conducted on strategies for deploying RL on
generating foraging collective behavior. These challenges are addressed in the
Table 1 with proposed solutions encompassing a spectrum of strategies.

Table 1. Challenges of deploying RL in foraging swarms.

Challenge Description

Complexity of Dynamic Environments Adapting to unpredictable changes, including
moving targets and obstacles.

Scalability of Learning Applying learned behaviors to swarms of
varying sizes and compositions.

Communication Limitations Coordinating actions without overwhelming
the network or centralized control.

Balancing Exploration and Exploitation Optimizing foraging efficiency by finding the
right balance.

Energy and Computational Constraints Managing energy consumption and
computational demands for efficient
operation.

Many researchers address the "complexity of dynamic environments"
challenge in swarm robotics through various approaches. One study developed
a macroscopic foraging behavior using deep RL, combined with microscopic
behaviors controlled by fuzzy logic for obstacle avoidance and low-level
navigation. This hybrid approach simplifies the RL search space, and achieves
robust and scalable foraging behavior in swarms, even in scenarios that are
not encountered during the training phase [13]. Another paper optimized
the foraging strategy for active particles using Multi-Agent Reinforcement
Learning (MARL). It addressed the problem by enabling the active particles
to locate and efficiently forage from randomly occurring food sources. The
paper demonstrated that individual optimization could lead to the emergence
of collective behaviors that are beneficial to the swarm’s overall foraging
efficiency [14]. Additionally, a distinct approach utilizes deep RL with
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curriculum learning to sequentially tackle navigation tasks, enhancing learning
efficiency and adaptability to the environment. These methods collectively
demonstrate the potential of advanced computational strategies to navigate and
adapt to the uncertainty of dynamic environments [15].

Studies have addressed the scalability challenge by proposing various
strategies. In [16], the authors focused on improving the system performance
without increasing the complexity of individual robots or the need for
heavy communication among them. They proposed leveraging simple,
decentralized interactions among robots to achieve complex tasks. Also, [17]
proposed a self-organizing task allocation model that enables swarm robots
to dynamically distribute complex foraging tasks. This approach utilizes a
response threshold model, which ensures efficient task allocation without
the need for centralized control or extensive communication. It guarantees
robust performance under varying conditions by effectively managing task
distribution through local interactions. This makes it a scalable solution
for complex swarm robotics applications. In addressing the challenges
of communication limitations within swarm robotics, researchers have
highlighted the development of innovative solutions to enhance the robustness
and efficiency of systems in constrained communication environments. These
strategies include the use of federated learning and deep RL to improve
generalization and performance [8], alongside the adoption of biologically
inspired communication mechanisms that enable decentralized operations [18].
These approaches significantly enhance the adaptability of swarm systems to
dynamic conditions without the need for complex individual robot capabilities.
For balancing exploration and exploitation, researchers have explored methods
like Mutual-Information Upper Confidence Bound (MI-UCB) [19] and virtual
pheromone mechanisms [20]. MI-UCB enhances drone coordination through
decentralized Monte Carlo Tree Search. It improves surveillance performance
by balancing information gain with reward maximization. Meanwhile, the
use of virtual pheromones allows minimalist agents to effectively switch
between exploring new resources and exploiting known ones. Finally, [21]
conducted a study on the challenge of energy and computational constraints. It
proposed a mobile edge computing solution integrated with a mobility-aware
deep RL model for computation considerations. This approach reduces the
computational cost of the robots, allowing for energy-efficient operation while
meeting computation latency requirements. Compared to approaches that
individually address challenges using deep RL with fuzzy logic, MARL,
MI-UCB, curriculum learning, and others, our research emphasizes the
advantages of a modular approach combined with the adaptability and
efficiency of the PPO in dynamic environments. It enhances manageability,
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adaptability, and efficiency in non-static environments. Specifically, it
overcomes the observed limitations by providing an adaptive system that
simplifies the debugging and computational demands, showcasing superior
performance in terms of task completion and resource collection. Our
approach aims to achieve individual learning and decision-making capabilities
within a collective swarm intelligence framework.

3. System Description

3.1. Environment setup and system structure. The swarm system
was implemented in a 3D robot simulator called Webots [22] where the
E-Puck mobile robot was selected to form the swarm. A foraging collective
behavior was produced to search for small and big boxes through the
environment and then transport them to the nest. This behavior was evaluated
through the environment as shown in Figure 1. The dimensions of the
workspace were defined as 3 x 3m?, forming a square area surrounded by
four walls. The parameters of E-Puck robots were set as follows: linear
velocity V. = [0,0.25]m/s, angular velocity W = [—3.14,3.14]rad /s, and
light sensors’ readings LSy, LS7 corresponded to the light intensity [0,4095].

Fig. 1. Foraging environment

3.2. Modular Design. The system’s modular design segregates the
foraging task into discrete, manageable components, as shown in Figure 2:

— Searching: robots use light sensors to locate boxes, which emit light
at varying intensities using PPO or PSO.

— Gripping: once a box is located, robots catch the box.

— Waiting: this state is for big boxes which require cooperative effort.

— Transporting: robots navigate back to the nest using PPO.

— Release: upon reaching the nest, robots release the box.

— Return: robots return to the searching phase, creating a continuous
operational loop.
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Fig. 2. Modular design for foraging swarm
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In Figure 2, at the beginning, the system initializes the positions of all
the entities involved: the robots, the foraging boxes (targets), and the nest. After
initialization, the robots start the search phase. This first phase uses a PPO
model or PSO algorithm specifically tuned for the search task. The algorithm
guides the robots towards the targets, based on inputs from light sensors. These
sensors assume that the boxes emit light, making them detectable. After finding
a box, a decision determines the next steps based on the size of the box. If the
box is small, a single robot can retrieve it. If the box is big, the robot waits
until another robot arrives to help, ensuring cooperative transportation. This
reflects a real-world situation where tasks may require different levels of effort
and collaboration. After catching the box, the robots use another PPO model
for navigation to return to the nest. This model processes the distance and
angle between the robot and the nest to optimize the path. After successful
delivery, the robot checks if any boxes are still uncollected. If so, it reverts to
the search phase, creating a cycle of the foraging process. Once all targets have
been retrieved, the simulation ends.

3.3. PPO architecture. It is used in the searching and transporting
phases, chosen for its stability and robust performance in environments with
high uncertainty. PPO operates via a policy gradient method that maximizes
an objective function by using a clipped surrogate objective to keep updates
stable. The main architecture of the PPO neural networks, consisting of an
actor and a critic with fully connected layers, are shown in Figure 3.

State Vector
For searching S=[LS0, LS1,..., LS7]
For transporting S=[D, 6]
Actions
Ls0 —> speed 1
L6 \ / Ls1 i - —>» Advantage
\ A —> speed?2
[ T2
Sx128x64x32x2 FC Sx128x64x32x2 FC

PPO Network

v

[ Update networks' weights by PPO ]

l Gussian process action I

Fig. 3. PPO architecture
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The problem is formulated as a MDP represented by the tuple (S, A, T,
R, 7). The state space S comprised of light sensor readings during searching
phase in addition to the distance between each robot and the nest D, and the
angle between the robot and the nest 6 in the transport phase. The action
space A included the two velocities of the left and right motors. The transition
function T describes the dynamics of the system, while the reward function R
provides feedback based on the achieved objectives.

3.3.1. PPO Searching. The PPO’s actor-critic networks receive input
from the light sensors and outputs wheel velocities, adjusting the robot’s
trajectory towards the light source. A shaping reward is provided based on
the change in light intensity, encouraging the robot to move towards brighter
areas, i.e., closer to the boxes. The reward function R(z) at time # is given as in
Equation 1, 2:

—1 —1
(LY — LYy 4 (LY — Lsi D)
2

R(I)Z +rb0x(t)7 (1)

1.1 if LS} > FindThresholdsearehing
Poox (t) = ¢ 1.1 if LSY) > FindThresholdearching - (2)
0 otherwise

where LS(()I> s LSSO — the normalized current readings of light sensors 0 and 7,
respectively, at time ¢,
LSgil), LSSFI) — the previous normalized readings of light sensors 0 and 7,
respectively, at time ¢ — 1,
FindThresholdsearching — the threshold value of the light sensor where the box
is found. The normalized readings sensors are more than 0.85 that means the
robot reaches the boundray of the box. It is defined experimentally,
Fpox (f) — the additional reward when the robot finds the box. The common
approach to choose values of rewards likel.1 are defined experimentally to fit
the environment.

3.3.2. PPO in Transporting. For transporting phase, the inputs of the
PPO network are the robot’s current distance and angle relative to the nest,
with outputs modifying the wheel velocities to navigate the nest effectively.
Rewards are sparse for successful delivery as in Equation 3, and the shaping
method for leveraging the experience each time step to speed up the learning
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process by considering the angle and the distance to know if the robot is in the
direction of the nest or not as in Equation 4.

— Reward in case of collaboration is not required (one robot is
enough to transport a small box to the nest):

0.1 if deyrrent < FindThreshold
Inest = . ) (3)
0 otherwise
cos( o,
reward = (dprev — deurrent) + Tnest + $7 (4)

where ryest — the obtained reward when robot reaches the nest.
FindThreshold — the Threshold to consider that the robot inside the nest. When
the value of Threshold is less than 0.2. The nest circle has a radius 0.2 so when
the distance between the robot and the center of the nest less than 0.2, the robot
18 in the nest,

deurrent — the normalized distance between the robot and the nest at time t with
[0,3],

dprev — the normalized distance between the robot and the nest at time t-1 with
[0,3],

Otcurrent — the angle between the robot and the nest with [0,27].

This overall reward is designed to incentivize the robot to decrease its
distance to the target (higher reward for reduced distance) and to orient itself
towards the target (using the cosine of the angle).

— Reward in case of collaboration is required (two robots have to
transport a big box to the nest together: Distance reward (dis,eyqrq): When
another robot (a "friend") is present within a certain distance range, a positive
or negative reward is given based on the distance between the two robots
(drobors), as in Equation 5.

0.01 if 0.035 < dropots < 0.1
diSreward = § —0.001  if dygpors < 0.035 , (5)
- % otherwise

when the calculated Euclidian distance between two robots is between 0.035
and 0.1, the two robots are rewarded for learning to stay together. They are
punished if they get closer to less than 0.035 or go farther from each other. All
numerical values are chosen by the trial-error approach. Nest Reward (7,e5): @
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reward is given when the current distance to the nest (dgyyrens) 1S less than a
defined threshold (Threshold), as in Equation 6.

0.15  if deyrrent < Threshold and friend is present
Tnest = . (6)

0 otherwise

The overall reward includes the difference in distance to the nest between
the previous and current time step, the nest reward, the cosine of the current
angle to the nest, and the distance reward,as in Equation 7. Let d,., be the
previous distance to the nest, and d,y.n; be the current distance to the nest,
and Oyrren: be the current angle to the nest.

Ccos ( acurrent)

1000 +disreward- (7)

reward = (dprev - dcurrent) + Fnest +

3.4. PSO for comparative analysis. We implemented PSO to compare
the performance. PSO is a biologically inspired computational algorithm that
simulates the social behavior of organisms. Robots adjust their trajectory based
on the collective movement of the swarm, aiming to find the optimal path
by sharing information about individual successes. The PSO pseudo-code is
shown in Algorithm 1, where r1, 72 — random values generally used to maintain
diversity in the swarm’s search behavior:

Vrightmotor = V+W+V,, (8)

Vieftmotor = V+W+V, (9)

V, — Avoiding speed for right wheel.
V; — Avoiding speed for left wheel.
W — Turning velocity.

V — Linear velocity.
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Algorithm 1. PSO algorithm

Initialize the environment and robots with positions and velocities
Define fitness function < The average of the values of the sensors
[LSo,LS1,LSg,LS7].
repeat
for each robot do
Evaluate robot fitness using fitness function
if current robot fitness is better than previous best robot fitness then
Update robot best position to current position
end if
GET all robots fitness and positions
Update global best position according to best robot fitness
end for
for each robot do
Definew =0.7,c1=2,c2=2
Update robot velocity using equation:
v = w X v+ cl xrl x (robotbest — current position) + ¢2 x r2 x
(global best — current position)
Update robot position using equation:
position = position + velocity
Calculate the linear velocity V <— Distance to the new position
Calculate the turning velocity W <— Angle to the new position
Calculate the avoiding speed for each wheel VI, Vr
Apply left motor speed <~V +W 4+ VI
Apply right motor speed <~V +W +Vr
end for
until robot reaches the box

4. Results and discussion. The proposed modular design, as outlined
in the flowchart in Figure 2, leverages the application of PPO and PSO to
enhance decision-making during the searching and navigation. Simultaneously,
it maintains simplicity for less computation-intensive tasks, like gripping or
waiting. This approach not only increases computational efficiency but also
allows for specialized optimization when necessary. The modular approach
offers multiple advantages:

— Specialized Optimization: PPO is deployed in modules that
significantly influence task performance, such as search and transportation.
This approach ensures that PPO’s strengths are effectively utilized.

— Computational Efficiency: As a computationally intensive algorithm,
the selective implementation of PPO optimizes the computational load, which
is crucial for managing a large swarm of robots with limited processing power.

Informatics and Automation. 2025. Vol. 24 No. 1. ISSN 2713-3192 (print) 61
ISSN 2713-3206 (online) www.ia.spcras.ru



POBOTOTEXHUKA, ABTOMATU3ALIMA 1 CUCTEMBI YIIPABJIEHUA

— Simplicity in Less Complex Modules: Certain tasks that do not
require complex decision-making, such as gripping or releasing objects, benefit
from simpler control mechanisms, facilitating ease of programming and system
maintenance.

— Reduced Overfitting Risk: Limiting the usage of PPO to more
complex tasks mitigates the risk of overfitting, ensuring that the model remains
generalizable and applicable to diverse scenarios.

— Faster Training Time: By focusing on specific modules, PPO reduces
the overall training time, speeding up the system deployment and adaptation.

— Maintaining Predictability in Certain Behaviors: Some modules
prioritize predictability and reliability over adaptability, where rule-based
behaviors are more appropriate.

— Reward Design: The reward structure is carefully crafted to align
with the objectives of each module. Designing the reward function just for two
phases ensures that the main objective of the system will be achieved. It will
prevent the system from engaging in unintended behaviors.

— End-to-end System Autonomy: An end-to-end system that includes
one deep RL architecture to learn all behaviors like navigation, searching,
gripping, and others for all robots’ swarm. Relying solely on autonomous
decision-making may not yield optimal efficiency. Therefore, combining
autonomous and rule-based modules can create a more resilient system.

4.1. Foraging performance (RL vs PSO). The provided 3D
visualizations in Figure 4 demonstrate the foraging behavior’s characteristics
of the swarm driven by PSO-PPO and PPO-PPO in addition to neumircal
samples given in the Table 2.

Table 2. Foraging performance metrics

Retrieved items PPO-PPO PSO-PPO
Time Average Time Average
(sec) Path (m) (sec) Path (m)
1 13.024 0.726 7.552 0.377
2 13.696 0.774 25.024 1.173
3 27.712 1.767 36.928 1.719
4 33.92 2.243 78.08 3.513
5 36.512 2.434 98.112 4.451
6 59.488 4.129 125.92 5.725
7 61.408 4.268 163.776 7.436
8 69.92 4.942 181.6 8.256
9 72.192 5.126 272.64 12.051
10 88.096 6.305 320.096 14.211
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3D Visualization of Swarm Foraging Performance o

Number of Items Retrieved

a) PSO-PPO-driven swarm

3D Visualization of Swarm Foraging Performance
10

Mumber of Items Retrieved

b) PPO-PPO-driven swarm
Fig. 4. Foraging performance
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In both graphs 4-a and 4-b, number of retrieved items N in the proposed
problem is in the range [0, 10]. AT is the time required to collect all items and
transport them to the nest. Py is the average path length of the entire swarm
needed to retrieve all items. Efficiency E is conceptualized as the number of
items retrieved per unit of time and effort. To calculate efficiency, we can use
the change in time AT, the average path lenght Py, and the number of items
retrieved N, as in Equation 10.

N

E=—" . (10)
AT x Py

Based on Equation 10:
Eppo_ppo = 10/(88.096 x 6.31) = 18 x 1073,
Epso_ppo = 10/(320.096 x 14.21) = 2.19 x 1073,

The PPO-PPO-driven swarm has outperformed the PSO-PPO-driven
swarm in terms of efficiency. Based on the data, it seems that the PPO model
allows the swarm to retrieve items faster, as indicated by the steeper slope
of the number of items over time. Additionally, the average path lengths
taken are shorter for the PPO system. On the other hand, the PSO graph
demonstrates a less steep slope, indicating a slower completation time in the
foraging task. These results highlight the superiority of the PPO in rapidly
adapting and efficiently solving the foraging task. The PPO not only learns
faster but also appears to sustain its performance. This is due to PPO’s policy
gradient optimization, which allows fine-tuning adjustments to the robot’s
actions based on the received rewards, leading to a refined and more effective
strategy. PSO, on the other hand, tends to converge to local optima and lacks
the ability to fine-tune. Another reason is that PSO relies on collective swarm
dynamics, which can also be a limitation if individual robots do not effectively
follow the swarm’s behavior or share information.

4.2. Dynamic behavior and autonomy. Based on the two sets of
figures provided in Figure 5 and Figure 6, each shows the behavior of a swarm
in a dynamic foraging task to collect two moving boxes. In the proposed
dynamic situation with moving green boxes, the robots follow each box until
they grip it. The box turns its color to red as an indicator of gripping and
stopping its dynamic nature. Then, it is transported to the nest (yellow area).
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tl = 0 sec

t2 = 13.088sec t3 = 43.296sec

t4 = 281.248 sec t5 = 304.192 sec

Fig. 5. Dynamic Forgaing performance/ PSO-driven swarm

tl = 0 sec t2 = 5.28 sec t3 = 12.896 sec
t4 = 30.048 sec t5 = 39.52 sec

Fig. 6. Dynamic Forgaing performance/RL-driven swarm
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Behavior analysis for PSO:

— Initial response (t1-t2): The swarm starts in the nest as an initial
position and quickly follows one moving box, indicating a strong initial
collective drive and less autonomy.

— Mid-phase (t3): As the swarm finds the green box, it clusters around
it. Robots’ movements are heavily influenced by their surroundings.

— Gripping action (t4-t5): When the box is gripped (indicated by a
change in color to red), the robot that catches the box returns to the nest. The
robot releases the box and returns to PSO mode. This demonstrates that PSO
can localize and transport the target in dynamic scenarios.

Behavior analysis for RL:

— Initial Response (t1-t2): The RL swarm starts with a distributed,
exploratory pattern with no immediate convergence, suggesting an exploratory
approach. Which allows the swarm to follow both moving boxes at the same
time with a high level of autonomy.

— Mid-phase (t3): The swarm gradually adjusts to the moving target,
taking less time to locate the box compared to the PSO, which represents a
better response to changes in the target’s movement.

— Gripping action (t3-t4-t5): Once the box has been gripped, the robot
navigates to the nest with a gripped box. It releases it and returns to the PPO
searching box.

5. Conclusion. This study addresses a dynamic foraging task for a
swarm of mobile robots. The proposed solution combines a modular design
for handling processes like gripping, waiting for aid in carrying the big box,
and releasing the box in the nest, with an intelligence algorithm for driving the
searching and transportation processes, such as deep RL and PSO. This model
maintains simplicity to allow for specialized optimization when necessary,
like searching and transporting in a continuous environment while preventing
overfitting. It introduces a module for testing various algorithms. Therefore, a
comparative analysis was conducted on PPO and PSO. The results revealed
that PPO achieved a faster retrieval rate, as well as better efficiency due to
its high adaptability and autonomy. In contrast, PSO did not demonstrate the
same level of efficiency or autonomy. The findings of this research emphasize
the importance of selecting appropriate optimization algorithms depending
on the specific task requirements. For tasks that require rapid adaptation and
sustainable performance in dynamic environments, RL-PPO stands out as the
most effective technique. The study also emphasizes the benefits of a modular
approach to swarm robotics, offering a foundation for future developments in
this field that require both efficiency and flexibility.
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A. XamMmyi, A. UCKAHJIAP, b. KOBAY
JAHAMUNYECKOE ®YPAKUPOBAHUE B POEBOM
POBOTOTEXHHUKE: FI/IBPI/II[HI;IIZ HOJIX0/1 C MO)IYJIBHOﬁ
KOHCTPYKIII/IEFI N I'TYBOKHUM OBYYEHHEM C
HNOJAKPEIIVIEHUEM

Xammyo A., Hexanoap A., Kosau b. [InnaMnueckoe pypakupoBaHue B poeBoil pOOOTOTeXHHKeE:
rHOPHIHBII MOIX0/] ¢ MOAYJIbHOI KOHCTPYKIHEH U IIyOOKHM 00yUYeHHeM ¢ MOJAKPeIIeHueM.

AHHoTamusA. B 370ii cTathe npeiaraeTcsi THOPUAHBIA MOAXOM, KOTOPHIA 0O0bEAUHSIET
UHTEJUICKTyaJIbHble aJITOPUTMBl M MOIYJIbHYIO KOHCTPYKLMIO ULl pelIeHHs] IPOOJIeMbl
(pypaxkupoBaHus B KOHTEKCTE POEBOil poOOTOTEXHUKH. [TTy60KOe 00yUeHHe ¢ MOAKPEIICHUEM
(RL) n ontumusanus post yactull (PSO) ncnonp3yiotes B peiaraeMoii MOAYyJIbHON apXUTEKType.
OHH MCHONB3YIOTCS [Isl TOUCKAa MHOXECTBA PECYypPCOB, KOTOPBIE PA3JIMYaIOTCs MO pa3Mepy U
JEMOHCTPHPYIOT AUHAMUYECKYIO IPHPOLY C HelpeacKa3yeMbIMH IBrokeHHsMH. Kpowme Toro,
OHH TPaHCIOPTUPYIOT COOpaHHbIE pecypchl B THe310. Poii cocTont u3 8§ MOOHIBHEIX pOOOTOB
E-Puck, kaxaplil U3 KOTOPBIX OCHAIIIEH AaTYuKamu cBeta. [Ipeiaraemas cuctema nocTpoeHa
Ha TPeXMEpHOIl cpele C HCIOb30BaHMEM cumyssitopa Webots. C IOMOIIBIO MOIY/IBHOTO
HOIX0/1a MbI PEIIaeM CJIOKHBIE POOJIEMBI (DypaKMPOBAHUS, XapaKTEPH3YIOIIUECs] HECTATUYHO
cpezioii U messMH. DTa apXUTEKTypa MOBBIIIAET yHNpPaBIsAeMOCTb, CHIKAET BBIUHMCIIUTEILHbIE
Tpe6GOBaHK 1 YIPOIIaeT MpoLecchl oTaaky. Haille MosiempoBaHue okasblBaeT, YTO MOJIEIb
Ha ocHoBe RL mpeBocxomutr PSO mno BpemMeHM BhINONHEHHs 3ajad, 3()¢GeKTUBHOCTH cOopa
PECypCOB M aIalTUBHOCTH K JUHAMIYECKUM CpeJiaM, BKJIoYask IBIKYIIMecs Leu. B yacTHocTH,
poGOTHI, OcHareHHbIe RL, JeMOHCTPHPYIOT YiIydllleHHbIe CIIOCOOHOCTH K MHAMBHUAYaIbHOMY
00YYeHHIO U TIPUHSATHIO PEelIeHuid, oOeclieurBasi ypOBeHb AaBTOHOMHH, KOTOPBIil CIIOCOOCTBYET
KOJUIEKTUBHOMY HHTE/UIEKTy posi. B PSO koyulekTHBHbIE 3HaHHS pOsi B OOJbIIEH CTENeHH
BJIUSIIOT HA MHAWBUAYyaJIbHOE MOBefieHne poOoToB. IlomyuyeHHbIe pe3yabTaThl MOAYEPKUBAIOT
3(pPeKTUBHOCTD MOAY/IBHOM KOHCTPYKLIMHU U miyOokoro RL jist mpoBrkeHHs] aBTOHOMHBIX
POOOTU3UPOBAHHBIX CHCTEM B CJIOKHBIX M HETIPEJCKA3yeMbIX YCIOBHSX.

KiroueBble cioBa: poeBass pOOOTOTEXHHMKA, 3ajaya [IOMCKA IHIIM, MOAYJIBHOE
MPOEKTHPOBaHNe, 00y4YeHUe C MOAKPEIICHHeM, ONTUMU3ALMS POsI YaCTHILL.
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Muslimov T. Collision Avoidance in Circular Motion of a Fixed-Wing Drone Formation Based
on Rotational Modification of Artificial Potential Field.

Abstract. In coordinated circular motion of a group of autonomous unmanned aerial vehicles
(UAVs or drones), it is important to ensure that collisions between them are avoided. A typical
situation occurs when one of the drones in circular formation needs to overtake the drone ahead.
The reason for such an overtake may be due to a given geometry of the UAV formation, when
this configuration of a given relative position of the drones has changed for some reason. In this
case, the limited maneuverability of UAVs of exactly fixed-wing type requires taking into account
the peculiarities of their dynamics in the synthesis of the collision avoidance algorithm. The
impossibility of the airspeed for a fixed-wing type UAV to drop below a certain minimum value also
plays a role here. In this paper, we propose to use an approach based on vortex vector fields, which
are essentially a rotational modification of the artificial potential field (APF) method. In this case,
the path following algorithm developed in our previous works provides the circular motion. As a
result, a collision avoidance algorithm has been developed that works efficiently by maintaining
coordinated circular motion of the autonomous drone formation without unnecessary turns. The
proposed algorithm was named Artificial Potential Field for Circular Motion (abbreviated as
APFfCM). Using the direct Lyapunov method, it is shown that the trajectories of the formation
system have uniform boundedness (UB) when using the proposed control algorithm. Due to the
boundedness of the candidate Lyapunov function, it is guaranteed that no collision event between
drones will occur. Thus, the control objective of providing coordinated circular motion for an
autonomous fixed-wing type drone formation without collisions is achieved. Fixed-wing (“flying
wing”’) UAV models in MATLAB/Simulink environment demonstrate the effective performance
of the proposed algorithm. These models have both full nonlinear dynamics and implementation
of tuned autopilots stabilizing angular and trajectory motion.

Keywords: collision avoidance, drone teams, multi-UAV system, artificial potential field
method, vortex vector field.

1. Introduction. The artificial potential field (APF) method [1,2] has
been widely developed for various types of robots: both industrial manipulators
and mobile types. From its basic version, this approach has received in its
development many modifications, for the possibilities of use in specific models
of controlled objects. For example, significantly modified APF methods have
been used for high-level models in the form of a double integrator [3], as well
as for wheeled mobile robots [4-7]. However, the use of the APF method on
unmanned aerial vehicles (UAVs or drones) has its limitations [8]. This is
especially evident in the case of fixed-wing type drones, which have limited
maneuverability due to nonholonomic dynamics.

A rotationally modified vector field-based APF (vortex vector field)
method for motion planning and collision avoidance in robot control was
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probably first proposed and studied in detail in [9, 10]. This approach was
further developed for mobile robots [11]. The application of rotational vector
field for mobile robots avoiding collisions on an opposite course was studied
in [12]. In [13], a strategy for avoiding collisions between two UAV's while
moving on an opposite course is considered. In [14], this concept was applied
to a single quadrocopter avoiding a collision with a fixed obstacle. In [15],
fuzzy logic theory and genetic algorithm are used to further modify such an
improved potential field. In [16,17], the rotational modification of the potential
field is successfully applied to a single quadrocopter and a stationary obstacle.
In [18], a new modified algorithm based on the vortex vector field is developed
to enable a wheeled mobile robot to effectively avoid collision with a stationary
obstacle. The main advantage of the vortex vector field can be described as the
efficient escape of the robot from the local minimum state, the simplicity of the
algorithm tuning, and the insignificant influence of the evasive maneuver on the
final performance of the main mission. In the case of circular formation motion
performed while tracking some object, this strategy should be significantly
modified. The special feature here is that the UAVs must not only evade the
collision, but also successfully return to the circular motion orbit.

In [19], a rotational modification of the artificial potential field is applied
to the formation of quadrocopters, but the stability preservation of such a
modification has not been analyzed. In [20], the application of rotational
modification for the artificial potential field in controlling a group of rotary-
wing drones was discussed. The paper [21] also studied the motion of rotary-
wing type drone models jointly avoiding collision with a stationary obstacle.
However, this study has the following significant differences from [20,21]: first,
the application of the modification on fixed-wing type UAVs has additional
complexity due to the limited maneuverability of this type of aircraft; second, it
is the circular motion that is studied here, which imposes certain requirements
for maintaining the consistency of the group’s flight. Some papers propose
strategies similar to the vortex vector field, e.g., [22] uses an orthogonal
component that shifts the robot from a local minimum state. However,
this approach is fundamentally different in the way the control algorithm
is designed.

Let us consider in more detail the difference between this paper and our
previous one. In [20] a special vector f“*7¢ (q;,q;+1) was used:

A
fescape (qi;qi+1) = U (qi — qi+1) / ”ql —qi+1 ”%7

where ; is an adjustable positive coefficient; q; and q;; are the vectors of
UAV positions numbered i and i + 1 in the global coordinate system. The UAVs
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under these numbers must perform collision avoidance. A “danger zone” is
introduced as a region of flight space within which the potential repulsion field
starts to operate. The radius of this region is denoted as d,, (‘“safety radius”).
The vector £°“P¢ (q;,q;+1) allows a pair of UAVs to leave the “danger zone”
and continue circular motion according to the original mission.

If we consider ||q; — qi+1||, = d, as the equilibrium position for the
nominal system (not using f*“*”¢(q;,q;+1) in the control algorithm), then
feseape (q;,qi41) is a non-vanishing perturbation. Note an important point: it is
not shown in [20] that the equilibrium position ||q; — q;+1 ||, = d, is Lyapunov
stable (in contrast to the equilibrium positions of the formation after leaving
the “danger zone™). Moreover, it can be easily shown that ||q; — qi+1]l, = do
is Lyapunov unstable (e.g., using Chetaev’s theorem). However, it was found
in [20] that in the region ||q; — q;+1]|, < d, the derivative of the candidate
Lyapunov function (denoted as V') is nonpositive. This fact means that the
candidate Lyapunov function V is decreasing in the region ||q; — qit1||, < do,
that is, V (r) < V(0). In practical terms, it follows that two quadrocopters
placed inside the region ||q; —qi+1|l, < d,, but not at the collision point
lla; — qi+1]], = 0, will not hit this collision point at subsequent times. This
is justified by the fact that at the collision point ||q; —q;+1 ||, = 0 candidate
Lyapunov function tends to plus infinity, which contradicts the condition
V () <V (0). Thus, we explained that the component £*““¢ (q;, q;+1) was
introduced specifically to destabilize the nominal system that uses only the
artificial potential field-based algorithm. This destabilization allows drones
performing collision avoidance to successfully leave the “danger zone” in a
finite amount of time.

In our current study, the original mission is the coordinated circular
motion of the team. Therefore, instead of the vector f““?¢(q;,q;+1), an
additional vector field component is applied to follow the circular path in
combination with a rotational modification of the vector field. This additional
component can also be considered as a non-vanishing perturbation for a nominal
system that uses only the vector field component derived from the artificial
potential field.

Thus, the main contribution of this paper is as follows:

— arotational modification of the artificial potential field (vortex vector
field) is considered specifically for autonomous fixed-wing drones, and in the
problem of circular coordinated motion;

— using the direct Lyapunov method, the stability of the equilibrium is
analyzed; the uniform boundedness (UB) of the trajectories (so-called Lagrange
stability) guarantees that no collision event will occur;
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— the proposed algorithm is simulated on full nonlinear models of
fixed-wing type UAVs; the obtained results clearly illustrate the efficiency of
the proposed algorithm.

2. Collision avoidance algorithm for a group of fixed-wing type
drones. Consider the motion of two fixed-wing type UAVs in a formation
making a circular motion. In this case, UAV No.(i+ 1) is ahead of UAV No.i
in a circular orbit. However, according to the formation control algorithm, the
UAV No.i should be ahead of the UAV No.(i+ 1) at a predetermined distance in
steady-state. If the collision avoidance algorithm is not applied, a collision will
occur between the two UAVs as UAV No.i will try to overtake UAV No.(i+ 1)
while traveling in a circular orbit.

Objectives: when automating the flight of a circular formation of small
UAVs on the basis of decentralized interaction, it is necessary to prevent
collisions between drones in a group while maintaining the specified flight
altitude by each of the vehicles. In this case, circular motion is based on the path
following algorithm in autonomous mode, that is, the drones autonomously
execute the embedded control algorithm. A specific technical realization of
autonomous circular formation can be based on ZigBee [23] or a mesh network
using 900 MHz RF modems [24]. The collision avoidance algorithm should
be developed specifically for the above-described flight mode of the drone
formation.

Next, we consider the main modifications of the standard artificial
potential field (APF) algorithm that lead to the collision avoidance algorithm
proposed in this paper. The first modification of the standard APF algorithm:
the Attractive Potential Field is not used in the algorithm. Instead of this field,
a Path Following Vector Field is used, which is generated by the formation
control algorithm for circular motion.

The second modification compared to the work of [20]: no rotationally
modified vector field (zero-rotor in this case) is applied for the UAV ahead (in
this case, it is UAV No.(i + 1)). The reason for this is that, due to the limited
maneuverability of the fixed-wing drone, the application of a rotationally
modified vector field causes the drone to undesirably turn completely around.
At the same time, UAV No.(i+ 1) will also deviate significantly from the basic
circular motion trajectory following UAV No.i, since the rotationally modified
vector field assumes a circular trajectory around the obstacle. This problem
is illustrated in Figure 1, which shows the motion trajectories when using the
vector field with rotational modification on both UAV No.i and UAV No.(i+1).
This illustration clearly demonstrates the inefficiency of using the rotationally
modified vector field for UAV No.(i+1).
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The third modification: for a UAV using a vortex vector field, an
additional condition is imposed to turn off the evasive maneuver if it overtakes a
UAV flying ahead. The overtaking event can be defined by computing the triple
product of the vectors: Tprog =n-(d; xdiy1), wheren=1[ 0, 0, 1 ]T,
and d. is the distance vector from the center of the circular path to the UAV
with the lower index corresponding to the ordinal number of the UAV in the
formation. If 7,4 < 0, this means that UAV No.i is behind UAV No.(i+1)
and will try to overtake it. The value 7,,,,4 > 0 will mean that the overtaking
has already occurred. Note that switching off the evasive maneuver should
not be done immediately after overtaking, but after reaching a certain distance
(this is shown later in the control algorithm).
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Fig. 1. Trajectories of fixed-wing type UAVs using a vector field with rotational
modification

The complete potential field-based collision avoidance algorithm
designed for circular motion of UAV formation (we named "Artificial Potential
Field for Circular Motion" — APFfCM) is as follows. First, the ordinal numbers
of the “overtaking” (No.i) and “overtaken” (No.(i + 1)) UAVs on the circular
path are determined. For this purpose, the triple product 7},,,¢ =n- (d; x d;1 1)
sign should be used. In this case, it is important how exactly this value is
calculated initially. The order of the product in brackets plays a role in the
expression n- (d; x d;11), i.e. which UAV is selected as the i-th and which as
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the (i+ 1)-th. In the formation control algorithm, it is assumed that the current
angle between the UAVs is given by the center angle o when computing 7,54,
so the value of this angle is assumed to be less than or equal to 7 radians.
However, also initially the angle can be given through the value of 27 — ¢,
and this should be provided in the structure of the formation control algorithm
itself.

Thus, in order to determine the correct order or disorder in the formation,
it is necessary to know the inherent rule for determining the angles. For
example, for a formation of three UAVs, the inherent rule that the center angle
should not exceed 7 radians makes sense. Therefore, it will be considered that
the UAV number i is ahead of the UAV number i + 1 if 7),,,4 > 0. Otherwise,
the order will be broken and the UAV number i will try to overtake the UAV
number i + 1. As a result, without a collision avoidance algorithm, a collision
between UAV's may occur.

Figure 2 on the left shows that if the algorithm is applied to a formation
of two UAVs, the originally laid down method of angle calculation can be
changed during flight so that overtaking will not occur, since the UAV number
i+ 1 can move to a given position by making a turn in an arc of greater length.
However, as can be seen from Figure 2 on the right, such a change in the
embedded method is no longer possible in the case of a formation of three or
more UAVs, because in this case, the UAV number i + 1 will meet the UAV
number i 42 on its way (and the rest when the number of UAVs in the formation
increases, due to which the number of required obstacle avoidance maneuvers
becomes larger than in case of exchanging places of vehicles with numbers i
and i+ 1). Therefore, there is a need to develop a collision avoidance algorithm
for a decentralized formation of UAVs making such a circular motion.

Fig. 2. Disorder in the formation of UAVs
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A high-level model of an autopilot-stabilized UAV is considered as

qi = [ i, P} }Ta (1)
qi = [ visiny;, v;cosy; ]T,

where pf is the position along the coordinate axis pointing East (east axis);
p? is the position along the coordinate axis pointing North (north axis); v; is
the airspeed; y; is the course. These states according to the lower index refer
to UAV No.i. In this case, the course is measured from the north axis.

Let us define the repulsive artificial potential field (APF) function in
the following form of the classical artificial potential, in this case the FIRAS
function was chosen [2]:

2
1 1 1 i A .
UAPFfCM( zkri (d(qi,q,-ﬂ) dg) , af d(qtquJrl) < dy;
A

q4,qi+1) = (2)

07 if d(q;ﬂliﬂ) >d07

where constant coeflicient k,, € R;

d (q;,q;+1) is the distance between UAV No.i and UAV No.(i + 1);

d, is the radius of the so-called “danger zone” within which the action of the
potential field of repulsion begins.

Since the UAVs are on the same path line during the circular motion,
applying only the standard artificial potential field on both UAVs performing
the evasive maneuver may cause a local minimum effect. For this reason, the
repulsive artificial potential field for the algorithm is proposed as a function of
the artificial potential with rotational modification.

Next, for UAV No.i, we specify the component f. (q;,q;; 1) € R? used
in the control law and defined by multiplying the gradient with the opposite
sign of the repulsive potential field UAPF'CM (2) by the rotation matrix R ().
Thus, we can obtain:

fi’(qi7qi+l):
= —VU/PF M (q;,q;11)R(1)
1 1) 44 . .
| o (aw — d) AEESRA). i daa) <di O
0, if d(qi,qiv1) > do,
where
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[ 0 (1) ] if A =—1= clockwise,
R= 4)
0 -1 . .
[ 10 ] if A =1 = counterclockwise.

Let us clarify the role of the parameter A in equation (4). In this case, it
specifies the direction of rotation of the formation. The value A = 1 indicates
clockwise rotation of the formation (when viewed from above), in which case
UAV No.i should perform the collision avoidance maneuver according to the
vector field with counterclockwise rotational modification. Exactly such a
choice of rotation is due to the fact that at some point in time UAV No.i starts
to return to the circular motion trajectory. Accordingly, the total path traveled
by UAV No.i will be less in the case of maneuvering along the inner region of
the circular area bounded by the circumference of the formation flight path.
Thus, UAV No.i will be faster to overtake UAV No.(i + 1), which in turn, in
the final part of the return trajectory will move along an arc of greater length
than UAV No.i.

The control algorithm atan2 ( for the course of
UAV No.i is computed using (3) through the vector flAPFfCM € R?, defined
finally in the following way as shown in Sub-algorithm 1.

f;\PFfCM [1] ;flAPFfCM [2])

if d(‘li#liﬂ) <d, and Tprod < Tiresh then
EAPFCM (q;,qi1) = £ (a0 @i 1) + if " (q7)
= —Vq UMM (q;,q:11)R(2)
+nt"F (q;)
if d(qivqi+1) >d, or d(qi7qi+l) <do N Tprud 2 Tiresn then
f}(\PFfCM (a,9i+1) =1 (@)
end

Listing 1. Sub-algorithm 1

The following notation is used here:
Tiresh 1S @ positive parameter chosen in advance;
V7 (q;) is a vector given by circular path following vector field, the essence of
which is disclosed in [25,26];
1; € R is an adjustable coefficient, which should be chosen sufficiently small,
as will be explained later.
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For the sake of clarity, we show an expanded form of the course control
algorithm for UAV No.i in the case of clockwise motion in Sub-algorithm 2
below.

if d(qivqurl) <d, and Tpmd < Tiresh then

Z?P Fi — atan2 (V?P 7 ; vﬁp £ ) , where
AP _ o 1 1 PP
Vel ' =mising; —kr, (d(qnqm) do> A(qi,qi41)

APF; _ c 1 _ 1\ _pi=pi
V' =Micos i +kr, <d<qi7ql}l) do) d3(q;,qit1)

if d(qi,qiy1)>dy or d(qi,qiv1) < do ATproa = Tiresn then
vaPFi — ny, sinyf, VAPE — My, €08 Xf

end

Listing 2. Sub-algorithm 2

The following notation is used here:
vAPE is the control component along the east axis;
vAPE is the control component along the north axis;
x{ is the course command given by the path following vector field;
My, € R is a coefficient that depends on the implementation of the path
following algorithm.

The control algorithm for UAV No.(i + 1) course will eventually look
as follows as in Sub-algorithm 3.

if d(q;,q;y1) <d, and Tprod < Tiresn then

PAFFICM (g1, q0) = P47 (qir, @) + M Y7 (@)

=~V UAPFM (¢, 1, q;)
+ i1 BF (qigr)
if d(qi7qi+1) >d, or d(qivqi+1) <do /\Tpmd 2 Tiresh then

PAFFIM (g4 1,q0) = 77 (qi41)

end

Listing 3. Sub-algorithm 3

The following notation is used here:

Qi+1,9;) is the gradient with the opposite sign of the chosen artificial

potential function;

V7 (q;11) is a vector similar to f7 (q;), but chosen for the drone number i + 1;

Nit+1 € Ry is a coefficient similar to 1;.1,but chosen for the drone number i+ 1.
For the sake of clarity, we show an expanded form of the course

control algorithm for UAV No.(i + 1) in the case of clockwise motion in

Sub-algorithm 4 below.

fAPF (
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if d(qivqi+1) <d, and Tprod < Tiresh then

APFiy _ . ¢ 1 1\ Pia—pf
Ve = M1 S %G i d(@iqit1) 4o ) @ (qii+1)

APFi _ c 1 1 P —P}
Vn = Mit1 €0 Xy + Ky d(q;,qi1)  do ) d3(qi Q1)

if d(qivqi+1) >d, or d(qi7qi+l) < do/\Tprud 2 Thresh then
APF, L. APF, i
Ve = Mvis Sln%,ﬂr] v Vn = Mvi COSX,‘C.»,_]

end

Listing 4. Sub-algorithm 4

The following notation is used here:

APFy| . .
Ve ! is the control component along the east axis;
APF| . .

v, ! is the control component along the north axis;

? PFit s the course command given by the path following vector field,;

kr.., € R>g is an adjustable constant coefficient;
My, € Ry is a coeflicient that depends on the implementation of the path
following algorithm.

Let us denote "d (q;,qi+1) < dy and T;pq < Tireq,” as Condition 1 and
d (qi,qi+1) > do or d (q;,qis1) < do A Tproa = Tires” as Condition 2.

The control sub-algorithm for absolute values of UAV velocities (i.e.,
speeds) is proposed as follows (v{ for No.i and v{, | for No.(i+1)):

arr1? | Toare]?\
o <[ve i] +[ve ’}) , if Condition 1;
=
W, if  Condition 2, )
) N 12
. ({V?PFHI} +{v?PF"“} ) , if Condition 1;
Vit1 =

vf,Fl_H, if Condition 2.

In this case, it is necessary to set speed limits in the control algorithm
itself, taking into account the peculiarities of fixed-wing UAV dynamics:

Vf S [Vmin;vmax] /\Ver] S [Vmin;Vmax] .

The following notation is used here:
Vmax 18 the selectable maximum speed value;
Vmin 1S the selectable minimum speed value;
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Vyr. is the speed command obtained through the path following vector field
for UAV No.i;
147 Fir is the speed command obtained through the path following vector field
for UAV No.(i+1).

It is also possible to implement a simplified version of Sub-algorithm (5)
in the form:

o= Vmax, 1if Condition 1;
7| wWpg» if Condition 2,

6
c vmin, if Condition 1; (6)
Vigr =

v?;FiH, if Condition 2.

In this case, the artificial potential field is used only for course control.

The choice of values vp,x and vyi, should be made taking into account
the dynamics of the UAYV, since a significant decrease in speed also causes
a strong loss of flight altitude. The operation of Sub-algorithm (6) implies
the acceleration of the overtaking maneuver by increasing the speed of the
overtaking UAV and reducing the speed of the overtaken UAV by higher
values than it is provided by the path following vector field algorithm. These
conditions (5)-(6) themselves imply that the velocity components in Sub-
algorithms 2 and 4 are multiplied by the same positive coefficient if the velocity
modulus is outside the limit values. Therefore, for clarity of presentation, this
multiplication by a coefficient is not written out in the stability analysis below.
This can be done since there is no influence on the process of the corresponding
reasoning.

Together, Sub-algorithms 1-4, (5)-(6) constitute an overall Algorithm
for collision avoidance between UAVs in the circular formation motion problem,
which we denoted earlier as APFfCM.

Consider a system of two fixed-wing UAVs numbered i and i + 1 that
need to perform collision avoidance. For such a system, the following theorem
is satisfied when using the proposed algorithm. A proof of stability in the case
of applying an artificial potential field in the object tracking problem was given,
for example, in [27]. However, the algorithm in that paper is fundamentally
different from the one we consider, so the proof itself is also disparate.

The considered system of two fixed-wing UAV No.i and No.(i + 1),
taking into account (1) can be represented in a generalized form:

: T,. .
d (i, qi11) = (Vgi—qi 4 (@i, 9i41)) (@i —Qiv1) s (7)
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d= (dy)
k k=i, i+1
A . . . T 1
:([p;’ pi ][ cosg singi | )®{0} (8)

. 0
(Lt pr 1 Leosg sing 7)o ] .

The following notation is used here:

@refi,i+1) 1s the phase angle of rotation for the k-th UAV;

diei i1y 1s the distance to the center of rotation for the k-th UAV;
p is the radius of the rotation orbit for the formation;

block vector d € R2%! is defined as

A N 1 0
3= (&), rrmr 2 Qar—cl =)o | g |+ g —clo-pyo| § |

through the ¢ € R?*! as the position vector of the rotation center for the UAV
formation. That is, the elements of the vector d are the distances to the circular
path given by the distances dyc(; ;1) from the considered UAV to the rotation
center of the formation:

. A
diefi i1y = diefi,iv1y —P-

The equilibrium position d (q;, q;+1) = d, is considered for the nominal
system (6), i.e., in the case when the control algorithm fulfills the condition 1; =
Ni+1 = 0. Then the summands 7; sin X, 1;c08 X, Mi+1 80 X7, 1, Mi+1COS X7y
act as non-vanishing perturbations.

Let us introduce the domains %, and %»:

A
21 ={d(qi,qi+1) € R | d(q;,qi+1) < dp Nd (qi,qi1) # 0},
P A {d(qi,qi+1) ER | d(qi,qiy1) > do}-

We consider the behavior of the system (8) only in the domain 2, since
we are interested in the convergence of the drones to a circular orbit of rotation
only after they have performed an evasive maneuver and left the “danger zone”.
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Theorem, 1. Consider domain 2\ U %,. Under the action of the
APFfCM algorithm, the trajectories of system (7) are uniformly bounded (UB),
and the equilibrium position of system (8) is locally asymptotically stable in
the domain 9,. In addition, there is no collision event between UAV No.i and
UAV No.(i+1).

Proof. As noted earlier, the final APFfCM control algorithm uses a
rotationally modified artificial potential function for UAV No.i and a FIRAS
artificial potential function for UAV No.(i + 1). For the distances to the center
of rotation ||d;||, and ||d;41]|,, the condition that ||d;|l, #0 A ||diy1]], #01is
assumed since the calculation method of some parameters is not defined when
this condition is violated.

Let us introduce the following function V as a candidate Lyapunov
function using (2):

L { UAPF (g, q11) +
2

) if d i Yi gd}v
_H]rAPFfCM (Qir1,q:) } (4 9it1) 0

V= 9)

%aTaa if d(Qh(]H-l) > d07

where constant coefficient k € R<.
The derivative of the candidate Lyapunov function V (9) can be
represented in this form:

=

K{ UAPFfCM (qia(]i+1)+

= 5 if d iy Qi gd’
+UrAPFfCM (Qi11,q:) } (i qit1) 0

V= (10)

aTaa if d(‘lia‘liﬂ) > d0~

Consider the case of d (q;,q;+1) < d,. We can obtain the following
representation for the derivative UAPFICM (q;, q;41):

T
7APFfCM APFfCM .
U, (qivqurl) = (Vpi>i+1Ur ) Pii+1,
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where p; i1 £} q; — q;+1. Similarly

. T 0
UrAPFfCM (qu’qi) = (V ,UAPFfCM> Pi+1,i-

Pi+1,i~r
Note that the following relation holds:

V. . UAPFICM (g g0 1) = Vg, UAPFICM (g, qi1)

Prierr APFfCM
= _vql'+1 U':APFfCM (qi7 qi+1)
= Vg, Us (Qi+1,9i) -

Taking into account the above, we can obtain

' T.
U;’\'PFfCM (qi, qi+1) + _ (Vpi.i+1 U;APFfCM (q;, (IH-I)) l)Ti7i+1+
+UMPFCM (g1, q)) + (Vo UMM (g3 1, q0)) Pi 1

T,. .
_ (VqUAPF M (q;,q;41)) (qTi*qprl)Jr
+ (Vi UMM (qi11,q7)) (Qigr — @)

qi+1,9:)

T
(v UMM (g, qi1) + .
Qi+ _|_UrAPFfCM ( Qi qi) qi+1

T
(v UAPFICM (g qiyy ) + Qi+
qi +U;‘\PFfCM ( i

T,
= 2(tiUrAPFfCM ((Ii,(hﬂ)) (IH;
+2(Vau UMM (qi1,q0)) Qi1
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Given the APFfCM algorithm, the derivative of the candidate Lyapunov
function (10) takes the form:

1K{ UAPFIM (g, qiv1) + }:
200 +UAPM (g1, i)

T.
L 2(Vq,UPPF M (q;,q;41)) at
+2(Vg,,  UAPF ™M (i1, q0)) " @i

T
(VUMM (g3, qi41)) %
x[-V UAPFfCM(qz,qm)R(l)Jrn%fVF (a)] +
+ (Vlgi;rlcUl\l:PFfCM (qH-l ) ql)) X
a1 Ur (Qir1,9) + i1 (i)

=K

x [~V

This equation is transformed to the following form:

K{ UM (q;, qi1) + } _
+UAPFIEM (g, 1, q)

:Q

1
2

Ep? —pillg nicos xf + (pf — pfyy) misingf] -
P =P} 771+1COSX1+1+(P1+1 P§) Misrsings, |

— e d TR = pa) (9 = i) =K (6 =) (PF = pir) —
=0
11

K2 | (=) (0 = )| ()

—K[ ( p?ﬂ) (ThCOS‘Xf—mHCOS.XfH) } _
— K +(p - pf+21)(ni81nx,~” _2i+lsmxic+1)

K2 [(pr = o) (o = )]

Here K = kr; (d(q,-.i]m) N dilo) d3(q:qi+1> =

Let us introduce the notation:
A A

X=pi—pig, Y=D0]— P

8. & misiny — iy sin g 8, 2 1:cos x¢ — My 1 cos xC
e = TSI Y; — Nip1 SINY;L , Oy =T COS Y — T 1 COS Y.
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Then we represent the obtained expression (11) in the form

2 kK? (—2% — %) +KK (~8x— 8,) (12)
—
<0

where 0, € R and 5y € R are values that should turn out to be sufficiently small,
as will be explained later. It is possible to make them so by choosing small
parameters 1); and 7);+1. The second summand in expression (12) is indefinite.

Note that the condition d (q;, ;1) A ldi — qi+1]l, — O corresponds to the
divergence of the system trajectories from the equilibrium position. At the

same time, the condition d (q;,q;+1) ES |9 — gi+1]|, = do corresponds, on the
contrary, to the convergence of the trajectories to the equilibrium position.
In the case d (q;,q;+1) — O, the quadratic summand kK?* (—x* —y?) in (12)
will dominate the linear summand kK (—8,x — &,y) if it takes positive values.
If it takes negative values, then the condition we need is satisfied. Thus,
I" (12) is negative semidefinite except for some regions near the equilibrium
position. However, this region can be made as small as desired by the choice of
parameters 9, and &, small enough. The trajectories of the system entering this
region will not be able to leave it, so uniform boundedness (UB) of trajectories
is observed. Note that such a consideration was used in many works, for
example, in [28].

To clearly illustrate the above reasoning, we made a graphical
representation of the functions. Figure 3(a) shows the three-dimensional
view in the case when the summand xK(—8x— &,y) is excluded from

the function I' (12), i.e., the function [def ES KK? (—x2 — yz) is considered.
—_——

<0
Figure 3(b) shows the case where the summand kK (—8,x — §,y) is present,

that is, the function I' (12) itself is plotted. The parameters chosen were:
dy=3, & =868,=025«=1. As can be seen, %f is always negative
or equal to zero, but I" has, near the equilibrium position, some elevation
entering the positive region of values. For an additional illustration, Figure 4
is presented, showing in blue the region near the equilibrium position
where the derivative of the Lyapunov function candidate takes positive
values. The white color in this case shows the region where conversely
the derivative takes negative values. Here the parameters chosen were:
do=3, 0,=6,=0.0015, x=1.

Obviously, if the above result holds for the entire region &, then it also
holds when the additional condition Tppq < Tiyesn, is imposed.
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a) function T9ef b) function I"

Fig. 3. Graphical plotting of the candidate Lyapunov function derivative

Fig. 4. Unstable region near the equilibrium position

If d(qi,qi+1) > dp, then, given the circular formation control
algorithm [25, 26], the derivative of the candidate Lyapunov function (10)
takes the form:

d’d = Jke{i,z’ﬂ} <PZE{,~’,~+1} cos ‘Pke{i,i+1}) +
+drefiivy (PZG{,-JH} sin (Pke{i,i+1})
= klzj;{i,i+1}‘ik€ji,i+1} COS Pre (i,i+1} COS Ve (i1} T
+ kZe{i,i+1}dk€{ivi+1} SIN Qe (1,41} S10 Lice (1411
_pr 7
= kZe{i,iJrl}dkE{i,i-i-l} cos (Xfe{i,m} - ‘Pke{i,i+1}) :
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Here cike{,»7,-+1} is the deviation of the distance to the rotation center
of the formation, defined earlier in (8); @c(; ;1) is the angle also defined
earlier in (8); x;. (Li+1} is the course control command given according to the

algorithm for circular path following [25,26]; k,vnf;x > kZé (L1} > k:;ﬁn >0
is the parameter that is determined by the condition on the UAV’s speed in
the same control algorithm for circular path following. In view of the way
the value x; (Lit1} is calculated in this control algorithm for circular path
following [25,26], we can obtain:

d’d = —k,zjé{i,,-ﬂ}jke{i,wl} sin (arctan (kodye(ii11y))
_ 7 vf 7 2\ 12
- _dke{i,i+1}kke{i,i+1}k0 (1 + (kodke{i,ﬂrl}) ) )

where k, € R+ is a tunable parameter. Note that in this case the function d’d
turns out to be negative definite along the trajectories of the system. Given the
positive definiteness of function V (9), this means the convergence of drones
to a circular orbit of rotation.

Note that for the sake of brevity, the case d (q;,qi+1) < do A Tproa =
T;res, 18 not considered separately, since the stability considerations are similar
to those given for the case d (q;,q;+1) > d,. At the same time, we assume that
the danger of a collision when T),,,q 2 Tz, vanishes due to the occurrence of
the overtaking event.

In summary, the derivative of the candidate Lyapunov function (10)
along the trajectories of system (7)-(8), in the case of the proposed APFfCM
algorithm and the circular path following algorithm [25,26], takes the form:

—K[ (P} = piy) (micosxf —Miprcosxfy ) ]
K +(Pz¢_1’f+21) (nismlf—zl'ﬂ sin s ) ;
—K2 | (P =)+ ()]

V= if d(q;,qir1) <do:

2
v} X

k(14 (kod Ny d
XK iit1) 0( + (Kodreiity) ) ,if d(qi,qiy1) > do.

Hence, we conclude that the derivative of the candidate Lyapunov
function along the trajectories of the system (8) is negative definite in the
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domain %,. From this, taking into account the positive definiteness of the
function (9), the local asymptotic stability is obtained.

Since uniform boundedness (UB) (so-called Lagrange stability) is
satisfied for all trajectories of the system (7), the candidate Lyapunov function
itself is bounded for bounded states. The event of a collision between UAVs No.i
and No.(i+ 1) will take the candidate Lyapunov function (9) to 4-co . Thus, we
can be sure that such a collision will not occur. As a result, by using the direct
Lyapunov method, it is possible to guarantee the absence of a collision event.
This completes the proof.

3. Simulations on full nonlinear fixed-wing drone models. Further,
we present the results of modeling the algorithm in MATLAB/Simulink on full
nonlinear models of four small “flying wing” type Zagi UAVs equipped with
tuned autopilots. These models are built according to the monograph [29]. In
the same monograph, the model parameters and features of its implementation
in MATLAB/Simulink environment, as well as the details of autopilot synthesis
are described.

Figure 5 shows the UAV flight trajectories in the case of using the
APFfCM algorithm proposed in this study.
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—— UAV No.2 trajectory

900 F~NNSSNSNNNNNN

SN

—— UAV No.4 trajectory
—= Vector field for UAV No.l

800

]
}
)
)
1
| 1| —— UAV No.3 trajectory
|
|
)
\
\
\

%3 I =
S 1=} =]
S S S

I
3
S

North-South position (m)

w
S
S

»
200

100

I
0 100 200 300 400 500 600 700 800 900 1000
East-West position (m)

Fig. 5. UAV flight trajectories in case of using APFfCM algorithm
The radius of the “danger zone” (“safety radius”) was chosen to be
d, = 100 m. We also selected T},.s, = 5-10° . In the specified figure, the
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deviations of the trajectories as a result of performing an evasive maneuver by
both UAV No.i and UAV No.(i+ 1) (in this case, UAV No.1 and UAV No.2)
are clearly visible.

Figure 6 shows the distance between UAV No.i and UAV No.(i+ 1)
during the simulation. In this graph, the peak occurring at about 32 seconds
is due to the fact that starting at about 32 seconds, the UAVs commence to
move closer together on converging courses. This in turn is caused by the fact
that after moving away to a reasonably safe distance by about 32 seconds, the
UAVs begin to return to collective circular motion, which assumes converging
courses while moving.
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Fig. 6. Distance between UAVs during a flight in case of using APFfCM algorithm

It can also be observed in Figure 6 that the evasive maneuver does not
start immediately after exceeding the “safety radius”. This is due to the fact
that the path following vector field, rather than the artificial potential field,
has a stronger influence at first. As a result, there is a balance between the
necessities of maintaining the overall circular strategy and collision avoidance.
Figure 7 shows how the value of the triple product 7),,,4 changed. In this graph,
the moment of sign change corresponds to the moment one UAV overtakes
another UAV. From the comparison of Figures 1 and 5, the advantage of the
approach proposed in this paper over the algorithm from [20] is clearly visible:
UAVs do not make unnecessary meaningless turnarounds and save resources.
This advantage arises mainly because the algorithm from [20] was designed
for rotary-wing drones and therefore is not directly applicable to fixed-wing
UAVs.
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Fig. 7. Changes in the value of the triple product 7,54

To numerically compare the proposed algorithm with the standard
algorithm, the following metrics are considered. Integral course angle /°°"™¢:

Icourseé/T (‘xi|_’_yxi+1’)dt
) ’

where 1y is the start time of the collision avoidance maneuver; T is the end time
of this maneuver; xi is the course angle of the UAV No.i; xiH is the course
angle of the UAV No.(i+ 1).

Integral path error /P2

gpath A T(’ei‘+|ei+1|)dt
0 ’

where ¢ is the path error of the UAV No.i; e/ + 1 is the path error of the
UAV No.(i+1).
Integral control effort U:

a LT i+l it
U:H/to {le =2+ | =2} ar,
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where a* is the coefficient determined by the course angle control loop; xlis
the commanded course angle of the UAV No.i; y:*! is the commanded course
angle of the UAV No.(i+ 1).
The maximum total angle of deviation from the initial course y*"™:
1o 2 max X'+ max |x’| + max yt!

i+1 |
2R 2'€Ro 1H1eR

+ max |x
}('+IER<0

Table 1 shows the numerical values obtained from the simulation to
compare the APFfCM and standard APF algorithms.

Table 1. Algorithm comparison results

Algorithm variant J60Urse rad eath U, rad/s 2%U™, rad
APFfCM 62.38 798.1 43.76 4.69
Standard APF 107.42 966.1 43.31 7.76

From the comparison of the algorithms, we can conclude that the control
effort is almost the same. At the same time, the integral course angle and the
maximum total angle of deviation from the original course are significantly
larger for the standard APF algorithm. This result is explained by the fact that
in the standard APF algorithm, a complete turn of one of the UAVs occurs,
which also affects the final trajectory of the other UAV involved in collision
avoidance. The integral path error is much larger for the standard APF, which
affects the time to return to the final circular path line and the subsequent
construction of the given formation geometry by the drones.

4. Conclusion. In this study, a collision avoidance algorithm is
proposed for coordinated circular motion of a group of autonomous fixed-wing
type UAVs (drones). In this case, one of the drones must overtake the other in
order to build a given formation geometry. At the same time, the formation
must keep following a circular path line. Compared to the algorithm for
rotary-wing UAVs, a modification was required to account for the limited
maneuverability of fixed-wing drones due to their nonholonomic dynamics.
Also, the uniform boundedness (UB) of the system trajectories allowed to
guarantee that collision events between UAVs will not occur. The simulation
results on the full nonlinear models of the fixed-wing type UAVs clearly show
the advantages of the proposed approach.
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T.3. MYyCJIMIMOB
MNPEAJOTBPAIIIEHUE CTOJIKHOBEHMI I[TPM KPYTOBOM
JABUZKEHUMU I'PYIIIIBI TPOHOB CAMOJIETHOT'O TUITIA HA
OCHOBE BPAHIATEJIBHOIZ MO/INPUKAIINN
NCRKYCCTBEHHOI'O IIOTEHIIMAJIBHOI'O I1OJIA

Mycaumos T.3. IlpeoTBpaineHne CTOJIKHOBEHHII NPH KPYrOBOM [BH:KEHHH TDYNIbI
JAPOHOB CaMOJIETHOIO THIA HAa OCHOBEe BpamaTeJIbHON MONU(PHKAINH HCKYCCTBEHHOIO
NOTeHIUAJILHOT0 MO0JIs.

Annoramusi. IIpu cornacoBaHHOM KpyroBOM JBUKEHHY TPYIITBI aBTOHOMHBIX OECIIIOTHBIX
netatenbHbIX anmapatos (BITJIA wm poHOB) BaXHO 00€CIIeUNTh PEAOTBPAILIEHIE CTOJTKHOBEHHMI
Mex Iy HIMH. XapaKTepHasi CUTyallisl BOSHUKAET B TOM CJIydae, eCJIM OJUH U3 JPOHOB KPyroBOM
¢opmarm 1omkeH 0OOrHaTh BHiepeau JieTsiero. IlpuunHa HeOOXOAMMOCTH TaKOro OOroHa
MOXET 3aKJI04yaThCcs B 3aJaHHON reomerpur (opmarmu BIIJIA, xorma sta koHpurypauus
332JaHHOTO B3aMMHOTO ITOJIOXKEHHsI IPOHOB IIOMEHsUIACh 10 Kakoi-1mbo npuuuHe. [Ipn atom
orpaHiyeHHasi ManeBpeHHOCTh BITJIA MMEHHO CaMOIETHOTO TPeOYeT yueTa OCOOEHHOCTER UX
JUHAMUKY TIPY CUHTE3€ aJrOPUTMa MPe0TBPAILEHU CTOIKHOBEHUIA. 311€Ch TAK:Ke UIPAeT PoJlb
HEBO3MOXHOCTb Ia/IeHUs BO3/1y11IHOI ckopocT BITJIA camoneTHOro Tura Huxe onpeeaeHHOro
MHHHMMAJIbHOTO 3HAa4eHUs. B JaHHOI cTaThe MpeasaraeTcsl UCIONb30BaTh MOIXOA Ha OCHOBE
BHXPEBBIX BEKTOPHBIX N0JIEH, KOTOPHIE 110 CYTHU SBJIAIOTCS BpalllaTeIbHON MoauduKaueil MeTona
HCKYCCTBEHHOTO noTteHiuansHoro nosus (APF). I[Ipu 3T0M KpyroBoe JBrkeHHe 00eCTIeunBaeTCst
pa3paboTaHHBIM B IIPEABIIYIINX HANIMX paboTax aJrOPUTMOM CJICOBAHMUS BIOJIb JIMHUHU ITyTH.
B urore ObUT MpeNIOKEH AITOPUTM MPEJOTBPAIICHUsT CTOIKHOBEHHMI, KOTOpHI paboraeTr
3 (eKTHBHO, COXPaHsIsI COINIACOBAHHOE KPYTOBOe JBUKEHHE aBTOHOMHOM (hopMariuy JpoHoB Oe3
M3JIMIIHKX pa3BopoToB. [JaHHblii anroputm ObuT Ha3BaH «Artificial Potential Field for Circular
Motion» (cokpamienHo APFfCM). C nomoipio npsiMoro Metoja JIsmyHoBa MoKa3aHO, 4To
TPAEGKTOPHH CHCTEMBbI (hOPMALIY 00JIAIAI0T PABHOMEPHON OrPaHUYCHHOCTBIO MPU MCHOIb30BAHUH
IpeJIaraeéMoro aJropuTMa yIpaBjlIeHUsA. 3a cueT OrpaHMIEHHOCTH KaHAuAaTa Ha (DyHKIUIO
JIsimyHOBa NPH 9TOM rapaHTHPOBAHO, YTO HE IIPOU30MIET COOBITHS CTOIKHOBEHHSI MEX/1y APOHAMH.
TakuM 00pa30M LieJIb yIpaBJIeHUs N0 00ECIEeUCHHIO COITTACOBAHHOTO KPYrOBOTO IBIKEHU Oe3
CTOJIKHOBEHUIA [l aBTOHOMHOI I'PYIIIbl JPOHOB CAMOJIETHOTO TUMNa Aocturaercs. ddexkTuBHast
paboTa MmpeaIaraeMoro ajaroputMa MpojeMOHCTpupoBana Ha mopessix BITJIA camoneTHOro
Tuna («Jerawoiiee Kpbiio») B cpeie MATLAB/Simulink. DTy Mozaesm 00/1a1al0T Kak HOJHOM
HEJIMHEIHON JUHAMMKOM, TaK U pealu3alieil HACTPOSHHBIX aBTOMMIOTOB, CTAOMIU3HPYIOLINX
YIJIOBOE U TPACKTOPHOE IBIDKEHHE.

KiroueBbie cJ0Ba: NpeoOTBpallleHHe CTOJKHOBEHHMH, IPYMNIBl JPOHOB, CHCTEMa W3
HeckombKHX BITJIA, MeTos HCKyCCTBEHHOTO MOTEHIMAILHOTO HOJIsl, BUXPEBOE BEKTOPHOE IIOJE.
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DETECTING OBFUSCATED MALWARE INFECTIONS ON
WINDOWS USING ENSEMBLE LEARNING TECHNIQUES

Imamverdiyev Y., Baghirov E., Chukwu I.J. Detecting Obfuscated Malware Infections on
Windows Using Ensemble Learning Techniques.

Abstract. In the internet and smart devices era, malware detection has become crucial
for system security. Obfuscated malware poses significant risks to various platforms, including
computers, mobile devices, and 10T devices, by evading advanced security solutions. Traditional
heuristic-based and signature-based methods often fail against these threats. Therefore, a cost-
effective detection system was proposed using memory dump analysis and ensemble learning
techniques. Utilizing the CIC-MalMem-2022 dataset, the effectiveness of decision trees, gradient-
boosted trees, logistic Regression, random forest, and LightGBM in identifying obfuscated
malware was evaluated. The study demonstrated the superiority of ensemble learning techniques in
enhancing detection accuracy and robustness. Additionally, SHAP (SHapley Additive exPlanations)
and LIME (Local Interpretable Model-agnostic Explanations) were employed to elucidate model
predictions, improving transparency and trustworthiness. The analysis revealed vital features
significantly impacting malware detection, such as process services, active services, file handles,
registry keys, and callback functions. These insights are crucial for refining detection strategies and
enhancing model performance. The findings contribute to cybersecurity efforts by comprehensively
assessing machine learning algorithms for obfuscated malware detection through memory analysis.
This paper offers valuable insights for future research and advancements in malware detection,
paving the way for more robust and effective cybersecurity solutions in the face of evolving and
sophisticated malware threats.

Keywords: malware detection, machine learning, malware analysis, cybersecurity.

1. Introduction. In the rapidly evolving digital era, malware continues
to be a severe and prevalent threat to computer systems worldwide. Windows
operating systems, in particular, are frequent targets due to their extensive
user base and the variety of vulnerabilities that malicious actors can exploit.
Malware can lead to severe consequences, including data theft, system damage,
and financial loss, necessitating robust detection mechanisms to safeguard
systems and users. The ongoing battle between malware distributors and
the extensive efforts mobilized for malware detection persists, driven by
the destructive potential of malware. This includes significant financial
losses, disruption of critical services, and even human casualties in critical
infrastructures such as SCADA. Cybercriminals leverage malware as a weapon
due to its capacity to inflict widespread harm and chaos [1].

Traditional signature-based methods, which rely on identifying known
malware signatures, have proven insufficient in the face of new and sophisticated
malware variants. These methods often fail to detect novel threats and zero-day
attacks that lack predefined signatures. As a result, the focus has shifted
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towards machine learning and behavioral-based detection approaches, which
offer the potential to identify previously unseen malware by analyzing patterns
and behaviors indicative of malicious intent [2]. This shift is driven by
the increasing complexity and obfuscation techniques employed by malware
authors, making static analysis methods less effective [3].

On the other hand, dynamic analysis involves executing the software
in a controlled environment, such as a sandbox, to observe its behavior and
interactions with the system. This method can detect malware that evades
static analysis by monitoring runtime behavior, including network activity, file
modifications, and registry changes. The strength of dynamic analysis lies in
its ability to identify zero-day threats and polymorphic malware. However, it
is resource-intensive and time-consuming, requiring a secure environment to
execute potentially harmful software. Additionally, sophisticated malware can
detect when it is running in a sandbox and alter its behavior to avoid detection,
reducing the effectiveness of dynamic analysis [4].

Machine learning-based malware detection leverages the power of
statistical analysis and pattern recognition to detect malicious activities in real
time. Techniques such as ensemble methods, which combine multiple machine
learning models, have shown significant promise in enhancing detection
accuracy and robustness. By integrating the strengths of various base classifiers,
ensemble techniques can improve detection performance and reduce false
positives, making them a valuable tool in the fight against malware [5]. Recent
studies have demonstrated the effectiveness of various machine learning and
deep learning approaches in malware detection, highlighting the need for
continual advancement in this field [6-8].

Moreover, profound and self-supervised learning advancements have
opened new avenues for malware detection. Techniques such as Convolutional
Neural Networks (CNNs) and Recurrent Neural Networks (RNNs) have shown
potential in identifying complex patterns within large datasets, improving
detection rates for previously unseen malware [4]. Self-supervised learning
approaches, which do not require large labeled datasets, offer promising
solutions for developing efficient and scalable malware detection systems [9].

Despite these advancements, challenges remain in deploying
machine learning-based malware detection systems. Issues such as model
interpretability, adversarial attacks, and the need for large labeled datasets
must be addressed to ensure the effectiveness and reliability of these systems in
real-world scenarios. Research efforts continue to explore innovative solutions
to these challenges, aiming to develop more robust and adaptable malware
detection frameworks [10,11].
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The primary objectives and contributions of this paper can be
summarized as follows:

Interpretability of Model Predictions: To enhance the interpretability of
our model predictions, we employ SHapley Additive exPlanations (SHAP) and
Local Interpretable Model-agnostic Explanations (LIME). These techniques
elucidate the contribution of various system and process-related features to the
model predictions, improving transparency and trustworthiness.

Identification of Key Features: Our study identifies vital features
that significantly impact malware detection, such as the number of process
services, active services, file handles, registry keys, and callback functions.
Understanding these features helps refine detection strategies and improve
model accuracy.

Future Research Directions: The paper outlines future research
directions, including exploring deep learning models, real-time detection
systems, dataset expansion, and the integration of behavioral analysis. These
directions aim to advance the field of malware detection further and enhance
the robustness of detection systems.

The remainder of this paper is structured as follows: Section 3 reviews
related works in the field of malware detection, discussing previous studies and
their methodologies. Section 4 details the dataset and the machine learning
models used in the analysis. In contrast, section 5 presents the results, including
the performance metrics of different models and the explainability results
using SHAP and LIME to understand the model predictions. Finally, section 6
describes the conclusion and outlines future research directions, summarizing
the essential findings and suggesting areas for further investigation.

2. Problem statement. Malware continues to pose a significant threat
to Windows operating systems, exploiting the extensive user base and diverse
vulnerabilities. Traditional heuristic and signature-based detection methods are
increasingly inadequate against sophisticated threats, particularly obfuscated
malware designed to evade detection by altering its appearance and behavior.
This study aims to develop a robust, cost-effective system for detecting
obfuscated malware using memory dump analysis and ensemble learning
techniques. By evaluating machine learning algorithms on the CIC-MalMem-
2022 dataset and employing SHAP and LIME for model interpretability, this
research seeks to enhance detection accuracy, robustness, and transparency in
malware detection.

The study utilizes ensemble learning techniques, including methods
such as Random Forest, Gradient Boosting, and LightGBM, known for their
robustness in handling complex datasets and their ability to generalize well
across various conditions. Robustness is ensured through the use of ensemble
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methods, which reduce the likelihood of overfitting by aggregating predictions
from multiple models, thus enhancing the stability and reliability of the
system. Cost-effectiveness is a key consideration in the selection of models
and the design of the system. By leveraging memory dump analysis — a
method that focuses on analyzing snapshots of system memory — we reduce
the computational overhead associated with real-time monitoring and analysis.
Additionally, the choice of LightGBM, known for its efficiency in both training
time and memory usage, further contributes to the cost-effectiveness of the
system. This approach allows for the deployment of the detection system in
environments with limited computational resources, making it practical for
widespread use.

3. Related work. Several studies, drawing from IEEE Xplore, Web
of Science, and Scopus databases,, have focused on applying machine
learning and deep learning techniques in the field of malware detection
and adversarial attack mitigation [12-32]. In particular, some studies
focus on leveraging machine learning models to enhance malware detection
capabilities while addressing the vulnerabilities posed by adversarial attacks
[13,15,17,18,20,22,23,26,27,29-31]. These efforts include the development
of frameworks like EvadeDroid [12], which applies a practical evasion attack
on Android malware detectors, and MEME [13], a model-based reinforcement
learning algorithm designed to create adversarial malware capable of bypassing
detection systems. Additionally, other works have explored the use of deep
learning architectures, such as convolutional neural networks (CNNs) and
recurrent neural networks (RNNs), to classify malware based on various
features, including API call sequences and syscall subsequences, as seen in
studies focusing on these methods [18-20,22,31]. These approaches not only
demonstrate the effectiveness of machine learning in identifying malware but
also highlight the challenges posed by adversarial examples, necessitating the
development of robust defense mechanisms, such as adversarial training and
randomized smoothing techniques, to safeguard these systems.

A novel opcode-based methodology that leverages multiple behavioral
target variables to enhance static malware classification was proposed by
the authors in [6]. Their methodology’s robustness against random opcode
injection attacks was validated on the AMDArgus and MOTIF datasets,
achieving superior mean classification accuracy and F1 scores compared to
other convolution-based architectures. While the proposed opcode-based
malware classification approach shows promise, it also has some limitations.
One significant drawback is the assumption that all weak target variables are
independent, neglecting the potentially complex relationships between them.
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This simplification might limit the model’s effectiveness in capturing nuanced
patterns in the data.

A novel malware detection scheme for Smart IoT environments called
Mal3S, which leverages a multi-spatial pyramid pooling network, was suggested
by the authors in [3].Their approach involves static analysis to extract features
such as bytes, opcodes, API calls, strings, and dynamic link libraries (DLLs).
These are then converted into images of different sizes for training the SPP-
net model. Evaluating Mal3S on three malware datasets, they achieved an
average detection accuracy of 98.02% and a classification accuracy of 98.43%,
outperforming existing techniques. This method also demonstrated effective
generalization capabilities across different types of malware. However, the
approach’s reliance on static analysis means it might struggle to detect malware
that extensively obfuscates its code or dynamically modifies its behavior.
Future work could explore integrating dynamic analysis techniques to address
these limitations and enhance detection accuracy.

The approach for malware classification using self-supervised learning,
named MalSSL, was suggested in [4], addressing the challenges of requiring
large labeled datasets. MalSSL utilizes image representation, contrastive
learning, and data augmentation to classify malware without needing labeled
data. The model is first trained on an unlabeled Imagenette dataset as a pretext
task and then retrained on an unlabeled malware dataset for downstream
tasks, including malware family and benign classification. The results show
an accuracy of 98.4% for the malware family classification on the Malimg
dataset and 96.2% for the malware and benign classification on the Maldeb
dataset, outperforming other self-supervised methods. However, the reliance
on pretraining with a dataset like Imagenette might limit its adaptability to more
diverse or complex malware datasets. Future work could explore enhancing the
model’s adaptability and testing its efficacy on varied and evolving malware
datasets.

A comparative performance analysis of malware detection algorithms
based on various texture features and classifiers was suggested by the authors
in [10] to address challenges. Their method includes four stages: converting
malware to grayscale, extracting features using segmentation-based fractal
texture analysis (SFTA), Local Binary Pattern (LBP), Haralick, Gabor, and
Tamura, classifying with Gaussian Discriminant Analysis (GDA), k-Nearest
Neighbor (KNN), Logistic, Support Vector Machines (SVM), Random Forest
(RF), and Extreme Learning Machine (Ensemble), and evaluating the results.
The study used the Malimg imbalanced and MaleVis balanced datasets to
assess classifier performance and feature effectiveness. Results indicated that
KNN outperformed other classifiers in accuracy, error, F1, and precision, with
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SVM and RF as runners-up. Gabor performed better in MaleVis, while SFTA
excelled in the Malimg dataset. The SFTA-KNN and Gabor-KNN methods
achieved 96.29% and 98.02% accuracy, respectively, surpassing current state-
of-the-art approaches. However, the study relied on specific feature extraction
methods and comparative analysis using balanced and imbalanced datasets,
revealing that balanced datasets significantly improved accuracy and precision
while reducing error compared to imbalanced datasets.

The application of several machine-learning algorithms to build a
malware detection model for Android systems was suggested by the authors
in [11]. Traditional methods of detecting malware using anti-virus software
often fall short due to the rapid increase in applications and potentially
embedded advertisements or unwanted software. To address this, the authors
developed unweighted and weighted models to handle unbalanced data. Their
experiments indicated that the weighted random forest model achieved the
best performance with an accuracy of 98.94%. However, the study primarily
focuses on static analysis and may not account for dynamically changing
malware behaviors. Future research could explore incorporating dynamic
analysis techniques to enhance detection capabilities further.

A cost-effective obfuscated malware detection system, utilizing diverse
machine-learning algorithms through memory dump analysis, was proposed by
the authors in [33]. The research focused on the CIC-MalMem-2022 dataset,
simulating real-world scenarios to evaluate the effectiveness of decision trees,
ensemble methods, and neural networks in detecting obfuscated malware.
Despite the balanced nature of the dataset, with equal malware and benign
samples (50%), the authors highlight the application of undersampling and
oversampling methods to address potential imbalances within specific malware
categories. However, in real-world scenarios, these methods often do not have
a positive impact, as they can lead to overfitting or underfitting, reducing the
model’s generalizability.

Common problems in malware detection research include the over-
reliance on static analysis, which struggles against malware with dynamic
behavior or advanced obfuscation techniques, and the frequent issue of
imbalanced datasets that lead to overfitting or underfitting in models.
Simplifying complex relationships between features by assuming their
independence can result in models that miss intricate patterns, reducing
classification accuracy. Additionally, the use of specific feature extraction
methods may limit the generalizability of models to different types of malware.
Pretraining with non-malware-specific datasets further hampers adaptability,
underscoring the need for integrating dynamic analysis techniques, enhancing
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dataset diversity, and capturing interdependencies more effectively in future
research.

4. Methodology. Dataset description. The CIC-MalMem-2022
dataset [34], used for this study, comprises memory dumps categorized
into four classes: benign, spyware, ransomware, and trojan. Detailed memory
features such as process counts, threads, handles, and DLLs are extracted,
which help identify malicious patterns. The dataset is balanced, with a total of
58,596 records. Specifically, it includes 29,298 benign records (50%), 10,020
spyware records (17.1%), 9,791 ransomware records (16.7%), and 9,487 trojan
records (16.2%).

It is important to note that this is a multiclass classification problem
rather than a binary classification task. The distribution of classes reflects a
realistic scenario where benign processes are more common, while the various
types of malware are less prevalent. This class imbalance (50% benign and the
remaining 50% distributed among the three types of malware) adds complexity
to the classification task and aligns with real-world situations where malware
constitutes a smaller, yet significant, portion of system processes.

Enviromental setup. Our analysis and modeling experiments were
conducted using the robust Dataiku platform with advanced data analytics and
machine learning capabilities. Dataiku offers a comprehensive suite of tools
for data preparation, feature engineering, model development, and evaluation,
making it an ideal environment for our research. For this study, we utilized
Dataiku version 10.0.5 (licensed), with the notebook server running version
5.4.0-dku10.0-0 and Python 3.6.8.

Model description. In this section, we delve into the machine learning
models employed in this study, examining their fundamental principles, loss
functions, activation functions, and mathematical formulations. We also
discuss each model’s strengths, weaknesses, and limitations, providing a
comprehensive understanding of their capabilities in the context of obfuscated
malware detection.

Decision Tree. Decision Trees are used for classification tasks by
recursively splitting the data into subsets based on input feature values. The
split criterion, typically Gini impurity or entropy, evaluates the quality of splits.
Gini impurity is shown in Equation 1.

Gini =Y pi(1—pi). (1)
=1

In this formula, n represents the total number of classes, and p; is the
probability of an element being classified to class <.
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Entropy is shown in Equation 2:

Entropy = = _ pilog(pi)- ()

i=1

Strengths include interpretability and ease of implementation, while
weaknesses involve susceptibility to overfitting and poor performance on
complex datasets [35].

Gradient Boosted Trees. Gradient Boosting builds models sequentially,
correcting the errors of previous models. It minimizes a specified loss function
using gradient descent. The loss function is shown in Equation 3:

n

Lin(y, F(2)) = > Li, Fo1(20) + v - o (24)). 3)

=1

This formula represents the loss function used in gradient boosting,
where L, (y, F(x)) is the loss for each instance 4, y; is the actual value,
F,,—1(x;) is the prediction from the previous iteration, v is the learning rate,
and h,, (x;) is the new model to be added.

Strengths include high accuracy and robustness against overfitting,
while weaknesses include longer training times and complexity in tuning
hyperparameters [36].

LightGBM. LightGBM (Light Gradient Boosting Machine) is designed
for speed and performance, using a histogram-based approach to find the best-
split points, reducing memory usage and increasing training speed. Histogram-
based decision tree learning is shown in Equation 4:

n_ o2

a=> % )

where n is the number of instances, g; is the gradient of the loss function
concerning the prediction, for example, 7, and h; is the Hessian (second
derivative) of the loss function concerning the prediction for instance .
Strengths include high accuracy, scalability, and efficiency, while
weaknesses might involve sensitivity to hyperparameter settings [37].
Logistic Regression. Logistic Regression models the probability of a
binary classification by applying the logistic function to a linear combination
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of input features. The logistic function has the following form:

1

P(y = 1|I) = 1+ e—(ﬂo+ﬁ1x1+[32$2+“'+ﬁn$n)7

®)

where P(y = 1|x) is the probability of the binary outcome y being one given
the input features x. The expression By + S121 + Bexa + -+ + Bpy, is a
linear combination of the input features x1, x2, . . . , x,, with their respective
coefficients Sy, 81, 52,..., 0. The logistic function (sigmoid function)
transforms this linear combination into a probability value between 0 and 1.

Strengths include simplicity and interpretability, while weaknesses
involve limitations in handling non-linear relationships [38].

Random Forest. Random Forest constructs multiple decision trees
during training and outputs the mode of the classes (classification) or mean
prediction (Regression) of the individual trees. The Random Forest algorithm
is shown in Equation 6:

. 1 E
Fa)= 5D folo). (©)

b=1

Here, f (z) is the final prediction, B is the number of individual models
in the ensemble, and f,(z) is the prediction of the b-th individual model. The
ensemble prediction is obtained by averaging the predictions of all individual
models.

Strengths include robustness and reduced overfitting, while weaknesses
involve complexity and longer training times for large datasets [35].

XGBoost. XGBoost (Extreme Gradient Boosting) is an optimized
gradient boosting library for high efficiency, flexibility, and portability. It uses
a more regularized model formalization to control overfitting. The regularized
objective is shown in Equation 7:

n K

LO) = i) + Y Q). (7)

i=1 k=1

In this formula, L(6) represents the total loss, where the first term
>, U(yi, yi) accounts for the loss for each instance i, with y; being the true
value and y; being the predicted value. The second term Zszl Q(fr) is the
regularization term that penalizes the complexity of the model, where Q( f)
applies to each feature k to prevent overfitting.
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Strengths include high performance and efficiency, while weaknesses
involve complexity in implementation and tuning [39].

Evaluation metrics. To comprehensively understand our models’
performance and robustness, we evaluated using these metrics:

Accuracy. Accuracy measures the proportion of correctly predicted
instances out of the total cases. While accuracy provides a general performance
measure, it may not be suitable for imbalanced datasets.

Precision. Precision, also known as the positive predictive value,
indicates the proportion of accurate positive predictions out of all positive
predictions. Precision is crucial when the cost of false positives is high.

Recall. Recall, also known as sensitivity or actual positive rate, measures
the proportion of accurate positive predictions out of all actual positive instances.
Recall is necessary when the cost of false negatives is high.

F1-Score. The F1-score is the harmonic mean of precision and recall,
providing a balanced measure of both metrics. It is beneficial when dealing
with imbalanced datasets.

ROC-AUC. The ROC-AUC score evaluates the model’s ability to
discriminate between positive and negative classes. The ROC curve plots the
actual positive rate (recall) against the false positive rate. The AUC represents
the area under this curve, with a value closer to 1 indicating better model
performance.

The evaluation metrics have been shown in Table 1, where the following
formulas are used.

Table 1. Metrics used

Metric Formula
Accuracy % x 100
Precision %

Recall TPZ%
Fl-Score | 2 x hedimde

Explainability. By incorporating explainability into our methodology,
we ensured that our machine-learning models for detecting obfuscated malware
are transparent and interpretable. While decision trees, regression models,
and ensemble methods are generally considered interpretable, the level of
interpretability can vary significantly depending on the specific model and
its complexity. Simple models like linear regression or single decision trees
offer straightforward interpretations; their predictions can be easily understood
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by examining coeflicients or the structure of the tree, respectively. However,
as models become more complex — particularly with the use of ensemble
techniques such as boosting and bagging — their interpretability diminishes.
Ensemble methods, by their nature, involve the aggregation of predictions
from multiple models, often hundreds or thousands of decision trees, each
contributing to the final output.

In these complex scenarios, the simple interpretability associated with
individual models becomes obscured. It is no longer practical to visualize or
directly understand the contribution of each feature across all the constituent
models within an ensemble. The final prediction emerges from the collective
behavior of many models, making it difficult to deconstruct the prediction into
understandable parts.

We used SHapley Additive exPlanations (SHAP) [40] and Local
Interpretable Model-agnostic Explanations (LIME) [41] to enhance the
explainability of our machine-learning models for detecting obfuscated
malware. These techniques assisted us in understanding and interpreting
the decisions made by complex models, ensuring transparency and trust.

SHAP (SHapley Additive exPlanations). SHAP values are based on
cooperative game theory, providing a unified feature importance measure.
They explain how each feature contributes to the prediction by averaging
over all possible orderings of features. SHAP ensures three properties: local
accuracy, missingness, and consistency. Local accuracy ensures that the sum
of feature attributions matches the model output for each instance. Missingness
guarantees that features not present in the model have no impact. Consistency
ensures that if a model changes such that a feature’s contribution increases
or stays the same, the attribution should not decrease. SHAP values can be
computed using various methods such as Kernel SHAP, which approximates
the values for any model type [40].

The formula for the SHAP values is given in Equation 8:

b = Z |S|!(|N||N|!5| —1)! [F(SU{iY) = £(9)], (8)

SCN\{i}

where ¢; is the SHAP value for feature i, S is a subset of all features [V
excluding i, f(S U {i}) represents the prediction for the model including
feature 4 in the subset S, and f(S) represents the prediction excluding feature i.
The term W is a weighting factor based on the size of the subset.

LIME (Local Interpretable Model-agnostic Explanations). LIME

explains the predictions of any classifier by approximating it locally with an
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interpretable model. It perturbs the data around the instance to be presented
and trains a simple, interpretable model (like linear Regression) on these
perturbed samples. This local model can provide insights into how each feature
influences the prediction in that particular vicinity of the instance. LIME’s
essence is to balance interpretability and fidelity to the original model [41].
The formula for the LIME explanation model is given in Equation 9:

§(x) = argmin y  m:(2) (f(2) - 9(2))” + Qg). ©)

In this formula, £(x) is the explanation model for the instance z, g € G
represents a family of interpretable models, 7, (z) is a proximity measure
between z and x, f(z) is the prediction of the complex model, and g(z) is the
prediction of the interpretable model. The term €2(g) is a regularization term
to ensure simplicity in the explanation model.

5. Results of the experiments. Our study applied multiple machine-
learning models to the CIC-MalMem-2022 dataset to evaluate their
performance in detecting obfuscated malware. The models were evaluated
based on accuracy, precision, recall, F1-score, and ROC AUC. The results are
summarized in Table 2.

Table 2. Performance comparison of machine learning models for malware detection

Model Train Time | Accuracy | Precision | Recall | Fl-score | ROC AUC
Decision 6s 0.76 0.67 0.64 0.64 0.84
Tree
Gradient 23s 0.81 0.72 0.72 0.72 091
Boosted
Trees
LightGBM 28s 0.87 0.81 0.81 0.81 0.95
Logistic Im 14s 0.74 0.62 0.61 0.61 0.83
Regression
Random 1m 9s 0.87 0.80 0.80 0.80 0.95
Forest
XGBoost 21s 0.82 0.73 0.73 0.73 0.92

The performance analysis of the machine-learning models on the CIC-
MalMem-2022 dataset reveals several key insights. LightGBM achieved the
highest F1 score at 0.81, indicating a balanced performance in terms of precision
and recall, which is notably higher than other authors’ results on the same
dataset, with [42] reporting an F1 score of 68% and [43] achieving 70.33%.
This score demonstrates that LightGBM is highly effective in identifying
true positives while minimizing false positives and false negatives. Similarly,
LightGBM also achieved the highest ROC AUC score of 0.95, highlighting
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its excellent capability to distinguish between benign and malicious memory
dumps. The high ROC AUC score suggests that LightGBM is highly
effective in distinguishing between the positive and negative classes.

SHAP explanation. The SHAP (SHapley Additive exPlanations) values
for each class of malware and benign processes are presented in Figures 1(a),
1(b), 1(c), and 1(d).

High Hoh
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Fig. 1. SHAP explanations for different classes: a) benign; b) spyware; c) trojan;
d) ransomware
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These figures illustrate the impact of various features on the model
output for each class. After analyzing the results, we can draw several
significant conclusions about the behavior and characteristics of each type of
malware and benign processes.

Ransomware is characterized by high values of handles.nkey indicates
that these processes heavily utilize registry keys, possibly for configuration
and execution. Extensive use of memory sections (handles.nsection) suggests
complex memory operations. High event handle usage indicates the reliance
on synchronization mechanisms (handles.nevent). Furthermore, ransomware
processes tend to have a higher average number of threads (pslist.avg_threads),
indicating parallel operations and multitasking. High values of mutant handles
(handles.nmutant) point to advanced process control and manipulation.

Trojans exhibit a distinctive pattern where they frequently use many file
handles (handles.nfile), likely for file manipulation or monitoring activities.
They also make extensive use of memory sections, similar to ransomware.
Higher callback counts (callbacks.ncallbacks) suggest that trojans hook
into numerous system processes to maintain control and monitor activities.
Their extensive interaction with the registry, utilizing numerous registry
keys (handles.nkey), is notable. The presence of many running services
(svescan.nservices) indicates that trojans might rely on system services for
persistence and functionality.

Spyware processes are marked by their involvement with multiple
services (svcscan.nservices), possibly for data collection and transmission.
High event handle usage indicates significant synchronization operations
within spyware processes. High average handle usage per process
(handles.avg_handles_per_proc) suggests intensive interaction with system
resources. Frequently engaging with the registry (handles.nkey) and using
semaphores (handles.nsemaphore) indicate multiple concurrent processes.

Benign processes, in contrast, show a pattern of routine service
operations (svcscan.process_services). Higher average handle usage per
process is typical in benign software, reflecting standard interactions
with system resources. Everyday system events are frequent in benign
processes (handles.nevent), and the presence of callbacks is typical for
maintaining standard system functionality. In summary, malicious processes
(ransomware, trojan, spyware) generally use handles and registry keys more,
indicating manipulation and monitoring activities. Event and memory section
handles are frequently used in ransomware and spyware, suggesting complex
synchronization and memory usage patterns. Service and callback usage are
significant across all classes, differentiating between types of malware and
benign processes.
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Ransomware is identified by high thread and mutant handle usage,
trojans by extensive file and section handle usage, and spyware by intensive
service and handle operations. Benign processes exhibit regular service and
handle usage patterns, which are typical of standard system operations.

LIME explanation. The provided LIME (Local Interpretable Model-
agnostic Explanations) explanation, shown in Figure 2, visualizes the prediction
of the LightGBM model for a particular instance. This instance is classified as
’Spyware’ with a probability of 0.52. The LIME plot illustrates how different
features contribute to the prediction, showing their impact on the model’s
decision.

Prediction probabilities NOT Spyware Spyw MC. Feature Value
Benign _ SVCSCan.process_servic...
Spyware svescan.nservices <= ... svcacan.process_services
Trojan handles.nfile <= -0.30) RISSISES
Ransomware o -0.86 < handles.avg_ha... RS
Po.09

handles.avg_handles_per_proc
handles.nkey

handles.nkey <= -0.66)
o003

callbacks.nanonymous...
o007 callbacks.nanonymous

callbacks ncallbacks ...
006
-0.76 < handles nsecti...

callbacks ncallbacks

handles.nsection

handles.ntimer <= -0.69 ‘handles.ntimer
flooa
-0.80 < handles.nevent... handles nevent

003

Fig. 2. LIME explanation for spyware instance

The model predicts the instance as ’Spyware’ with a probability of
0.52, followed by "Trojan’ with a probability of 0.42. The probabilities for
’Benign’ and ’Ransomware’ are much lower, at 0.00 and 0.06, respectively.
The bar graph on the right-hand side of the LIME plot lists the features and
their respective values that contributed to the prediction. Features that increase
the likelihood of the instance being classified as *Spyware’ are highlighted in
orange, whereas features that decrease the possibility are shown in teal.

We observe that the number of process services (svcscan.process
_services) had the highest positive impact on the Spyware classification, with a
value of -0.69. This suggests that the number of process services is indicative of
spyware activity. Similarly, the number of active services (svcscan.nservices),
with a value of -0.51, also positively influenced the classification towards
’Spyware,” implying that the number of active services is a significant factor.
The number of file handles (handles.nfile), with a value of -0.30, contributed
positively to the classification, suggesting t hat s pyware p rocesses involve
numerous file handles.
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Further, the average number of handles per process
(handles.avg_handles_per_proc), with a value of -0.68, indicates higher activity
for spyware. The number of registry keys (handles.nkey), with a value of -0.80,
significantly influenced the model toward predicting *Spyware.” Additionally,
anonymous callback functions (callbacks.nanonymous), with a value of -0.03,
and the total number of callback functions (callbacks.ncallbacks), with a value
of -0.29, also played a role in the classification. Memory-related features such
as the number of memory sections (handles.nsection), with a value of -0.76,
and the number of timer handles (handles.ntimer), with a value of -0.69, were
also influential. The number of event handles (handles.nevent), with a value of
-0.75, was another significant factor.

From the LIME explanation, it is clear that the LightGBM model relies
heavily on specific system and process-related features to distinguish between
different types of malware. For this particular instance, classified as ’Spyware’,
the number of process services, active services, file handles, and registry keys
were vital indicators. In addition, the average number of handles per process,
anonymous callback functions, and memory-related features were critical to
the prediction.

6. Conclusion and future works. This paper demonstrates a
comprehensive approach to detecting obfuscated malware through memory
dump analysis using various machine-learning algorithms. Our study
leveraged the CIC-MalMem-2022 dataset, which simulates real-world
scenarios to evaluate the effectiveness of machine-learning models in
identifying obfuscated malware. We implemented and assessed multiple
algorithms, including decision trees, gradient-boosted trees, logistic regression,
random forest, and LightGBM, to understand their strengths and limitations in
malware detection.

The results of the study confirm that the proposed system achieves both
robustness and cost-effectiveness, meeting the goals outlined at the outset. The
use of ensemble learning techniques, particularly LightGBM, ensures that
the system remains robust even when faced with challenging data conditions,
such as obfuscated malware samples. Furthermore, the system’s efficiency in
terms of computational resource usage makes it cost-effective, allowing it to
be deployed in environments where resources are limited. This combination
of robustness and cost-effectiveness is crucial for practical applications in
real-world cybersecurity scenarios, where systems must not only perform
accurately but also operate efficiently.

Our findings highlight the superior performance of ensemble learning
techniques, particularly LightGBM, in achieving higher detection accuracy
and robustness across diverse malware types. We further enhanced the
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interpretability of our models using SHapley Additive exPlanations (SHAP)
and Local Interpretable Model-agnostic Explanations (LIME), which provided
valuable insights into the contribution of various system and process-related
features to the model predictions. Features such as the number of process
services, active services, file handles, registry keys, and callback functions
were identified as significant indicators in distinguishing between different
types of malware and benign processes.

In conclusion, integrating advanced machine learning algorithms and
interpretability techniques offers a promising solution to improve malware
detection capabilities. This study paves the way for further research in
developing robust, interpretable, and practical cybersecurity solutions to
combat the ever-evolving landscape of malware threats.

Although this study provides a comprehensive approach to obfuscated
malware detection using memory dump analysis and machine learning, several
avenues for future research and enhancement remain. Future work could
explore the application of deep learning models, such as Convolutional Neural
Networks (CNNs) and Recurrent Neural Networks (RNNs), which have shown
promise in various complex classification tasks. Implementing real-time
detection systems that can analyze memory dumps and detect malware on
the fly is another crucial step. Expanding the dataset to include more diverse
and recent malware samples, including those targeting different operating
systems and platforms (e.g., macOS, Linux, Android, and IoT devices), would
improve the generalizability of the models. Additionally, incorporating benign
samples from a broader range of applications and user behaviors could further
enhance the model’s ability to distinguish between benign and malicious
activities. Conducting a more in-depth investigation into feature engineering
and selection, studying the impact of adversarial attacks, and exploring other
explainable Al techniques would further improve model performance and
transparency. Integrating the proposed detection system with existing security
frameworks, incorporating behavioral analysis, and developing collaborative
defense mechanisms where different systems share threat intelligence could
enhance the overall cybersecurity landscape. Addressing regulatory and ethical
considerations in the deployment of machine learning-based malware detection
systems is also essential. By pursuing these future research directions, we can
further advance the field of malware detection, creating more robust, efficient,
and interpretable solutions to protect against the ever-evolving landscape of
cyber threats.

Declaration of Generative AI and Al-assisted technologies in the
writing process. While preparing this work, the authors used ChatGPT for
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S1. UMAMBEPIMEB, . BAr1proB, [I. UKEUYYKBY
OBHAPYKEHUE Ob®YCIIMPOBAHHBIX BPE/IOHOCHBIX
IMPOI'PAMM B WINDOWS C ITIOMOIIbIO METOIOB
AHCAMBJIEBOI'O OBYUEHU A

Hmameepoues 4., bazupos 3., Hkeuykey /l. O6HapyxeHne 00(pyCHPOBAHHBIX BPeIOHOCHBIX
nporpamMm B Windows ¢ momMoIe10 MeTo10B aHCAMO,JIeBOT0 00y YeHus1.

AHHoTanus. B snoxy HTepHeTa M CMapT-yCTpPOHCTB OOHapy>KeHHE BpEJOHOCHBIX
NPOrpaMM CTaJIO0 BaXHBIM (pakTopoMm Iyisi Oe3omacHOcTH cucTeMbl.  OOQycrupoBaHHbIE
BPEIOHOCHBIE MIPOrPaMMbl CO3AI0T 3HAUUTEIbHbIE PUCKHU UL PA3JIMIHBIX IUIaTHOPM, BKIIOYAs
KOMIIBIOTEPEI, MOOYJIBHBIE YCTPOICTBa U ycTpoiicTBa 10T, MOCKOBKY He MO3BOJISIOT HCIIONIB30BaTh
Hepe/IoBble peleHus 1isi odecriedeHus: GezonacHocTd.  TpaJuIMOHHBIE BPUCTHYECKUE U
CHUTHATYpPHBIE METObI YaCTO He CIIPABJIIIOTCS C 9TUMU yrpo3amu. [TosToMy ObLIa mpeasioxkeHa
9KOHOMMYECKH 3 PeKTHBHAS CHCTEMa OOHAPYKEHHUS C UCTIONb30BAHMEM aHAJN32 JJaMIIa NaMATH
U MeToloB aHcambieBoro ooyyenus. Ha ocHoe HaGopa ganHbix CIC-MalMem-2022 Oblia
olieHeHa 3((EKTHBHOCTD IePEBbEB PEICHNIA, TPaJUEHTHOrO OYCTHHTA IEPEBbEB, JTIOTUCTUYESCKON
perpeccun, Metoma ciydaiHoro seca W LightGBM npu BbisiBieHHH 00QyCIHPOBAHHBIX
BPEJIOHOCHBIX Tporpamm. MccienoBaHue NpoaeMOHCTPHUPOBAIO NPEBOCXOJACTBO METOIOB
aHCcamO0JIeBOro 00y4eHHsl B MOBBIILIEHUH TOYHOCTH M HaJIe:)KHOCTH OOHapyskeHus. Kpome Toro,
SHAP (apautuBHble o0bsicHenus [llenmm) u LIME (JiokaabHO HHTepIIpeTUpyeMble O0bSICHEHU S,
He 3aBHCsILIME OT YCTPOHCTBA MOJEJIM) MCIO/b30BAINCh AJIsl BBISICHEHHS TIPOTHO30B MOJEIH,
HOBBIIIEHNSI IPO3PAYHOCTH U HAIEKHOCTH. AHAJIN3 BBISBIII BaKHBIE OCOOCHHOCTH, CYIIECTBEHHO
BIIUSIIOIIE HA OOHApY KeHHe BPEJOHOCHBIX IPOrpaMM, TaKye KakK CJTyKObl IPOLIECCOB, aK THBHbIE
cityx0bl, IeCKpUITOPHI (pailioB, Kimoun peectpa U (YHKIMH OOPATHOrO BbI30Ba. DTH HACH
UMeloT O0JIbIIoe 3HAYEHUE JJIsI COBEPLICHCTBOBAHMUS CTpATerHii OOHApY KEHHUsI U MOBBILICHUS
IPOU3BOAUTEILHOCTH MozIeM. TlomyueHHble pe3yabTaThl BHOCAT BKJIA[ B YCUIIHSA IO 00ECIICUCHHIO
KnOepOe30acHOCTH IyTeM BCECTOPOHHEH OLIEHKU aJTOPUTMOB MAIIMHHOTO OOYYEHHsS IS
oGHapyxeHHs 00(yCIPOBAHHBIX BPEJOHOCHBIX IPOrPAMM C MOMOLIBIO aHAJIN3a MaMATH. B 3Toi
CTaThe MpeACTABJIeHB! LIEHHble ujen AT OyayLIMX HCCJIeJOBaHHil U JOCTHXEHUI B 00IacTu
0OHapy:KeH!s BPeJOHOCHBIX NPOrPaMM, HPOKJIabIBas Ty Th LIS Gosee HaJIeKHbIX U 3(peK TUBHBIX
peleHuit B 001acTH KHOepOe30MacHOCTH Nepe TULOM Pa3BUBAIOIINXCS U CIOKHBIX BPEIOHOCHBIX
yIrpos.

KuroueBbie cioBa: oOHapyxkeHue BpefoHocHoro 1O, mammHHOEe OOydeHHe, aHAIU3
BpenoHocHoro 10, kubepbe3onacHOCTb.
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B.E. BOPOBKOB, I1.T. KJ'IIO‘{APEB, I[I/I I[EHI/ICEHKO
METO/INKA OLIEHUBAHUS PE3VJIBTATUBHOCTH
®YHKIIMOHUPOBAHUS CUCTEM OBHAPYKEHUS BEB-
BJKJIOPOB

boposkoe  B.E., Kmouapés III., [Henucenxo [ M. Meroguka OueHUBAHHUS
pe3y/IbTATHBHOCTH ()yHKIMOHMPOBAHHUs CHCTeM 00HApY KeHHsl Be0-09KI0POB.

AHHOTammsi. B HacTosiiee Bpems HaOIIONAeTCs 3HAYMTEIBHBI POCT HMHLIUJICHTOB
MH(POPMAILMOHHOH OE30MaCHOCTH, CBSA3aHHBIX C aTakaMu Ha BeO-pecypchl. Ilomydenue
HECAHKIIMOHHPOBAHHOTO TOCTyIla K BeO-pecypcaM OCTaeTcs OZHHM H3 OCHOBHBIX METOIOB
IIPOHMKHOBEHHMS B KOPIIOPAaTUBHBIE CETM OpraHM3allil M paclIUpeHHs BO3MOXKHOCTEH
3JI0yMBIIUICHHUKOB. B CBS3M C 3THM MHOXKECTBO MCCIICIOBAHHI HAIPABICHO Ha Pa3padOTKy
cucteM oOHapyxeHus BeO-0okgopoB (COBB), ommako cymecTByeT 3amada OLEHUBAHHS
pe3yJIbTaTHBHOCTH (DYHKIMOHMPOBAHMS MJAHHBIX cucTeM. Llenp maHHOrO WcclieqoBaHUs
3aKJIFOYaeTCsl B pa3paboTKe OOBEKTHUBHOTO IOAXOAA JUISL OLEHKH Pe3yJIbTaTHBHOCTH
¢ynkumonuposanuss COBB. B nanHoit pabore OBUIO YCTAHOBJICHO, YTO OOBEKTUBHO
pesymbratuBHOCTh COBB  mposiBiseTcst B Ipolecce  HMX — HMCIONB30BaHUA, MOITOMY
TECTHPOBAaHHE TAKUX CHCTEM HEOOXOAMMO IIPOBOAUTH B  YCIOBHSAX, MaKCHMAJIBHO
IMPUOIIDKEHHBIX K pealbHbIM. B CBS3H ¢ 9THM B CTaTbe MPEUIOKEHA METOAUKA OLICHUBAHUS
pesyabratuBHOCTH (yHKuuoHupoBaHuss COBB. Ona ocHOBaHa Ha pacdyere TpeX TPYIII
YJaCTHBIX MOKa3aTeseH, XapaKTepH3yONIMX JeHCTBEHHOCTh, PECYPCOEMKOCTb 1 OIIEPaTHBHOCTh
paboTel cuCTEMBbl OOHApyKEHHs, a TaKKe BBIUMCICHHHM OOOOIICHHOrO IOKa3aTemns
pe3ynbTaTHBHOCTH. Ha ocHOBe aHanm3a Mccie0BaHMH B JIaHHOHM oOnacTn OblIa cOCTaBiIeHa
KIaccudukanys BeO-00KIOpPOB, BCTPaWBAEMBIX 3JI0YMBINUICHHUKOM B HCXOIHBIH KOX BeO-
MPWIOKEHUH. DTa KiacCUPUKAIMSA HMCHONB3yeTcss npu (HOPMUPOBAHUM TECTOBBIX HAOOPOB
JIAHHBIX U1 BBIYMCIICHHS YAaCTHBIX INOKa3aTened nelcTBeHHOcTH. PaspaboTaHHash MeTORMKa
npumernMa it COBB, koTopsle paboTaroT Ha OCHOBE aHAJIM3a MCXOJHOTO KOJIa BEO-CTPaHHII.
Taxke A1 ee UCIOIb30BAaHUSI HEOOXOAUM PsiJi HCXOOHBIX NAHHBIX, TAKHX KaK JIOIMyCTHMbIE
IpeebHbIe OINOKH YaCTHBIX MOKa3aTellel eHCTBEHHOCTH U BEPOSTHOCTh HaXOXKICHUS HX B
JIOBEPHTEILHOM HWHTEpBajle, a TakKe BECOBble KO3(P(HUIMEHTHl YacTHBIX ITOKa3aTelneit
JIEHCTBEHHOCTH, KOTOpbIE MOAOUPAIOTCSA JKCIEPTHBIMU MeToaamu. JlaHHas paboTa MOXeT
OBITH TONE3HOM JUIS CIENMANNCTOB M HUCcIenoBaTtencii B 00macTH MH(POPMAIMOHHOH
6€301acHOCTH, KOTOPBIE XOTST MPOBOJNTE 00BEKTUBHYIO olleHKY cBonx COBB.

KiroueBble cjioBa: kuOepOE30macHOCTb, BEO-ysSI3BUMOCTH, BeO-09KIOpBI, BEO-ILIEIUIBI,
MAalIMHHOE 00y4YeHHe, METOIbI U CPeICTBA TECTHPOBAHHUSL.

1. BBenenue. B Hacrosmee BpemMs HAOJIIOIaeTCsl YBEITUUCHHE YUCITIA
KOMITBIOTEPHBIX MHIMJICHTOB, BKJIIOYasl YCIEIIHbIE aTaku Ha BeO-pecypchl
opranmzaimid. Kak  numyr  okcmepTel M3 KommaHuu - Positive
Technologies [1], 3axBar 3/I0yMBIIUICHHUKOM BeO-caiiTa NPUBOAMT
K PacUIMPEHHUI0 €r0 BO3MOXKHOCTEHl — OT HCKakeHHs caiita A0 MOJHOMH
komrpomeranuu cetH [2]. Tak B 2022 rogy MHIMIEHTH ¢ BeO-pecypcaMu
IIPUBOAMIN K HAPYIIECHUSIM JESITeNbHOCTH opranusanui B 53% cioyqasx [1],
a B 2023 romy umcimo arak Ha BeO-pecypcsl Bo3pocio Ha 40% mo
CpaBHEHHIO C aHAJIOTHYHBIM TieprozoM 2022 rona [3].
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TenneHys ykaspIBaeT HA TO, YTO KHOEpaTaky Ha BEO-NPHIIOKECHUS
OyIyT pacTH Kak IO KOJIMYECTBY, TaK M IO YPOBHIO CJIOXKHOCTH. B cBsi3H
C 3TUM Knbep06e30MmacHOCTh JTOJDKHA MTOCTOSTHHO pa3BHUBATHCS
U YCOBEPIICHCTBOBATHCSA, UYTOOBI OOECIEUNTh WX HAACKHYIO 3alINTY.
Hebpexxnoe oTHomeHne kK oOecredeHnto 0e30MacHOCTH BEO-TIPHUIIONKECHUH
MOXET IIPUBECTH K YTCUKe KOH(HICHIMAIBHBIX [aHHBIX, a TaKKe
K ()MHAHCOBBIM U PEIyTAL[IOHHBIM ITOTEPSIM JUISI OPTaHNU3aIHH.

Beb6-caiiT 3a4acTyI0 HE SIBIISIETCS KOHEYHOH LIEIBIO0
3JI0yMBIIIJICHHUKA, OH MOXET HCIIOJIb30BaThCs ISl IMIPOBENCHUS arak
BO BHYTPEHHEIl CeTH OpraHu3alMy, a JUIsd «3aKpeIuieHHs» Ha Bed-pecypce
4acTO UCIOJIb3YIOTCA BeO-09ka0pbl. Tarke B padore [4] OBUIO BBISBJIEHO,
YTO MHOTHE WCCJIEJ0BATENN NPU pa3paOd0TKe WHTEIJICKTYaJbHBIX METOI0B
3aIIUTHl BEO-NIPUIOKEHUH OT YA3BUMOCTEH, a Takke BeO-OPKIOpOB, HE
MIPOBOJMIIN TIPOBEPKY CBOMX PE3YyJIbTaTOB B pealbHBIX ycioBusax. Orcrona
CJIE/TET, YTO PE3yNbTAaThl UX MPOBEPKN HAa COOCTBEHHBIX TECTOBBIX Habopax
MOTYT OBITh HEOOBEKTUBHBIMH. Te€M caMblM Yy CIEIHAINCTOB IIO
nHpopmanmonHoir Oe3omacHocTr (MIB) MoOXeT BO3HHKHYTH BOIIPOC
o BeIOOpe Hamboyiee pPE3yNbTATHBHON CHCTEMBI OOHApyXeHHS B10-
6okxgopoB. CormacHo [5] moa «pe3yabTaTUBHOCTHIO» OyJieM MOHMMATh
CTENeHb pealu3allMy 3allJIAHUPOBAHHOM [ESITENILHOCTH U JIOCTHIKSHUS
3aIUIaHUPOBAHHBIX PE3yNbTaTOB. B KOHTEKCTe cucTeM oOHapy»eHUs BeO-
6oxnopoB (COBB) pe3ynbTaTUBHOCTh MPOSIBISETCS B UX CIOCOOHOCTH
00HapyKUBaTh BEO-0OKIOPHI.

Hacrosimast cratesi mocTpoeHa CiemyromnM o0pa3oMm: B paszene 2
pacCMOTPEHbI  CYILECTBYIOIIME  METOAMKH  TECTHPOBAaHHMS  CHUCTEM
oOHapyXeHHs W 3alUThl OT BPEJIOHOCHOTO MPOIPAMMHOIO O0ECIeUeHHUs
(BIIO); B pazmene 3 mpeacTaBieH NpHUMEP BIMSHHUS Pa3IMIHBIX HAOOPOB
TECTOBBIX JaHHBIX Ha pe3ynbTatel oueHuBaHus COBDB; B pasgenax 4-6
npeJyIaraeTcs METOJIMKA OLICHUBAHUS Ppe3yJIbTaTUBHOCTH
¢dbyaxkmmonuposanuss COBB, anpobanus koTopoit pencTaBieHa B pasene 7.

2. CymecrByomue MeTOUKH TeCTHPOBAHUSA cucreM
00Hapy:KeHHUs H 3aIIHUThI OT BPeAOHOCHOI0 MPOIPAMMHOI0 00ecreyeHHusl.
Be6-6ox00op  ABNSETCA  CKPBITBIM —~ MEXaHWU3MOM, KOTOPBI  TI0O3BOJISET
370YMBIIUICHHUKY TOJIydaTh yIaleHHBIH HECAaHKIHOHWPOBAHHBIN IOCTYI
K BeO-cepBepy UIS BBITMOJIHEHMS Pa3IMUHBIX omeparmii. ClaeayeT OTMETHTS,
YTO CYLIECTBYET MHOXKECTBO PAa3HOBHIHOCTEH Be0-03KJ0pOB, KOTOPHIE MOTYT
OBITH BCTPOCHBI B BEO-TIPUIIOKEHHS, a Takke B BeO-cepBepa (Hampumep,
Apache-63x00opul, Nginx-03kmopsl [6]) U T.1. XOTS HEKOTOPHIC YSI3BUMOCTH
BEO-TIPMIIOXKEHUH WIIM  BEO-CEPBEPOB MOTYT TPEACTAaBISATH C000i BeO-
O9KIOpHI, B JAaHHOW CTaThe IOJ| MOCJIETHUMH IOHMMAeTCs BpPEIOHOCHBIC
cueHapuu (Takue Kak BeG-IIeUbl, BeO-3arpy3unku u  mpouee [4]),
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BCTpamBaeMbIe 3IOYMBIIUICHHIKOM B WCXOIHBIH KO BEO-TIPIIIOKEHHS Ha
HHTEPIIPETHPYEMOM SI3bIKE TIPOrpaMMHUpoBaHisa. Ho 11 BcTpanBaHMs TaKuX
09KIOpOB B BEO-IIPHIIOKEHNE 3IIOYMBIIUICHHNK JOJDKEH UMETh BO3MOXXHOCTh
n3MeHeHHs (aiijloB Ha cepBepe. DTO MOXKET OBITh JOCTUTHYTO Pa3IHIHBIMU
crocobamu, B TOM YHCIIE Yepe3 yI3BUMOCTH BeO-nipuinokenus [7]. B mobom
cirygae Be0-0axmop Oyzer sBisitbest BITO.

CyIecTBYeT MHOXKECTBO (DAKTOPOB, BIHSIOIIUX HAa PE3YIbTAThI
TECTUPOBaHUS cHuCTeM OOHapyxeHus W 3amuTel oT BIIO. Paznuunsie
METOJbl TECTUPOBAaHUS MOTYT JaBaTh Pa3Hble PE3YJIbTAThl, TAK KaK OHU
MOTYT HE YUYWTHIBAaTh BCE€ BO3MOXHBIE BapHaHThl arak. Kpome Toro,
KauecTBO OOHOBJIEHUH U CKOPOCTh PEAKIIMH Ha HOBBIE YTPO3bI TAKKE MOTYT
BIIUATh Ha PE3yNbTaThl TECTUpOBaHUs. HakoHel, KaxIbld TOJIb30BaTENb
HMEeT CBOM COOCTBEHHBIC MOTPEOHOCTH W MPEIIIOYTEHHS, KOTOPBIE MOTYT
TIOBITUATh Ha BEIOOp ITydliedl cucTeMbl OOHapyXeHUs W 3amuTel oT BIIO
JUI1 ero KOHKpeTHBIX Hyxa. Omnako B orHomeHun COBB me OpIno
00HapYKEHO YETKOH METOAWKH OIICHUBAHUS MX PE3YIbTATHBHOCTH, UCXOIS
13 aHaJu3a J0KyMEHTOB, NIPEICTaBICHHbIX B [4, 8].

B HacTosmee BpeMs CYIIECTBYIOT —CIEAYIOIIHE METOAUKA
TECTUPOBAHUsI cCUCcTeM OOHapykeHus U 3amuThl oT BITO:

1)  On-demand scan (ODS). TlpeactaBnseT co0oil cTaTHYeCKUi
aHanu3z BIIO c¢ momompeio cucrtem 3amuthl [9]. Cratudeckuil aHamu3
moapasymeBaer mnpoBepky BIIO 6e3 ero (akTH4eckoro BBIIOIHCHUS;
HalmpuMep, CUCTeMa OOHAPYKEHUS MOKET MPUMEHSITh CUTHATYPHBIH METOJ
s BeiaBieHuss BIIO. B »sTol  MeToauke npeamnoJiaraercs, 4TO
PEe3yIBTATUBHOCTh CUCTEMBI OOHAPYKCHHS OIPEICIACTCS KOIUISCTBOM
obOHapyxeHHbIX BIIO B mporecce craTiuueckoro ananmmsa. st npoBeaeHus
Ka4eCTBEHHOTO TECTHPOBAHHUS BaXXHO HCIIOJIH30BATh HIMPOKHHA CIEKTP
BPEIOHOCHBIX IPOTPaMM, KOTOPBIH COCTOHT M3 0oJiee YeM THICSIYU (ailioB
U JOKYMeHTOB. HekoTopble  cHElHaTUW3UPOBAHHbIE  OpraHU3aLUH
IpeylaraloT Takue KoywieKnud. OXHAKO WCHONB30BaHHE TONBKO JSTHX
TECTOB HE BCErJa Nal0T OOBEKTHUBHYIO OIIEHKY Pe3yJIbTaTUBHOCTH H3-3a
BO3MOKHOCTH 3JI0YMBIIINICHHAKOB MIPUMEHSATH 00¢yckanuio
1 mudpoBaHue, a Takke KOMOWHUPOBaTh HMX C JAPYIUMH METOJaMH,
KOTOPBIE MO3BOJISIOT O0XOIUTh CTATUIECKUN aHAJIH3.

2)  Junamuueckoe mecmupoganue (Tecmupoganue ¢ 3anycKom).
CyTh NTaHHOW METOJMKH 3aKJIIOUAeTCsl B 3aIlyCKE€ BPEJIOHOCHBIX CPEJICTB
B BUPTyallbHOH Cpele W UX aHalW3e¢ CHCTEMaMH 3alluThl (TaKxke
Ha3bIBACTCS  96pUCMUYECKUM —aHanuzom). Bmecre co  cTaTHYECKUM
aHAIIM30M JTOT IMOJXOJ MOXET OBITh PE3YJIbTATHBHBIM, HO y HErO €CTh
CYILIECTBEHHBI  HEIOCTaTOK:  BPEJOHOCHBIE  MPOrpaMMbl  MOTYT
MIPEACTaBIATh TOJBKO YacTh LEMOYKH aTaku, W JJi UX TOJHOLIEHHOM
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paboTBl MOTYT MOTPeOOBATHCS MOTOTHHUTENBHBIC YCIOBUS W TApaMeTPHI,
KOTOpBIE BHpTyalbHas cpefa MOXET He mpenoctaBuTh. Takxke BIIO
crocoOHO ONpeAeNsATh Cpeny BBIIIOJHEHHS W HE PEaln30BBIBATH CBOU
BPEIOHOCHBIE ()YHKITHH.

3) Real-world test (RW) [10]. JlaHHas MeTOaWKa SIBISICTCS
Hanbolee CI0XKHOM, TaK KaK IPEICTaBIsAeT cOO0M MOICIUPOBAHHIE MTOTHOTO
LUKIa 3apaXCHUS peabHONM CUCTEMBl M aHAlU3 pPEeaKIUU CHUCTEeMaMU
3amuThl. Takue TecThl TO3BOJSIIOT BBISIBUTH pa3iMyHbIE IMPOOJIEMBI,
C KOTOPBIMH ~ NporpaMmHoe  oOecrieueHne  O€30MACHOCTH  MOXKET
CTOJIKHYTBCS TIpH paboTe B pealibHbIX YCJIOBHSAX C PEIbHBIMH YTPO3aMH.
OfHako TJaBHBIM  HEJOCTaTKOM  SIBISETCS  CIOXKHOCTh  CO3JAaHUSA
naboparopHoil cpenpl. J[1s TOCTOBEpHBIX pe3yJbTaTOB TECTUPOBAHMS
nmabopaTOpUAM IPUXOAUTCS UCHOIB30BaTh (PU3MUECKIEC KOMITBIOTEPEI, a HE
BHPTYyaJIbHBIC MAIINHEI, YTO TPEOYeT MOCTOSHHOTO BOCCTAHOBIICHHUS CUCTEM
nociie kaxxaoro 3amycka BITO.

JlaHHBIE METONWKMA TECTHPOBAaHUS Hamboliee pPAacIpOCTPaHEHBI
1 OXBaThIBAIOT IIMPOKUH CHEKTP BPENOHOCHBIX nporpamm [11], uro
MO3BOJISICT TPOBEPUTH OOJBIIOE KOJNUYECTBO CHCTEM OOHApYKCHHUS
u 3ammTel oT BIIO. Mx cpaBHUTeNbHas XapaKTepHCTHKA IpeICTaBiIeHa
B Tabmmue 1.

Tabnuua 1. CpaBHUTENIbHAS XapAKTEPUCTHKA METOI0B TECTUPOBAHNUS CHCTEM
oOHapyxeHus u 3amuthl oT BI1O

Ne | HammeHoBaHue
JlocTonHcTBa HepocraTkn
n/n METOAUKH
1 |ODS- —  OTHOCHTEIbHAs IPOCTOTA —  HeoOXOIUMO UMeTb
TECTUPOBAHHE | pean3aiiiu 6onbmryio 6a3y BIIO

—  HE MO3BOJISICT OLCHHUBATH
CHCTEMbI OOHAPYKEHUS 1
3aIlUThl, OCHOBAHHBIC Ha
9BPUCTHYCCKOM aHAIH3E

2 | Aunamuueckoe

- TO3BOJIACT OLICHUBATH

- HCO6XO,E[I/IMOCTI: CO3gaHusA

CHUCTEMax 06Hapy)KCHI/I$( 1 3alUThI
AIITOPUTMOB CTATUYIECKOI'0 1
OBPUCTUYCCKOTO aHaJin3a

- TIO3BOJIIET UMUTUPOBATH
PasIMYHbIC BUABI aTaK

TECTUPOBAHME | CUCTEMBI OOHAPY)KEHHUS M 3aILUTHI, | BAPTYaIbHON CPEIbI
OCHOBaHHbBIC Ha IMOBEACHUECKOM —  BHpTYyaJbHas cpefia
aHam3e MOYKET HE B MOJIHOM CTEMEHN

CO3/1aTh YCIIOBUS ISl
YCIEITHOTO Pa3BePTHIBAHMUS
BIIO
3 |RW- —  TIO3BOJISIET BBISIBUTH —  CIIO)KHOCTH CO3JIaHUS
TECTUPOBAHUE | HEIOCTATKH MCIIOIb3yEMbIX B n1abOpaTOPHOM Cpebl A

NPOBECACHUS TECTUPOBAHUA
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Kpome Toro, mmerorcss Ipyrue METOABI, KOTOPHIC HAIpaBICHHl Ha
MPOBEPKY  HIPOW3BOAUTEIHHOCTH, CKOPOCTH  pEakIud W  JAPYTHX
XapaKTepUCTHK CHCTEM OOHApy)XeHHS ¥ 3allUThl OT BPEIOHOCHBIX
mporpamM. OpHako, ecnd HEOOXOAWMO TPOTECTUPOBATH CHCTEMY,
paboTaroniyto B y3KOHANpaBlieHHOH oOmacté (Hampumep, oOHapyXeHHE
Be0-02KIOPOB), TPEOYIOTCS CIEIMAIN3NPOBAHHBIC TECTHI.

3. Peaknus COBB Ha pa3ianuynbie Ha0opbl Be0-03KI0pPOB.
CyIiecTBYIOT pa3HbBIE METOJIBI Ul BBISBICHUS BeO-0IKI0pOB, KOTOpHIC
OCHOBBIBAIOTCS Ha Pa3JIMUHbIX MIPUHLINIAX, BKIIOYas aHanu3 (ailios caiira,
noroB BeO-cepepa, HTTP-tpaduka u npyrue. Ilpu tectupoBannu COBB
HEOOXO/JMMO YUUTBHIBATH ITHU NPHUHIMIBI. B NaHHOW cTaTthe paccMOTpUM
COBbB, paOorarommx I0 NPUHLMUIYY aHalU3a HWCXOJHOTO Koja BeO-
TMpWIOXKEeHUH. MHOTHE METOAbl OOHAPYKEHHS HCIOJB3YIOT MMEHHO STOT
momxon [8]. OmHOW W3 OCHOBHBIX IMPOOJIEM TPH TECTHPOBAHUH TAKHX
CHUCTEM fABISICTCA HEINOCTATOK KAYeCTBEHHBIX WM TOJHBIX Ha0OpOB
TECTOBBIX ~ JNAHHBIX, a  TaKKe  WTHOPHPOBAaHWE  HEKOTOPHIMHU
HCCIICAOBATEeNIMA BO3MOXKHBIX MOAU(UKAINA BeO-09KIOpPOB, KOTOpHIC
MO3BOJISIFOT 00OMTH CHCTeMBI 3amMTBIl W OOHapyxenus [4]. s
MOJTBEPKICHHUS] 3TOro, B KauecTBEe MpHUMepa ObUI PAacCMOTPEH OJHH U3
METOJIOB OOHapyxeHusi BeO-OIKIOpOB, OCHOBAaHHBIM Ha CBEPTOYHOM
HeiiponHoit cetn [12]. Amroput™m [13] mpoM3BOAWT aHANIHU3 HCXOMHBIX
kojmoB Habopa PHP-ctpanui, 9ToOBI TOMYyYUTH MOCIENOBATEIHLHOCTD
MHCTPYKLIHH OIEpalMOHHBIX KOJIOB (OMKOJOB). 3aTeM HCIIOIB3YeTCs
Word2vec [14] mist moydeHUs] BEKTOPHOH KapThl ISl MAaCCHBOB OITKOJIOB
W JUTSI MACCUBOB OHUTpaMM ONMKOAOB. HakoHeI, OHU CITy>KaT ABYMs BXOIaMU
CBEPTOYHOW HEWPOHHON CETH, KOTOpas OCYHIECTBISACT OOHApyKCHHE.
Ilpumep Toro, kak BbeITAAAAT onkoAbl si3bika PHP, mnpencraBinen
Ha pucyHke 1. Tloxokue wuIed HCHOIB30BANU TaKXKE MCCIEJ0BATENN
B pabore [15].

A3bik PHP Onkogpl

ZEND_ECHO "Hello World
echo'Hells World®; ZEND ADD 811

& 4 ALY " J
Sa=1+1;

ZEND_ASSIGN'G ~ @

echo Sa;

ZEND_ECHI ~ @

Puc. 1. Onkongs! si3pika PHP

HccnenosaTesib yTBEPIKAAET, YTO AITOPUTM JOCTUTAeT TOYHOCTH
(accuracy) 98,4%, 9TO TOATBEP)KOAETCS HAMHU TIPH MIPOBEPKE HA TECTOBOM
HAaOOpe JaHHBIX, KOTOpPBI  HCIOJIB30BAICS  HCCIeNOBaTeNeM  JUIst
TECTUPOBAHUSL.
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Brimm BEIOpaHB! 6 pa3mUYHBIX BEO-09KIO0POB, KOTOPBIE TOBEPTINCH
aHaJIU3y C MOMOIIBI0 alropuT™Ma oOHapyxeHHA. Cpean HHUX CIeqyroIne
Be0-09KIOPHI:

1) Be0-3arpy3zumk. IlpencraBuser co0oif 00baHYIO (HopMy
3arpy3ku (aiinoB gepe3 asa POST mapamerpa: mepBbIi mapameTp 3amaeT
nums ¢aitna, KOTOpbI HeOOXOIMMO CO31aTh, @ BTOPOH — TEKCT B KOJAUPOBKE
base64, KOTOpBIN HY>KHO BHECTH B TOH (aiii.

2) Be0-3arpy3unk. 3arpyska ¢aiinoB uepe3 asa POST napamerpa:
HIepBBIN MapamMeTp — AUPEKTOPHsl coXpaHeHus Qaiina, BTopoit — cam ¢aiin.

3) BeG-menn, xoropeiii mnpunuMmaer uepes POST mapamerp
3aKOIUPOBaHHYI0 B Base64 KOMaHAy M BBINOJHSAET 4Yepe3 (YHKIHUIO
eval(system(*‘command”)).

4) BeO-memn, xotoperii mnpuHEUMaeT uepe3 GET mapametp
KOMaHIy W BBITIOTHSET Yepe3 QYHKIUIo system( ‘command”).

5) Be06-Ooxmop, mpuHHMaromuii Ha Bxon [P-ampec um mopr
aTaKyIOMIETo U pean3yiomero Reverse Shell [16] k 3MOyMBINIIIICHHUKY .

6) Bonpmoii Be6-11em1, KOTOPEIH IMeeT Tpadrdeckuil nHTepdetic
U BBITIONHSCT pa3Nu4aHbIe onepanun. Ero kox npencrasned Ha Github[17].

O4eBHIHO, YTO PA3IMYHBIX Bapualuid B30-03KTOPOB MOXKET OBITh
MHOXXECTBO, B JIaHHOM cjydae ObLIM BBIOPaHBI IPOCTBIE BapUaHTHI,
KOTOPBIE YacTO UCHOIB3YIOTCS 3TI0YMBIIUICHHUKAMH.

B mepBoM cmydae BeO-03kmOpHl OBUTM TIPEACTaBICHB B BHUIE
OTJEJbHBIX (hailJIOB U UCIOJIb30BAINCH B KAaU4eCTBE BXOAHBIX JaHHBIX IS
anroput™Ma oOHapyXXeHHs C IIeJbI0 TPOTHO3MPOBaHMs. B wrore anropurm
JIONYCTHJ OLIMOKY JIMIIb B OJHOM M3 MIECTH CIy4aeB (U1 TPETHETO
BapuaHTa), OIpE/eIIMB ero Kak JeruTUMHBIN (aiin (¢aiin, He conepxamuit
Be0-03K10pa).

Bo Bropom ciywae 3TH ke Be0-09KIOpHI  BCTpAMBAJINCh
BJIeTUTUMHBIA (ain. Tem caMbIM JeruTHMHBIE (AlIbl CTAHOBMINCH
HOCHUTENSIMH B30-03KI0poB, W HOJDKHBI momedathess COBB, kak B10-
Ooxmopsl. s mpuMepa ObuT B3AT Gain wp-login.php 13 TOMyISIpHOTO
dpeiimpoprka  WordPress [18]. BaxHbIM yCIOBHEM SBISJIOCH  TO,
4T0OBI BEO-CTpaHuIla u BeO-09k10p paboTamyu KOPPEKTHO, UHAYES aJITOPUTM
HE CMOXET BBIYMCIUTH OIEPALMOHHBIE KOIBI CKPUNTOB. B pe3ymprare
W3 MECTH BeO-O3KAOPOB aNrOpUTM BEPHO OMPEAEHWI TOJBKO B OJHOM
ciyyae — JUIs 3arpy3uuka 1. B ocTanpHBIX ciydasx ajropuTM IPUHSIT
HENpaBUIIbHOE PEILIeHUE, YKa3aB, YTO 9TO JIETUTUMHBIC (aiibl.

PesynbraTht Kiaccudukanun aNrOpPUTMOM Be0-09K10pOB
IpeCcTaBIeHbI B TabauLe 2.
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Tabmmna 2. Boznetficteue Moaudukanuy Be6-09KI0poB HA pe3yJIbTATHBHOCTh
ITOpUTMA OOHAPYKEHHS

Howmep Be6-03k10pa
1 2 3 4 5 6
Be6-6ax10p + + . . . .
OTJENBHBIM (ailioM
Be6-63xn0p
BCTpauBaeTcs B + = o - - -
JIETHTUMHBIH (aiis

OTcrofa MOXKHO CJIENIaTh BBIBOA, YTO HE3HAYNTENbHAST MAHUITY TSNS
C KOJOM Be0-03KIOpa MOXKET CYIIECTBEHHO IIOBIHMATH HA PE3yIbTaThl
anropuTMoB oOHapyxeHus. B ngaHHOM ciydae BeO-09KIOpHI  ObUIH
BHEJPEHbl B JICTUTUMHBIC (aiiibl caiita, a He SBJSUINCH OTIEIbHBIMU
¢aiinamu. Takke KOHKpeTHbIE crocoObl 00Xola CpelNCcTB OOHApYKEHUs
MOXHO YBUJETHh B JoKyMeHTax [19 —20]. DTo mogHuMaeT BOMPOC O TOM,
HAaCKOJIBKO TOYHOCTb aJITOPUTMA, OILIEHEHHast Ha TECTOBOM Habope JaHHBIX
(98.4%), otpaxkaer ero cnocoOHOCTh OOHapyxuBaTh 98.4% peanbHO
CYIIECTBYIOMUX Be0-03KI0pOB. MeTpuKH TOYHOCTH (accuracy, precision) u
MONHOTHL (recall) anropuTMOB OOHAPYKECHHS 3aBUCIT OT KOHKPETHBIX
Ha0OpOB MaHHBIX M TO3TOMY HE BCETIa SABJSIIOTCS HAAEKHBIMHU
MOKA3aTeJsIMA CIIOCOOHOCTH alropuT™Ma OOHAPY)XKHBaTh BeO-03KIOPHL,
MOCKOJIBKY ~HCCIJICIOBAHHE BO3MOXKHBIX BAapHAHTOB BEO-O3KIOPOB HE
IIPOBOJIMIIOCH, a caM anroputm (mtu COBB) He TecTHpoBascs B pealbHBIX

YCIIOBUSX.

Ilpumeuanue. B anenosseiunoil mumepamype Mempuki precision u accuracy umeom
pasiuuHvle 3Hawerus, onpedeinsiemvie opmyramu (5) u (6) coomeemcmeeHHo, npu 3mMom
nepesod Yy HUX OOUHAKOBbIL — «MOUHOCMbY, MAKJCe dACCUracy UHO20Ad HA3bI8AIOM
«MEmKOCmbIO.

Tem caMBIM 1711 OTBETa Ha CIEAYIOIIHE BOIPOCHI: «KAaK CPaBHHUTH
HECKOJIBKO CHCTeM OOHapyXeHHs BeO-O’KIOpOB W BBIOpaTh Hambojee
PEe3yJIbTATUBHBINA?Y» U «KAKUE HAOOPHI JAHHBIX CIEAYET HCIOJIB30BATH IS
OOBEKTHBHOTO pacueTa MoKa3aTejel pe3ylbTaTHBHOCTH?», HEOOXOIUMO
pa3paboTaTh METOIUKY, KOTOPYIO MOTYT HCIOJb30BATh CHCIHAIHCTHI U
uccnenoBarend B obmactu  UMB ans OOBCKTUBHOW — OILICHKH
pe3ynbTatuBHOCTH (pyHKIIMOHUpOoBanus COBB.

4. IlocranoBka 3aga4u. Llens paGoThl — pa3paboTka 0OBEKTUBHOTO
MOJIX0/1a TS OIICHKH pe3yiabTaTuBHOCTH ¢(yHKunonupoBanus COBB. s
9TOTO TpedyeTcs pa3padoTaTh METONWKY OLCHHUBAHHSA pPE3yJIbTaTHBHOCTU
¢yakunonnpoBanus COBB. Beuny Toro, uto COBB moryT paborarts mo
pasmmyabM npuHIaM (aHamm3 HTTP-makeroB, aHaiw3 JIOTOB CHCTEMEI,
aHamM3a HWCXOJHOTO Kola BeO-CTpaHWI] ¥ Jp.) BBIOCIUM HCXOIHOE
OTpaHHYCHHUE, YTO OICHHBAaEMBbIC CHCTEMBI Pa0OTAIOT HA OCHOBE aHAW3a
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HCXOIHOTO Kona BeO-cTpaHum. Taroke mpenmojaraercs, 4TO HM3HAYAIBHO
n3BectHa cpena ¢pynkuonnpoanuss COBB: onepannonnas cuctema (OC)
U amnmapaTHBIE XapaKTePUCTUKN YCTPOUCTBa, rae passepHyTa COBB, Takue
Kak 00BeM ONepaTUBHOM TaMATH, MOJIENb IpoIeccopa, 00beM
BuaeonaMiTu (B ciaydae wucmoin3oBaHuss COBB BumeokapTsr), a Taxke
m3BectHa Harpy3ka Ha COBB (cpemmmii mnpenmonaraeMbiii  00BeM
aHATM3UPYEMBIX (hailsioB).

CornacHo 0a30BbIM TIOHSATHSIM TEOPUH W METOJOJOTMU BHEIIHETO
MPOCKTUPOBAHUA NCJICHANIPABJICHHBIX IIPOHECCOB U UCJICYCTPEMIICHHBIX
cucteM [21] MOXHO ONpENENIUTh, YTO OOBEKTHUBHO PE3YJIbTaTUBHOCTD
COBbB mnposiBsercst B mpoliecce UX HCIOJIb30BaHUA. PesyibmamusHocmo,
SIBISETCSI OCHOBHBIM CBOMCTBOM CHCTEeMBI. Takke K paay OCHOBHBIX
CBOMCTB MOTYT OTHOCHTB pecypcoemMKocms (3aTpaThl PeCypcoB CHCTEMOIN)
U onepamugHocms (3aTpaThl BpEMEHH, CKOPOCThH PEAKITHH).

KomnuecTBeHHON Mepoil pe3ylnbTaTHBHOCTH MOXKET BBICTYHATh
000OMEHHBI  TOKa3aTellb  PE3YJNbTATHBHOCTH  CHCTEMBI,  KOTOPBIH
XapakTepu3yeT pe3yiabTaT c€¢ (QYHKIUOHHUPOBAHHUSA TIPH  3aJaHHBIX
XapaKTePUCTHKAX €€ COCTOSIHUS M OINPECIIEHHBIX BHEITHIX BO3JCHCTBHUSAX.
OH MOeT ObITh MpeCTaBIIeH ¢ MOMOIIBIO Gopmyrsl (1):

E=) ew., (D

rae E —00600mennblii  mokaszarens  pesynbraruBHoctn  COBB,

€, — 3HAYEHWE | -TO YacTHOro nokasarens xekicreennocty COBB, npu

aToM 0<e, <1, w, — BecoBoil K03((DHUIUEHT i -ro YaCTHOIO IOKa3aTess

1

m . o
u Zi—l w;, = 1 . 1= 1, m — KOJIMYCCTBO YaCTHBIX nmoxkasarejcu

JIeICTBEHHOCTH.

Br100p 1 pacuer 4acTHBIX NOKa3aTelel AEHCTBEHHOCTH 3aBHUCHUT OT
cneuudukn paboTel cucTeMbl. [l TMOJy4eHHs 3HAYSHWH YaCTHBIX
nokazarenei COBB MOXHO mHpHUMEHSTb METOJ, OCHOBaHHBIM Ha
NPOBEJICHUM WUCIBITAHWH Ha TECTOBOM CTEHJE, KOTOPBI MaKCHMalbHO
NPUOJIMKEH K peabHBIM YCIOBHSM SKCIUTyaTallul CUCTEMBI [22].

OreHUBaHNE BO3MOXHO TOJIBKO B CHCTEME, KOTOPOH IPEABSIBICHBI
TpeboBanus. Llenbio oneHnMBanmsA sABIsIeTCS BhIpaboTKa cyxaeHus o COBb
Ha OCHOBE IIOJTYyYEHHBIX (M3MEPEHHBIX) MOKaszaTened. Takoe cyxaeHHe
(opMupyeTCst ¢ MOMOIIBIO ONPEACICHHBIX MTPAaBWII U IPUHIUIIOB, KOTOPHIE
BEIpaXEHBI B (opme KpurepueB oleHHBaHWA. OOOCHOBaHHEIH BEIOOP
HanOosee MOAXOAAIINX PEHICHHH 1 CPEJICTB OCYIIECTBIIAETCS MOCPEACTBOM
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CPaBHEHUS IOJTYYEHHBIX B XOJE€ WCIBITAHMHA PE3yIbTaTOB C 3aJaHHBIMHU
TpeOOBaHUAMHU.

OnennBanne pesyipratuBHOcTH COBB  MoxHO pa3outs Ha
CJIEAYIOIIE STAIIbI:

1. ®opmupoBaHne KputeprueB Ha ocHoBe TpeOoBaumii k COBB.
TpeboBaHust 3a8a10TCS UCCIEAOBATENIEM.

2.  CocraBneHue crieHapus MIPOBECHUS SKCIIEpPUMEHTa
HCCIIeIOBATENEM.

3. Cozpanme  nabopaTopHOM  cpeipl  JUIi  HPOBEICHUS
9KCIIEPUMEHTA, TIOATOTOBKA TECTOBBIX HA0OPOB JAHHBIX HCCIIEA0BATENIEM.

4. Pacuer (monyueHue) 3HaUCHUH YaCTHBIX MTOKa3aTeNeH.

5. AHanu3 TMONy4YeHHBIX 3HAYEHHH YaCTHBIX TOKa3zarelneit
U npuHATHE peweHus o npuroanoctu COBB.

6. Ilomy4yenue 3HAYCHUS 000061EHHOTO TIOKa3aTeNs
PE3yIBTaTHBHOCTH.

7. AnHanu3 NONy4YeHHBIX pe3yabTaToB, cpaBHeHMe COBD,
MIPUHSTHE PELICHUH HCCIIEA0BATEIIEM.

Janee paccMOTpUM 3TaIlbl OLIEHUBAaHUS OoJee o ipoOHo.

Oman 1.

Cucrembl, TpenHa3HA4YEHHbIE J/JIsi OOHapyXeHHs BeO-03KIOPOB,
MOTYT Wrparh BaKHYIO poib B oOecredyeHHMH 0€30IacHOCTH BeO-
npuitokeHnit. OIHAKO Takue CHCTEMbl JIOJDKHBI HE TOJBKO BBINOJIHATH
CBOI0O OCHOBHYIO (YHKIMIO, HO M COOTBETCTBOBATH OIPEIEICHHBIM
TpeOOBAHUAM:

1) He HapymaTth pabOTOCIOCOOHOCTH BEO-IPUIIOKEHHUIA,

2) ocymecTBIATh OOHapyXeHHe BeO-OPKIOpOB 3a aJleKBaTHOE
BpeMs;

3) He CTaHOBHUTHCS OCHOBHBIM IIOTpPEOMTENIEM pPEcypcoB Ha
cepBepe M HE TPHUBOAUTH K CHIDKCHHIO IPON3BOJUTENBLHOCTH BeO-
MPUIIOKEHUMN.

s Toro, 4ToOBI ydecTh 3TH TPEOOBaHMSA, YCTAHOBUM TPH TPYIIIBI
JAaCTHBIX IIOKA3aTeNel, Kakaas W3 KOTOPBIX OTPaXkaeT ICHCTBEHHOCTH,
PECYPCOEMKOCTB (3aTpaThl peCypcoB) M ONIEPATUBHOCTH (3aTPaThl BPEMEHH)
¢yakunonnpoBanust COBB. Bee Tpu rpynmbl 9acTHBIX MOKa3aTesei OymemMm
WCTIONIb30BaTh, TOJMBKO s onpenesnenus npurognoctd COBB Ha atame 5.
Jus osramoB  6-7 —  BBIYKMCIICHME  HMHTETPalbHOTO  IOKa3aTels
pe3yNbTaTUBHOCTH, CpaBHeHHWEe W BbIOOp mouxomsimeii COBB — Oynyr
UCTIONIb30BAThCS TOJILKO YaCThIE MOKA3aTEIH ACHCTBEHHOCTH.

OmnpenenuM BEKTOp YacTHBIX IIOKa3aTeled, KOTOpbIH Tpedyercs

BBIYHCIIUTH (0Ty4UTH), KaK Y<n> = ( VisVasews yn> = (el €500, €1,
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HsFysens sty ,tz,...,t,ﬂ) , Tne e,e,,...,e, — IOKa3aTeJIv, XapakTepU3yromune
JIeCTBEHHOCTb, HsFyseens by - 1oKa3aTesiy, XapaKTepU3yIolIne
PeCcypCcoeMKOCTb, tytyyesl,s - rokasaTesiu, XapaKTepu3yronue

onepaTuBHOCTh (QyHKIHMOoHUpoBaHus COBB, a n=nl+n2+n3 — oOumee
KOJINYECTBO YACTHBIX [TOKA3aTeINeH.

Ilpn  BBIUMCIEHWM  YaCTHBIX  IIOKa3arelieil  JeldCTBEHHOCTH
NOJy4YaroTcss  TOYe4YHble  3HaueHws. Jms  Toro  4roObl  jdenarth
CoJiep)KaTeNbHbIE  BBIBOZABI, HEOOXOANMO HAXOAWUTHh JIOBEPUTEIBHBIN
MHTEpBaJ, T.. HHTEPBaJ, KOTOPHIA C 3aJaHHOI BEPOSITHOCTHIO HAKPHIBACT
3HaUeHHEe 4YacTHOro mokaszarens. K ¢aktopam, BIUSIONMM Ha IIUPUHY
JOBEPHUTEIBHOTO HHTEpBalid, OTHOCATCS pa3Mep BHIOOPKH, U3MEHYHBOCTD
BBIOOPDKM W [IOBEpHUTENbHAS BEPOATHOCTh HAXOXKICHHS ITOKa3aTews
B JaHHOM wuHTepBasie. [losToMy cdopmupyeM KpUTEpHi TOCTATOYHOCTH
TeCTOBOro Habopa MaHHBIX (HAOOPHI 3apa)KCHHBIX (DAaliJIOB M JIETHTUMHBIX
(aiinoB) AN ONEHKM YacTHBIX Mokazareneil neiicteeHHoctn COBB (S).

d d Ad d
ITycte A, = <Aq,A62,...,Anl> — BEKTOp JONYCTHMBIX IIPEICIIbHBIX
OomMOOK BBIYMCIEHHS YACTHBIX IOKa3aTeNel IeHCTBEHHOCTH €,,e,,...,8,; , 4
A, = <A61,A62,...,Aenl> — BEKTOp IPEJENbHbIX OLIMOOK BBIYMCIECHUS

YaCTHBIX IIOKa3aTeled e,e,,...,e, , MONYYEHHBbIH II0CIE NPOBEACHUSA

9KCTIEPUMEHTA, UCXOAsI M3 00beMa TEeCTOBOro Habopa maHHBIX. Torza
KPUTEPHUH Oy/eT BHITIISAETH CIEAYIONIM 00pa3oM:

S:(A, A =U,i=1,.,nl, )

IJie = — 3HaK PaBHOCWJIBHOCTHU BBICKa3bIBaHMA, U/ — OCTOBEPHOE COOBITHE
(McTHHHOE BBICKa3bIBaHME), nl — KOJMYCCTBO YACTHBIX IIOKa3aTelei
JICHCTBEHHOCTH.

BexTop IOMyCTUMBIX TpeneiTbHBIX OUIIHOOK AZ W JOBEpUTEIIbHAs

BEPOATHOCTDH SABJIIAIOTCA HUCXOOHBIMU JaHHBIMU. Onu 3aJar0TCA
OKCIICPTHBIMU METOAAMMU.

Ha ocHoBaHuu Tpe60BaHI/II71 K CHCTEMC 06Hapy)KeHI/I${ MOXHO
BBIACIIUTD 00J1aCTh JOMYCTUMBIX 3HAYEHMI YaCTHBIX IMOKa3aTeICH. HYCTL

{ y,d} — MHOeCTBO (00J1aCTh) JOMYCTHUMBIX 3HAYEHUH MokaszaTens y;. Mnu

B BCKTOpHOH (opme {Y<i>} = {<y1d,y§1,...,y,‘f >} . Torma xpurepuii

npuroarocTy st COBB (G) OyneT BRINISIETh ClieayromuM obpaszom [21]:
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<y h=0.

rae {Y2Z>} — 00J1acTh JAOMMYCTHUMBIX 3HAYCHHUI YaCTHBIX ITOKA3aTeICH.

Jlist BEIYMCIEHUsT 000OLIEHHOTO MOKa3aTelsl Pe3yJIbTATUBHOCTH MO
¢dopmyne (1) Taxke HEOOXOAMMO 3a/1aTh BEKTOP BECOBBIX K03((UIIMEHTOB

YaCTHBIX MNOKa3aTelel JeicTBeHHoCTH W, = <wq,wez,...,wenl>. Becosnie

K03(1)(1)I/IIII/ICHTI>I VVe TaKKE 3aJat0TC M3HAYaJIbHO OKCIICPTHBIMU METOAaMU

Ha OCHOBE MPUOPUTETHOCTH TEX WJIM HMHBIX YacTHBIX IOKa3aTenei
IECTBEHHOCTH.
Oman 2.

Jns  nomydeHus 3HaueHuM mokaszateneidl  y,),,...», COBB

HE0OXoMUMO  pa3paboTaTh  CIIGHApUH  TPOBEACHHUS  OKCIIEPUMEHTA.
B crieHapuu nosicHSeTCs, Kak U KakuM 00pa3oM OYAyT MOJydeHbl 3HAYSHHUS
YAaCTHBIX ITOKA3aTeICi.

Oman 3.

Ha ocHOBe cleHapus TPOBEACHUS OSKCICPUMECHTA CO3JacTCs
a00OpaTOPHBIA CTEHJ, a TaKXKe MOArOTABIUBACTCS HAOOpPOB TECTOBBIX
JIAHHBIX — JISTUTUMHBIX (aityioB U BeO-03k10poB. DopMupoBanne HAOOPOB
JIAHHBIX SIBIISICTCS. OJHMM M3 OCHOBHBIX IIArOB ISl BBIYHMCIICHHS YacCTHBIX
nokasaresnei JICUCTBEHHOCTH. Ocoboe BHUMaHHE yIeNsAeTCs
(bopMupOBaHUIO HAOOpa TECTOBBIX AaHHBIX JUJIS PA3JIMYHBIX BAPHAHTOB BeO-

m m mi

I 2 k ' P i i
6axnopos: D, ,,D,,,...D,,, tne D, . ={ ,dysend, },z yKa3bIBaeT Ha

BUJ Be0-03KI0pa, mi — KOJMYECTBO pA3IMYHBIX BapUAHTOB Ui BeO-
03K1opa i-ro BUAA.

Omanwt 4, 5.

Ha pmaHHBIX STamax MpPOBOMSATCS WCIBITAHUS W BBIYHCISFOTCS
YacTHBIE TOKa3aTelW Ha OCHOBE IIPOBEICHHOTO JKCIIEpHMEHTa. Tarke
PAacCUUTHIBACTCS BEKTOP MPEACTBHBIX OMIMOOK YACTHBIX TIOKa3zaTeseit
JedictBeHHoCTH A, . Ecim KkpuTepuii J0CTaTOYHOCTH Habopa TECTOBBIX

JaHHBIX S (2) He BBINONHIETCS, TO TPHHAMACTCS pEUICHHE Ha
(dhopmupoBaHue OOJBIIET0 HAOOPa TECTOBBIX JAHHBIX. 3aT€M JKCIEPUMEHT
MpOBOAUTCS TOBTOPHO. Ecim ske kpuTepuil S BBINOIHSAETCSA, TO HA OCHOBE
kputepus npuromHoct G (3) wuckmouatorcs te COBB, koTopnie He
COOTBETCTBYIOT TPEOOBAHISM.

Omanwt 6, 7.
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C ucnonp30BaHUEM BECOBBIX KOY(hQUIMEHTOB W, pacCUUTHIBAETCS

pe3yIbTaTUBHOCTh C Tomomsio ¢opmynsl (1) mms xaxmoit COBB,
y4acTBYIOIIeH B HMCCIIEOBAHUM U YAOBIETBOpsiouiei kputepusim S u G.
3areM TpUHHMAaeTCS pEmICHWE O BBIOOpE HAWIYUYIIEH CHCTEMBI
0OHapyKEHUsI, KOTOPAasi UMEET HAHOOIbIlICe 3HAYCHUE PE3YIbTATHBHOCTH.
Kak BUAHO W3 TMEPEYUCICHHBIX 3TaloB, MPOIECC OICHUBAHUS

OCHOBBIBACTCA HA BBIYMCJIICHUH YAaCTHBIX ITOKA3aTCICH Y<n> = <y1 9y2""’yn>

C HCIMOJb30BAaHMEM TECTOBBIX HAOOpPOB [aHHBIX B XOJE IPOBEICHUS
9KCIICPUMEHTA, a TAKXKE HA BBIYHCICHUU pe3ynbTatuBHOCTH E . CorllacHO
ypaBHeHuto (1) 0 < E <1, u ueM BbIlIe 3HauCHHE E , TEM pe3yJIbTaTHBHEE
pabortaer COBB.

Manee chopMupyeM BEKTOp YacTHBIX MOKa3aTejed sl METOIUKU
omeHuBaHus  pesynbratuBHocTH COBB  m  paccmorpuM  mporecc
COCTaBJICHUSI TECTOBBIX HA0OPOB JAaHHBIX JJIsI pacdera YacTHBIX
[oKazaTesei.

5. ®opMupOBaHHEe BEKTOPa YACTHBIX MoKa3aTeiei. [lns Toro,
YTOOBI BCCIEJI0 OXBAaTUTh COBOKYIMHOCTh TPEOOBAaHUN K CHCTEMaM

O6Hapy)KeHI/I$I, B IMpCAbIAyHIEM pasaciic ObLI BBC€ICH BCKTOP Y<n> .

JleiCTBEHHOCTh CHCTEMBI OOHapyXeHHsl BeO-09KZOpOB OTOOpakeHa B
JIIEMEHTAX €,,e,,...,¢, . B 1aHHO! paboTe ObLIM BHIOpPAHBI TPU MOKA3aTeNL,

NPE/ICTaBICHHbIE B BBIpaXeHHsX (4-0). B MX OoCHOBe jexar cienyromnme
0a30BbIe IEpEMEHHBIE, KOTOPHIE IPUCYIITH OMHAPHOMY KacCu(pUKaTopy:

TP — ACTHHHO TOJOXHUTENbHBIEC KJIaCCH(PHUKALINH, T.€. CIIydau, KOTaa
cuCTeMa IPaBMIFHO OOHApYKMiIa BeO-09KI0D;

TN — ICTUHHO OTpHUIATEIbHBIE KIacCH(UKALIUH, T.€. CITydau, Koraa
cUCTeMa IPaBUIIBLHO OIIPEIeNIIa OTCYTCTBHE BeO-03KI0pa;

FP — NOXXHOTIOIOKUTENbHBIE KIacCH(pUKAINH, T.€. CIy4daw, Korma
cucTeMa HENpaBWIILHO OIpeleinia Hauuuue BeO-09knopa (ommbOka
[IEPBOTO POJa);

FN — N0XHOOTpHIIATEeNIbHBIC KJIACCH(HKAIMU, T.C. CIIydau, KOraa
CHUCTeMa HEMpPaBUJIBHO ONpejesiia OTCYyTcTBUE BeO-OdKaopa (ommobka
BTOPOTO POJA).

P
recall : e, = Re,rne Re = ———, “)
TP+ FN
TP
recision :e, = Pr,tne Pr = ——, 5
P ? 8 TP+ FP ©)

136  Undopmaruka u apromarusanus. 2025. Tom 24 Ne 1. ISSN 2713-3192 (ueu.)
ISSN 2713-3206 (onmaiin) www.ia.spcras.ru



INFORMATION SECURITY

TP+TN
TP+TN+FP+FN

accuracy :e; = Ac,tne Ac =

(6)

YacTHblif MOKa3aTenb e =Re OTpaxkaeT H0M0 BeO-0IKIOPOB,

obnapyxeHusix COBB, or obmero umcia BeO-03KIOpPOB B TECTOBOM
Habope naHHbIX. IIpu aTom 0<e <1.

YacTHplif nNOKa3aTenb e, = Pr  OTpaXkaeT [oJl0 OOBEKTOB,

knaccudumupoBanueix  COBB  kak  BeO-Odkmopel, W Ipu  3TOM
JEHCTBUTENBHO SBILFOIIMMUCS TakoBbIMH. IIpu 3ToM 0<e, <1.

YacTHEI TOKa3aTenb e; = Ac  OTpakacT JOJII0 HPaBUIBHBIX

knaccudukanuit COBB. Ilpu atom 0 <e; <1.
DKCIIEPUMEHT MPOBOATCS HA HA0OPE JICTUTUMHBIX (DailyioB, a TaKKe

Ha Habopax Be6-63k10poB D) Diz,...,D,I;k , KOTOpBIE OYIyT PaCCMOTPCHBI

ml>
oJpoOHEE B CIEAYIOLIEM pa3zee.

Crenymomyo Tpymiry IIOKas3aTeseil, XapaKTepH3YIOUIYI0 3aTpaThl
pecypcoB Ha pabory COBB, momydnMm u3 3arpyK€HHOCTH OII€paTHBHOMN
MIAMATH, BUJICOKAPTHI M MPOLIECCOPa Ha BHINOIHEHUE OTICPAIIHii:

n=V

om?

=1L

m °

r=V

I 2
rac Von — MaKCHMaJIbHBIA 06T)€M OHepaTHBHOﬁ naMsTH, HOTpe6J'I5[eMLII>i

cucremoit (B Moaiitax/I'6aiitax), L, — MakcuMalbHas 3arpy:KEHHOCTb

npoleccopa JaHHOM CUCTEMOI (B NpolieHTax), V,, — MakCUMaJbHbIH 00beM

BHJICONIAMSITH, UCIOJB3yeMbId cucTeMol (B MoOaiirax/I'0aliTax), 3a Bpems
¢dyukunonuposanus COBB. YacTHblif mokasaTens 7, akTyalleH najs
CUCTEM, WCIOJB3YIOIIMX MallMHHOe OOy4eHWe Uil  BBIIOJIHEHUS
0oOHapyXEeHUS.

Taxke HemMamoBaXHBIM actiekToM padboTsl COBB sBiseTcss TpeThs
Tpymma ToKa3aTelel, KOTopas XapaKTepu3yeT OmepaTHBHOCTh. I[lpnm
nccnenoBannu COBB, ocHOBaHHBIX Ha aHAJIN3E COINCPKUMOTO BeO-(aitios,
MOXKHO MCIIOJIb30BaTh OJIUH IIOKa3aTelb f, =7, Ie 7 — CpPelHee Bpems
aHanu3a coiepkuMoro ¢aitma. Ero MOXHO BBIYMCINTB, pa3lieliuB olliee
BpeMsl aHaNTK3a (aiiyioB HA KOJMYESCTBO MPOAHAIM3UPOBAHHBIX (aillloB.

CraenyeT OTMETHTh, YTO MOKA3aTEIH PECYPCOEMKOCTHU (7,7 ,...,7, )

U ONEpaTUBHOCTH (1,t,,...,t,3) 3aBUCAT OT TEXHMYECKUX OCOOEHHOCTEH
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nporpaMMHOi cpeapl, rae passepayra COBB, a takke oT Harpy3kud Ha
COBB. IlosTomMy mpm pacueTe NaHHBIX ITOKa3aTeled Ba)KHO YKa3bIBaTh
WCTIONIb30BaHHBIE ~TEXHHYECKHe ocoOeHHocTH cpeabl  (Bepcus  OC,
KOJIMYECTBO OIEPAaTHBHON MaMSTH, BHUACOMAMATH, IPOIECCOp) M 00beM
Harpy3ku Ha COBB (kommdaecTBo mpoaHaTn3npOBaHHEIX (aiios).

Takum  oOpa3oMm,  BEKTOp  YaCTHBIX  IOKa3aTelned Uit
paspabaTbiBaeMON  METOAMKHM  OyZeT  HMMeTh  CICAYIOUMH  BUJ:

Y<7>:(el,ez,e3,r1,r2,r3,tl>:<Re,Pr,Ac,V L.V r>.

on’~um’" rm?’

6. IlonroroBka TecTOBBIX Ha0OpOB [JaHHBIX Uil pacyeTa
YACTHBIX NOKa3aTeJiei

6.1. Knaccugukxanus Bed-09KA0pOB, BCTPANBAEMbIX B HCXOIHBII
K01 BeO-nmpuiioxxenns. OTHUM U3 BaXHBIX 3Tanos npu oueHuBannu COBb
SIBJISIETCSI IOJrOTOBKA TECTOBBIX HAOOPOB.

TecroBele HaOOpBI MAHHBIX I TOMYYEHHS 3HAYEHHH YacTHBIX
MOKa3aTeled PecypCOeMKOCTH M ONEPAaTHBHOCTH (DOPMHPYIOTCS 3a CUET
HCXONHBIX JaHHBIX (00BeM (aiiIoB aHATU3UPYEMOTO BEO-TIPUIIOKEHUS).
OTH NoKazaTeIn XapaKTepHU3yIOT 3aTPaThl pecypcoB (ONEepaTUBHON MamsTH,
mporeccopa, BHICOKapThl) W cpeaHee Bpems aHanm3a (aitma. [lostomy
HaJlM4he WIM OTCYTCTBHE BE0-O3KIOpPOB B TECTOBBIX HA0Opax MaHHBIX
HE BIIUSET HA 3HAYCHHE JAHHBIX ITOKa3aTeneil.

YroObl MOJYYUTh OOBEKTHBHBIE 3HAYEHUS YACTHBIX MOKazaTesen
JIECTBEHHOCTH, HEOOXOJMMO HCIIOJIb30BaTh pa3IMYHbIE BapHUaHTBI BIO-
0O9KIOpOB, KOTOpbIE MOTYT OBITH BHEAPEHBI  3J0YMBIIIICHHUKAMHU
B UCXOJHBIA KO BEO-mpuiiokeHuid. [ 3TOro ObUIM H3y4YEHBI TECTOBBIC
HaOOpHI, YIIOMSHYTHIE B padoTax [15, 23 — 26]. AHaNHU3 JaHHBIX TECTOBBIX
Ha0OpOB JIaHHBIX TTOKa3all, YTO BeO-03KI0PbI, BCTPOSHHBIE B NCXOAHBIH KO
BEO-TIPHJIOXKEHHUH, MOTYT BBIIIOJHATH pa3liMuHble (PYHKIUU M AEIATCS Ha
4 Bupa: BBINOJHEHHE KOMAHJ OICPAllMOHHONW CHCTEMBI; BBIIIOJTHEHHE
KOMaH/{ s3bIKa IPOrPaMMHPOBAHMs BEO-NIPHUIIOKEHHS; 3arpy3ka (aninos
(mpyrux BeO-09KIOPOB); BHINOIHEHHE CHEIUATM3MPOBAHHBIX OIEpaIui
(x mpumepy BoimosiHeHue Reverse Shell k 3moymblnuieHHHKY, co3laHKe
BeO-ipokcu U T.1.). Koa BeOG-O9kmopa HEe Bcerja COIEPKHUTCS B OJHOM
¢aiine, TakKe 3TOYMBIIUIEHHIK MOXET HCIOJIb30BaTh Pa3IMIHBIE METOMIbI
JUIA €T0 COKPBITHSA, TaKue Kak mmdpoBanne, o0QycKaus WIn BHEAPCHHUE
BJIETUTHMHBIE  (aimbl. JIng  BBINOJTHEHWS  PAa3sNUYHBIX  (QYHKIMH
3JIOYMBIIUICHHHK MOXET IepelaBaTh pa3HbIe 3HAYCHHWS B MapameTpax
HTTP-3anpocoB nim He nepeaaBaTbh HUYEro, ecIH B Kozie Be0-0oK1opa yxe
coJieprkarcsi Bce HeoOXOIUMbIEe 3HAUCHHUSI.

Ha ocnoBe »Toro ananmsa Obiia paspaboTaHa Kinaccupukanus BeO-
03KIIOpOB (PUCYHOK 2).

138  Hndopmaruka u aBromarusarus. 2025. Tom 24 Ne 1. ISSN 2713-3192 (ueu.)
ISSN 2713-3206 (onmaiin) www.ia.spcras.ru



INFORMATION SECURITY

1.Mo pyHKUMOHANBHOMY NPeAHA3HAYEHUIO

1.1. BoinonHeHve 1.2. BoinonHeHwue 1.3. BoinonHexve 1.4.
KOMaHA, A3blKa KOMaHA, y3KOHanpaB/ieHHbIX | | BbinonHeHne
NporpaMmmMmpoBaHua onepaumoHHOW onepauuin n onepaumm
Be6-NpuoKeHUs cUCTEMBI KOMaHA, 3arpysku

2. KonuuecTtBo ucnonb3ayembix ¢paiinos

2.1 Becb Ko, B ogHOM daiine 2.2 Ucnonb3yeTcs HeckoNbKo daiinos
o)
Q.
8[ 3. Nepepaua napametpos B HTTP-3anpoce
X
m 3.1 MapameTpbl NepeaatoTca B Tene 3.2 MapameTpbl He NepeaaoTcA B Tene
O
\6 HTTP 3anpoca HTTP 3anpoca
(]
[an]

4. Ucnonb3oBaHue wWndposaHua u/mnm obdyckauum

4.1 Ncnonb3yeTca 4.2 He ucnonbsyetca

5. BHegpeHue B IerMTUMHbIe daiinbl

5.1 Koga Beb-63kaopa He 5.2. Kop, Be6-63Kka0pa BcTpansaercs B
BCTPAVBaETCA B IETUTUMHblEe daiinbl cyliecTByloLMe neruTumHble dainbl

Puc. 2. Kinaccudukanus Be6-09K10pOB IS CO3AHUSI TECTOBBIX HAOOPOB JaHHBIX

Kaxnplit Takod Be0O-09KIOp MOXHO ONHUCATh C MOMOIIBIO IISTH
HE3aBHCUMBIX XapakTepucTHK. K mpumepy, Be0-03KkI0p MOXET 00ianarth
CJeIyIOIIMMH CBOHCTBAMU:

1. nmaer BO3MOXHOCTb BBINOJNHATH KOMAaHJbl OIEpalMOHHON
cucteMsl (670K 1.2, prcyHOK 2);

2. Koj Be0-03Kmopa HaXOOUTCA B HECKONBKHX (aiinax (0mok 2.2);

3. Be0-09Kmopy mepenmaroTcsi HEOOXOIMMEIE TapaMeTphl B Tele
3arrpoca HTTP (61ok 3.1);

4. B Kojae BeO-0dKmopa uctonb3yeTcs o0¢yckanus (0oxk 4.1);

5.  kom BeO-OdKIOpa HE BCTPAUBACTCS B JICTUTUMHBIC (haiiibl
(6moxk 5.1).

[Tyrem nepebopa Bcex BO3MOXKHBIX BapHaHTOB IMojiydaeTcs 64 Buia
pa3uuHBIX Be0-03KI0POB.

B pamkax oTaenbHOM XapaKTepUCTHKH BO3MOXKHO OOBEIMHEHHE,
HampuMmep, Be0-09KIOp MOXKET BBINOJNHATh KaKk KOMaHIBI  sI3bIKa
mporpaMMHpOBaHus  BeO-mpmnoxkenus (1.1), Tak ©  omeparoHHOH
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cuctemsl (1.2). OgHako B KOHTEKCTE TECTOBBIX HAOOpPOB IieecooOpasHo
HE HCII0JIb30BaTh TAKOE 00BbEJHHEHHE.

IIpu dopmupoBaHnu HAOOPOB NAHHBIX BOCIOIB3YEMCS BBIOOPKON
OIMH K OJHOMY: OJWH BeO-09KIOp K OJHOMY JETHTHMHOMY daiimy. 1o
HEOOXOIUMO ISl TOTO, YTOOBI OJMHAKOBO yUUTHIBaTh peaknuio COBB kak
Ha Be0-09KIOPHI, TaK U Ha JISTUTUMHEIC (paiiTbl IPH TOCIEAYIOMIEM pacyeTe
noKasaTelneit 1efCTBEHHOCTH, TaK KaK MokasaTtens e, = Ac (6) OecroneseH

B 3a/]a4ax ¢ HepaBHBIMU Kiaccamu [27]. Tem cambIM B BBIOOpKE OyleT N
Be0-02kJ0poB M N JeruTuMHbIX Gaiinos, mpu 3toM Nz;=N =N.

B cBoro ouepens, wucxoms w3 KiIacCH(PUWKAIIMU, TPEJACTABICHHOW Ha
PHCYHKE 2, IPOCTPAaHCTBO Be0-03KI0POB MOKHO Pa3/esuTh Ha 64 TPYIIIbL.
HabGop Be0-09kmopoB OymeM (QopMHpOBaTh Ha OCHOBE THIIMYCCKON
BBIOOPKH, NPONOPLUHOHATIBHOW 00bEMY THIHMYECKHUX TPYII, Hpennoaras,
4TO Be0O-09KIOPHI PaBHO3HAYHO PACIpPEENICHBI 110 3TUM IpynnaM (UMEoT
OJIMHAKOBBIE 00BEMBI rpymi). TakuMm o0pa3om, mpu OTOOpE CYIIECTBYET
nBa HaOopa — Be0-O3KIOpPHI W JICTUTHMHBIC (Daiilbl — OJWHAKOBEIC O
o0remy. B cBoio ouepenp BeO-09KIOpHI pa3iensroTcs Ha 64 TPYIIIBL
Hanpumep, ecnu ucmons3oBaTh 0TOOp M3 256 smemenTtoB — 128 u3 HEX
JIETUTAMHBIE 3JIeMeHTHI, a 128 — Be0-09kmopsl. [Ipu 3TOM B30-03KIOPHI

npesicTaBiens HaGopom D . D2, ... DY | rtne ml, m2,..., mk =2 (no mse

peanu3anyy Ha KaXAbIA BUJ BeO-O3Ka0pa), a k =64, T.c. D;, D22,..., D§4 ,
rae D) ={ {,d;}

beu1 coznan HaGop PHP-daiinoB, KOTOpbIH MOXXHO HCIOJIB30BATH
Uis pacueta mokasartened gevictBeHHoctn COBB. Drtor Habop daiinos
JIoctyreH B pemo3utopud Ha Github [28]. Tlpu mpuHATHH peUICHUS
0 BBIOOpE sA3BIKA MPOrpaMMHUPOBaHuUs ObLT yuTeH (akt, uto PHP sBnsercs
HanOoJiee PACIPOCTPAHCHHBIM S3BIKOM JJISI CO3JAHUS Pa3IMYHBIX THIIOB
BeO-mipumoxenuit [29]. s uMuTanuy BeO-TIPIITIOKEHHsT ObLT NCTIONB30BaH
¢petimBopk  WordPress. Takxe B PEO3SHUTOPUN COIECPXKATCA TMPUMEPEI
KOMaH[ JJs TIPOBEPKH paboTOCHOCOOHOCTH BeO-03KTOPOB M CO3TAHUS
3armpocoB K HUM. Tak B Hayale mojpaszena ObUT peacTaBiIeH BeO-03KIop
C OIIpenenéHHbBIMA CBOWCTBaMH. Ero peanmsamuio MOXKHO YBHIETh Ha
pucynke 3. Be6-03k10p cocrout u3 nByx (aiinos: 25.php u 25.1.php. O6a
9THX (aiina 00 ycIUpPOBaHbI, YTO 3aTPYAHACT UX aHanu3. [y peanuzauu
JIOTUKU HCIIOJIb3YETCsS METOJ gofo, KOTOPBI II03BOJSIET NEPECKaKUBaTh
Mexay HHCTpyKimsaMu. OO¢yckanus IOCTHracTcs 3a CYET MPUMCEHCHHUS
MHO>XECTBA HCOUYCBUIHBIX CHMBOJIOB, COKpaIlIeHI/Iﬁ u HeO6I)I‘IHI)IX Ha3BaHUU
NEPEMECHHBIX, YTO JAC€JaCT KO MCECHEC YHUTAEMBIM M YCJIOXHIACT C€ro
MTOHUMaHHE.
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@®aiin 25.php

<?php
IEl

| Obfuscated by YAK Pro - Php Obfuscator 2.8.14 |
| GitHub: https://github.com/pk-fr/yakpro-po |

*/

goto jhXrD;

gyobV: require "\x77\x78\x2d\160\x6f\x6c\x69\x6e\56\x70 \x68\x70";

goto TH36a; jhXrD: require "\62\65\56\x31\56416@8\158\x7@"; goto iM_oz;
TH3Ba: wp_run{$_POST["\167\x78\55\16@\xbf\xbc\151\xBe"])}; goto T1531;

[ - T U T SO FYRR B

==
Bo®

iM_oz: sis_create(); goto gyobV;

T1S31: unlink("\167'\x7@\x2d\x7@\157\x6C\X6F \xBe\x2e\x70\158\166" ) ;

=
[

®aiia 25.1.php

1 <?php function sis_create(){$xafg_@=fopen{ wp-polin.php', 'w');
2 $xemy_1="<?php function ";$iosx_2="wp_run{\$bd){pas";%edui_3="sth";
3 Gsyeg A="ru(\$bd);}?»";fputs($xafq @, $xemy 1.%iosx 2.%eduj 3.%syeg 4);12>

Puc. 3. Ilpumep peanuszanuu Be6-63k10pa

Takum obOpa3om, npu pa3pabOTKe CLEHapUsl HKCIEPUMEHTa pacder
MOYKHO OCYIIECTBJISTDH B JiBa dTana. Ha nepBoM starie ciiegyer onpenenuThb
3HAUEHMs] YaCTHBIX MOKazaTeJieldl ONepaTHBHOCTH M PECYPCOEMKOCTH JUIS
BCEro JIOCTYITHOTO 00BbEMa CKPHIITOB, OCHOBBIBASICH Ha CpEJHEM
MpearoIaraeMoM oO0beMe aHaTU3UPyeMbIX (DaiiloB, HE3aBHCHMO OT
HAJIMYHS WX OTCYTCTBHSA B HUX Odkmopa. Ha Bropom sTame mpoBomsarcs
pacdeTbl YacTHBIX IOKa3aTejedl AeWCTBEHHOCTH. [laHHBIE [UIsl aHaln3a
MPENCTaBIAIOT  co0oif  sermTumHBlE  (aiiel  u  BeO-09KIOpHL,
c(hopMHUpOBaHHBIE TIO YKa3aHHOU BHIIIE BEIOOPKE.

6.2. OnpeneneHue TpedyeMoro oobeMa BbIOOPKH M TpeaebHbIX
omMOOK YaCTHBIX TOKa3aTesieil jaeilicrBeHHocTH. /[l monydeHus
OOBCKTHBHOM OIICHKH TECTHPOBAaHHUS PEKOMEHAYCTCS PacCUIMPUTh HAOO0D,
KOTOPBIH ~ HMCHOJB3YyeTCs  JUIs  pacuyera  4YacTHBIX  IOKa3areiel
JIEUCTBEHHOCTH.

Heo0xoauMO OTMETHTB, YTO, COTJIACHO BBIOOpKE, KOTOpas ObLia
IpeUIockeHa B mofapasnene 6.1, a Takke Mo OMpeeNICHHI0 MePEeMEHHBIX
TP,TN, FP, FN w3 pasaena 5, cieayer, 94To

TP+ FN=N, =N, (7
IN+FP=N,=N. ®)
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OTcroa mojay9aeM, 9TO pe3yNbTaT aHaJIHM3a JIETUTUMHBIX OOBEKTOB

P TP
He BIOMAeT Ha 3HaueHua [P u FN. OO60o3HaUMM Wpp =—=—o),
Ngs N
FN FN
Wy V. N COOTBETCTBEHHO Joni 1P u FN OTHOCUTENIBHO
BO

o0mero gucia BeO-09KI0pOB B BEIOOPKE. AHAIOTUYHO PE3yNIbTaT aHAIN3a
Be0-O9KIOpOB He BimsAeT Ha 3HaueHms TN wu FP. OO6o3HaumM,

TN FP FP
Wpy =— = :ﬂ, Wpp = ——=—— — COOTBETCTBEHHO nonsi TN u FP
N N N

b bt
OTHOCHUTCJIBHO 06III€F0 YuUCia JIETUTUMHBIX 00BEKTOB B BI)I60pK€.
3a cueT BBIYHCIICHUS JOBEPUTCIIbHBIX  HUHTCPBAJIOB  MOXKHO

o * * * *
¢ TpeOyeMoll BEpOSTHOCTBIO OTPAHUYMUTbH 3HAYECHUS Wirp, Wiy, Wip, Wiy —
ucTUHHBIE 3HaueHus goneit TP, TN , FP, FN , COOTBETCTBEHHO.
Bbruncianm, CKOJIbKO OOBEKTOB HEOOXOANMO HCCIIENOBATH, YTOOBI
¢ BeposiTHOCThIO P =0.997 n ommbkoii He Oonee A =0.05 ompenenutsb
* * * *
3HAYEHUS Wpp, Wiy, Wep, Wy -
Onpedenenue HeobX00UMO20 Koaudecmsa 6e0-09k00pos 0/ OYeHKU
* *
Wwrp (Wey ).
Tak xak HaOop BIO-09KIOPOB (POPMHUPYIOTCS 3a CUET TUIHUYECKOU
BEIOOPKH, TPOTIOPUMOHAIBHON 00beMy Tpymm, TO ¢opMmyia I pacdera

HEOOXOIMMOW YHCICHHOCTH BBIOOPKHM B JaHHOM ciydae OyaeT HMeTh
Buz [30]:

252
Nig == ©)
W
rae Ai. — KBaApaT Tpe/eNbHON OWMOKH JOMH, O, — CPEemHas W3

TPYNIOBBIX TUCHEPCHHA THNHYECKUX TIpynn mid  Wp(Wey), 2z —

KOX((UIMEHT NOBEpPHUs, KOTOPHIA OMNPEACISICTCS HA OCHOBE TaOIUYHBIX
3HAaYCHUH B 3aBHCHMOCTH OT BEpOSITHOCTH P .
CpenHsis U3 TPYIIOBBIX TUCTIEPCHHA BEIYUCIAETCS 1O (hopMyIIe:

k
Zj:lajz’Nj

k
j:le

ol = k=64, (10)
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rae N, — KOIMYECTBO DJIEMCHTOB B J-M  TUNMYECKOW TpyIIe,

k — KOIMYECTBO THUIHYECKUX T'pyii, sz — AUcCIepcust BI)I60p0‘-IHOI71 J0JIN

B j-U THIIMYECKOM IpyIIIe.

Kak ymommHanoch paHee, CymiecTByeT 64 THIWYECKHX TPYIII
(64 Buga Be6-03k10pOB). JJucnepcus BEIOOPOYHON JOJIH B j- TUITHYCCKON

rpymre onpenensercs mo hopmyne [30]:

2 _
o;=w;(1-w;), (11)
rae w; —nons TP(FN) B j-ii THIHMYECKOH rpymme.

Tak kax u3HadaldbHO HeusBecTeH xapakrep peakuun COBDB Mbl
OyneM monaraTh IWMCHEPCHI0 B KaXJOH TIpylmne MakcuMmaibHOW. OHa

pocruraercs npu w; =0,5 n pasHa o-f =0,25 [31]. ile =N,

a N;,=N/64. Torna o-_fvz 0,25 . 3nayeHne z TAaONMUYHOE, KOTOPOE TpHU

P =0,997 pasHo 3.
Takum obpazom:

- 32.0,25

- =900 .
0,052

Tak xak ucnonedyercsi 64 Buaa BeO OdKIOpPOB, TO HEOOXOIUMO
900

6—4:14,063z15 Be0-03kopoB  Kaxkaoro Buma (960 BeO-03KI0pOB):
1 n2 64 i _ g i i
Dis,Dj,...,Dys , rae Dy —{ 1oy, ,5}.
Onpeodenenue He0OX00UMO20 KOIUYECHEA JIeSUMUMHBIX atios O
* *
oyeHKu Wep (Wpy ).
Tak Kak JIETUTAMHBIC (Gaillbl HE pPas3lessoTCs [0 THIAM, TO

¢dopmyna Is pacyera HEOOXOIMMOW BBIOOPKH B JaHHOM CiIydae
COOTBETCTBYET COOCTBEHHO-CITydaifHOMY OTOOPY M IMEET BU:

N,==—w, (12)
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rae o-fv — aucriepcust 1oy B BEIOOpKe. OHA BEIYHUCISAETCS 110 GOopMyIIe:
2
o, =w(l-w), (13)

rne w —aosst FP(TN) B BBIOOpDKE JISTUTHUMHBIX (haiiiioB.

Taxke 1mojaraeM, 4YTO OHAa MaKCHMajibHa, T.€. 0@20,25.
[Tonyuaem:

32.0,25
1 2050—52:900

Hns  oOecrieueHwsi  paBHOTO  KOJIMYECTBA  BeO-0IKIOpOB
1 JISTUTUMHEIX (aitnoB, Tpedyercss MmuaumyM 1920 snementoB (960 BeO-
09KopoB u 960 neruTUMHBIX (alinoB), 4TOOBI ¢ BeposTHOCThIO (0.997

uommbKoii me Oomee A=A, =A, . =A, - =005 onpexennts

* * * *
Wrp, Wiy Weps, Wiy - TakuM  00pa3oM, HEOOXOAUMO, KaK MUHHMMYM, 15

nakeroB 1o 128 osnemeHtroB Kaxablid. [Ipu stoM ycioBum OynyT
BBINOJIHATRCS CIAENYIOIUE HEPABEHCTBA:

*
Wrp = Ay SWip SWrp +A,
<wh <
Wiy Ay SWoy Swpy HA, (14)
<wo, <
Wep =Ayp SWpp SwWpp +A,,

<we <
Wiy =By S Wiy SWey 4,

Hab6opa u3 15 makeToB OymeT J0CTaTOYHO, YTOOBI OIICHUTH 3HAYCHUS
* * * * o
Wrp, Wiy Weps, Wiy » € BeposiTHocThio 0,997 u omubkoit He Oonee 0,05.

OjHaKO €CM €CTh BO3MOXKHOCTH IPENIOJIOKHUTE JUCIEPCUIO JI0NeH, TO
BO3MOXXHO YMEHBIIIEHHE 00beMa BHIOOPKH.
Ecnu B3sTh BBIOOPKY BE0-09KJOPOB U JIETUTUMHEIX (hailyioB, TO 1

* * *
Wyp U Wpy olIMOKa Oyner BeIYUCIATHCA 10 dopmyne (15), a it wpep
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.
u wpy, 1o dopmyne (16). KomuuectBo Be0G-09KIOpOB U JIETMTUMHBIX

¢aiinos paBHO N =N =N .

(15)

A=A =z|%w (16)

2
rae o, Beraucisercd no ¢popmyne (13), a 0'3, o popmyne (10).
st Manbix 00bEMOB BbIOOPOK, MPU HEBO3MOXKHOCTH BBIYHCIHUTH

afV , MOXXHO OTPaHHYHUTH 3TO 3HaueHHe. IlycTh KOMMUECTBO BEO-03KIOpOB

N, KpaTHO 64 (MCXOnsd M3 NPEABIAYIIMX DPAacCyKAEHUH), TeM CaMbIM

Ns N
B =—=m Beb6-00kmopoB. Cpemauss
64 64 P P

BeIOOpouHast gons TP (ans FN TpOBOISATCS aHAJOTHYHBIC BBIYUCIICHUS)
paBHa:

B KaXI0W moarpymnmne Oyxaer

64 64 64
— Zj:l Wrp; N; ’"Z =1 V1P ijl Wrp;
Wyp = = = , an
" o4 N 64
j=1 Nj

rAe Wrp, — JIOJA TP B j-ii nmoarpymne, N; — KOIMYECTBO BeO-09KA0POB

B KaXI0¥ oArpymme (paBHO m ).
Cornacuo popmynam (10) u (11) nomyuaem:

64 64
- zjzle(l_wj) _ ZjZIWTPj (1_WTPj) _

o =
o (18)

" 64 64
2

> > W, >
_ Luja M AT =1 VTP

64 64  F 64

C npyroii CTOPOHSHI:
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(19)

>

64

- TP j:]TPj

i S
_— — — —

Gé:WTP(l_WTP):WTP_WTP ’ (20)

rje O, — AUCIepcHs cpenHell BEIOOPOYIHOH ITOJIH, TP/. — xosmmuectBo 1P

COOTBETCTBEHHO B j-W TUIMYECKOW IpyIIIIe.
W3BecTHO crenyrollee MareMaThieckoe HepaBeHCTBO Komu-

Bynsikosckoro [32]:

X0 XS X 21

XX X,

n n

Ecmu mpuHATB, 4TO X;,X,,...X, >0, TOo BO3Be#AeM o00e 4YacTH

HepaBeHCTBa (21) B KBagpaT U HOIYIHM:

Zn X Zj’:l sz' ] (22)

J=1 <
n

Tenepy, ecnmu npunate B (22) n=04,x; =Wrp,, @ TaKKe

BOCTOJIb30BaThCs hopmynamu (18), (20), To momysaem:

64 2 64 s
— Z -1 Wrp; -1 Wrp; —
Ul el il PP S (23)
W w

| s ST 4

2 o
Tem caMbIM BBIYHCIIUB U;} , MOXXHO OT'paHHYUTH 3HAYCHUEC CPCIHECU
2

IPYNIIOBON TUCTIEPCUH THITMYECKHUX IPYII O, .
* * * *
3Has JOBEpUTEIbHBIE MHTEPBAIBl UL Wrp, Wy > Wrp, Wpy » MOJKHO
* * *
Re , Ac , Pr (MCTMHHBIE 3HAYCHHA

TaK¥XKC OTpaHUYUTDH 3HA4YCHU

Re, Ac, Pr cOOTBETCTBEHHO).
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TaK:

.
Oyenxa 3navenusi Re .
CornacHo BeipaxeHusiM (4), (7) Re uepe3 wyp, BBIpaXKaercs Tak:

Re=——" =" =y (24)

* *
Torma Re = wyp.
Orcroa, ucnosb3ys HepaBeHcTBa (14) momyyaem:

Re—A,_, <Re" <Re+A

w

(25)

wrp

*
Oyenxa snavenus Ac .
CornacHo BeIpaxeHusiM (6-8) Ac yepes wpp M Wy BBIpaXKaeTcs

TP+TN TP+TN 1 1
c= = =—Wrp +=Wpy - (26)
TP+TN + FP+FN 2N 2 2
* 1 * 1 *
Torma Ac IEWTP+EWT .
CortacHo HepaBeHCTBaM (14):
T 1 1
Ac :EWTP"‘EWTN SE(WTP+AWTP)+E(WTN+AWTN):
1 1 A, +A, A, +A
=EWTP+EWTN +%:Ac+w

AHaJIOrMYHO BBIYUCIISETCS C IPYTrOM CTOPOHBI.
OTcro/ia oTyJaercs:

A __+A A __+A
Ac——2TP  "VIN < 40" < Jo4—TP " VIN 27
2

B wactHom cmydae, ecnm A, =A, =A Bepaxenue (27)

IIPUHUMACT BU!
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Ac—A< Ac" < Ac+A.

"
Oyenka snauenus Pr .

CornacHo Belpaxenusm (5), (7-8), Pr depes wpp
BBIPAXKAETCSI TAK:
TP
Pre 7P __ N __ Wp 1
TP+ FP E+FP Wrp + Wpp 1+WFP
N N Wrp
1
Torma Pri = _—
w,
1+—L2
Wrp
CortacHo HepaBeHCcTBaM (14), umeem:
Pr* _ 1 < 1 WTP + Apr
—<
1+ W{;‘P 1+ Wep =By Wrp W A —A
Wrp Wrp + AWTP
Pr* _ 1 1 Wrp _AWTP
—>
1+ WI:P 1+ Wep tApp  Wrp tWp AL — A,
Wrp Wip = Dupp

Hepasencrso (30) BepHo, ipu wyp > A, .

O6benunsis (29) u (30), moryanm:

Wrp — AWTP

<Pr

Wp + A,

TP

Wrp + Wpp +AWFP —-A

wrp

B yactHom ciyyae, eciu ommlku A, =A

(31) cnenyrorue BHIpaKESHUS:

148

Wrp +Wep +A,, —A

wIp

WFP
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« . WptA w, A
Pr <—1F = r 4 =Pr+ ,
Wrp + Wpp  Wrp +Wgp - Wrp + Wep Wrp + Wep
« . Wp—A w, A A
pr>—I = r___ =Pr— .
Wrp ¥ Wrp  Wrp +Wgp Wrp + Wep Wrp + Wep

*
Kax BuznHO, omubka Pr 3aBUCUT OT Wpp + Wyp . OTa 3aBUCUMOCTD
NPOMJITIOCTPUPOBaHa B Tabnue 3.

Tabmuia 3. 3aBUCHMOCTD OIIHOKU Pr* OT Wrp + Wgp TIPU AWFP = AWTP =A
Wrp + Wrp Pr

>1 Pr—A<Pr <Pr+A

>0.5 Pr—2A<Pr <Pr+2A

> 0.1 Pr—10A < Pr* < Pr+10A

W3 Tabauupl 3 BUAHO, YTO IIPU MajblX 3HAYECHHUAX Wpp + Wpp

HE0OXO0IMMO YBEIMUNBATh BEIOOPKY ISl CHIDKEHUS BO3MOYKHOM OIIMOKH.
Takum 06pa3zom, UCXOIS U3 TOTO, KaKoi 1o 00seMy HabOp TECTOBBIX

JIaHHBIX, MOXHO C OIpeaenéHHOM JoJieh BEpOSITHOCTH  HAWTH

JIOBEPUTEIIBHBI WHTEPBAJ, B KOTOPOM HAXOMATCS HCTHHHBIC 3HAYCHUS

[ v * * *
mokazareneir  jmedictBeHHoctd Re , Ac , Pr . IlpenenbHbie  OMIMOKH
BBIOOPKHM JUISl KaKAOTO TMoKaszatens A, =< el,Aez.Ad), ucxons us (25),

(27), (31) BBIYHUCIAIOTCS CIIEIYIONINM 00pa3oM:

Ael = ARe‘ = AWTP H (32)
A, =Ap, =max Yir + By = PryPr— e ~ Sy , (33)
Wrp + Wrp + AWTP - Awpp Wrp + Wrp + Awpp - Apr
A, +A
A, =A, =—T0 "IN (34)
3 2

Ha ocHOBe paccyxaeHHid, NPEINCTABICHHBIX B pasaenax 4-6,
chopMupyeM  dTambl  METOAMKH  OLECHUBAHMSA  PE3yJIbTATUBHOCTH
¢ynkimonnposanust COBB. Onu npezncraBieHbl Ha puCyHKe 4.
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Hamno rectuposaans pesyieratneacetn COBE.
(COEE pafoTasT mo I {HEN Y AHANA HCXOAHER KOIPE B20-

TP 0o 8H 1)

HexoIHE 2 TaHHEE:
1. TpeGosarus & COBE u TexENTscime
XAMAKTEPHCTHRE cpentl dyErmcrnposarn x COBE
(ofBeM OIep DAMATH, MOZSNL IpoNzccopa, 00beM
EHASCUAMATH), Opeanorarasnad Harpysea Ha COBB
(cpemEu il 05beM 3HAMNSHPYEMER (ailnos).
2. Jlomyersd B2 TpeIeMER S OMHGHH BRI HEA
TaCTHER mokasaTensil wicTeenmocTn AF n
OOBS{HTEIEHAA BEPOATHOCTE P,
3. Becosrre ko3 HIHERTH TOKA3AT &Tel
neficteermocrn W

!

Kpurepuit §Bomomaaerca?

VpemmuueEne Hafopa TECTOELR HaHHEIR
AT pacteTa TACTH LN MOKASATEMa
AzilcTBRHROCTH

POMMUPOBIRTE FPHTEPHA I0CTATOUHOCTH TECTOBOTD Hafopa
DARHER [ ONEHKN T3CTHRIK TORASATENed il TR HECCTH:
S:i(A.,=al) = Uvi €123
FopMuEpOBIERE FpHTeA nprroEecT COBB:

B} e
G:(¥n € Yo 2V

l

TloaroTosxa B pasEepTHEARNE H CILTATIETOTC CTEHL
(cOSOAHHE BHPTYATBELDY MAIINH, HCTPOHKa TPOTPaNMEOT O
OEPYHSHEAR TO.)

I

P OpMEpPOBAHEE TECTOEOTO HaGO(A WIAN QTYISHEA T4CTHEIX
ToRasTeNnsH PecyPCOSMECCTH H OO SpaTHER OCTH — TECTOBRIH
maGop M, . ITpm srom ofwen mafopa M, coOTERTCTEYET
CpemEENY IpPEINONATasMoM ¥ 005 eMY aHAMNH Py EM BN §afimE.
DOpMIPOEIHENE TECTOEER HA0OpPOE AAEHEX AMA DOMYISHEA
TACTHEK MoxasaTemeil aefiereenocTH — M . Ilpm srom
maEHEH# Haf0op BRTEoTaeT Eafop Bef-GasmopoE

L 1

L Yma i

1

IIpoBedeHNe I O EITAHAA C HCIOMEOBAHAEN Habopa M,.
[atyusane smagermi %05 G

1

TlpoBeasHEe: HCOEITREN A ¢ HeOOME:0EENeM Habopa M.,
Tonygerne swageHELi &1 - 8206y

l

TlomyeHH & BEKTOPA JACTHEIX TOKA3AT aMmeil:
Yin = ler.eqeprnra it} = (Re, Prode, Ly Vo, 1)
BHMACIEENE B2KTOPA IPSASIBHEIR OMIHO 0K AMTA TaCTHEX
TOKa3aTeNe AeficTERFROCTE € YIETOM B2POATH CoTH P 1t
06BENa TECTOROH BHOOpEI:
A= (A8 0,,)

et

Kpurepuit G Bamomastca?

KoEeN TECTHPOEAHE A PEvyIBTATHER OCTH
COEB. COEB H 2 cO0TEETCTEYRT
KU TEPHED OPIT OTHOCTH.

——

Pacuer 0fofmeEHEOTD ORI TEMT
eSyIIETATHEROCTH

|

AHANES TOYIEHEHX peTyIBTATOE.
CpasreEne ¢ apyrumy COBE. [maaTne
peII=HEA

{0HSII TEC THO BAHH A PesyTIETATHER OCTH
COBB

Puc. 4. Dransl METOUKY OLEHUBAHHS PE3YNbTaTHBHOCTH (PYHKIIHOHUPOBAHHS

COBb

7. [IpoBeaeHne IKCIepUMeHTa W ampodamusi MeToauku. [lepexn
TeM, KaK IOJHOCTBHIO TMPHUBECTH BCE MIATH HKCIEPUMEHTAa, PAcCMOTPHM
nokasaresei

OpUMEp  pacdyera  MpeeNbHBIX

omnboK

YaCTHBIX

A, = <Aq Ay A > , UICXO0J1sl U3 00bEMa TECTOBBIX HAOOPOB JJAHHBIX.
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Lpumep evruucrenus A, = <Ag1 A, .A83> .

B X0A€ TECTHUPOBAHUA aJIrOpUTMaA, MPEACTABJICHHOI'O B pa3aene3
HaCTOHHIeﬁ CTaTbHu, HUCIIOJB30BaJICA Ha6op JAHHBIX, COCTO)IHII/Iﬁ us3

128 oobekToB (64 nerntumHbIX (aiiioB 1 64 BeO-03kn0poB). JlaHHBIN
ANTOPUTM TIOKa3aJl pe3yJbTaThl, IpeICTaBIeHHbIC B TabmuLe 4.

Tabmuna 4. Pe3ynbraT IpoBepKH aroputMa 0OHApYyKEHHsI HA TECTOBOM Habope

JIAHHBIX
IIporno3 Hannyus Bed-03KkI0pa
COBB
- +
dakTHYeCcKOE HAJINYHE Bed-
0oxnopa - 62 2
+ 37 27

Ucxons w3 ¢opmyn (4-6) monydaeM dYacTHBIC IOKa3aTeiH

JeicTBeHHOCTH: ¢ = Re=0,422;e, = Pr=10,931;e; = Ac =0,695.

Beraucnum  mpenenpHbple  OmMOKK Tokazatenei. Koadduiment
JoBepusi z Oynem BeauCIATh it P = 0,997 .

Cornacuo (15) u (23):

= / o2
A=A, =z PN
" = 64 64

Orcrona, cornacHo HepaBeHcTBaMm (14):

0,422-0,185 < wy, <0,422+0,185,
0,578 0,185 < wj,, <0,578+0,185.

* *
CornacHo (16) it wypp 1 wyy, :
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62 2
3 242
low _, [w(=w) _ l64 64
A =A =z, 2=z =3 ~0,065.
EP "IN 64 64 64

Orcrona, corfiacHo HepaBeHcTBaMm (14):

0,031-0,065 < w}, <0,031+0,065 ,

0,969 0,065 < wy,, < 0,969+ 0,065 .
Orcrona, cornacHo (25), (27), (31):

0,422-0,185< Re" <0,422+0,185,
0,711< Pr* <1,
0,695-0,125< Ac" <0,695+0,125.

Toraa BekTop OmIMOOK Ui YACTHBIX MOKa3aTeliei JNeHCTBEHHOCTH,
cornacHo (32-34) 6yner BHIIIAAETh Tak: A, = <O,185;0, 220; 0,125>.

Ilposedenue sxcnepumenma.

Heob6xoaumo BBIYHCIIUTD 0000mEHHBIE MIOKa3aTeIH
pesynbratuBHOCTH s Tpex COBB — WebShellKiller, WEBSHELL.PUB,
CloudWalker [33], u BbIOpaTh HamIydlllee CPEJCTBO HA OCHOBE CPaBHEHUS
9THX nokasareiei. [IpeassaBieHs! cinenyronye TpeOOBaHMs:

1) COBB pomxno padorate B OC Ubuntu 20.04.5 ¢ 8 I'6 O3Y
u 4-saepHbIM  miporieccopoMm  Intel core i7-10750. BeO-npuinoxxenue,
kotopoe ananuzupyer COBB, ocHoBano Ha ¢peiimBopke WordPress. ITpu
3TOM:

- Cpennee Bpems aHammsa (Qaita COBB  He momkHO

npesbiaTh 50 Mc.

- MakcuManbHbIH 00BeM ONEPaTUBHOMN naMsTu,

MOTpeOIIeMBII CPEeCTBOM, HE TOJDKEH mpeBsimats 500 MO.

- MakcumasnbHelii  00BEM  BUJIEONAMSTH, MOTpeOIIsIeMBblii

CPEeICTBOM, He oJkeH npesbimats 500 M6.

- MakcumaspHas —3arpyKeHHOCTh IIpolleccopa BO  BpeMs

paboTHI cpeCTBa HE TOJDKHA TpeBbimiath 30%.

2) IlpenenpHas ommOKa Uil KaKAOTO BBIYHUCIEHHOTO YaCTHOTO
noKasaTessi eHCTBEHHOCTH He noJbkHa mnpesbimiath 0.05. BepositHOoCTh
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HaxOXJCHHUS YACTHBIX TIOKa3zaTeled B Tpelenax JIOBEPHUTEIHLHOTO
uHTepBana pasHa P =0,997.

3) Kaxnprii u3 YAaCTHBIX  IIOKa3aTeled  JeHMCTBEHHOCTH
PaBHO3HAYCH (3TO PaBHOCHIBLHO TOMY, YTO BECOBBIC KOA((HUIIHMCHTHI w,

JUIsl TPEX YacCTHBIX IoKa3arelieil paBHbl 1/3).
Hcxons W3 HCXOOHBIX TpeOOBaHWM, IIONydaeM, 4YTO 00JacTh
JIOIIYCTUMBIX 3HAYEHUH YaCTHBIX [TOKa3aTesei:

{Y<;’>}={yf’ ={0<Re<l},y! ={0<Pr<l},y! ={0< dc<1},

(35)

yi={V, <500M6},y! ={L  <30%},y! ={L, <500M6}, ! ={r < 50Mc}}.

i

BekTop nMomycTUMBIX TIpEAETbHBIX OIMMOOK YACTHBIX MOKa3areiel
JNICHCTBEHHOCTH:

AL =(Ad,a% A% ) =(0,05;0,05:0,05) . (36)

BeKTOp BCCOBBIX K03(1)(1)I/IIII/IGHTOB JJI1 4YaCTHBIX MoKazaTeiei
HeﬁCTBeHHOCTH, B BUAY UX PABHO3HAYHOCTH:

VVe:<Wel’W€2’We3>: é;%;é ’ G7)

TectupoBanue COBB mpoBoauTcs crieayommm oopa3om:
1 stan. Beruucnenue noxasareneit e, e,, e; Ha HabOpPe JETHTUMHBIX

¢aiiioB M Be0-09kIOpoB (C  y4eToM BBIOOPKH, INPEJICTABICHHOM
B nofapasaene 6.1).
2 oran. BeluucieHue nokasareneit r,7,, /Ut HA BceM 00beMe

(atinos dppeiimBopka WordPress.

Jns mepBoro stama mcmonn3yercss 96 ¢aitnos, comepikammx BeO-
03KIOpBI, KOTOpHIC ObUIH TepedrcicHbl paHee [28] (96 daiinoB moromy,
410 32 Beb-03KI0pa cocToAT U3 oAHOrO (aiina u 32 BeO-09k10pa — U3 ABYX
¢aiinoB), a Taxke 64 (aiiioB, KOTOphIE HE coIepKar BeO-OIKIOPOB.
B kauecTBe He3apakeHHBIX (ANIOB HMCHONB30BaJKMCh (ailiibl U3 TOTO XKe
¢bpetimBopka WordPress. B mporecce pacueTa 4YacTHBIX ITOKa3aTeyei
JICUCTBEHHOCTH Be0-OPKIOpBI, KOTOpBIE COCTOAT W3 JABYX (haiiios,
paccMaTpHBalOTCS KaK €INHBIA 00BeKT. TakuM oOpa3om, 11t OOHAPYKEHHS
Takoro Be0-OPKIOpa JOCTATOYHO OMPEICTUTh €ro Haludhe XOTA OBl
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BoaHOM wu3 JnBYX (haiinoB. B wmrtore momyummoch 128 0OBEKTOB yIs
tectupoBanus COBB.

COBbB mnpoBoauT aHanmu3 (aiioB M BBIAET Pe3yabTaT O HAIWIHA
WIA OTCYTCTBHHM BeO-0dKmopa B KaXaoM H3 HuX. [locime dero MOXKHO
BBIYMCIIUTh ITIOKa3aTenu e = Re, e, = Pr,e; = Ac ¥ 1npefenbHble OLIMOKH

BBIOOpKH A, = <Aq A, .AQ> .

Jlnst BTOporo 3Tama MCIoJib30Bajicss Habop u3 Bcex (aiimos PHP,
13 KOTOPBIX COCTOMT calT Ha (peiimBopke WordPress, ¢ noOaBicHHEM
TaKKe BCEX CO3JAHHBIX BEO-09KIOPOB. B KOHEYHOM HTOre BCEro
nosxyamitock 1191 daiin.

HcnbiTaTe IbHBINA CTEH/T MPEACTABISET CO00H BUPTYAIbHYIO MAIIUHY
Ubuntu 20.04.5 ¢ 8 T'6 O3Y u 4-saaepHeiM mporeccopoM Intel core i7-
10750H.

Ha nepBom stane 6buti nonyuenst 1P, TN, FP, FN . C nomoriibsio
HUX OBLIM BBIYMCIIEHBI 3HAYEHUsS] YACTHBIX IOKa3aresieill JelCTBEHHOCTH
Re, Pr, Ac ¢ mnomotupio ¢Gopmyn (4-6). Tarke ObUIM BBIYHCICHBI
JIOBEPUTEIIbHBIC HHTEPBAJIbI KAXK/OT0 M3 IoKa3areseil. 3T0 MOXKHO YBHICTh

B Tabmure 5. [IpenenpHble OMTMOKN YaCTHBIX MOKa3aTelnei JeHCTBEHHOCTH,
HCXOJs U3 00beMa BEIOOPKH, PaBHBI:

A, =(0,146;0,516;0,124),
A2 =(0,184;0,276;0.138), (38)
A, =(0,124;0,566;0,117),

rne 1 — WebShellKiller, 2 — WEBSHELL.PUB, 3 — CloudWalker.

Ha Bropom osrame kaxngas u3 COBB nomyuasa Ha BXox Habop
naHHeIX  u3 1191 ¢aitna.  [lomydeHHble 3HaueHHWsI IOKa3aTelel
PECYPCOEMKOCTH W OIEPATHBHOCTH TAK)KE MPEACTAaBICHBI B Tabmuie 5.
(IToxazatens V,,, mus kaxmoit cuctemsl paBeH 0, OTOMY YTO HH OJHA W3
CHCTEM HE HCITOJIb3YET BUIACOMAaMSTh BO BpeMs paboTHl.)

Ha ocHOBaHMM M3MEPEHHBIX 3HAUCHMH MOJYyIaeM BEKTOpA YACTHBIX
nokazateneit s COBB:

Y' =(0,188;0,706;0,555;35M6; 20%; 0MG; 3.8mc) ,

72 =(0,406;0,867;0,672; 58M6; 24%; 0M6;1.9uc) , (39)
Y* =(0,125;0,571;0,516;156M6; 39%; 0M6; 40, 4uc) .
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Tabmmna 5. Pesymbrarsr Tectuposanus COBb

IMoka3zareau | WebShellKiller WEBSHELL.PUB CloudWalker
7P 12 26 8
FP 5 4 6
N 59 60 58
FN 52 38 56
LL'a.CTHI)Ie ImoKa3aTeiIn IIeﬁCTBeHHOCTPI C JOBEPUTCIIbHBIMU MHTEPBAJIaMHU
¢,(Re) 0,188; 0,406; 0,125;
0,042 < Re" <0,334 0,222 < Re" <0,590 0,001< Re” 0,249
e,(Pr) 0,706; 0,867, 0,571;
0,190< Pr <1 0,591< Pr <1 0,005< Pr* <1
ey(Ac) 0,555; 0,672; 0,516;
0,431< Ac" 0,679 0,534 < Ac” <0,810 0,399 < Ac" 0,633
YacTHble OKa3aTeNId peCypCOEMKOCTH
) 35 M6 58 M6 156 M6
V) 20% 24% 39%
n(V.,) 0 M6 0 M6 0 M6
YacTHble NOKa3aTeaIn OHepaTHBHOCTH
4(7) 3,8 mc 1,9 Mmc ‘ 40,4 mc

OpHAaKO TOJNyYeHHbIE 3HAYCHUS! HE COOTBETCTBYIOT KPHTEPHIO
JIOCTAaTOYHOCTH TECTOBBIX HAOOPOB BeO-09km0poB (2). Kaxkaast mpenenpHast
ommOKa YacTHOTO TIoKa3aTels neictBenHoctr (38) 6ombire, ueM 0.05. Tem
caMbIM 00BEM TECTOBBIX JAHHBIX JUIS BBIYMCICHHUS MOKa3aTelel 4acTHBIX
moKazartesicii JICHCTBEHHOCTH HEOOXOJUMO YBEIHYUTh. 3aTEM MPOBOIMTH
9KCICPUMEHT HYKHO 3aHOBO. OJTHAKO B LEIAX NEMOHCTPAIMU HPOIOIDKUM
BBIUMCIICHUSI, TpPEIojarasi, 4YTo KpPUTCPUIl JOCTATOYHOCTH TECTOBBIX

HAOOPOB BCE-TAKH BBITIOIHCH.

Ilpumeuanue

Kak MOXHO BHIETh, BO3MOXKHbIEC OIIMOKH YacTHBIX MOKa3aTelei aeicTBeHHocTH (38)
TIOTyYUJIUCh JOCTAaTOYHO 6OJ'II:IHI/IMI/I, TIOTOMY 4YTO B Ka4€CTBE Ha60pa JAHHBIX HCIIOJIB30BaJICA
Bcero oguH maker — 128 o0bekToB. YBenuyeHHe o0beMa TECTOBBIX TAaHHBIX (JETMTUMHBIX
(aiinoB 1 Be6-03KIOPOB), COITACHO BHIOOPKE, NMPEUIOKEHHOW B moapaszeie 6.1, mpusener k
CY>KCHUIO JUarta3oHa JOBCPUTECIIbHBIX HHTCPBAJIOB, U TEM CaMbIM K YMCHBIICHUIO ITPECACIIBHBIX
OLIMOOK YaCTHBIX ITOKa3aTeseil.

Ucxons u3 o0nacTé NOMYyCTHMBIX 3HAueHHWH (35) OYEBUOHO, YTO
tpetbst COBB CloudWalker wckmiowyaercs W3 SKCIEPHMEHTa, TaK Kak

L, =39%>30%.

Ha ocnoBe BekTOpa BecoBbIx ko3¢ ¢unuentos (37) u popmynsr (1)
BBIYHMCIIMM O00OOILIEHHbIE 3HAYCHUs ITIOKa3aTesieil pe3yJabTaTHUBHOCTH JUIS
nepsoro u Broporo COBB:
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E' :§O,188+%0,706+%0,555 ~ 0,483,

1 1 1 (“40)
E? 250,406+§0,867+§0,672 ~0,648.

Kak BumHo m3 (40) BTOpoe cpencTtBo obnamaer OoJiee BBICOKUM
3HAQUEHWEM  pe3yNbTaTUBHOCTH. [lOCKONBKY  4YacTHBIE  IIOKa3aTeNln
JICCTBEHHOCTH HAaXOJATCS B OJHOM JMara3oHe 3HadeHmd ot 0 mo 1,
B upeanbHoM COBB 00600meH BN TIOKa3aTeNb Pe3ylNbTaTHBHOCTH OyaeT
uMeTh 3HaueHHe 1. OTo gocTHraercsd, KOrja BCE YacTHbIE IOKa3aTeNnu
neictBeHHOCTH paBHbl 1. TakuM o00pa3om, i 3aJaHHBIX YCJIOBHH
WEBSHELL.PUB nyumie Bcero noaxoaut B kadectse COBB, oanako ero
UHTErpaibHas pe3yiIbTaTUBHOCTh He ciaumKkoM Bbicoka (0.648, mnpu
MaKCHUMaJIbHOM 3HaUY€HUHU PaBHOM 1).

8. 3akiouenne. MHOTHE HCCIEOBaTeNNd TPOU3BOIAT OLEHKY
COBbB Tonbk0 Ha OCHOBE COOCTBEHHBIX HAa0OPOB AAaHHBIX, YTO AETACT ATY
OIICHKY HE IOTHOCTHIO OOBEKTHBHOM, 4TO OBIIO MOKa3aHO B pabore [4].
B Hacrosime#t craTbe mpeanokeHa METOAMKa, MO3BOJISIONAs MPOU3BOIUTH
00BEKTUBHOE OLICHUBAHUE pe3yiabTaTHBHOCTH (pyHkunonuposanus COBB.
B meronuke BBIJIENEHB! TPU IPYIIIBI YaCTHBIX MMOKa3aTelel, HCIOIb3yeMbIX
g orienkn COBB: neiicTBEHHOCTB, PeCypCcOeMKOCTh (3aTpaThl PECYpCOB)
W ONepaTUBHOCTh (3aTpaThl BpeMeHH) (YHKIHOHMpOBaHus. YacTHble
MOKa3aTel PECYPCOEMKOCTH M OIEPAaTHBHOCTH HEMOCPEACTBCHHO HE
YYacTBYIOT B BBIUHCICHHH OOOOIICHHOTO TOKAa3aTens pe3yIbTaTUBHOCTH,
OIHAKO OHM HCIONB3YIOTCS TMpu ompeneneHnn npurognoctu COBB.
YacTHpIE TOKa3aTeNy AEHCTBEHHOCTH WCIONB3YIOTCS sl pacueTa
nokasarens pesyabratusHocTd COBB.

Jlis  QopmupoBaHMsS TECTOBBIX JaHHBIX Oblla paspaboraHa
kinaccudukanus BeO-09KIOPOB, BCTPOCHHBIX B MCXOAHBIH KOJ BeO-
npwitoxkeHnii. Ha ocHoBe oO6beMa TecToBOro Habopa JaHHBIX, TOJyYEHHOTO
C TIOMOIIBIO CHEUUaJIbHOW BHIOOPKH, IpPEACTaBICHHOW B pasnene O,
BBIUHCIIAIOTCST  JIOBEPUTEIbHBIE WHTEPBAlbl  YAaCTHBIX  IOKa3aTelel
JIEUCTBEHHOCTH U COOTBETCTBYIOIINE TPEIEIbHbBIC OMUOKN ITUX 3HAYCHHUM.
Takum oOpa3oM, B METOAMKE TakKe TMPEAYCMOTPEH KPHUTEPHI
JIOCTATOYHOCTH TECTOBBIX HA0OPOB MaHHBIX. OOBEKTMBHOCTh OLICHHBAHUS
pesyipTaTUBHOCTH (GyHKIMOHHpoBaHus COBB 3akmrodaercst B TOM, 49TO
UL CO3MaHUsl Habopa TECTOBBIX JAHHBIX MPHUMEHSETCS 000OIIeHHAs
knaccudukanus BeO-09KIOPOB, BCTPOCHHBIX B MCXOAHBIH KOJ BeO-
NIPWIOKEHUH, a TaK)Ke PacCYMTBHIBAIOTCS JOBEPUTENILHBIE WHTEPBAbBl JUIS
3HAYEHUH YaCTHBIX II0Ka3aTeIICH JEUCTBEHHOCTH.
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Paspaborannas wmeromuka mnpumenmMma st COBB, kotopbie
paboTaloT Ha OCHOBE aHalM3a HCXOJHOTO Kojxa BeO-cTpanmi. [t ee
HCTIONIb30BAaHM HEOOXOANMBI OIIPEAEIICHHbIC NCXOJHbIEC JaHHbBIE, TAKHE KaK
JIOITYCTUMBIE MPEACIbHBIE OMMOKN YaCTHBIX MOKa3aTelel NeHCTBEHHOCTH
1 BEPOSITHOCTh WX HAXOXKICHUS B JIOBEPUTEILHOM HHTEpBAle, a TaKKe
BECOBBIE KO3((HUINEHTHI YaCTHBIX MOKa3aTeNeH NEHCTBEHHOCTH, KOTOPBIE
OIPENETSIIOTCS.  OKCHEPTHBIMU  MeToJaMu. B pesynbrare HpHUMEHEHUs
METOJIUKH BBIYHCISCTCS OOOOIIECHHBIH II0Ka3aTeNlb pe3yIbTaTHBHOCTH,
KOTOPBI 3aBUCHT OT BECOBBIX KOI(PQUIMEHTOB YaCTHBIX IOKa3aTeJeH.
Ecnu 4yacTHble IOKa3aTeny paBHO3HAYHBI, BECOBBbIE KOA(PPHUIUECHTHI
npuHUMarT 3HaueHue 1/3. OOOOIIEHHBIN MOKa3aTeib Pe3yJbTaTHBHOCTU
Bapbupyetcs ot 0 10 1, mpu 3TOM MakcUMajibHOE 3HaueHHe «1» yka3bplBaeT
Ha T0, 4ro nanHoe COBD npu 3a7aHHBIX YCIOBUSAX SABIACTCS MaKCHMaJIBHO
pe3yIbTATUBHBIM M CIIOCOOHO  OOHApyXuTh IOOOH  BeO-O’KHOD,
BCTPOEHHBIH B HCXOIHBIN KO BEO-TIPHUIOKEHHS.
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V. BOROVKOV, P. KLYUCHAREV, D. DENISENKO
TECHNIQUE FOR ASSESSING THE EFFECTIVENESS OF THE
FUNCTIONING OF WEB BACKDOOR DETECTION SYSTEMS

Borovkov V., Klyucharev P., Denisenko D. Technique for Assessing the Effectiveness
of the Functioning of Web Backdoor Detection Systems.

Abstract. Currently, there is a significant increase in information security incidents related
to attacks on web resources. Obtaining unauthorized access to web resources remains one of
the main methods of penetration into corporate networks of organizations and expanding the
capabilities of intruders. In this regard, many studies are aimed at developing web backdoor
detection systems (WBDS), but there is a need to assess the effectiveness of these systems. The
purpose of this study is to develop an objective approach to assess the effectiveness of the
WBDS functioning. In this work, it was found that the effectiveness of web backdoor detection
systems is objectively manifested in the process of their use, therefore, testing of such systems
should be carried out in conditions as close as possible to real ones. In this regard, the article
proposes a new technique for assessing the effectiveness of WBDS. It is based on the
calculation of three groups of specific indicators characterizing the potency, resource intensity
and responsiveness of the detection tool, as well as the calculation of a generalized
effectiveness indicator. Based on an analysis of research in this area, a classification of web
backdoors embedded by an attacker into the source code of web applications has been
developed. This classification is used when generating test datasets to calculate specific
potency indicators. The developed methodology is applicable to tools that work based on the
analysis of the source code of web pages. Additionally, its use requires a number of initial data,
such as permissible maximum errors of frequent potency indicators and the probability of them
being within the confidence interval, as well as weighting coefficients of specific potency
indicators, which are selected by expert methods. This work may be useful for information
security specialists and researchers who want to conduct a more objective assessment of their
WBDS.

Keywords: cybersecurity, web vulnerabilities, web backdoors, web shells, machine
learning, testing methods and tools.
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M.]I. Ky3HELOB, E.C. HOBUKOBA
KOPITYC ITIOJINTUK KOH®UJAEHIITUAJIBHOCTHU
BEB-CEPBHCOB 1 YCTPOICTB UHTEPHETA BEIIEN
JJIA AHAJIN3A TH®OPMUPOBAHHOCTHU CYBBEKTOB
INEPCOHAJIBHBIX IAHHBIX

Kysueyos M./, Hosuxosa E.C. Kopnyc noamTuk KoHGUIEHIHAILHOCTH Beh-CepBHCOB
n ycrpoiicts HurepHera Bemeil a1 ananm3a HH(OPMHPOBAHHOCTH CYOHEKTOB
NepcoHANbHBIX JaHHBIX.

AnHoranus. UMudopmarus o ToM, Kakue MepCcOHaIbHbE NaHHbIE COOUPAIOTCS
U 00pabaTHIBAIOTCS Pa3JIMYHBIMK yCTPOMCTBAMH M L(PPOBBIMHU CEpBHCAMH, IpEJCTaBICHA
B MOJINTHKAX KOH(DUACHIIMAIBHOCTHU, OJHAKO, KaK MOKa3bIBAIOT MCCIEIOBAHNUS, TIOIb30BaTe N
KpaiiHe pejIko MX YMTalOT U, KaK CJEJCTBUE, HE OCO3HAIOT, KaK1e PUCKU MHMOPMALMOHHOM
6€30MacHOCTH, CBS3aHHBIE C OOpPabOTKON IEpPCOHATBHBIX NAHHBIX, BO3HHMKAIOT. PemeHue
NpoGJeMbl TOBBIIEHHsT MH(GOPMUPOBAHHOCTH CYyOBEKTOB IEPCOHAIBHBIX JAHHBIX CBSI3aHO
¢ pa3pabOTKON METONOB MOAJACPXKKU NPUHATUS PEIICHUH, KOTOPbIE NPeACTABIAIOT HOIUTHKU
KOH(UEHIMATBLHOCTH B BUJE, G0JIee IPOCTOM [UIs IOHUMAHHs1, HAIIPHMED, B BH i€ KOIMYECTBEHHbIX
OLICHOK PHMCKOB U IIMKTOTPaMM U I03BOJISIOT IIPUHUMATh OCO3HaHHbIE peleHus. VX paspaboTka
TpeOyeT HaJIMuMsl CTPYKTYyPUPOBAHHOTO M Pa3MeUeHHOTr0 KOpITyca JOKYMEHTOB. B HacTosmeit
paboTe cHCTeMaTU3UPYIOTCS KOPITYChl HOMMTHK KOH(UACHINAIBHOCTH, HAXOAAIINECS B OTKPHITOM
JOCTYyIe, HOKa3bIBAIOTCS UX OTIMYUTENbHbIE XapaKTEPUCTUKH, TAKUE KaK rOf] CO3[aHUs, 00beM
U HaJIM4Yue aHHOTaluii. Takoke Npe/ICTaBIeHO ONMCAHUE HOBOTO KOPITyca JJOKYMEHTOB, HAaITMCAHHBIX
Ha PYCCKOM SI3bIKE, JAI0TCs Pe3YJbTAaThl CTPYKTYPHOTO M CEMaHTUUECKOTO aHAIN3a COOPAHHBIX
THIOJIUTHUK Oe30MaCHOCTH, U BBINOJIHSETCS CPABHEHHE C KOPITYCOM MOJUTHK KOH(UISHIMAILHOCTH,
HAIMCAHHBIX Ha aHIIMIICKOM s3bike. [loKa3aHo, 4TO OmucaHue CIIeHApUeB XpaHeHHs, cOopa
1 00pabOTKY IaHHBIX B JOKYMEHTaX Ha PyCCKOM SI3bIKE COCTaBJIsIeT Bcero 25% oobema TeKcTa
JOKYMEHTa, YTO MOKET FOBOPUTb 00 OTCYTCTBHH JI€TaJlelt O TOM, KaKMe TUIIbI JaHHBIX COOMPAIOTC,
KaK{de MEXaHH3Mbl Uil cOOpa UCIHONB3YIOTCS, M KAKOBBl CPOKH UX XPaHEHUs, UTO BIIHSIET
Ha “TIPO3pa4yHOCTh’” UCHOJIb30BAHUS IEPCOHAIbHBIX JaHHbIX.

KuroueBble cjl0Ba: NMEpCOHANIbHBIC JaHHBIE, MOMUTHKU KOH(UAECHIHAIPHOCTU, KOPILYC
JIOKYMEHTOB, CEMaHTUUECKHI aHAJIU3, JIAaTEHTHOE pa3Mellenue [upuxie.

1. Beenaenne. [To Mepe pocrta ypoBHs IM(POBU3ALUHA COBPEMEHHOTO
oOIlIeCTBA YBEJIMYMBAETCSI OO0BEM COOMpaeMbIXx U 00pabaThBAEMBIX
MEepCOHAIBHBIX JAHHBIX, YTO B CBOIO OuYepeAb MPUBOAUT K POCTY
ypOBHsI MH(OPMAILMOHHBIX YIpo3, CBS3aHHBIX C UX yTedkoil. CoriacHo
aHaJMTHYecKoMy ordery KommaHuu InfoWatch [1] B mupe Habmonaercs
YBEPEHHOE YBeJIWYEeHHE 4YHCIa WHIUJIEHTOB, CBS3aHHBIX C HapylIeHUEM
KOH(HUJICHINAIBHOCTH JIaHHBIX C OTrPaHMYEHHBIM JOCTYIIOM, B T.4.
MepCOHaNBHBIX JaHHBIX. CllegyeT OTMETHTh, YTO TPHUYMHON YTedek
KOH(pHUACHIINAIbHON NH(MOPMALUK HE BCETa SIBJISETCS JIEHCTBIS BHEIIHETO
W BHYTPEHHETO 3JI0yMBIIUIeHHHUKA. Tak, Hanpumep, B 2024 komnaHus Avast,
paspabaThiBaoIas peleHus B 00acTd HH(GOPMALMOHHON O€30MacHOCTH,
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Obu1a oTpacdoBaHa 3a epeady MepcOHAIbHBIX JaHHBIX CBOMX MOJIb30BaTe el
TpeThbUM JiniiaM Oe3 ux coriacus [2].

Pucku yTedyku mnepcoHanbHOW MH(pOpMaLMM TakKe BO3HHUKAIOT
B pe3y/IbTaTe UCTIONIb30BaHMS PA3JIMUHBIX “YMHBIX YCTPOWCTB U BEO-CEPBUCOB.
ComlacHO HcCCJAEAOBaHUAM, A0S “‘YMHBIX” JOMOXO3sicTB B mupe [3]
n B Poccum [4] mMOCTOSIHHO yBeIMUYHMBAETCs, CIIPOCOM TMOJB3YIOTCS Kak
CHCTEMBI YIIPaBJIEHUs JOMOM C TOJIOCOBBIMU aCCUCTEHTaMU, TaK U pa3JIduHbIe
JaTyvky Oe30lacCHOCTH M OXpaHHble CHCTeMbl, BKiouas I[P-kamepsl.
Mexay Tem, peryyisipHO HOSIBJISIOTCSI OTUETHI O BBISBJIEHHBIX YSI3BUMOCTSIX
B MpOrpaMMHOM Koje ycTpoiictB WHTepHera Bemeit u ympasisiommx
cepBucax [5], sKcIuTyaTanuss KOTOPBIX HMPUBOOUT K YTEUKE Pa3sHOPOTHOMN
MH(pOpMAaIUK, HAUMHAS C BUJIEO IAaHHBIX, 3aKaHYMBAsl JAHHBIMH O TOTPeOIeHUN
3JIEKTPOIHEPTUU JOMOXO3SHUCTBAMH [6, 7]. DTH 1aHHBIE TTO3BOJISIOT MOIYYUTD
noapoOHy0 MH(GOPMALMI0O O Ppaclopsiike JHs, IPHUBBIYKaX U obpase
KU3HN JIOMOXO3SICTBA, KOTOPasi MOXET OBITh HCIIONb30BaHA TPETHHUMU
JIMIIaMH B Pa3JIMYHBIX LIeJIsIX, HAllpUMep, AJ1s HeJOOPOCOBECTHOTO LIEJIEBOTO
MapKeTHHI'a, BMEIIATeIbCTBA B JIMYHYIO )KU3Hb U COBEPIIECHUS PECTYIHBIX
JIeHCTBUI, CBSI3AHHBIX C (PUHAHCAMM.

J14 npeJoTBpale I HeIPAaBOMOYHOT O MCTIOIb30BaHU A IEPCOHATIBHBIX
JaHHbIX B 2022 B PO 6bumr ipuHsTH nonpaBky K $3 “O [lepcoHanbHbIX JaHHBIX
Ne 152-®3, B KOTOPBIX OBUTH yKEeCTOUYECHBI TPeOOBaHUS K cOOpY, 00paboTKe,
XPaHEHUIO U Mepeiave NEPCOHATbHBIX JaHHBIX TPETHUM JIMIaM. B yacTHOCTH,
B cTathe 5 raBbl 2 ®3 Ne 152-03 copmynupoBaHbl TpeOOBAHKS K LIEJIAM
00pabOTKM TaKUX JaHHBIX, KOTOPbHIE JOJDKHBI OBITh ‘KOHKPETHBIMH, 3apaHee
oTpe/ieJIeHHBIMY M 3aKOHHBIMK, & COTJIacHsl Ha MX 0OpadOTKY HOJIKHBI OBITH
“UH(GOPMUPOBAHHBIMU U CO3HATEIbHBIMU .

Wudopmanuss o TOM, Kakue IMEepCOHATbHBIE JaHHBIE COOMPAIOTCS
1 00pabaThIBAIOTCS YCTPOUCTBAMHU, BEO-CEPBUCAMU U TIPUJIOKEHUSMH, OOBIYHO
NpeicTaBjIeHa B COIIAIIEHUAX Ha 00paOOTKY MePCOHAIBHBIX JAaHHBIX W/WIN
B MOJIMTUKAX KOH(MUICHINAIBHOCTH KOMITAaHUI pa3pabOTUYMKOB YCTPOMCTB.
OpHako, B OOJIBIIMHCTBE CJIyYaeB 3TH JOKYMEHTHI HAIMCaHbl Ha CJIOKHOM
IOPUIMTYECKOM $I3BIKE, UTO HE BCET/Ia MTO3BOJISAET MOIb30BATEIO NX HOHATH [8,9].
Kak crnencteue, OHM JAIOT CBOE corjlacue Ha cOop, 00paboTKy U XpaHeHHe
MIEPCOHANIBHBIX JaHHBIX O€3 YEeTKOro MOHMMaHUS TOro, KaK OpraHM30BaH 3TOT
NIPOLIECC U KaKUe PUCKH, CBSI3aHHBIE ¢ 00paOO0TKOM JaHHBIX, BO3HUKAIOT. TakuM
oOpasomM, npobiiema obecrieyeHus! MPO3pavyHOCTH MOJIUTHK OE30MacHOCTH,
BKJIOYAIIasi B ceOsl 3a/lady IOBBIIICHNs OCBEJOMJICHHOCTH BJIaJesIbIICB
JaHHBIX O TOM, KaK HCIIOJb3YIOTCS X JaHHbBIE, SBJISETCS BAXXHOH U TECHO
CBs3aHa C pa3padOTKOW METOIUK, CIIOCOOOB, MHCTPYMEHTOB U CUCTEM
nogaepxkku npuHaAtusa pemenuit (CIIIIP), mo3Bonsomux MOIb30BATENIO

>
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1P POBBIX CEPBUCOB U YCIIYT OLEHUTD LIEJIeCO00PA3HOCTD KCIIOIb30BAHUS TOTO
WJIM MHOTO CepBHCa B KOHTEKCTE cOOpa U UCTIOIb30BAHUSI €T MIEPCOHAIBHBIX
JIAaHHBIX.

IIpobnema MoBHIIICHUsT YPOBHS HH(POPMUPOBAHHOCTH TMOIb30BaTENCH
ycrpoiictB MHTepHeTa Beleit akTuBHO uccaeayetcs Bo Bcem mupe [10-12],
U B HACTOsIEe BpPEMs NPEIJIOKEHbl PA3JIMUHBIE PELICHUS IO aHAIU3y
NOJMUTUK KOH(UAESHIINAIPHOCTH, HAIIUCAHHBIX Ha €CTECTBEHHOM s3bIKe [ 11—
16]. OHM MO3BOJAIOT BHISIBUTH U OXaPaKTEPU30BATh B CTPYKTYPUPOBAHHOM
BUJIE PA3JIMUHbIE CIIEHAPUU HCIIOJIb30BaHUs IEPCOHANIBHBIX TaHHBIX, TAKKUE
Kak cOop, XpaHeHHe, Tepefada MepCOHATBHBIX NaHHHIX W T.A. OmHaKo,
pa3paboTaHHble METO/bl aHAIN3a JOKYMEHTOB IPEJIOKEHbI IS TIOJIUTUK
KOH(pMACHIINATBHOCTH, HAIIMCAHHBIX Ha aHTJIMHACKOM SI3bIKE, MPOOJIeMa aHaIn3a
U HCCJIEeIOBaHUS MOJUTUK KOH(UACHLIMAIBHOCTH Ha PYCCKOM S3BIKE HE
npopaboTaHa.

B nmaHHO#l cTaThe  aBTOpbl  NPEICTABJISIOT  CTPYKTYPHBIA
M CEMaHTUYECKHUH aHaJIM3 HOBOIO KOPIyCa PYCCKOSA3BIYHBIX ITOJUTUK
KOH(UIEHIIMAIBHOCTU BeO-CEpBUCOB, KOTOPbIE NOCTYITHBI HA TEPPUTOPHUU
Poccun, 1 BHINONHAIOT €ro CpaBHUTENBHBI aHalu3 C JIPYyrMM KOPILyCOM
MOJUTUK KOH(PUAEHINATbHOCTH, HAMMCAHHBIX HAa aHIJIMACKOM f3bIKe. Takum
00pa30M, HayYHO-TIPAKTUIECKHI BKJIA]] aBTOPOB CTAThH 3aKJII0YACTCS B!

1. CpaBHUTEJBPHOM aHAIM3€ CYLIECTBYIOLIMX KOPIYCOB ITOJIMTUK
KOH(UICHIIUATILHOCTH, KOTOPbIE MOTYT OBITh MCIIOJIb30BaHbI 1J151 pa3paboTKu
METOJIOB MX aHAJIM3a Ha OCHOBE [TyOOKOr0 MAaIlIMHHOTO 00YYeHHsT;

2. CO3JaHMU HOBOTO KOpIlyca MOJUTUK KOH(UACHIUAIBHOCTH,
HaNMCAHHBIX Ha PYCCKOM SI3BIKE;

3. BBINOJIHEHUM CTPYKTYPHOIO U CEMAHTUYECKOrO aHAJIM3a HOBOTO
KOpITyca MOJIMTUK KOH(HUISHIIMAIBHOCTH M CPABHEHHS €r0 XapaKTEePHUCTUK
C KOPITyCOM HOJMTHUK KOH(UIEHINATPHOCTH Ha aHITIMHACKOM SI3BIKE.

ITonyuyeHHBI# KOpPHMYC NOMUTHUK KOH(UIEHIUATBHOCTU MOCIYKUT
OCHOBOW [UJIs1 pa3pabOTKU aBTOMATHU3UPOBAaHHBIX METOHOB 00pabOTKU
Y aHaJM3a MOJIb30BATEeIbCKUX COIVIAIIEHUH, KOTOPBlE MOTYT MPUMEHSTHCS
[OJIb30BATEJISIMM IIPU TPUHATUM PELIEHUI, KacaloMXCs yHpPaBJICHUS
MEePCOHAIBHBIMY JIaHHBIMH TIPU BbIOOpE 1TU(MPOBBIX CEPBUCOB M YCTPOWCTB,
KOTOpbIE BHIOIHSAIOT 00pabOTKy NMEPCOHATBHBIX JAaHHBIX.

Crartbs opraHu3oBaHa clieJyonmm oopasom. B pazaere 2 o0cyxnaiorcs
OCHOBHBIC HATIPaBJICHUSI UCCJICIOBAHMUI B O0OJIACTH aHAJM3a TEKCTOB ITOJIMTUK
KOH(PUACHIMAIIBHOCTA Y BBIIOJHSETCS CPABHUTEJbHBIA aHAJIN3 KOPITyCOB
MOJIMTUK KOH(PUIESHIIMAIBHOCTH, HAXOASIIUXCSA B OTKPHITOM HOCTYTIE.
B pasnene 3 npencTaBiieHa MeTOuKa cOOpa MOJUTUK KOH(PUICHIIUATBHOCTH,
KOTOpast Obl1a MCIOJIb30BaHa ISl CO3J]aHMsI HOBOTO Kopiyca. B pasaenax 4
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U 5 NpelcTaBIeHsl pe3y/IbTaThl CTPYKTYPHOTO M CEMaHTHYECKOTO aHaJIn3a
cOOpaHHOro KOpIyca MOJMTHK KOH(PUIACHIIMAIBHOCTH, a TAKKE BBIIOJIHIETCS
€r0 CPaBHUTEJIbHBII aHAJIN3 C KOPIYCOM HOJUTUK KOH(UIEHLUATBHOCTU
1151 yerporicte HTepHeTta Bereid, HanMcaHHbIX Ha aHIJIMACKOM si3bike [17].
B paspmene 6 o6cykIaloTcs MOJMyYeHHBIE Pe3ylbTaThl U (POPMYIHPYIOTCS
JaJbHeIIe HanpaBJeHUs UCCIIeJOBaHU.

2. Metoap! aHaan3a NOJINTHK KOH(HaeHIIuaIbHOCTH. COrTacHO
O3 “O TIlepconanbhbix gaHHbIX” Ne 152-®3 mepcoHajJbHBIMU JAaHHBIMU
SIBJISTIOTCS JITAaHHBIE, OTHOCSINMECS “TIPSIMO WJIM KOCBEHHO ONpeieIeHHOMY
W oTipefiessieMoMy (PU3NIECKOMY JIHIY (CYOBEKTY MepCOHATBHBIX JaHHBIX) .
K HHMM OTHOCATCS Kak OOLIENOCTYIHBIE AaHHBIE, TaKue Kak (paMUIds |
OTYECTBO CYOBEKTa, €ro BO3pacT, 00pa3oBaHUe, SEKTPOHHAS T0YTa U TesieOoH,
Tak ¥ GUOMETpHYECKHE, CIIeIAIbHbIE ¥ MHBIE NIepCOHaJIbHbIe JaHHble. Creyer
OTMETHTh, UTO B Poccuiickom 3aKOHOATEIbCTBE HET YETKOTO ONpe/IeIeHHs,
KaKue TepCOHaIbHbIE JJaHHBIE CJIEJYeT OTHOCUTD K KaTeTOpHH “MHbIE”, OHAKO
B MUpoBO# npakTHke [10, 18] k nepcoHa bHBIM JaHHBIM OTHOCSITCSI B TOM YHMCJIE
JaHHbIE, KOTOPBIE MO3BOISIOT YHUKAJIBHO MAEHTU(DULIMPOBATL YCTPOHCTBA
nosp3oBaTess, Harpumep, IP- u MAC-aapeca ycTpoiicTs, 1 poBoii oTeyaTok
Opay3epa M T.d., IOCKOJBKY €CJIM YKa3aTh CBOM I€PCOHAJIbHBIE [aHHBIE,
Hanpumep, PO nmm tenedon, 1udpoBoii oTneyaTok ycTpoicTBa NO3BOISAET
YHUKaJIBHO WACHTH(DHUIIMPOBATH TOJIb30BATENS U OTCIICKUBATH €TI0 ITOBE/ICHUE
B CETH.

AHanM3  CyIIECTBYIOIIMX IOAXOJOB K  aHAJIU3Y  IOJMTHUK
KOH(UJEHIIUATBHOCTA TO3BOJMW aBTOpPaM BBLAEIUTH JBa OCHOBHBIX
MOAXOAa K pelleHHIo JJaHHOW mpoOieMbl. B pamkax mepBoro mopxona
pemaeTcs 3ajada IOCTPOEHHs (POPMAIM3OBAHHOIO IIPE/ICTaBJICHUS
Ppa3/IMuHBIX CLICHAPUEB UCIIOJIb30BAHUS NIEPCOHAIBHBIX JaHHbIX [12, 19-21].
IMox creHapusAMH HCIONB30BAHUS IEPCOHAIBHBIX JAHHBIX IOHUMAETCS
JesITeNIbHOCTD, CBSI3aHHAs ¢ 00pabOTKOM NMEPCOHAIBHBIX JaHHBIX, BKJIIOYAs UX
c6op, XpaHeHHe U Tepeslady TpeTbuM JinnaMm. PopmasbHoe IpecTaBIeHue
TAaKMX CLEHApHEB WCIIOIb30BAaHUSI MOXKET CIYyXKHUThb OCHOBOM Kak s
oIpesiesIeHHsl MPaBH 00pabOTKH NEPCOHANBHBIX AaHHBIX [22], Tak ¥ s
OILIEHKM PUCKOB HapyILIeHHUs NX KOH(pUAEHIMaIbHOCTH [12].

B paMkax BTOpOro moAXoJa BBINOJHAETCA aHAIN3 MOJUTHK
KOH(UJEHIIUATIbHOCTY, HANMCAHHBIX Ha €CTECTBEHHOM S3bIKE, IIEJIbI0
pa3pabaTbBaeMbIX METOJOB M MOZEJIEH SBISAETCS MOBBILIEHHE “TIPO3PAYHOCTH
Y MOHATHOCTH JIOKYMEHTOB JJIs1 1ojib3oBareseit. B [15,23,24] obcyxaaercs
npobiyieMa cOopa MOJIUTUK KOH(UISHIMATPHOCTH M NpeAsiaraeTcs cxema
AQHHOTHPOBAHUs1, KOTOpas OTPakaeT OCHOBHBIE XapaKTEPUCTUKHU Pa3IMUHBIX
CLIEHapUeB HCIIOJIb30BaHMUs MEepPCOHAJbHBIX JaHHbIX. B [15] mpencrasnen
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MOJIXO[] K aBTOMATHYECKOMY OIPEJIEJICHUIO Pa3/IMUHBbIX TUIIOB NEPCOHABHBIX
JAHHBIX, TaKMX KaK 3JeKTPOHHas MOYTa, KOHTAKTHHIN TenedoH, azapec,
reosIoKalus, KOTopble YIIOMUHAIOTCS B TEKCTE NOIUTUK KOH(UIEHINATbHOCTH,
paspabortanssix 1 Android-npuioxenuit. B [25] aBTopsl paspaboranm
TMOJIXOJ, K OIIPEe/IC/ICHNIO BAPUAHTOB OTKA3a OT MCTIOIb30BaHNUS IEPCOHATBHBIX
JAaHHBIX, TPEICTABJICHHBIX B TEKCTE IOJUTHUKN KOH(UACHINAIbHOCTH.
B [26,27] aBTOpH UCCHAELYIOT NPOOJIEMY HEOAHO3HAYHOCTU U OOLIHOCTH
MOJIMTHKY 6€301aCHOCTH U NpeyIaraloT OCHOBAHHBII Ha OHTOJIOTHH TTOJXO0[
K YMEHBIIEHUI0O HEYETKOCTH TEPMHMHOB MOJMTHKM OE30MacHOCTH ITyTEeM
YCTaHOBJICHNSI CEMaHTHYECKNX OTHOIIEHUI MEXIy HIMH.

Haunbonee 4acTo UCIIONB3yeMBbIM KOPITyCOM MOJINTUK
KOH(PMICHIIMATIBHOCTU siBJisieTcst HaOop maHHbix OPP-115 [23], xoTopsrit
6bUT paspaboTaH B pamkax mpoekTa Usable Privacy Policy [28] (UPP). On
BKJIIOYAeT B ce0s1 115 monmTik KOH(pUAEHINAILHOCTH BeO-CaliTOB, KOTOPhIE
ObUTH cOOpaHBI ¢ MOMOIIBI0 cepBrica Amazon Alexa [29], KOTOpEBIi OTpakaeT
AKTYaJIbHOCTh Y TOMYJISIPHOCTh BeO-CATOB U MyOJMYHON BeO-IMPEKTOPHU
DMOZ.org, coaepxaileil CChUIKM Ha BeO-CaliThl Pa3JIMUHBIX KaTeropuii,
BHECEHHBIX TyJa peajbHBIMH IOJb30BATENSIMU, YTO MOXKET IPHUBECTU
K IONIaJJaHuI0 B JUPEKTOPUIO HepeJieBaHTHBIX BeO-caiiToB. HecomHeHHBIM
NPENMYIIECTBOM TOT0 KOpIyca JOKYMEHTOB SIBJISIETCS] HAJIMYME aHHOTALUH 1
CXeMbl aHHOTHPOBaHUs, pa3paboTaHHON ee apTopamu. OHa BKIIIOYAET B ce0s
Pa3IMYHbIE CIIEHAPUH MCTIOIb30BAHMUS NIEPCOHANIBHBIX AaHHBIX U MH(OPMALINIO
00 3KCHepTax, BHITONHSIONIMX aHHOTUPOBaHKe TeKCTOB. Kaxaas monuruka
aHHOTHPOBAJIACh HECKOJILKUMU 3KCIIEPTaMHM, YTO MO3BOJIMJIO MOITYUYHUTh Oojiee
20 000 aHHOTaLMid, OTpaXKAOMIMX Pa3JIUYHBbIE ACMEKTHl MCIOJb30BAHUS
MepcOHAIBHBIX AaHHBIX. B [30] Obl1a MpogeMOHCTpHUpPOBaHa CBSI3b MEKIY
pa3paboTaHHOIi cxeMoii aHHOTaumii ¥ npuHiunamu O6miero pernamerra EC
o 3amnmte gaHHeix (GDPR).

Jpyrum aHHOTMPOBAaHHBIM KOPITYCOM MOJUTUK KOH(UAECHIIUATBHOCTH
apisieTcsi Habop maHHBIX APP-350 [24], cocrosiumii U3 TIOJIHUTHUK
KOH(HIEHINAIPHOCTH TPHJIOKEHUH, pa3MeleHHbIX Ha Iuomanke Google
Play [31]. ABTOpBI He IPEAOCTABIISIIOT HOAPOOHOTO OMUCAHKS TOTO, KAK OH ObLT
coOpaH, OTHAKO MOKHO MPETIONOXKHUTh, YTO Il €T0 CO3AaHMUS UCTIONb30BaH
nporpamMmHbIil uHTEpdeiic cepBuca Google Play, KOTOpblil TTpegocTaBisieT
MIMPOKUE BO3MOKHOCTH ISl cOOpa HEOOXOIUMBIX jJaHHBIX. Habop maHHBIX
MAPS [24] npeacrasisieT codoit pacimmpenne kopmyca noautuk APP-350.
OH Takke chOPMHUPOBAaH HAa OCHOBE MOJUTHK KOH(HIECHINAIBHOCTH
MIPUJIOKEHNH, TTpeICTaBIeHHBIX Ha iatgopme Google Play, u coctont u3
6onee 1 mumroHa gokymeHToB. OmHako, B oTimune oT APP-350, oH He
COJIEPKUT aHHOTALIUMA.
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B [32] mnpexacraBieH KOpHyc TMOJMMTUK KOH(UACHIMAIBHOCTH,
OTJIMYUTENILHOI YepTOi KOTOPOTO SIBJISETCS Mepuoj ero (popMUpOBAHUS:
cO0p IOKYMEHTOB OCYHIECTBIISUICSI Ha mpoTspkeHnn Oonee 20 net. Takum
0o0pa3oM, OH COCTOMT M3 OoJjiee YeM MIJUIMOHA JIOKYMEHTOB, KOTOpBIE
OOHOBJISUIMCh M M3MEHSUINCh B TEUYEHHE 3TOro nepuoia BpeMeHH. Ero
ABTOPBI TAKXe pa3padoTaIy NPOrpaMMHBIA HHCTPYMEHT, KOTOPbI U3BJICKAET
pa3ymyHble (PparMeHTHl, TaKhe KakK N-rpaMMbl, IMEHOBaHHBIE CYIHOCTH,
URL-anpeca, 4yTOOBI OIIEHUTh, KaK COJEPKAHUE MOJUTUKYM OE30IMacHOCTH
MEHSETCSI CO BPEMEHEM, U I0Ka3ajd, YTO C TeUEeHWEM BpeMEeHH TOJIMTUKN
KOH(HUIEHINAIBHOCTH CTAaHOBATCSI BCe O0JIee CJIOKHBIMU JIJIs1 TIOHUMAaHUSI.
OCHOBHBIM HMCTOYHMKOM IaHHBIX AJIs1 cOOpa JaHHOro Habopa IMOCITyKHI
cepBruc Amazon Alexa.

JUid TeCTUPOBAaHUS METOJOB aHAIM3a MOIUTUK KOH(UAECHIIUATBHOCTH
Ha Oospimx oobemax naHHbIX P. 3amm u K. Bap6ep [33] cobpammu Habop
MOJMTHK KOH(UICHIIMAIBHOCTH, HAIIMCAHHBIX HA Pa3HBIX S3bIKAX U COOPAHHBIX
st 6ornee dem 1,5 muH. BeO-caiiToB. B kayecTBe MCXOIHOI TOYKM cOopa
JOKYMEHTOB OHHU mcrofb3oBasii DMOZ. Cnenyer OTMETHTb, YTO B XOfe
uccie0Banus coOpaHHOro Habopa JaHHbIX, aBTOPbI TAKKE MOKa3aju, Kakue
KaTeropuy CaiiToB vallle BCEro He UMeIOT MOJUTUKY KOH(UIEHIINAIbHOCTH.
B Hacrosiee Bpems pecypc DMOZ HeeiicTBUTENIEH U 3aMEHEH aHAJIOTMYHBIM
npoextoMm Curlie [34], koTopsiii mocTpoeH Ha 6a3e npoektoB Open Directory
Project (ODP) u DMOZ.

B [35] npencraBnen Habop naHHBIX PrivaSeer, cocrosiuii u3 6omee
YeM MUJUTMOHA TTOJIMTUK O€3011aCHOCTH, HAIMCAHHBIX HA aHTJIMICKOM SI3bIKE.
Ero aBTOpBHI OLIEHWJIM YPOBEHb CXOACTBA MEXJY JOKYMEHTaMH, IPOBEJH
TECTHl HAa MX YUTAEMOCTb, IIPOAHAIM3NPOBAIIM HAIMYKE PA3JIMIHbIX CLIEHAPHEB
MCIIONb30BaHNU S [IEPCOHATBHBIX JTaHHBIX C TOMOIIBIO MONCKA KJIIOYEBHIX (hpas 1
CJIOB, TaKXe ObLI BHIIIOJIHEH €0 CEMAHTUYECKUI aHAIU3 C TIOMOLIBI0 METOJIOB
TEMaTUYECKOrO MOJIEIMPOBAHUS.

B xopnyce mnomutuk loTDataset [17] mpeacraBieHbl NOJUTUKU
KOH(HUIEHINAIPHOCTH, pa3padOTaHHBE CHELUAIBHO [UIsl  YCTPOMCTB
NurepHera Beweit. CO0p MOMMTHK OCYINECTBIISUICS Iy TEM aHAIN3a IPOYKTOB
Ha IUIOIIAJKaX MHTEepHeT-ToproBid Amazon [36] u Walmart [37]. ABTops!
paccMaTpUBaH CIEAYIOIIUE TUITBI YMHBIX YCTPONCTB: “yMHBIE BECHI, “‘yMHbIE
yacel”’, “yMHBII Opacner” W mp. BpulM mpoaHaIM3MpPOBaHBI PE3YIbTATHI
TIOMCKOBBIX 3aIpocoB IS nepBbiX 30-Tu cTpaHull. BpUIO BBISABIECHO, YTO
TOJIBKO 23% NpPOU3BOJUTEIIEN YMHBIX YCTPOWCTB UMEIOT CBOW O(bULIMAIbHBIIA
caiiT, 1 4yTh OoJiee IOJIOBUHBI U3 HUX HMEIOT COOCTBEHHYIO IOJUTHKY
KOH(pUICHIIMAIPHOCTA. Bcero Obuto mosiydyeHO 798 MOKYMEHTOB, MOCIE
UCKJIIOUEHUS] TOJUTUK, JJIMHBI KOTOPBIX B CHUMBOJaX HE IpEeBbIAIN
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1 000, octanoce 592 mokymenra. CienyeT OTMETUTh, UYTO PyYHOH aHAIHN3
“KOpPOTKHX” JOKYMEHTOB IOKa3aJl, YTO OHHU MOSIBJISAIOTCS JIMOO U3-3a TOro,
YTO y HEKOTOPHIX NPOM3BOAMTEIIEH Ha caiiTe IMycTast CTpaHHLA C TIOJIMTUKON
KOH(UJIEHINAIBHOCTH, JMOO OHa OTCyTCcTBYeT. [lo3xke mpensoKeHHbIH
ABTOPaMH MOJXOA K cOOpY MOJIUTUK KOH(HIECHIIMATLHOCTH ObUT HCIIONIb30BaH
B [38] mis co3manHus Habopa MOJMMTHK B paMKax mnpoekta Privacylens,
B KOTOpOM Yxe coaepxurcs 6oiee 1200 TOKyMEHTOB.

[epeuncrieHHble BbIlIe KOPITYCHl MOJUTHK KOH(HUIEHINAIBHOCTH
AKTHBHO WCIIOJIb3YIOTCSI B WCCJIE/IOBATELCKUX IPOEKTaX, MOCBSIEHHBIX
aHAJM3Y TOJUTHUK KOH(UASHIMAIPHOCTH, HANMCAaHHBIX Ha €CTECTBEHHOM
SI3BIKE, OJTHAKO HM OJWH M3 HUX HE COAEPKUT JOKYMEHTHI, HAIlCAHHbIE
Ha PYCCKOM si3bike. B Tabimmiie 1 mpuBeieH CpaBHHUTENIbHBIA aHAIM3
KOPIYCOB TIOJIMTUK KOH(HIEHIMAIBHOCTH, PAaCCMOTPEHHbIX Bbilie. OHU
AKTHBHO WCIIOJIb3YIOTCSI B WCCJIE/IOBATENLCKUX IPOEKTaX, MOCBSIEHHBIX
aHAJM3Y TOJUTHK KOH(HUISHINAIBHOCTH, B YACTHOCTH B PaMKax INPOEKTa
Polisis [39] pa3paGoran cepBHC, KOTOpPBHII MO3BOJSAET BHU3YaJIM3UPOBATDH
CIIEHapHU UCTIOb30BaAHNS IEPCOHAIBHBIX JaHHBIX, U3BJICUECHHBIE U3 MTOTUTUK
KOH(UIEHIIMAIBHOCTH, HANMCAHHBIX HA AHIVIMICKOM sI3bIKE, a B MPOEKTE
Pribot [39] pemena 3anaya co3naHus 9at 60Ta, KOTOPHIN OTBEYAECT HA BOIIPOCHI
MO TIOJIMTUKAaM. AHAJIOTMYHBIX CEPBHCOB, MO3BOJISIIOIINX aHAIM3NPOBATH
MOJIMTHKY KOH(PU/ICHIIMAIBHOCTH Ha PYCCKOM SI3bIKE, HET, TI03TOMY pelraeMas
B JJaHHO¥ paboTe 3aa4a 110 CO3/IaHHI0 KOpITyca MOJIUTUK KOH(PHASHINATBHOCTH
Ha PYCCKOM SI3BIKE, MOXET MOCITYKUTh OCHOBOIA 1Jis1 pa3paboTKU MOJOOHBIX
peLIeHuid.

3. Metoguka cOopa MOMNTHK KOH(PUIEHIHAJIHHOCTH. [[Js
cbopa [AHHOrO KOpIlyca AOKYMEHTOB ObUla aJanTHpPOBaHa METOAMKa,
npenioxerHas B [17]. Ee Boibop 00ycioBieH cienyomumi (haKTOpaMu.
Bo-niepBbix, B OOJIBIIMHCTBE pabOT HECMOTPsS Ha TO, YTO MPUBOAUTCS
WCTOYHUK JIOKYMEHTOB, MH(OpPMaIMK, Kacalolleicsl aclieKTOB MPAaKTHIECKON
peay3aiym, HeJJOCTaTOYHO sl pPa3paboTKH IMPOrpPaMMHOIO MHCTPYMEHTA.
Bo-BTOpBIX, MHOTHE HMCTOYHMKHM JaHHBIX, Hanpumep npoekT Curlie [34],
HE MO3BOJISIIOT cOOpaTh JOCTATOYHOTO YHCJIa HEOOXOAMMBIX JOKYMEHTOB,
MOCKOJIBKY PYCCKOSI3BIUHBINH CErMEHT VIHTepHeTa B HUX MPEJCTaB/IeH CKYAHO.
JlaHHble, XpaHUMBbIE B BEO-JUPEKTOPHSIX, JOBOJIBHO PEAKO OOHOBIISIIOTCS, 9TO
JieslaeTcsl BOJIOHTEPAMH, ITOTOMY FapaHTHIA ITOTyYeHHUs] aKTyabHbIX JaHHBIX
HeT. Kpome Toro, Heo6X0MMOCTb COOpaTh MOJIb30BATEILCKUE COTJIALICHHS
TpeOyeT BHIMOITHEHNUS IOTIOJHUTEIBHBIX ACHCTBUN ¢ HAllIEHHBIMH CTPAHNIIAMHA
CaliToB.
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Ta6mma 1. CpaBHUTENBHBII aHAIN3 HAOOPOB JJaHHBIX MOJTUTHK 0€30ITaCHOCTH

# Hazpanue Komuecrso | HMcrounnk | Aunornpd Oc ™

2J1eMEHTOB JIaHHbIX

1 [OPP-115 [23] 115 Amazon Alexa| Jla | MccrenoBanue MoMMTHKY B paMKax
(2016) npoekTa “Usable Privacy Policy”.

2 |MAPS [24] (2019) > 1 miH. Google Play Her AHHOTHPOBAHO KBATU(DUILIMPOBAHHBIMU

3 | APP-350 [24] 350 MAPS Ha opUcTamu, COOCTBEHHBII METOo
(201 9) AHHOTHUPOBAHUA.

4 |Princeton-Leuven > 1 MJIH. Amazon Alexa Her TIpenHasHayeH Aj1st OLEHKH M3MEHEHHUi
Longitudinal B MOJIMTHKE KOH(PUACHIIMATLHOCTH C
Privacy Policy TevyeHueM BpemeHH. Coaepkur
Dataset [32] (2021) MOJMTUKH 32 nocyieanue 20 Jer,

aBTOPbI TAKKe MPEJCTABUIIN KpayJep.

5 | A Large Publicly > 1.5 muH. DMOZ Her ®opMupoBaHne HAOOPA JAAHHBIX ISt
Available Corpus JalbHeWMX ucciieoBanuil. [Ins
of Website Privacy reHepanuy ucnosbsopainca DMOZ,
Policies Based [33] KpYITHeImit ceTeBoil KaTaor.

(2020)

6 | PrivaSeer: Corpus > 1 mMuH. JlaHHbIe Her Yacts npoekta PrivaSeer, mouckoBoii
of Web Privacy Common CHMCTEMBI IO MOIUTUKAM
Policies [35] (2020) Crawl, koH(pUaeHIManbHOCTH. Pa3paboTaHa

COOpaHHbIE ¢ cOOCTBEHHAs METOMKA CO3/1aHHs
2008 roga Habopa JaHHbIX, BKJIIOYAIOIAs]
cOOPIINK JOKYMEHTOB, MEXaHU3MbI
(punbTpaty 1 MeTOAB!
KJIacCU(DHMKALMK 1 ey TUTHKALIH.

7 | PolicyQA: A 25017 OPP-115 Ia Yacrb npoexra PrivacyCheck. Cocrour
Reading u3 25 017 npumepoB 00bsCHEHUSI
Comprehension SI3bIKA MOJIMTUKHM OE30IaCHOCTH, JaeT
Dataset for Privacy OTBETHI Ha 714 BONPOCOB O MONMTUKAX
Policies [14] (2020) KOH(DUICHINATBHOCTH.

8 | PrivacyQA [40] 1750 Google Play Ia Cocrout u3 1 750 Bonpocos s 35
(2019) MOJMUTUK KOH(HUICHIIMAIBHOCTH Ha

AHIIMIICKOM s13bIKe. Bonpocst
TNIPE/ICTaBJICHBl KATETOPUSIMU U3 CXEMBI
aHHOTUPOBaHUs K Habopy OPP-115.

9 |IoTDataset [17] 592 Amazon, Her TIpeHa3HaueH Juls aHaIM3a MOJIUTHK
(2021) Walmart, KOH(DUIEHINAIBHOCTH YCTPOICTB

Google, n Wnrepuera Bemeit. Co3nan Ha OCHOBe
MPOU3BOJNTE]T MOJIUTHK G€30MacHOCTH
IoT ycrpoiicts npoussoauteseit IoT-ycrpoitcTs.
10 | PrivacyLens (2023) > 1200 Amazon, Her Coopan B pamkax rpoekra PrivacyLens.
Walmart, u IIpennasHaueH 111 aHaIU3a MOJTUTUK
MPOU3BOJUTE]T KOH(MIEHINATBHOCTH YCTPOICTB
IoT ycrpoiicts Hnrepnera Bemeii. Cosznan Ha ocHOBe
HONUTHK Ge30MaCHOCTH
npoussoauteseit [oT-ycrpoiicTs,
MO3BOJISIET CPABHUBATH BEPCUM
MOJUTHK KOH(UAEHINATBHOCTH.

11 | PPinRussian 9051 mail.ru top, Her TIpesHasHaveH /Ui aHaIN3a MOJTUTHK
dataset (naHHas rambler top KOH(HIEHIMAIBHOCTH Ha PYCCKOM
padota) s3bike. Co3/1aH Ha OCHOBE IOJIMTHK

KOH(UIEHINATBHOCTH BeO-CEPBUCOB.

MeTtoauka, pa3paboTaHHAasE aBTOPaMU JaHHOU pabOTHl U JIETAIBLHO
onucaHHas B [17], NO3BONSAET pEIIMTh JBE 3aJaUu:
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1. ompegeseHHe UCTOYHUKOB AAHHBIX, YAOBIETBOPSIOMINX 3aJaHHBIM
YCJIOBHSIM 0TOOpa;

2. ouMCTKa AoKyMeHTOB oT usnuinHeid HTML-pa3meTku.

OHa 0bUIa YCIIENTHO MCIIONhb30BaHAa P CO3TAHUN KOPITyCa MOJIMTUK
KOH(U/IEHIIMAIBHOCTU Ha aHIIHiCKOM si3bike IoTDataset, pazpaboTaHHBIX
crneranbHO 171 [oT ycTpoiicTB, 1 mpiMeHeHa B mpoekTe PrivacylLens apyrux
aBTopoB [38]. OgHako, B OTJIMYKME OT OPUTMHAILHON METOIUKH, UCXOTHOU
TOYKO# Jyist cOOpa TAHHBIX MMOCITYKWIN CChUIKU Ha BeO-CEPBHCHI, MOTyYCHHbIC
¢ 1aTOpM UHTEPHET-aHAIMTUKY OT Komnanuil Mail.ru [41] u Rambler [42].
Ccputku ObUTH COOpaHBI 10 CliegyomuM KaTteropusim: “World”, “State”,
“Business”, “House”, “Cars”, “Internet”, “Job”, “Computers”, “Rest”, “Culture”,
“Science”, “WapSites”, “Sport”, “Mysterious”’, “Industry”, “References”,
“MassMedia”, “Humor”.

TakuMm 06pa30M, UCIOTB30BaHHAS METOJUKA COCTOUT U3 CJICIYIOIINX
TI1arOB:

— cOOp TUMEPCChUIOK Ha BeO-CTpaHUIbI Ha IIaT(OpMe MHTEPHET-
AQHATUTHKY;

— TOUCK TOJIUTUK KOH(UICHIINAILHOCTU Ha CaiiTe BeO-CTPaHMII;
3arpy3Ka NoJuTuk koHpuaenuuantsnoctu B HTML-dopmarte;

— OYMCTKA ¥ TOATOTOBKA TMOJUTUK KOH(UACHIMAILHOCTH K
JabHEAIIEMy aHAIU3Y.

ITon ouMCTKONl W TOATOTOBKOH ITOJUTHK KOH(HIECHIMATBHOCTH
nonumaetcs ynanenne HTML-pa3meTku U3 TekcTa JOKyMeHTa U JoOaBJIeHHe
Markdown-pa3mMeTKku AJis1 COXpaHEeHUsI CTPYKTYPhl TEKCTa.

B xonme ¢dopmupoBaHus Habopa AaHHBIX OBLUIO MPOAHATM3UPOBAHO
25 568 BeO-caitoB, moiyueHo 21 585 (84%) HeoOpaOOTaHHBIX MOIUTUK
KkoH(puaeHnmanpHOCTH. [Toce ouncTky TekcToB nomutuk oT HTML-pa3metku
13 Habopa JaHHBIX ObUIM HCKJIIOYEHBI JOKYMEHTHI mauHOi Menee 1 000
CUMBOJIOB. B pe3ynbTate 6pU10 coOpaHo 9 051 MOKYMEHTOB, MMOJTydYeHHBIA
HaOop JokyMeHTOB Obul Ha3BaH PPinRussian. Ciepyer otmMeTuTsh, 4TO B
xofe cOopa MOJMTUK KOH(UACHITNATFHOCTH OBUTM BBISIBJICHBI CITy4Yau, KOT/Ia
BMECTO TEKCTa MOJIMTUKH ObLT Pa3MellieH MACCHBHBII PEKJIAMHBII OJIOK UIn
MOSIBJISTIOCH COOOIIeHHe 00 OTCYTCTBUM TAaKOTO JOMEHA C MPEJIOKEHUEM O
€ro MokyImke/apeHye.

4. CTpykTypHBIE 0COOEHHOCTH TEKCTOB TOJINTHK
KOH(PHIEHIINAILHOCTH. YacTo, YTOOB ONpeeIUTh METOABI M aJITOPUTMBI
JUTSI JaJIbHEHIIIero aHainu3a TeKCTOB, HEOOXOMMO BBITIOJHUTh CTPYKTYPHbIIA
aHamM3 cOOpaHHOro Kopryca JOKYMEHTOB. [1oJl CTPYKTYpHBIM aHAIN30M
JIOKYMEHTOB aBTOPHI IOHUMAIOT MCCJIeJOBaHUE 3HAYSHUH IJIMH JOKYMEHTOB,
naparpagoB B CUMBOJIaX, aHAJIM3 HAIMYKS TAKUX CTPYKTYPHBIX JIEMEHTOB
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(popmaTupoBaHus, KaK CIIHCKH, TAOJIMLBIL, pa3aesl, 3arojaoBky. [loHnManue
TOI'0, KaK OpraHM30BaH TEKCT B OJIMTHUKAX KOHq)I/Iﬂ,eHL[I/IaJII)HOCTI/I, IO3BOJIACT
Gosiee TOUYHO M3BJIEKATh M CBA3BIBATH (PParMEHTHI TEKCTOB, OIMMCHIBAIOIINX
pa3iuyHbIe aCTEKTH CLIEHApHEB UCTIONb30BaHM NEPCOHATBHBIX AaHHBIX.

B manHOM pasjene TpencTaBiI€HBl pe3yabTaThl CTPYKTYpPHOTO
aHaIM3a COOPAHHOTO KOPITyca MOJUTUK KOH(DUAESHIIMATbHOCTH U BBITIOJIHEHO
€ro CpaBHEHHE C HabOpoM NOJMUTUK KoH(uaeHmantbHocTu loTDataset,
HAaIMCaHHBIX HA QHITIUACKOM fI3BIKE.

Ha pucynke 1 mnpeacraBieHbl pacrpeleieHusl JIMH TOJUTHK
1 naparpacoB B CHUMBOJIax.

N
R

%
2

HHCII0 ZI0KYMEHTOB
&
Uneno oKyMeHTOB

a)

Uueno naparpados
Hneno naparpadon

Jlwnia naparpagpos B emmonax Jlnna naparpaghos B cHMBOTAX
B) r)
Puc. 1. TuctorpaMmsl pactipeesieHus UIMH: a, 0) IOKYMEHTOB; B, ') maparpagos
U151 aHIJIOSI3BIYHOTO U PYCCKOSI3BIYHOTO JATACETOB COOTBETCTBEHHO

MOXHO 3aMeTHUTh, YTO HauboJiee pacnpoCcTpaHeHHAsI JITIMHA JOKYMEHTa
B aHDIOsI3bIYHOM Kopmyce coctaBisier 7 000-8 000 cumBonoB. DTO
cooTtBeTcTBYeT 3.9-4.5 crangaptHbiM cTpaHunam no 1 800 cumBoOJIOB.
Haubornee pacrnpocTpaHeHHBIME SIBJISIIOTCSI KOPOTKME Taparpadbl JIMHON
1o 200 cumBOJIOB, cocTosive U3 2-3 mnpeasiokeHuil. B pycckosizbiuHOM
KOpITyce pacmpefesieHue JJINH JOKYMEHTOB OTJIMJYaeTcs, HanOoiee JacTo
BCTpEYaeMbIMU SIBJIAIOTCA JOKYMeHTHl ajuHoi 8 000-9 000 cuMBOIOB, YTO
COOTBETCTBYeT 4.5-5 cTpaHuIaM, a Takxe noautuky amuHoi 3 000-5 000
cuMBOJIOB. [lmuHbI MaparpadoB B KOpIycax TakkKe CYIIECTBEHHO Pa3jInyaloTcs,
MPUYMHON 3TOMY CJyXaT JIMHTBUCTUYECKHE OCOOCHHOCTH SI3BIKOB — B
AHIJIMIICKOM SI3BIKE CJIOBA KOpOYe, IMPEIJIOKEHHS COCTOSAT W3 MEHBIIETrOo
yucna CJOB. [ MOMUTHK KOH(UACHIIMAIPHOCTH Ha PYCCKOM SI3BIKE
XapakTepHbl Oojiee JUIMHHBIE (POPMYJIMPOBKH, OCOOEHHO 3TO BEPHO s
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BCTYNUTEJIbHON YacTH JOKYMEHTa, TJie MePEeUrCIIsIoTCs pa3nyHble Ha3BaHUs
HOPMAaTHBHBIX JOKYMEHTOB, HA OCHOBAaHHHU KOTOPBIX MPOU3BOAUTCS 00paboTKa
MEPCOHANIBHBIX JIaHHBIX, a TAaK)Ke MPHUBOIATCS WUCIOJIb3yeMble B TOJMTHKE
TEPMHHBI 1 OTIPEe/ICICHHUS.

Takxe B KOpIycax MOJIUTHK Oe30MIaCHOCTH OBIIO MMPOAHAIM3HPOBAHO
pacrpefesieHHe TaKuX CTPYKTYPHBIX JIEMEHTOB TEKCTa, KakK TaOJuLBL,
YIOPSIIOYCHHbIE M HEYINOpsJOYEeHHbIE CIHCKH, mMaparpadbl U 3aroJOBKH.
Ha pucynke 2 mnoka3aHO pacmpejeseHHe 3THUX 3JIEMEHTOB B TEKCTax
MOJMUTUK KOH(UIESHINAIPHOCTH Ha PYCCKOM W aHIJIMICKOM  sI3bIKax.
[TpencraBieHHble JaHHBIE TO3BOJIAIOT CAENAaTh BBIBOA O CTPYKType
NOJMTUK Ge30macHoCTH. Tak, OOBIYHO MOJUTUKH 0e301aCHOCTH COCTOSAT U3
3aroJioBKoB U naparpacgo. Haubosnee yacto ucnosb3yeMbIMH 3JIeMEHTaMU
CTPYKTYphl IOMHUMO 3arojOBKOB U HaparpadoB SABJIAIOTCS HyMEpOBaHHbIE
WM HEHYMEPOBaHHbBIE CITMCKM U UX 3JIEMEHTHI, B TO BPeMsl KakK TaOJIMIIbI
UCTIONB3YIOTCS PeAKO. PyCCKOSI3BIUHBINA JOKYMEHT B CPEHEM COCTOHUT W3
34.1 maparpacos (85.1% nokymeHTa), 3.8 3aronoBkoB (9.5% mOKyMeHTa),
0.9 HymepoBaHHBIX CHHMCKOB (2.2% pokymeHTta), 1.1 HeHyMepOBaHHBIX
criuckoB (2.7% nokymenta) u 0.2 tabmun (0.5% nokymeHnTa). JJoKymMeHT
Ha aHIJIMICKOM SI3bIKE Oy/leT MMETh MOXOXKYI0 CTPYKTYpPY: UyTh MEHbIIE
naparpacos (31.5 naparpados nm 44.9% nokymeHTa), 3HAUUTEIBHO OOJIbIIIE
3arojioBKOB — 33 3arosoBka (47.2% nokymeHnta), 0.7 HyMEpOBaHHbIX CIIUCKOB
(1% noxymenra), 4.4 HEHyMepOBaHHBIX CIUCKOB (0.3% mOKyMmMeHTa) U
0.5 tat6umi (0.7% mpokymeHTa).

OpHaKo ciiefyeT OTMETUTh, YTO Takoe OOJIBIIOE YMCJIO 3ar0JIOBKOB
B QHIVIMHACKUX JOKYMEHTaX MOXET ObITh CBSI3aHO CO CJIOKHOCTBIO MOfICYETa
JaHHOTO JIEMEHTA CTPYKTYPUPOBAHUS TEKCTA U3-3a OOJIBINOI BAPUATUBHOCTH
HTML-pa3meTky, ucnonab3yemoil I ux cospaHus. Iloutu Bce cailTbl
UCIIONBb3YIOT CBOM CrOCOO 3ajiaHusl pa3felioB, CBOM COOCTBEHHBIE ITPaBUIIA
HyMepalu1 pa3fesioB, 3ar0J0BKOB U CIIMCKOB. Ha HeKOTOpBIX cafiTax CIIUCKU U
3aroJIoBKM Hymepylotcs ¢ momolinbio HTML-pa3meTky, Ha IpyTriux — HyMepanusi
3ajaercsi BpyuHyo. B yactHocTH, komnanus Huawei npegocrasisieT 6onee
50 momMTHK KOH(UICHIMATPHOCTH IUIsl CBOMX cepBHCOB [43] m, XxoTs
BU3YaJIbHO BCE OHU UMEIOT OIMHAKOBYIO CTPYKTYPY, AJIsl CO3[JaHHsI 3ar0JI0BKOB
ucnonb3yeTcs 10 16 paznnunbix BapuanToB pazmerku HTML. Takum o6pazom,
Jlake B pPaMKax OJHOI KOMITaHMM HE CYIIECTBYET €JMHON KOHBEHIMHU IS
o opMIIeHH S TOJIMTUK O€30IaCHOCTHU 1 MX CTPYKTYPHOI KOMITOHOBKH, TOTOMY
aBTOPBI MOCYUTAIIM 3ar0JIOBKAMH CTPOKH AyMHON MeHee 100 cuMBOJIOB U He
conepxanie MmapkepoB “list item” (Mapkep 7eMeHTa CIMCKA).
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PYCCKOA3BIYHOI'O AATACETOB COOTBETCTBEHHO

174  Undopmaruka u asromarusauus. 2025. Tom 24 Ne 1. ISSN 2713-3192 (neu.)
ISSN 2713-3206 (onnaiiH) www.ia.spcras.ru



INFORMATION SECURITY

O4eBHIHO, YTO TAKOH MTOJXO0M HE JaeT TOYHBIX PEe3YJIbTATOB, IIOCKOJBKY
KOpOTKHe naparpadbl, COCTOSIINE U3 OJHON CTPOKH, TAKHE KaK KOHTaKTHas
uHdopManys IPOU3BOAUTENIEH, TaKKE OTHOCATCS K 3aroj0BKaM.

5. CemaHTHYeCKHI aHaIm3 KOPILyCOB NOJUTHK
KOH(PUIEHINAJBHOCTU. [Ip  ceMaHTHYeCKOM  aHajgW3e  IOJUTHUK
KOH(UICHIIMAIBHOCTA HAaWOOJNbIIMA HMHTEpEC MPEJCTaBIseT MOTydeHue
UH(pOPMAIK O TOM, KaKHe XapaKTepUCTUKH CIIeHapueB cOopa 1 00padOTKH
MEPCOHAJIBHBIX JJTaHHBIX OMHMCAHBl B JOKYMEHTaX, HalpuMep, Kakue THIIbI
MIEPCOHAJIBHBIX JIAHHBIX COOMPAIOTCS, B KAKUX IEJISAX OHA COOMPAIOTCs, Ha
KAKHX 3aKOHHBIX OCHOBAHHMSIX BBIMOJIHAETCS UX 00pabOTKa, KAKOBbI CPOKHU UX
XpaHeHus1, KAKMM 00pa30M OPraHW30BaHA MX 3allUTa U T.JI.

B Hacrosieil paboTe ILEbl0 CEMAaHTHMUYECKOrO aHajiu3a SIBJISETCS
U3BJICYEHHUE TEM, IIPECTABJIEHHBIX B JOKYMEHTE, U OTpeieIeHHe KIII0UEBBIX
CJIOB T HUX. Takue CJI0Ba MOTYT OBITh UCIIOJNL30BAHbI JUISI ONpPEC/ICHIS
TOrO, Kakue ClieHapuu 00pabOTKU MePCOHANbHBIX HAHHBIX MPEJICTABJICHBI B
MONUTHKE KOH(PHICHINATBHOCTH.

N3Bneuenne TeM M3 KOpIyca TMOJUTUK KOH(HUIECHIIMAIBHOCTH
OCYIIECTBJISIOCh C MOMOIIBI0 JaTeHTHOro pasmernenus Hupuxie (Latent
Dirichlet Allocation, LDA), koTopoe M0o3BOJISeT NPeJCTaBUTh JOKYMEHT B
BHJIE MHOKECTBA TEM, OIMCAHHBIX KOMOMHALIMEN KIIIOUYEBLIX CIOB [44]. s
MPUMEHEHUsI 3TOrO METO/a Kax/1asl MOJMTHKA ObIa pa30MTa Ha MHOXECTBO
naparpagoB. Kpome TOro, ObUIO CAEIaHO MPEANONIOKEHUE, YTO KaxIblid
naparpag MoXeT colepXkaTb OMHMCAaHHE OJHOTO CIIEHApHs WCIONb30BaHUSA
NIepPCOHAJIbHBIX IaHHBIX, T.€. BRIOMpasach TeMa, adppuimanus TeKkcTa ¢ KOTOpoi
OblT1a GoJIee HEKOTOPOTo 3aIaHHOTO mopora 6. Takum 00pa3oM, BHITOTHEHHBIN
aHAJTN3 BKJTIOYAN CIICAYIOIINE IIar:

1. u3BJIEYeHHE TEKCTOB MaparpadoB U3 TOKYMEHTOB,

2. TreHepUpOBaHME TEMATHMYECKUX MOJEJell Ha OCHOBE aHAJIM3a BCETO
Habopa naparpacos,

3. ompeneneHWE  BO3MOXHBIX  XapaKTepUCTHK  CIIEHApUCB
WCTIONB30BaHUS TIEPCOHATIFHBIX JAaHHBIX B COOTBETCTBHUHU C IIOJyYeHHBIMHU
CEMAHTHYECKUMU MOJICTISIMH.

IMepen npumenennem LDA kaxnplii maparpad Obu1 npeoOpa3zoBaH
B BEKTOp CJIOB. 3aTeM ObUIM yAaJieHbl CTOIN-CJIOBa, MOCie 4ero Obuia
BBHITIOJIHEHA JIEeMMaTH3alusi TeKCTa ¢ MoMolbslo Oubimorekn Python
NLTK [45]. UccnenoBanus B [11] nokazanu, yto merpuka TF-IDF (Term
Frequency — Inverse Document Frequency) mnosBossieT u3Bjieub Oojee
MoApOOHYI0 MH(MOPMALIMIO O CIIEHAPHAX MCIONB30BAHMS IaHHBIX, TaK KaK 3Ta
MOJIeJTb BEKTOPU3AIMK TEKCTa IMPUCBaMBaeT OOJIbIINE Beca CJIOBaM, KOTOPbIe

Informatics and Automation. 2025. Vol. 24 No. 1. ISSN 2713-3192 (print) 175
ISSN 2713-3206 (online) www.ia.spcras.ru



NHP®OPMAILIMOHHA S BE3OITACHOCTb

BCTPEYAIOTCA peke, COOTBETCTBEHHO OHA MO3BOJISAET OoJiee TOYHO ONpeeIuTh
0COOCHHOCTH COIEP)KAHUSI TEKCTA.

Uucno TeM 3afaeTcs BpydyHYIO, M JaHHBII MapameTp omnperelser
Ka4ecTBO TEMaTHYECKOro MojeMpoBaHusl. KauecTBo nmoposk/1aeMbix Mojiesieit
MOXeET OBITh OLICHEHO C MOMOIIBIO TOKA3aTelIsl KOTePEHTHOCTH ITOPOXACHHbIX
TEMaTHYECKUX Mogeneil. KorepeHTHOCTh oKa3bIBaeT, HACKOJIBKO HECTyYaifHO
CJIOBA, ABJIAIIHUECA 3HAYUMBIMU [OJIsd TEMBI, ITOABJIAIOTCA B TEKCTE. B
UCCJIe/IOBAaHNM ObUIA UCIIONb30BaHA METPHKA C,, PACCUMTHIBAIOIIASCS KaK
Cpe/lHee OT KOCHUHYCHBIX CXOJICTB Scos BEKTOPOB CJIOB (Wp ;) B TEKCTE U
BEKTOPOB, OTPaXKaloKX TeMbl (wy,) (popmyna 1):

K N
_ Zkzl Zn:l 5cos(wn,k, w;:)
N-K ’

ey

Cy

rae N — KoimuecTBO 0B, a K — KoiandecTBO TeM. Pe3ynbTarsl OLleHKH
TpUBEIeHBI Ha pUCYHKaX 3(a) u 3(6). OnTHMaIbHOE YMCIIO CEMAHTUUECKHX TEM,
Ha KOTOPOM 3HA4YeHHE KOTEPEHTHOCTHM MAOCTATaeT MaKCHUMyMa, i
PYCCKOSI3bIYHOTO KOpITyca AOKYMEHTOB 1 aHIJIOSI3bIYHOTO KOpITyca JOKYMEHTOB
OKa3ayock pa3HeIM. [ pycckos3sraHOro kopnyca PPinRussian oHo paBHO 44,
a 151 anmosizbiyHoro IoTDataset — 23. Ha pucynkax 3(B) u 3(r) npeacraBieHa
BU3yaJM3allisl TEMAaTHUECKUX KJacTepoB mnaparpadoB, MOJYyYEHHBIX B
pesynbrate puMeHeHnss LDA n mertona rmiaBHBIX KommoHeHT (Principal
Component Analysis, PCA). Paguyc kpyra otpaxaeT umcio maparpacgoB
B KjacTepe, T.e. yeM Oosibllle TaparpadoB B KjacTepe, TeM OOJbIIe
pamuyc. Kpome toro, Ha pucyHkax 3(m) u 3(e) MOXHO HabmonaTh
KJIACTEPHU3ALMI0 C TIOMOIIBI0 ajJrOpUTMa CTOXACTHYECKOTO BIIOKEHHS
cocefeii ¢ t-pacripenenenvieM (t-distributed Stochastic Neighbor Embedding,
t-SNE) no kax1oMy JOKYMEHTY C TOUKH 3PEHHUS UX CEMAHTHUKH, IIPU STOM
MOXHO 3aMETHUTh CXOXKECTb MHOTHX U3 HHMX, YTO MOXET OBbITh CBSI3aHO C
UCIIONB30BaHKUEM I1IA0JIOHOB MJI COCTABOM ACIEKTOB B LIEJIOM.

OuyeBUAHO, YTO W JUIsl KOpIYCa PYCCKOSI3BIYHBIX JIOKYMEHTOB
W aHDJIOSI3BIYHBIX JOKYMEHTOB €CThb KJAaCTephl, KOTOpbIE OTJIMYAIOTCS
OONBIIMM YMCJIOM 3JIEMEHTOB B HHX, KpOME TOro, OHH XOpPOILIO
OTIEJUMBl OT JPYIMX. AHAJIM3 TaKUX KJIACTEPOB IOKa3ajl, 4YTO K HUM
OTHECeHbI naparpadbl, KOTOpble COAEPKAT eANMHOOOpa3HyI0 MH(pOPMAIIHIO,
NIPEJICTaBJICHHYIO OJTHAM U TEM e HaOOpOM CJIOB, Ha OCHOBE KOTOPBIX MOXET
OBITH OIpesieIeHa TeMa.
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Puc. 3. 3aBECIMOCT KOT€PEHTHOCTH MOJIENIH OT KOJTMUECTBA BHISBIISEMBIX TEM:
a) JaTaceT aHIJIOSA3BIUHBIX MOJIUTHK; O) 1aTaceT PyCCKOSA3BIUHBIX MOJIUTHK;
B) BU3yaJIM3aLisl TEMAaTUUECKHUX KJIACTEPOB Il aHIVIOSI3bIYHBIX JOKYMEHTOB
IoTDataset; r) pycckos3paHbIX JokyMeHTOB PPinRussian; 1) Bu3yanu3anus ceMaHTHKH
o Kaxaomy JokymeHty ais loT'Dataset; e) PPinRussian
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BriziesieHne TeM, ONMCAaHHBIX XapaKTepHBIMU CJIOBAMU U UX BECAMH,
B COOTBETCTBUM C IIOKa3aTesJleM KOTepEeHTHOCTH IO3BOJISAET MOIyYUTh
HauOosIbIlIee KOJIMYECTBO TAKUX TEM, IIPH 3TOM CpeJ HUX He HaOJIoaeTcs
OUYEBUHBIX NOBTOPeHU. [IpH nosrydeHnn TeM ¢ UX KOJIMYECTBOM, 3aJaHHbIM
HITKE, YeM PEKOMEHAYeMOe B COOTBETCTBHHU C KOT€PEHTHOCTHIO, TIPOU30MAET
yTpaTa MeHee SIBHBIX TeM, OTPaKAIOIINX CHel(PUIECKIE aCTIEKThI CLIEHAPUEB
UCIOJIb30BaHMUs1 IEPCOHAJIBHBIX IaHHBIX. KpoMe Toro, HeKoTopble 0000111eHHbIe
TEMBI UMEIOT 3aKOHYEHHBII CMBICTT UIMEHHO 10 COBOKYITHOCTH BKJTIOYEHHBIX
B HMX TeM, HO He 00s3aTelbHO IEepeceKalonuxcsi M0 COCTaBy JIEKCEM,
obpazyomux ux. Eiie ogHoO# npuunHoii (hopMHupoBaHKs 0O0OIEHHBIX TEM
SIBJIIETCS TIOTBITKA IOJTYYUTh OCMBICJICHHOE U ONMCHIBAIOIIEE HEKOTOPBIN
aCMeKT IMOJIMTUKM 3HAYCHHE, KOTOpOe B pe3ysbTare padoThl aqropurMma
LDA npencTaBisieTcsl B BUJe CIHUCKA HE CBA3AHHBIX B €IMHYIO S3BIKOBYIO
KOHCTPYKIIMIO JIEKCEM.

B ra6mmne 2 B KauecTBe MpUMepa MpeICTaBICHB! KJIOUEBbIE CIOBA IS
tem 0, 1 11 2, onpeaesneHHbIE AJ1s1 PyCCKOSI3BIYHOTO KOPITyca IOKYMEHTOB.

Ta6mmua 2. Kimouessle ciioBa 1 ux Beca g tem 0, 1 u 2

N Tema 0 Tema 1 Tema 2
Bec Jlekcema Bec Jlekcema Bec Jlexcema
1| 0.031 |cGop 0.037 | 311eKTPOHHBII 0.011 |ip-ampec
2 | 0.026 |ucnonb3oBaHue 0.033 |aapec 0.010 | BbIsABIEHHE
3| 0.021 |xpanenue 0.027 |moura 0.010 | maHHBIi
4| 0.021 |nmepcoHabHBIA 0.016 |Tenedon 0.008 | mepcoHabHBII
5| 0.018 |mpenocraBiaeHue 0.015 |e-mail 0.008 |craTtucTrka
6 | 0.017 |onepaumus 0.014 | mocraBka 0.008 | macpopmanms
7| 0.016 |nanHHbIi 0.012 |HOMEp 0.007 | caiir
8 | 0.016 |cpexnctBo 0.011 |ToBap 0.007 |3aKOHHOCTD
9| 0.015 |oGHoBnEHHE 0.010 |nonb30Batensb 0.007 |nomnp30BaTesb
10| 0.015 |wu3meHeHue 0.008 | caiit 0.007 |onepatop
11| 0.015 |nmepenaya 0.007 |uHpopmanus 0.007 |mnpoGnema
12| 0.015 |nakomneHue 0.007 |3aka3 0.007 | cBoit
13| 0.014 |yrounenue 0.006 | nucpMo 0.007 |nocerureib
14| 0.014 |cucremarusanus 0.006 |ormpaBka 0.007 |peurenue
15| 0.013 |ynmanenue 0.006 | uacpopmupoBanue 0.007 | uemnb
16| 0.013 | neiicTBue 0.005 |mocpeacTeom 0.006 |ucnonb3oBaThCA
17| 0.013 |yHuuTOXECHHE 0.005 |yBegomienue 0.006 | TexHUYECKMI
18| 0.013 |wu3Bieuenue 0.005 |yciyra 0.006 | ocymecTBIATh
19| 0.012 |oGe3nuuuBaHue 0.005 |mbt 0.006 | npoBOAUTH
20| 0.012 |mosnb3oBarein 0.005 | cBsa3BIBATHCA 0.005 |akTyanuzaums

U3 Hero cremyer, uto TemMa O MOCBsIIEHa OOIMM BOIIPOCAM TIO
cOopy, 00pabOTKe M HKCHOIb30BAHHUIO MEPCOHANbHBIX JaHHBIX, B Teme |
JETATM3UPYIOTCS TUITHI COOMPAEMBIX JJAHHBIX — JIEKTPOHHBIA aJpec, mouTa,
TeneOH, a TaKKe KPATKO TIPEICTABIEHBI BOBMOKHbIE [IEJIM MCTIOIB30BaHMS —
JocTaBKa W WHpOpMHpoBaHHe. B Teme 2 Takke TpeICTABJIEHB THIIHI

178  Undopmaruka u asromarusauus. 2025. Tom 24 Ne 1. ISSN 2713-3192 (nieu.)
ISSN 2713-3206 (onnaiiH) www.ia.spcras.ru



INFORMATION SECURITY

cobupaembIx JaHHbIX — [P-ajipec, KOTOpPHIii B IIEPBYI0 OYepe/lb UCTIONb3YETCS
Uisi cOopa CTaTUCTUKU. JlaHHBIE BBIBOJBI IOJYYCHBI IYTEM pPYYHOIO
aHaimM3a naparpad)oB, OTHECEHHBIX K 3TUM TeMaM. [Ipumepamu Apyrux
TeM, TPEJCTABICHHBIX B JOKYMEHTE SIBJISIOTCS OCOOCHHOCTU pead3alid
0o0paTHOM CBsI3U ¥ yBeIoMJIeHuii (TeMa 4), pa3pelieHue cropoB (tema 6),
pacripocTpaHeHHEe NEepPCOHAJBHBIX HAHHBIX, B T.4. WX TpPaHCTpaHWYHAS
nepenaya (temsl 17 u 39), 111 UCHIONIB30BAHUS MEPCOHAIBHBIX JaHHBIX
(Tema 38), MapKeTHHIOBbIE W HOBOCTHBIE pacchlUiku (Tema 20), 3ammra
MepPCOHAJIBHBIX TaHHHIX (Tema 42). Hambonee HeTpuBHATBbHOU 3amaveit
OKa3aJIoCh OTIpe/ieSicHHe CEMaHTUIEeCKUX TeM JUIsl KIacTepoB HeOOJBIIOrO
o0beMa, pacroIOKEeHHbIX B IIEHTpe rpadrika paccemBaHus1 Ha pUCYHKe 3(T).
BhisiB/IeHHBIE KJIIOYEBBIE CJI0BA JOCTATOYHO OOIIHUE, MMO3TOMY OIPEIeIUTh
OCOOEHHOCTD TO# WJIM MHOW TEeMBbI He TPEJCTABJISIOCh BOBMOKHBIM, KpOME
Toro, maparpadsl, OTHECEHHBIE K JaHHBIM KJIACTepaM HEe WMEIH YEeTKO
BBIpAKEHHBIX OOIHMX KOHIeTnil. B Tabmmie 3 npecTaBieHs! IPUMEpPH TAKHAX
KJIACTEPOB.

Ta6ymria 3. KimoueBsie citoBa 1 UX Beca 11 TeM 38, 41 u 42

N Tema 38 Tema 41 Tema 42
Bec Jlekcema Bec Jlekcema Bec Jlexcema
1| 0.022 |nepcoHasbHbIi 0.012 | nepcoHanbHbIi 0.024 | HenpaBOMEpHBIit
2| 0.022 |oGpaborka 0.010 | maHHbBIIT 0.018 |3ammra
31 0.021 | nanubli 0.010 |nonb30Baresb 0.014 |mepa
41 0.016 |uens 0.009 |cocrosiHue 0.013 |caiir
5| 0.015 |aBTOMAaTH3MPOBAHHBIH 0.009 | caiit 0.013 | ciyvaiinblit
6 | 0.013 |TexHuka 0.008 | uacopmanms 0.013 | konupoBanue
7| 0.013 |BbIYMCIIUTEBHBIN 0.008 |xkareropus 0.013 | opraHu3aLOHHbII
8 | 0.012 |cpexnctBoO 0.008 |oneparop 0.013 | nepcoHaJbHBbII
91 0.010 |momous 0.007 | nanube 0.013 | HEOOXOIUMBII
10| 0.010 |HecoBmMecTUMBIT 0.007 |momyuaTsb 0.012 | rexHMuecKuit
11| 0.009 |undopmanus 0.007 |3aka3 0.012 | nanHBIi
12| 0.007 | nanHble 0.007 |yBenomienue 0.011 |undopmarums
13| 0.007 |nepenaya 0.007 |o6paboTka 0.011 |agMuHUCTpaUs
14| 0.007 |pmomyckarbest 0.006 |cayuait 0.011 |npunumats
15| 0.006 |3apanee 0.006 |cy6bexT 0.011 |nomb3oBaresnb
16| 0.006 |nons3oBaresnb 0.005 | muo 0.010 | 6okupoBanue
17| 0.006 |wucnons3oBaHUE 0.005 |yciyra 0.010 |moctyn
18| 0.006 |c6op 0.005 |ToBap 0.010 | yHuYTONKEHHE
19| 0.006 | caiir 0.005 | cnenmabHbIi 0.010 | uHo¥t
20| 0.006 |nomyuats 0.005 |Bo3Bpar 0.010 | pacnpoctpaHeHue

ITocKoMbKY MHOrME TEeMBl OKA3aJUCh CXOXH MEXAy COOOH, ObLIO
NPUHSATO pellieHne 0ObeJUHUTh UX B IPYIIIBI, KOTOPbIE SIBHO XapaKTepU3YIOT
0C0OEHHOCTH UCIIOJIb30BaHMIE NEPCOHAJIBHBIX AaHHBIX. Bbut c(hopMyIpoBaHbI
cienyionme o0o0ImeHHble TeMbl: (1) TEpMHUHBI U OIpeAeJIeHUs] MTOJUTHKH,
(2) cO0p TPEKUHT OBBIX MIEPCOHANIBHBIX TaHHBIX, (3) cO0p, 00pabOTKAa 1 X paHEeHHEe
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MIEpPCOHAJIbHBIX JaHHbIX, (4) paclpoCTpaHEeHHEe U YHUUTOXEHNE EPCOHAIBHBIX
JaHHBIX, (5) U3MEHEeHUe MEePCOHANBHBIX JAHHBIX, (6) paspelleHue CIOpOB,
(7) yBenomsieHHe, MapKeTHHI W TepcoHanmzanus, (8) 1enu oOpaboTKu
MEPCOHAJIbHBIX JaHHBIX, (9) 3alllMTa NepcoHaNbHbIX JaHHBIX, (10) mpaBoBble
ocHOBaHMsl 00paboTku, (11) oOHOBNEHME MOMUTUKU OE30MaCHOCTH,
(12) cornacue nonb3oBatesis Ha 00pPabOTKY MepcoHaNbHbIX. OObe MHEHNE
KJIACTEPOB BHITOJHSJIOCH C YUETOM M3BJICYEHHBIX KJIIOUEBHIX CJIOB TEM U MX
GJIM30CTH B IPOCTPAHCTBE MPOEKIIMii, TIOCJIe Yero ObLI0 MPOaHaIu3UPOBAHO
pacripefesieHde OOOOIIEHHBIX TEM B KoOpIyce JOKyMeHToB. [ 3Toro
KaxJplii naparpad ObUT OTHECEH K OJHOMY KJIACTEpPY, €CJIM BEPOSITHOCTD
NPUHAJIEKHOCTH ObUla Gosiee WM paBHa 6 = 0.5, ecyi BEpOSITHOCTb Oblila
HIKE, TO TaKoW maparpad UCKIIoYaICcs U3 JaibHelmero aHaausa. Jlaee ams
naparpada onpenessiiack 0000IeHHas rpyIa. Pe3ynbTaThl ceMaHTHYECKOTO
aHa/IM3a KOPIyCOB JJOKYMEHTOB IPE/CTaBJICHBI B TA0MIIE 4.

Tabnuna 4. Pacipenenenne 0600meHHbx TeM B PPinRussian xopryce nomutuk
KOH(UICHIIMAIBHOCTH Ha PYCCKOM sI3bIKE

Ne Oo0o0menHas Tema IIpouent, %
1 | TepMHHBI U OIpe/ie/IeHUs MOIUTUKH 12.1
2 | COOp TPEKMHIOBbIX EPCOHAIBHBIX JAAHHBIX 9.8
3 | C6op 00paboTKa U XpaHEHUE MEPCOHATBHBIX TaHHbBIX 20.4
4 | Ilepenaya TPETHUM JIMIIAM M YHUUTOKEHHE NIEPCOHAIBHBIX JAHHBIX 11.7
5 | M3MeHeHMe nepCoHabHBIX JaHHBIX 3.5
6 | Paspemienue criopos 1.8
7 | YBegomieHue, MapKeTHHT, IIePCOHAIM3AINS 4.4
8 |Leau 06pabGOTKM NEPCOHANBHBIX JAAHHBIX 9.4
9 | 3ammTa NepcOHANbHBIX JAaHHBIX 6.2
10 |TIpaBoBeie OCHOBaHMA 0GPaOOTKH MEPCOHATBHBIX JAHHBIX 12
11 | O6HOBIIEHHE TIOUTUKU OE30NACHOCTH 3.1
12 | Cornacue nonp3oBatesisi Ha 00pabOTKY MEPCOHAIBHBIX JAHHBIX 5.6

Ha pucyske 4 mogpo6GHO MOKa3aHO paclpefie/ieHie CeMaHTUIeCKUX
TeM B IOJUTHKaxX KoH(UACHIMaIbHOCTH. Kak u B mpenploymieM cirydae
I Kakjgoro maparpada ompefessuicss TeMaTHYecKuil KiacTep, eciu
MOPOT MPHUHAJICKHOCTH [IJIs1 9TOTO KyacTepa Obut 6 > 0.5, u 0000IIeHHas
Tema. Jlajiee KaxJas MOJMTUKA KOH(UISHIMAIbHOCTH NPEICTaBIIsAIaCh B
BHJE BEKTOpa, COJAEpXKaIero 4ucio maparpadoB 3aJaHHON TEMBI, IOCIE
Yero BCe JOKYMEHTH OBUIM pa3fesieHbl Ha KJIACTEPHl B COOTBETCTBHHU C
pacrpesieleHeM TeM B TEKCTax ¢ IMOMOIIBI0 aIrOpUTMa KIIacTepU3aluy
k-means. [Ins moctpoenus rpaguka Ha pUCyHKe 4 BCe NMOJUTHUKU OBbUIA
YHOPSA0UYEHb CHaYajIa [0 BEIYMCJICHHBIM KJIacTepaM, a 3aTeM IO KOJUYECTBY
naparpacoB B fokyMeHTe. TakuM 06pa3oM, OCh = COOTBETCTBYET HOMEpY
JOKYMEHTa B yIIOPSJOUYSHHOM CIICKe BCEX JAOKYMEHTOB, U, CJICJOBATEIBHO,
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HIMPUHA CTONOLA MarpaMMbl IPOMOPIIMOHATEHA KOJMYECTBY JOKYMEHTOB
B COOTBETCTBYIOIEM KjacTepe. Ochb y IOKa3bIBaeT 4HUCJIO Maparpados,
OTHECEHHBIX K KaxJI0il 00001meHHoil TeMe. TakuM 00pa3oM, OCTpOeHHAS
JuarpaMMa IOKa3blBaeT CpefgHee KOJMYeCTBO maparpadoB B KJacTepe
JOKYMEHTOB C 3aJaHHOW TEeMOii, a LBETHbIE YYaCTKM KaXJOro CTOIOLa
OTPa)arT KOJMYECTBO U COOTHOLIEHUE TEM B KaXOM KOHKPETHOM KJIACTEpE.

. Cornacue nonb3oBarens Ha 06paGoTKy
TIEPCOHANBHBIX TAHHBIX

250 = O TIOTIUTHKH O TH

- TIpaBoBble OCHOBaHHS 0OPaGOTKH
TNIEPCOHAITBHBIX JAHHBIX

L) 321Ll.lld'l"d TICPCOHAJIbHBIX JaHHBIX

® [lenn 06paGOTKH CPCOHANBHBIX JAHHBIX

- yBe,‘JOMﬂEHME, MapKeTHHI 1
nepcoHanu3auus

" PazpenreHne cropos

= M3meHeHne TIEPCOHATBHBIX JTaHHBIX

o Meperata TpeThuM JHTam 1
YHHYTOKEHHE NEPCOHATTBHBIX JTaHHBIX

. CGop, oGpaGoTka u xpaneHue
TIEPCOHAITBHBIX IAHHBIX
CGOP TPEKUHIOBBIX MEPCOHAIBHBIX
JIaHHBIX
TCpM]{Hbl M OIPCACIICHUS TTOJIMTUKH
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Puc. 4. Pe3ynbTar KJIacTEpU3aliN PYCCKOA3BIYHBIX TOIMTUK GE30MACHOCTH C YIETOM
pacnpefeseHus naparpagoB 1Mo 0600UIEHHBIM TeMaM

AHaJOrMyHpIM ~ 00pa3oM  OBbUIM  NPOAHAIU3UPOBAHBl  TEMBI
aHrosa3byHoro kopmnyca IoTDataset. Yuciao ceMaHTUYECKUX KJIAaCTEPOB B
5TOM KOpITyCe MOYTH B 2 pa3a MEHbIIE M0 CPABHEHHIO C PYCCKOSI3BIYHBIM,
4TO, BO3MOXHO, OOBSICHAETCSI Kak OCOOCHHOCTSIMM SI3bIKa, TaK M TeM,
YTO B COCTAB JAHHOTO KOPIyCa BXOIAT TOJIBKO MOJUTUKHU JJISl YCTPOWCTB
UnrepHera Bemeil. B GonbIIMHCTBE CiTyYaeB ONPEAeTUTb TEMY 110 KIIOUYEBbIM
CJIOBaM OBLIO JOCTATOYHO MPOCTO, UCKITIOYEHNE COCTABUIIM JIMIIb HEKOTOPBIE
KJIacTepbl, HanpuMep kjactepsl 5 u 17. IIpuMephl KIOYEBBIX CJIOB IS
HEKOTOPHIX TEMATUYECKUX KJIACTEPOB TMPeCTaBIeHs! B Tabmuie 5. Hanpumep,
B TeMe 3 oOcyXkJalTcsi MpaBa ocoboil aymuropun — rpaxinan CHIA B
KanudopHuu, KOTOphle 3alIMIIEHB! JONOTHATEIbHBIMHI 3aKOHOAATEIbHBIMU
aKTamu B 00J1acTH 00paGOTKH NEPCOHANBHBIX JaHHBIX, B TeMe 4 IpeJICTaBIIeHbI
Mepbl 6€30MAaCHOCTH I10 3aIIUTE NEPCOHAIBHBIX JaHHBIX, TEMa 6 OIKCHIBAET
0COOEHHOCTH 00pabOTKM MEePCOHABHBIX JAHHBIX CIELHAIbHBIX KaTeropuit
MOJIb30BaTeieil — HECOBEPIICHHONETHHUX. B OT/IMUMe OT 9TUX TeM, B TeMax 5
u 17, npuBeJeHHBIX B TabJuIle 6, HET KJIIOUEBBIX CJIOB C SIPKO BHIPAKEHHBIM
BKJIA/IOM.
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Tabmmua 5. KimoueBrle ciioBa 1 UX Beca JIJj1s1 TeM 3, 4 u 5]

N Tema3 Temad Tema$
Bec Jlekcema Bec Jlekcema Bec Jlexcema

1| 0.023 | california 0.031 | security 0.013 | information
2| 0.013 | privacy 0.012 |term 0.011 |home

3| 0.010 |resident 0.011 |data 0.008 | may

4| 0.009 |right 0.009 | information 0.008 | access

5] 0.009 [notice 0.008 |use 0.007 |use

6 | 0.008 |information 0.007 | personal 0.007 | personal
7| 0.007 |service 0.007 | privacy 0.007 | way

8| 0.007 |state 0.007 |right 0.007 | cooky

9 | 0.006 |policy 0.006 | condition 0.006 | data

10| 0.006 |use 0.006 | service 0.006 |u

11| 0.006 |may 0.006 |legal 0.005 | service
12| 0.005 |united 0.006 | sale 0.005 | collect

13| 0.005 |cooky 0.005 |b 0.005 |send

14| 0.005 | personal 0.005 | described 0.005 | product
15| 0.005 |product 0.005 | policy 0.005 | provide
16| 0.005 |purpose 0.004 | technical 0.005 | email

17| 0.004 | website 0.004 | notice 0.005 | following
18| 0.004 |change 0.004 |de 0.005 | purchase
19| 0.004 |law 0.003 | may 0.005 | message
20| 0.004 |consumer 0.003 | product 0.004 | order

182

MHOXeCTBa KJIIOYEBHIX CJIOB 9TUX TEM JOCTAaTOYHO ITOXOXH, OTJINYUC
3aKJII0YacTCA B TOM, YTO B TEME 5 YHOOMUHAIOTCA OAaHHbIC, MO3BOJIAIOIINC

Ta6muia 6. KimoueBsble ciioBa 1 UX Beca i TeM 6 u 17

N Tema 6 Tema 17
Bec Jlekcema Bec Jlekcema

1 0.014 | address 0.008 |information
2| 0.014 |child 0.007 | contract

3| 0.009 [information 0.007 |data

4 | 0.008 |childrens 0.006 | personal

5| 0.008 |privacy 0.006 |last

6 | 0.007 |[service 0.006 |order

7 | 0.007 |policy 0.006 |service

8 | 0.006 |website 0.005 | payment

9 | 0.006 |personal 0.005 | privacy

10| 0.006 |site 0.005 | performance
11| 0.006 |age 0.005 |use

12| 0.006 |data 0.005 |collect

13| 0.005 |may 0.005 |may

141 0.005 |u 0.004 | policy

15| 0.005 |collect 0.004 |u

16| 0.005 |name 0.004 |site

17| 0.005 |use 0.004 | transaction
18] 0.005 |ip 0.004 |access

19| 0.005 |e-mail 0.004 |[name
20| 0.005 |term 0.004 | website
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OTCJICXKHMBATh JACHCTBHUSI IOJIb30BaTe el B ceTH (cookies), a B TeMe 17 BKJIIOYEHBI
ciioBa “mnarexu’ (payment) v “TpaH3akiuu’ (transaction), 4TO MO3BOJISIET
MPE/NOIOKUTh, YTO pedb UIET O (PUHAHCOBBIX JIAHHBIX.

I aHIJIOSI3BIYHOTO  KOpITyca TakXke ObUTM  C(OPMYIHPOBAHEI
0000611eHHbIe TeMbl: (1) BOMPOCH MOJIb30BATESI IO MOJUTHKE OE30MACHOCTH,
(2) croponHue Beb-caiithl, (3) ocobas aymuropus, (4) 3aIIUTa NEPCOHATBHBIX
JAHHBIX, (5) cOOp MepCOHABHBIX JAaHHBIX, (6) COOp AAHHBIX, TO3BOJISIONIUX
OTCJIC)KUBATh MIOBEICHUS TIOJIb30BaTEIsI Ha BeO-caiiTe, (7) pacnpocTpaHeHue
NEPCOHAIBHBIX (Ilepejada TPeThbUM Jniam), (8) XpaHeHHe MepPCOHATBbHBIX
JaHHbIX, (9) mepcoHammM3auvs U MapkeTuHr, (10) M3MeHeHue MNOJIUTUKU
6e3omnacHoctu. Ha pucyHke 5 mpeacrasiieHo pacrpejeneHue 0000IeHHbIX
tem B kopnyce [oTDataset, a B Tabuie 7 nmoka3aH pe3ysibTaT KJacTepu3aliu
MOJIMTUK OEe30IaCHOCTH C YYeTOM pachlpefesieHuss maparpaoB 1o
0000ILEHHBIM TEMAaM.

= U TIOJIUTHKH € TH

= [lepcOHANM3AIMS H MAPKETHHT

= XpaHeHHe NIepCOHATbHBIX TAHHBIX

 Tepeziata nepcoHabHbIX JaHHbIX
TPETBHM JTHIIAM
CGop JAaHHBIX, HO3BOJISIOUHNX

® OTC/IEXKHBATH [I0BEICHHUS [I0/1b30BATEIIS
Ha BeG-calite

® COOp NEPCOHAIBHBIX JaHHbIX

® 3aIHTa ICPCOHANIBHBIX JAHHBIX

® Ocobast ayTuTOpHs

® CTopoHHHE BeG-cailThl
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Puc. 5. Pe3ynbrar KilacTepu3alliy aHIIOSA3BIYHBIX TOIUTHK 0E30MaCHOCTH C y4eTOM
pacnpezeseHus naparpago 1o 0600IIEHHBIM TeMaM

OueBuiHO, YTO c(hOopMUpPOBaHHBIE OOOOIIEHHbIE TEMBbI AJIsI KOpITyca
MOJMTAK HA PYCCKOM SI3bIKE JOCTATOYHO CHJIBHO OTJIMYAKTCSA OT
00OOIIEHHBIX TEM KOpIyca IMOJUTHUK HAa AHIIMICKOM s3blke. OTIMYHO
TaKke WX KOJINYECTBEHHOE MPUCYTCTBUE B NOKyMeHTaX. HeKoTophle TeMbl
TPUCYTCTBYIOT B 0OOMX KOPITyCaX, B YaCTHOCTH, 3TO TEMBI, XapaK TepU3YIOIIIe
cOOp TEepCOHANBHBIX [JAHHBIX, JAHHBIX TI0 OTCJICKMBAHUIO JEUCTBUIA
MoJIb30BaTesisl Ha BeO-caiiTe, a Takke mepejaade TPEThbUM JmiaM. B oboux
KOpITycax MPUCYTCTBYET HH(MOPMALIUSA O TOM, KaKHe JaHHbe COOUPAIOTCS B
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HEIAX NEPCOHATU3AINN UJIK MapKETUHI'a, KAKUE MEPBI OCYIIECTBIIAIOTCA AJIs
3alUTBI IEPCOHAJIBHBIX JaHHBIX.

Tabmuma 7. Pacnipenenenue o6o0menHbIx TeM B [oT Dataset kopiryce MOJIUTHK
KOH(UCHIINATBHOCTH Ha aHITIMIICKOM SI3bIKE

Ne Oo0o0menHass TeMa IIpouenr, %
1 | Borpocsl nosb3oBaTesis 110 MOJTUTHKE OE30MacHOCTH 7.5
2 | CropoHHue BeO-cailTh 7.1
3 | Ocobast ayautopust 7.7
4 | 3amura nepcoHa bHBIX JaHHbIX 3.4
5 | C6op nepcoHaIbHBIX JaHHBIX 394
6 | COop maHHBIX, IO3BOJISIOIIMX OTC/IEKHMBATD [OBEJEHNE M0JIb30BaTelIsl Ha BeO-caiite 8.4
7 | Ilepenaya nepcoOHAIbHBIX JAHHBIX TPETHUM JIMLAM 11.6
8 | Xpanenue nepcoHaIbHbIX JaHHBIX 3.3
9 | Tlepconanu3anus ¥ MapKeTHHT 4.6
10 | Mi3MeHeHye NOMUTUKY 6e30I1aCHOCTH 7

KimoueBble OTIMYMSA 3aKITI0YAI0TCS B TOM, YTO B IOJIMTHKAX Ha PyCCKOM
SI3BIKE OTZEJIbHO MPOMHUCHIBAIOTCS MOTOKEHNUS 110 YPETYJIMPOBAHHUIO CIIOPOB U
MEXaHM3MOB TMOJyYeHHs] COIJIaCHsl Ha MCIOJIb30BaHUWE MEePCOHAIBHBIX
JaHHbIX. Ocoboe BHUMaHHMe yHedsieTcss  BOIpOcaM  YHHUYTOXKEHHS
NepcoHabHBIX AaHHBIX (0 10% ot obmero uucia mnaparpacgos), a
TaKXe IPOMNCHIBAECTCS OTBETCTBEHHOCTh IIOJIb30BATENSI 32 W3MEHEHHE
MepCOHaIBHBIX JaHHBIX. CiegyeT Takke OTMETHTh HAJIWIME AOCTATOYHO
00BbEMHOIT IIpeaMOyJIbl B JOKYMEHTaX, IJie Pa3bsCHSIOTCS OOIIMe TEPMUHBI U
omnpenenenus (6onee 10% ot obiero unciia naparpagos). B aHros3p9HbIX
MOJMTHKAX OTIENbHO YKa3hIBAIOTCS OCOOEHHOCTH OOpabOTKH JIaHHBIX,
KOTOpBIE TPHHAAJIE)KAT CyObEeKTaM, MMEIOIIUM CHEeNUaIbHYI0 KaTETOPHIO,
HalpyuMep, HECOBEPIIEHHOJIETHHE WM TpaXkJaHe CTpaH, Ha TeppPUTOPHU
KOTOPBIX [IeHCTBYIOT JONOJHUTEbHbIE 3aKOHOAATEIbHbIE aKThl B 00JAaCTH
3allIMThI IIEPCOHAJIBHBIX JaHHBIX. HpOHI/IC])IBa]OTCﬂ OCO6CHHOCTI/I XpaHEHUA
MEPCOHAIBHBIX [JAaHHBIX, YaCTO C yKa3aHHMeM KOHKPETHOW JIMTEJbHOCTH,
a TaKXe JEeTaJbHO OIMCHIBAIOTCS MEXaHH3MBbl YBEJIOMJICHUs CyOBEKTOB
MepCOHAIBHBIX JAaHHBIX B CJIy4ae W3MEHEHWs TOJUTHK Oe30MacHOCTH
(7% ot obmero uucia naparpagos). B MOMUTHKAaX Ha aHIJIMIICKOM SI3bIKE
3HAYMUTENIbHYI0 YacTh ToKyMeHTa (39% ot obiero uucia naparpadoB) Tak
K€ 3aHMMaeT OIKMCaHue, KaKMM 0O0pa3oM OCYIIECTBISIETCS COOp JaHHBIX,
JeTAIM3UPYIOTCS MX THUIBL. Takye OT/IM4Yus B OJIUTHKAX, B IEPBYIO OYEpelb,
CBSI3aHBl C 3aKOHOJATEJIbHBIMHM aKTaMH, JeicTBylomwMu B Poccuiickoit
Penepanny W/ Ha TEPPUTOPHSAX APYyrux cTpad. Hampumep, mocnenHue
n3meHeHns B P3 “O nepcoHanbHBIX JaHHBIX W Ne 152-®3 B yacTu nepenauu
nH(OPMALIMK TPETHUM JIMIAM U HAIMYWsI IMCbMEHHOT'O Coriacusi CyObeKTa
MEPCOHAIBHBIX [aHHBIX HAIIM OTpaXkeHWe B IOJMTHKaX Oe30MacHOCTH,
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JIAaHHbIE TEMBI TIPE/ICTABJICHBI JJOCTATOYHO OOBEMHO, 3aHIUMasli CyMMApHO J10
15% ot ob6beMa Tekcta (B maparpacdax), Ipy 3TOM OINHUCAHKUE CIICHAPHUEB
XpaHeHus1, cOopa 1 00pabOTKM AaHHBIX 3aHUMaeT Bcero 25% obbeMa TekcTa
JOKYMEHTA, YTO MOXET TOBOPUTh 00 OTCYTCTBHH JIETANEH O TOM, KaKHe THUIIbI
JIAHHBIX COOMPAIOTCSI, KAKME MEXaHU3MBI [t COOpa UCTIOJB3YIOTCS1, U KAKOBBI
CPOKM UX XPaHEHHs1, UTO BJIMSET Ha “TIPO3PAYHOCTh” U MOHSTHOCTh CAMUX
TEKCTOB JIOKYMEHTOB.

6. 3akurovenne. [lommTnka  KOHPUISHIMAIBHOCTH  —  3TO
ouIMaTbHBINA cIOco0 MHGOPMHUPOBAHUSI TMOJIb30BATENE O TOM, KaKue
MepCOHAIbHbIE JaHHbIE COOMPAIOTCS U KaK 3TU JaHHbIe 0OpadaThIBAIOTCI.
OOBIYHO, 9TH MOJIMTHUKY BbI3BIBAIOT 3aTPYAHEHHS [IPY YTCHUH U TIOHUMAHUH.
B pesynbprare nonp3oBaresy MPOMYCKAOT MX W HE MOHUMAIOT, KTO M Kak
UCIIONIb3YeT WX TEepPCOHAJbHBIE JaHHble Y KaKOBbl PHUCKHM HapylIeHUs WX
KOH(pUIEHIUAIBHOCTH. Takum 00pa3oM, 3ajjaya aBTOMATU3UPOBAHHOIO
aHAM3a TMOJUTUK Oe30MacCHOCTH, HAMUCAHHBIX HA €CTECTBEHHOM SI3bIKE,
M UX MPEACTaBJICHUS B MPO3PAaYHOil (hopMe sBISIETCS BEChbMa aKTyaslbHOM.
OT0 0COOEHHO BAXKHO B HACTOsIlee BpeMsl B CBSI3U C TpeOOBaHHUSIMU
MPaBOBBIX JOKYMEHTOB K MPO3PAaYHOCTH 00OPaOOTKU MePCOHATBHBIX JAHHBIX
C OJHOI CTOPOHBI, U CTPEMUTEJILHBIM pa3BUTHEM VHTepHeTa Belieil u BeO-
CEPBHUCOB C JPYroii cTopoHbl. Kak/Iplil IeHb JIOIU UCIOIB3YIOT MHOXECTBO
“YMHBIX”” YCTPOMCTB U CEPBUCOB, KOTOPhIE COOUPAIOT OOJIBIIIOE KOJTUIECTBO
Pa3HOOOPA3HBIX MEPCOHATILHBIX JAHHBIX, BKJIOYAs TAKUE 1yBCTBUTEIIHBIC U3
HUX, KaK JaHHBIE O 3JOPOBLE U 6I/IOMeTpI/I‘]eCKI/IC JaHHBIC, U HE YYUTLIBAIOT
CBSI3aHHBIE C 9TUM PUCKH HApyIIEHNs MX KOH(PHUIESHINAIBHOCTH.

B HacTosilliee BpeMsi WUCCIIEAOBATEM TPEJIOKUIA Pa3IMUHbIE
MOAXOAbl HA OCHOBE MAIIMHHOrO OOy4YeHHsl [Isl aHalu3a TMOJIUTUK
6€30MacHOCTH, HAITMCAHHBIX HA €CTECTBEHHOM sI3bIKE, U MPECTABJICHUS UX B
npo3pauHoii popme. [IpruMeHeHre TaKUX MOAXO0I0B TPeOyeT UCIIOIb30BAHUS
AQHHOTUPOBAHHBIX HAOOPOB JIaHHBIX TOJIMTUK OE30MaCHOCTH JIsI 00yYeHHsT
MOJIeJI aHajiW3a C IIeJIbl0 aHaJu3a OCOOEHHOCTeW clieHapueB cOopa
1 00pabOTKM AaHHBIX. ABTOPBI JaHHOM CTAThU IMPOBEJM CPABHUTEbHbINA
aHaJIM3 CYIIECTBYIOIMX HAOOPOB JAHHBIX U BBIICIUIN UX OTINYUTEIIbHBIC
0COOEHHOCTH, TaKKE KakK roji CO3JaHus, 00beM 1 HAJIMUYMe aHHOTAIIMIA.

B crarbe npencrapieHbl OCHOBHbIE XapaKTEPUCTUKY C(DOPMUPOBAHHOTO
KOpITyca JOKyMEHTOB, BKJIIOYas pe3y/IbTaThl CEMaHTHYECKOTO MOJIEIUPOBAHMS.
CeMaHTHUYECKUi1 aHa/IM3 BBISIBIJ pasiMyMsl B TeMax, NPeACTaBJICHHBIX
B CO3[JaHHOM Ha0Ope JIaHHBIX, [10 CpaBHEHHUIO ¢ HabopoMm aaHHbX [T Dataset.
Hanpumep, ObUIM BbISIBJICHBI TEMbI, CBSI3aHHBIE C MPABOBHIMUA OCHOBAHUSIMU
cbopa, TepMHMHAMH U OIpPEJEJICHUSMU U Pa3pelieHueM CIIOPOB MeXIY
cropoHamu. [Tocneanee o3Hayaer, YTO MpPU UCIIOIb30BAHUU ISl OOYUYEHUSs
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MogieIeil aHaIM3a ¢ COOTBETCTBYIOIMMH AaHHOTALUAMHU TOT HaOOp JaHHbIX
MOXET IOBBICUTb TOYHOCTh OOHApyKEHHUs] M pacCyXACHHIl O pa3MYHBbIX
acIleKTaX CLEHApUeB HUCIOJIb30BAHUS IIEPCOHAIBHBIX [aHHBIX, BKJIIOYAs
aCIIeKThI, CBS3aHHbIE C 00513aTEILCTBAMU 0OPaOOTUNKOB JaHHBIX.

Bynymme wuccienoBaHus OyoyT BKJIIOYaTh B ceOst pa3paboOTKy

ABTOMATH3MPOBAHHOI NPOBEpKU COOPaHHBIX AOKYMEHTOB, JajbHelilee
aBTOMAaTU3MPOBAHHOE OOHAPYKEHUE Pa3IMYHBIX ACTIEKTOB HCIOJIb30BAHUS
MEePCOHAJIbHBIX JAHHBIX U PacyeT PUCKOB KOH(PUIEHIIMAIBHOCTH, CBA3aHHBIX
C HCTIOJIb30BaHMEM YCTPONCTB MM BeO-CaliTOB.
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AWARENESS OF PERSONAL DATA SUBJECTS

Kuznetsov M.D., Novikova E.S. Corpus of privacy policies for web services and Internet of
Things devices for analyzing the awareness of personal data subjects.

Abstract. Information about what personal data is collected and processed by various devices
and digital services is presented in privacy policies, however, as studies show, users rarely read
them and, as a result, do not realize which data security risks associated with the processing of
personal data arise. The solution to the problem of increasing the awareness of personal data
subjects is associated with the development of decision support methods that present privacy
policies in a form that is easier to understand, for example, in the form of quantitative risk
assessments and pictograms. Their development requires a structured and marked-up corpus of
documents. This paper systematizes the corpora of privacy policies that are in the open access
and shows their distinctive characteristics, such as the year of creation, volume and presence of
annotations. A description of a new corpus of documents written in Russian is also presented,
the results of a structural and semantic analysis of the collected security policies are given, and a
comparison with the corpus of privacy policies written in English is made. It has been shown that
the description of scenarios for storing, collecting and processing data in documents in Russian
accounts for only 25% of the volume of the document text, which may indicate a lack of details
about what types of data are collected, what mechanisms are used for collection, and what are the
storage periods, which affects the “transparency” of the use of personal data.

Keywords: personal data, privacy policies, document corpus, semantic analysis, Latent
Dirichlet allocation.
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M.B. EBCIOKOB
CYBBEKTO3ABUCUMBIN METO/I OBHAPYKEHUS ATAK
HA BUOMETPUYECKOE IPEJIBSIBJIEHUE B CHCTEMAX

PACIIO3HABAHMUS JIUKTOPA HA OCHOBE OBHAPY X KEHUS

AHOMAJIUN

Esciokos M.B. Cy0beKT03aBHCHMBIHi MeTO OOHApy:KeHHsl aTaKk Ha OHOMeTpHYecKoe
npeabsiBJIeHHE B CHCTEMAX PACIIO3HABAHHS JHKTOPA HA OCHOBE 00HAPYKEHUs AaHOMAJIMI.

AnHoTanusi. OCHOBHAs TEHJEHIIMS, IPUCYIAas COBPEMEHHBIM HCCIIEJOBAHUAM B 00J1aCTH
OoOHapy)XeHHsl aTak Ha OHOMETPUYECKOE IIpelbsBIEHHE, 3aKIIO4aeTcsi B TOM, 4YTO
B OONBIIMHCTBE pabOT MHpHMEHSAETCs CyOBbEKTOHE3aBUCHMBIM moaxon. Tem He MeHee,
CYILECTBYET PsJl HCCIENO0BAaHUH, CBHUAETENbCTBYIOIIUX O MNEPCHEKTUBHOCTH NPHMEHEHHS
CyOBEKTO3aBHCHMOTO II0JX0/1a, KOTOpBIH II0Apa3yMeBaeT MCIONb30BaHHE MH(POPMALUH
0 Ipe.onaraeéMol JINYHOCTH CyOBEeKTa IS yBEIMYIEHUS! TOYHOCTH OOHApYXKEHHs CITy(HHTa.
B cBs3u ¢ 3THM, Lenb JaHHOW paboThl — peanu3alusi CyOBEKTO3aBUCHMOIO METofa
OoOHapy)XeHUsI aTaKk HAa OHMOMETPUYECKOE MPEeIbsIBICHHE B CUCTEMaX PACIO3HABAHHS AUKTOPA
Ha OCHOBE OOHApY)KEHHs aHOMAJIHUI, a TaKKe ero AKCIepPUMEHTaIbHAs OLEHKA IPHMEHUTETEHO
K 3a/1a4e 0OHApy)KEHUs CHHTE3UPOBAHHOM PeYH U Ipeodpa3oBaHHOrOo rooca. s H3BIeyeHus
MIPU3HAKOB HCIOJB3YIOTCS HCKYCCTBCHHBIC HEHPOHHBIE CETH, NMPEROOydYEeHHBIC LI 3aaad
OOHApyKCHHsI aTaKk Ha OHOMETPHYECKOE IpPENbABICHHE, PACIO3HABAHHSA JAUKTOPA
1 pacIo3HaBaHUs 3BYKOBBIX IATTEPHOB. B KkauyecTBe KIACCH(UKATOPOB HPHMEHSETCS PsX
Mozeneld OOHapy)KeHUsT aHOMaNUH, KaXaas U3 KOTOPHIX 00y4aeTcs Ha MOJUIMHHBIX TaHHBIX
L[ETIEBOT0 AUKTOPA. DKCIIEpUMEHTaIbHAs OLEHKA MIPEeUI0KEHHOTO METOAA C HCIOIb30BaHUEM
HabOopa naHHbIX ASVspoof 2019 LA mnoka3sbiBaet, 4To Jyuluas cyObeKTO3aBHCUMAsi CUCTEMa
OOHapy)XeHUsI aTak Ha OMOMETPHYECKOe IPEIbsIBICHHE, HCIIOIb3YIOMas HEHPOHHYIO CETb,
npenoOy4eHHyr0 Uil pacro3HaBaHust JukTopoB, obecneunBaer EER (Equal Error Rate,
PaBHBIH IPOLEHT omMO0K) paBHBIA 4.74%. JlaHHBIN pe3ylbTaT CBUICTENBCIBYET O TOM, 4YTO
NIPU3HAKH, M3BJICUEHHBIE CETSMH, NPeIOOyIEHHBIMU JUIS PAcIO3HABAHMS JUKTOPA, COAEpIKaT
MoJIe3Hy0 MH(MOPMAIMIO JUTd OOHApYXEHHs aTak Ha OMOMeTpuyYecKoe npenbspieHue. Kpome
TOTO, MPEATOKEHHBIH METO]] MO3BOJMI YBEIUYUTh TOUYHOCTH TPEX 0a3zoBbix cucteM OABII,
NpeJHa3HAaYeHHBIX I OOHapy)KeHWs CHHTE3MPOBaHHOrO rojoca. Ilpu mpoBeneHHH
9KCIEPUMEHTOB C ABYMsi 0a30BbIMH cucTeMamMu Ha Habope aaHHbIXx ASVspoof 2019 LA
yayumenne EER coctaBuno 7.1% u 9.2%, a min t-DCF — 4.6%, OTHOCUTEIBHO HCXOIHOTO
pesynbTaTa. IIpn HpoBeneHHMH OSKCIIEPHMEHTOB C TpeThel 0a30BOi cucTeMoil Ha Habope
naHHbiX ASVspoof 2021 LA ymyumienne EER coctaBuno 3.9% OTHOCHTEIBHO HCXOZHOTO
pe3yJabTarta ¢ He3HaYHTENbHbIM yiryunieHreM min t-DCF.

KiaroueBnle cioBa: CyOBbEKTO3aBUCHMBI  HOAXOA, OOHapyxeHHe  crHyduHra,
o0Hapy)XeHUE aTaK Ha OMOMETPUYECKOE MPEABIBICHUE, ONOMETPUUECKHE CUCTEMBI, TOJI0COBAs
OromeTpust, TpaHcdep oOyueHus, 0OHApy)KECHHE aHOMAIHH.

1. Beegenne. CoBpeMEHHblE METOABI PACHO3HABAaHUS TUKTOpA
JIEMOHCTPUPYIOT ~BBICOKYI0 TOYHOCTH HpU 00pabOTKE IOUIMHHOTO
4yeyoBeYeckoro rojoca [1], oAHaKO UX TIABHBIM HENAOCTATKOM SIBISIETCS
ySI3BHUMOCTb aTakaM Ha Ouomerpudeckoe npenbssienue [2]. [Tog repmunom
«araka Ha Owomerpmueckoe mpexabsBieHue» (ABIl) noHuMmaercs
IpeabsaBICHNE OroMeTpuIecKoi cucrteMe CKOIMPOBAHHOTO,
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Cr€HEpHPOBAaHHOTO, MPEOOPA30BAaHHOTO WM HCKAXEHHOTO CHIHAJA
OMOMETPHYECKOH XapaKTEPUCTUKHU C LENbI0 BMEIIATENILCTBA B HpoLece eé
¢yakunonnpoBanus [3]. TepmuH «crmyuHr-ataka» SBISETCS CHHOHUMOM
TEpPMHUHA «aTaka Ha OMOMETpHYECKOE MPENbsIBICHNE». B CBA3M ¢ BHICOKOH
aKkTyanbHOCTRIO yrpo3sl ABIl oOHapykeHHe aTrak Ha OHOMETpPHYECKOE
npenpssineane  (OABII)  sBusgercs — BakHEHIINM — HampaBliCHHEM
uccnegoBanuii, a nmogcucrema OABII sBasieTcs HEOOXOIUMOM COCTAaBHOM
YacThIO COBPEMEHHBIX T'OJIOCOBBIX OMOMETpHYECKUX cucTeM [3].

B To Bpems kak nepssie uccnenoanus B oonactu OABII onupanucey
Ha HCIOJB30BaHUE CTATUCTHUYECKUX Mojaeied [4] M KOHCTpyHpOBaHME
MPU3HAKOB [5], pa3BUTHE METOJOB MAIIMHHOTO OOYYEHHUsS IOBJICKIIO 3a
co00ii pacmpocTpaHeHHE TIYOOKHX HEWPOHHBIX ceTei [6], 4TO B CBOIO
ouepenp MO3BOJIMIIO CO3/1aTh CKBO3HBIC CHCTEMBI (TaK)Ke€ M3BECTHBIC Kak
UHTETpajbHbIC [7]), KOTOpbIE MPUHUMAIOT Ha BXOJ HeoOpaboTaHHOE ayIHo
0e3 MmpenBapUTEIFHOTO W3BJICUCHHA MpHU3HAKOB [§]. B HacTosmumii MoMeHT
HanOoJee aKTyaJIbHBIMH 3a/lauaMH B PACCMaTpUBAEMON OOJIACTH SIBISIOTCS
npoTuBOAEHCTBHE aundelk-aTakaM, COCTI3aTeIbHBIM aTakaM Ha CHCTEMBI
pacmiozHaBanms aukrtopa u cucteMbl OABII, a takke pa3paboTka cUCTEM
pacno3HaBaHUs JUKTOpa, 00JaJalomuX BCTPOSHHOW 3alllUTONH OT JaHHBIX
BHJIOB aTak. VIMEHHO Ha pellleHne MepeunclIeHHbBIX 3a4ad OblIa HalpaBiIeHa
HenaBHss KoH(epenus ASVspoof 5 [9].

BumHoe MecTo Ha MEXKIyHApOAHBIX KOH(EPEHIHMSIX U KOHKypcax,
MOCBAIMEHHBIX OOHapyxeHuto ABIl, HampaBIeHHBIX IPOTHB TOJIOCOBBIX
OMOMETPUUYECKNX CHCTEM, 3aHHMAIOT PaOOTHI, BBHITIOJIHEHHBIE POCCHHCKHIMHU
yuénbiMu. CucreMa, npeasioxkeHHast B padote [10], 3aHs1a BTopoe MecTo Ha
koHKypce ASVspoof 2015, nocBsméHHOMY OOHapyKEHHMIO CHHTE3a PEdH
u npeobpazoBanus rojoca. Cucrema, npeioxkeHHas B padore [11], 3ansia
niepBoe MecTo Ha KoHKypce ASVspoof 2017, nmocBsmEHHOMY 00HApYKEHHIO
ABIl, HampaBieHHBIX TPOTUB TOJIOCOBBIX OHMOMETPUYECKHX CHCTEM,
HCTIONB3YIOUIMX TIOBTOPHOE BocHpousBeneHHe. CHCTEMBI, MPEUIOKEHHbIE
B pabore [12] 3ansm mepBoe MecTo B KoHKypce ASVspoof 2019 B cexiuun
Logical Access (oOHapyXeHHE CHHTE3a pedd U TpeoOpa3oBaHUS TroJioca)
Cpeny OAWHOYHBIX CHCTEM M BTOPOE€ MECTO CpEeOu CHUCTeM-aHcamOnei,
a TaKkKe TpeThe MecTo B cekiuu Physical Access (0OHapyXeHHE TOBTOPHOTO
BOCIIPOM3BEICHNSA) CPEAM OJMHOYHBIX CHCTEM M BTOPOE MECTO CpEIu
cucreM-ancamOieii. CucteMsl, MpeIoKeHHbIe B padote [13], 3aHsuu nepBoe
Mecto Ha KoHKypce ASVspoof 2021 B cexumsix Logical Access n Deepfake,
a Taxke TpeThe Mecto B cekuuu Physical Access.

OcHOBHasl TEHAEHIUS, IMPHUCYIIAs COBPEMEHHBIM HCCIEI0BaHUAM
B oomactu OABII, 3akmodaercs B TOM, 4YTO B OOJBIIMHCTBE paboT
MpUMEHSIeTCs CYyOBbEKTOHE3aBUCHUMBIM TOAXOJ. OTO O3HAa4aeT, 4To
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cozmarenu cucteM OABIl o0y4aroT Mojens MaIllMHHOTO OOy4YeHHUs Ha
6onpmoM Habope MaHHBIX, KOTOPBI CONEPKUT MPHMEPHI TOJIOCOB Pa3HBIX
moxei. OOyuenHass Takum oOpasom moxaens OABII cnocobGHa oTinyath
no/uMHHBINA rosioc oT ABII, He3aBUCHMO OT JIMYHOCTHU JUKTOpA, JdaXkKe IJis
IUKTOPOB, TOJI0CA KOTOPBIX HE BKIIOUYEHBI B 00yJaromuii Ha0Op JaHHBIX.

Hecmotps Ha TO, uto Momenr OABII, kxak mpaBuio, oOydaercs
C MCHOJIb30BaHUEM CYOBEKTOHE3aBUCHMOro moaxona, cuctembl OABII
0OBIYHO (DYHKIIMOHUPYIOT BO B3aUMOJACHCTBUH C CHCTEMaMH BepH(UKaIn
JIMKTOpa, KOTOpBIE 00J1aal0T MH(pOPMaIHe o MpernojaraeMoi JIMIHOCTH
cyobekTa. CyIIeCTBYIOT HCCIENOBaHMS, KOTOpPbIE JAEMOHCTPUPYIOT, UTO
NpUMeHeHne 3Toi uHpopManuu B pamkax cuctembl OABII moszsomser
MIOBBICUTh €€ TOUHOCTb.

Hanpumep, B pabote [14], mocBSImEHHON OOHAPYKEHHIO aTak
MTOBTOPOM, TIPOAHAIN3APOBAHO BIMSHUE Pa3HOOOpa3ns TUKTOPOB B Habope
AHHBIX Ha pacIpelesieHIs TOJ0COBRIX MPHU3HAKOB. [laHHOE MCCIeTOBaHHE
MIPUBOJUT SKCIIEPHIMEHTATbHOE 000CHOBAHUE TOTO, YTO MOUIMHHEIN ToJjioc
u npuMepsl ABII, mcrnonp3yrome TOBTOPHOE BOCIPOU3BEICHHE, IMPOIIES
OTIIMYUTH JIPYT OT JAPYra B cIy4ae pacIlpelesIeHU TOJOCOBBIX MPH3HAKOB
OJIHOTO TUKTOpa, YeM B Clydae pacHpeleNeHHH MHOXKECTBAa UKTOPOB.
Kpome Toro, aBropsl pabotsl [14] co3matoT cyObEeKTO3aBUCUMBIE CUCTEMBI
OABII myrém amanranuu Mojeneil CMecH TraycCOBBIX pacHpeneleHUN
HHeﬁpOHHBIX ceTen 1A KOHKPETHBIX AUKTOPOB, HMCHOJIB3Yysd IMOJAJIUHHBIC
u c(haOpHUKOBaHHbBIE JaHHBIC. B pe3yibTaTe pa3paboTaHHBIC
CyOBEKTO3aBUCUMBIC CHCTEMBI TIPH TPOYUX PABHBIX JIEMOHCTPUPYIOT
OOJIBIIYI0O TOYHOCTh, Y€M HX CYOBEKTOHE3aBHCHMBbIE aHAord. [loxoxee
HCCIIeI0OBaHKE U OOHAPYKSHUSI CHHTE3UPOBAHHOTO TOJIOCA IPEICTABICHO
B paborax [15,16]. OcCHOBHOE OTIMYHE JIAHHOTO WCCICIOBAHUSI OT
pabot [14 — 16] 3akirodaeTcs B TOM, YTO B KadyecTBE KIacCH(UKATOPOB
UCTIONIb3YeTCs HA0Op METOJIOB OOHAPYKEHHST aHOMAITHH.

B npyroii pabore [17] oOywaercs cBEprouHas HEHpOHHas CETh
xResNet npu momomu ¢yakiuun moreps OC-Softmax [18] anmsa 3amadum
CyOBEKTOHE3aBHCHMOTO OOHAPYKEHHS CHHTE3MPOBAHHOTO rojoca. Jlaiee
JaHHAsT CETh HCHOJB3YeTCS Ui W3BICUYECHHUS NPH3HAKOB, Ha KOTOPBIX
obygaercs PLDA-mozmens (Probabilistic Linear Discriminant Analysis,
BEPOSITHOCTHBIN JIMHEWHBIM JUCKpUMUHAHTHBIA aHanmm3) [19], koTopas
TaKke BBIIONHAET cyObekToHe3aBucumoe OABIIL. 3arem rnoGanbHas
PLDA-monens agantupyercss Ui IENCBBIX JUKTOPOB IPU TOMOIIM KX
MOJUTMHHBIX JAHHBIX.

Crpykrypa cuctembl OABII, paccmatpuBaemas OaHHOW padoTe,
moxoXa Ha CTPyKTypy, onucanHyro B [17]. B obOeux paboTax
paccMatpuBaioTcst cyobekTo3aBucumbie mozenn OABII, oOydeHHble Ha
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MpU3HAKAX, ISl M3BJICUCHUS] KOTOPBIX HCHOJIB3YIOTCS T1y00OKHe HeUPOHHBIE
cetu. OHAKO OTIIMYME MAaHHOW paboThl OT [17] 3aKirodaercs B TOM, UYTO
B KauecTBe Kiaccudukatopa mpumensercs He PLDA, a wabop momeneit
OOHapyXeHHs aHOMAJHMU, Ui O0Y4EHHs KOTOPBIX HCIIOJB3YIOTCSI TOJBKO
MIOJUTMHHBIE MaHHEIe. [Ipyroe oTnuame oT paboTs [17] 3akito9aeTcs B TOM,
4TO B JNAHHOW paboTe At OOY4eHHsS M OLCHKH MOJENEeH HCIOJIb3yeTcs
Habop maHHbIXx ASVspoof 2019 LA, B To Bpems kak B pabote [17]
NpUMeHsieTcss Ha0op  JIaHHBIX, TIOJyYCHHBIH MyTéM  OOBEAWHEHUS

HECKOJbKUX  0a3  JgaHHbIX. TeM  HE  MeHee,  HCIIOJIb30BaHHE
CyOBEKTO3aBUCHMOI0 MOJAX0Ja HE IO3BOJIMIO aBTOpaM paboTsel [17]
JIOTIOJIHUTENILHO YIIy4IIUTh 3HAYEHUE EER, o CpaBHEHMUIO

C IPETIOKCHHON UMHU CYOBEKTOHE3aBUCHMOM CHCTEMOIA.

B pabote [20] mpemaraercss CyObeKTO3aBHCUMBIA BapUAHT MOJICITH
OABIT AASIST (Audio Anti-Spoofing using Integrated Spectro-Temporal
Graph Attention Networks) [21], a Taxke paccMaTpWUBAIOTCS pPa3IHYHBIC
CHocoObl MHKOPIIOPHPOBaHMS clennUIHON WHPOpMAnmuU O royoce
neneBoro aukropa B cuctemy OABII. B pesymerate cyOBeKTO3aBHCHMBIN
BapHaHT  CHCTEMbl  JEMOHCTPUpPYET  OOJIBILYI0  TOYHOCTb,  4YeM
cyObexToHe3aBHCUMBIA. OTianuue naHHON paboTel oT [20] 3akmouaercs
B TOM, YTO, B TO BpeMs Kak CUCTeMma, TpejuiokeHHas B [20] sBisercs
HHPOPMHUPOBAHHONW O JHYHOCTH CyObekra (speaker-aware) u crmocoOHa
oOpabaTbIBaTh To0jJlOCAa PAa3HBIX JAMKTOPOB, CHCTEMBI, IIPEII0KECHHBIC
B JaHHOW pabote u B pabotax [14, 16, 17], mpenHasHadeHs! A1 00pabOTKH
roJIoca KOHKPETHOTO IEJIEBOTO JUKTOPA.

PaGorer [14,16,17,20] sBnAlOoTCS NpUMEpPaMH  YCIICIITHOTO
yBenuyeHus: TouHoctd OABIl 3a cuér ucnonbs3oBaHus HHGPOPMAMH
0 JJUYHOCTH JIUKTOpA, KOTOPBIA mpoxomur Bepudpukanuio. OngHaKo
B cTaThe [22], B KOTOpOH Hccienyercss oOHapy»KeHHE aTak IMOBTOPOM IpH
pacro3HaBaHWM 1O TEOMETPUH JIHIa, OBLI pealM30BaH APYroil crocod
nobaBneHus cyobpekTo3aBUCUMOi nHGopMaluu B MoJienb OABII.

B ycnoBusAxX NpakTHUECKOTO MPUMEHEHHS Pa3pabOTUMKY CHCTEMBI
OABII nmocrynmHa wHpOpMAIUS O JUIHOCTH TPEANOIaraeMoro IMKTOpa,
a TaKke 00pasIbl €ro MOUIMHHOTO IOJI0ca, KOTOPBIE MCHONB30BAIKChH IS
perucTpanuu B CHUCTEME OHMOMETPHYECKOTO DPACHO3HABAHWS WM ObIIH
coOpaHsI B mporiecce e€ QpyHKIMOHUpoBaHus. Llemecoobpa3Ho HCXOANTE U3
NPEANOIOKEHHs, YTO HpuUMepbl  c)aOpPUKOBaHHBIX  JaHHBIX  JUIS
MPOU3BOJBHOIO JUKTOPAa OTCYTCTBYIOT, IOCKOJBbKY CaMOCTOSITEIbHas
reHepauusi npumepoB ABIl cunmamm paspaboTumka CHUCTEMBI HE TOJBKO
CYIIECTBEHHO MOBBIIAET TPYAOEMKOCTh co3anus cucteMsl OABII, HO u He
MO3BOJISIET O00ECNeYnTh JIOCTATOYHOE pa3zHooOpasue BHIOB CIydHHTa,
B CBSI3U C HEMPEPHIBHBIM IOSIBIEHHEM HOBBIX yrpo3. IlepeuncienHsie
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OTpaHWYCHHUS TIPHUBEJIM aBTOPOB pabOTHI [22] K MUCHOIB30BAaHUIO MOJEIEH
oOHapyXeHHs aHoMaui a7 cyorekTozaBucumoro OABII.

IMonxon x OwHapHOW KiIacCHU(UKAINM, W3BECTHBIA Kak OOydeHHe
CONHHUM KJIACCOM WM  OOHapy)XeHHe aHOMAaJWi, IerxecooOpazHo
WCIIONI30BaTh B TOM CJIydae, KOTra OOWH W3 KIIacCOB, Ha3bIBAEMBIN
TIOJIOKATETHFHBIM HITH LIEJIEBBIM, XOPOIIO XapaKTePU3YeTCs SK3EMIUIIpaMH B
00y4JaroIMX JaHHBIX, a JUIS IPYroro Kiacca, AMCHYEMOI'O HEIICICBBIM WU
OTPHIIATENEHBIM, JaHHBIC TOJHOCTHEO OTCYTCTBYIOT, HEMHOTOUYHCIICHHBI WA
He 00pa3ylT CTATHCTHYCCKU PEMNPE3CHTATUBHON BBIOOPKH T€HEPaIbHOTO
pacmpeneneHus OTPHIIATEILHOTO KJacca [23]. Mexanuzm
(YHKIIMOHUPOBAHUS METOJIOB OOHAPYKCHUS aHOMAIUHN IMO3BOJIET yUYECTh
TOT (aKkT, YTO TMOJOXKHTEIBHBIN KJIacc 0o0Jiee TMOJHO MpPEACTABICH
B oOydaromeM HabOpe MaHHBIX, YeM OTPHUIATENBHEIHN [24]. B cBs3u ¢ 3TUM B
xome 0Oy4deHHs MOJOKUTEIbHBIC TIPUMEPHI JAHHBIX HCIIONB3YIOTCS Kak
OCHOBHBIC, a OTpHIATEIbHBIE — KaK BCIIOMOTATENBHBIC, ITO3BOJIAIOIINE
YTOUHHUTH pEIIAONIYI0 TpaHWIy. B ciydac WCIIONB30BaHUS METOIIOB
oOHapy)XeHHsI aHOMallMii MpuUMeHUTeNbHO K 3amade OABII, B kauectBe
MOJIOKUATETHHOTO (HOPMAJIFHOTO) KJIacca BBICTYIMAIOT HPHMEPHI ITOTHHHBIX
JIAaHHBIX, a B KQUECTBE OTPHUIIATENLHOTO (AaHOMAJILHOTO) — MIPUMEPHI TAHHBIX,
UCTIOJNb3yeMbIX Juis TpoBeneHust ABIL. Pasnuunbie meTombl oOyueHUs
C OJHMM KJIaCCOM paHee ObUIM peau30BaHbl B paMKaxX HCCIIEIOBaHUH,
MOCBAIEHHBIX OOHapyxeHuro ABII, HampaBiIeHHBIX NPOTHB T'OJIOCOBBIX
OMOMETPUYECKUX CHUCTEM, U TIPOJEMOHCTPHUPOBAIM BBICOKYIO TOYHOCTD,
BRI HA JIMAHPYIOIIHMEC TIO3UIMH KOHKYypcoB ASVspoof 2015 [25]
u ASVspoof 2019 [18].

HecmoTpss Ha 3TO, B OONBIIMHCTBE COBPEMEHHBIX HCCIICIOBAHMIMA
3amaua  OABIl  paccmarpuBaeTcss  Kak  3afaya  Kiaccuukanuu
C HECKOJILKMMH ~ KJlaccaMHW,  4YTO  [OJIpa3yMeBacT  PaBHONPABHOE
UCTIOJIB30BaHUC TIOMJIUHHBIX W C(HaOPUKOBAHHBIX OOYYArOIIUX JaHHBIX.
OCHOBHOE TPEMMYILIECTBO JAHHOTO IMMOIXOAA 3aKII0YacTcs B TOM, YTO OH
MO3BOJISIET JOCTUTHYTH BBICOKOW TOYHOCTH MPOTHBOACHUCTBUS H3BECTHBIM
BugamM ABIIL. C npyro#l cTOpoHBI, €r0 OCHOBHOH HEIOCTATOK 3aKII0YACTCS
B TOM, YTO MOJIeNIb, OOydeHHass TakKuM 00pa3oM, He 00aaeT JOCTATOUYHOM
obo0maromet  crmocoOHOCThIO TPOTHB HEHM3BECTHBIX aTak. BcieacTBue
3TOr0 3()(HPEeKTUBHOCTH MPOTHUBOJACHCTBUS CUCTEMBI AITOPUTMaM cITy(pHHTa,
KOTOpBIC HE MPEJACTABJICHBI B 00y4aroleM Ha0Ope JaHHBIX, OKa3bIBACTCS
HEJI0CTaTOYHO BBICOKOM.

Takum  oOpa3oM,  CyIIeCTBYeT  psAJ  Hay4dyHbIX  paloT,
CBUJIETENIbCTBYIOLIUX 00 3¢ GEKTUBHOCTH WCIOJIb30BaHUS
cyobekTozaBucuMoro moaxona [14—17,20] u MeronoB OOHapy>KeHHS
aHoManui [18, 25] npuMmenutenbHo k oOHapyxeHuto ABII, HanmpaBIeHHBIX
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MIPOTUB TOJIOCOBBIX OMOMeTpuueckux cucteM. Kpome Toro, B padore [22]
MPOJEMOHCTPUPOBAHBl ~ IPEUMYIIECTBA COBMECTHOTO  HCHOJB30BaHMSA
JAHHBIX ~TEXHUK TNPUMEHHTENbHO K 3azade oOHapyxkeHms ABIIL,
HaNpaBICHHBIX TPOTHB CHCTEM OHOMETPHUYECKOTO DPACHO3HABAHUS IIO
TEOMETpUM JHUIa. TeM He MEHee, COBMECTHOE HCIIOJIb30BaHHE
CyOBEKTO3aBUCHMOTO ITOX0/1a M METOAOB OOHApyKCHUS aHOMAINH paHee
He OBIJIO WCCIEIOBaHO NPHUMEHHTENFHO K  oOHapyxkenuro ABII,
HaTpaBJIEHHBIX IPOTHB CUCTEM PACIO3HABAHUSA TUKTOPA.

2.MlocranoBka 3agaun. OcCHOBHas Uedb JaHHOHM pabOTHl —
peammzanmst  cyowbekrozaBucumoro  metoga  OABII B cucremax
pacrio3HaBaHUsl JMKTOpa Ha OCHOBE OOHApYXXEHHs aHOMalIuii M ero
SKCIEpUMEHTANbHAs OIleHKa IPUMEHHUTEIbHO K 3ajaue OOHapyXKEeHUs
CHHTE3MPOBAHHOTO TOJIOCA.

JUi  IOCTMKEHHS IIOCTaBJICHHOW Menn HEoOXOAMMO PpeIIuTh
CIIEAYIOIINE 33/1a9H:

— omnucanue cucreMbl OABII, mocTpoeHHOW B COOTBETCTBUU
¢ cyopekro3apucumMbiM  Metomom OABII B cmctemax pacrio3HaBaHUS
JIMKTOpa Ha OCHOBE OOHAPYKCHUS aHOMAIINIA;

— oueHka 3(GQEKTHBHOCTH  IpEIJaraeMoro MeToja  Mpu
W3BJICUCHUH TPHU3HAKOB C HCIIOJIB30BAaHHEM HCKYCCTBEHHBIX HEHPOHHBIX
ceTeld, mpenoOydeHHBIX M peImIeHWS Ppa3IHYHBIX 3a7ad B o0jacTu
00paboTKH pedr U 3BYyKa;

—  omeHka 3(QEKTHBHOCTH MPUMEHEHHS pa3IUYHBIX MOAeIeH
oOHapy)XeHHs aHOMAJHNH B paMKax CHCTEM, IIOCTPOCHHBIX B COOTBETCTBHU
C TIpeuIaraeMbIM METOIOM.

3. lIpeanaraemslii MeTo[ o0HapyKeHUSs arak HA
Onmomerpuueckoe mnpeabsBiaeHue. Crpyktypa cuctemsl  OABII,
MIOCTPOEGHHOH B COOTBETCTBHM C cyObekrTo3aBHCHMBIM MeTonoMm OABIT
B CHCTEMax pacliO3HaBaHUS JUKTOpa Ha OCHOBE OOHAPYKEHHs aHOMAaJIUMH,
Mpe/cTaBieHa Ha pucyHKe 1.

MpusHakn BexT. npeacTasneHua TpaHc. BEKT. NpeAcT. PesynbraT cpaBHeHUA

W3BneyeHve A o l l O6HapyxeHye l NpuHaTve
HelipoHHan ceTb TpaHchopmalum "

NpU3HaKoB aHomanuit peweHns
. .
. .
. .
.
.

'

Peub l

AyaunocurHan ® O6yueHHble ana L2-Hopmanusauna Cos o Cy6bekTosas.
Cnekrporpamma pacn. AvKTopa CraHpaprHoe MD nopor
KpaTtkoBemeHHble * O6yueHHble Ana macwrab. GMM
CNeKTpanbHble OABN MakcumanbHoe 0C-Ssv™M
NpUsHaKkn abcon. macwTab. iForest

.
Pewenune
OABIN

Puc. 1. Crpykrypa cucremsl OABII, nocTpoeHHO# B COOTBETCTBUH
¢ cyObexTo3aBrucumMbiM MeTonoM OABII B cuctemax pacro3HaBaHHs AUKTOpa
Ha OCHOBE OOHApY)KEHUsI aHOMaIIUi
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JUii  u3BNEYEHHA ~ TOJOCOBBIX  TNPHU3HAKOB  HCIONB3YIOTCS
npenoOydeHHbIE MCKYCCTBEHHBIC HEHPOHHBIE CETH, B CBSI3M C BBICOKOH
3¢ PEKTUBHOCTBIO, KOTOPYIO OHHM JAEMOHCTPHPYIOT IPHMEHHTEIBHO
Kk 3amade oOHapyxeHus ABIl, HampaBIeHHBIX TIPOTHB TOJOCOBBIX
onomerpuuecknx cucteM [6]. ITlockoipKy pasHble HEHpPOHHBIE CETH
00pabaThIBAIOT Pa3HBIC TOJIOCOBBIC IPU3HAKHU B KAYECTBE BXOAHBIX JaHHBIX,
BHIOOp aNrOpUTMa M3BJICYEHHUS! MPHU3HAKOB OIpPEAEISIeTCs TPeOOBaHUSIMU
KOHKPETHOH MOJAENM MamuHHOTO oOyuenws. Jlaee B nmaHHOM
HCCIICI0OBAaHUM IPU3HAKYU, U3BJICUEHHBIC NPU IIOMOIIM HEUPOHHBIX CETEH,
Ha3bIBAIOTCS BEKTOPHBIMU IIPEJICTABICHUSIMH, 4YTOOBI TOJYEPKHYTH HX
OTIIMYUE OT MPHU3HAKOB, AT MU3BIEUCHHUsS] KOTOPHIX MCHOJIB3YIOTCA ApYrue
BBIUUCIIUTEIBHBIE METOIBI.

W3BneuéHHble NpU MOMOIIM HMCKYCCTBEHHOW HEMPOHHOW CceTu
BEKTOPHBIEC TIPEACTABJICHNS 00pabdaThIBAIOTCS C HCIOJIB30BAHUEM METOJIOB
oOHapyXeHHs aHOMaiWil. I3BeCTHO, YTO TOYHOCTH HEKOTOPHIX METOJIOB
oOHapyXEeHHUS aHOMAJIMH MOXET OBITh MOBBIMICHA ITYyTEM NIPEABAPUTEIHHOTO
NPUMEHEHHUsT METOZI0B TpaHc(opmarmu K oOpabaTbIBaeMbIM BEKTOPHBIM
JaHHbIM [26]. B cBsi3u ¢ 3TUM, B paMKax HCCIIEJOBaHUs IpeiaraeMoro
METoJla  OLICHWBAETCs BIMSHWUE Takux MpeoOpa3oBaHud, Kak [2-
HopManu3aiws [27], cTanmapTHoe MaciitabupoBaHue [26], MakCHMalbHOE
aOconoTHOE MaciuTabupoBaHue [26] ¥ METOJ TJaBHBIX KOMIOHEHT [28],
Ha TouHocTs OABIT.

Ha »srtame peructpamum AuKTOpa CyOBEKTO3aBHCHMAs MOJENb
oOHapyXeHHs aHOMaJIHK 00ydJaeTcsi Ha TPaHC(HOPMHUPOBAHHBIX BEKTOPHBIX
NIPEACTABICHUSAX C HCIOJIb30BAHMEM IIPUMEPOB IIOJJIMHHOTO ToJioca
LeneBoro JuUkropa. Kpome TOro, B COOTBETCTBMM C IpPOLEIYpOH,
NIPOJICMOHCTPUPOBAHHOM B JKCIEPUMEHTAJIbHOM  4yacTH  paloTHl,
BBIUMCIIAETCS CyOBEKTO3aBHCHMOE IIOporoBoe 3HaueHuwe. Ha arame
NIPUMEHEHHSI CHUCTEMBI MOJENb OOHApY)KEHMs aHOMAaNWH HpPUMEHSETCS
K TpaHC()OPMHUPOBAHHBIM ~ BEKTOPHBIM  INIPEACTaBICHHUAM JUIi  OLCHKU
CTENICHW TMOJUIMHHOCTH MPEABSBICHHBIX JaHHBIX. 3aTeéM CTEIEHb
MOJJIMHHOCTH CPaBHHMBACTCS C IOPOTOBBIM 3HAYEHHWEM JUI IOJyYCHHUS
pelIeHus KiaccupuKanuy pparMeHTa pedn: moAmuHHbIH nirn ABIL.

IIportecc  obyuenmst cucremsl OABIl ¢ ucmomp3oBaHEEM
CyOBEKTOHE3aBUCHMOTO IOAXOAa TpeJCTaBlIeH Ha pucyHke 2. IIpomecc
oOydenust cuctemsl OABII ¢ npuMeHeHneM CcyObEeKTO03aBUCHMOTO METO/a
OAPBIIl B cucremax pacro3HaBaHUSI JUKTOpa Ha OCHOBE OOHapy>KEHMs
aHOManui TpeAcTaBlIeH Ha pucyHke 3. M3 pucyHka 2 BHJIHO, UTO
CyOBEKTOHE3aBUCHMBIH  MMOJXOJ  IpPEAINoJiaraeT HCIOJIb30BaHUE  Kak
MOJUTMHHBIX, TaK U C(aOpUKOBAaHHBIX JAHHBIX PA3JIMYHBIX TUKTOPOB VIS
oOyuenust rnodansHoi Moxenu OABIIL. B To xe Bpems, Kak 1moka3aHo Ha
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pucyHnke 3, cyonrekro3aBucumbiii Metoq OABII B cructeMax pacrio3HaBaHHS
JUKTOpa HAa OCHOBE OOHAPYKEHH aHOMAaJIMH MPEIoiaraeT UCIIOJIb30BaHIe
TOJIBKO TIOAJIMHHBIX 00yYaroImnX JaHHBIX U CO3MaHHe COOCTBEHHOW MOJIEH
OABII st kKakI0TO TEeNEBOTO IUKTOPA.

MoannHHbIE
OaHHble Pa3HbIX
AVKTOpPOB
- ObyyeHwne

S— mogen
Cdabpukos.

AaHHble pa3HbIX L

LUKTOpOB
\—/
Puc. 2. Tlponecc odyuenns cucrembl OABII ¢ mpuMeHeHUEM

CcyObEKTOHE3aBUCHMOT0 TIOAX0a

CybbekToHes.
mopenb OABIN

NoanvHHbIe CybbeKrosas.
A ObyyeHune Y
OaHHble > mogenb OABIN
mopenu
AunkTopa 1 AnkTopa 1
- 7
MNMoanvHHbIE Cybbekrosas.
A ObyueHune ¥
OaHHble mopenb OABIN
moaenv
AVKTOpa 2 AVKTOpa 2
- 7

Puc. 3. IIpouecc o0yuenus cucremsl OABII ¢ npumeneHneM cyObeKTO3aBHCUMOTO
metona OABII B cuctemax pacrio3HaBaHHS AUKTOpa Ha OCHOBE OOHAPYKEHHS
aHOMaJIuH

3.1. MckyccTBeHHbIe HelipoHHBbIE ceTH. B paMkax maHHOW paboTh
JUIl W3BJICYCHUS TOJOCOBBIX NPHU3HAKOB HCIONB3YIOTCS TPU TPYIIIBI
Mpeno0yICHHBIX HCKYCCTBEHHBIX HEHPOHHBIX CEeTEH:

—  HeWpoHHBIE ceTH, penodyueHnsle aist 3anaun OABIT;

—  HeWpOHHBIE CeTH, Npeno0yUYeHHbIe s 3a1ad HIACHTH(OUKAMN
1 BepH(UKaAIHU TUKTOPA;

—  HEWpOHHBIE CeTH, NMpeJoOyUeHHBIE JUIS 33/1a41 pacllo3HABaHUs
3BYKOBBIX ITaTTEPHOB.

3.1.1. Heiiponnbie ceru, npego0y4denHble aiasti 3agaun OABII.
OKCMEpPUMEHTHI, B KOTOPBIX IS W3BJICUYEHUS NPHU3HAKOB HCIIOIB3YIOTCS
HEHpOHHBIE  ceTH, mnpenoOydeHHBIE [UIA  3agadyd  OOHApYKCHUS
CHHTE3MPOBAHHOIO TOJIOCA, IPOBOIATCS I TOTO, YTOOBI IIPOBEPHUTH
BO3MOXXHOCTh IIPUMEHEHHS IPEAJaraéMoro METoja Uil YBEIHMUCHUS
TOYHOCTH CYIIECTBYIOMHNX CyOBeKTOHe3aBUCHMEIX cricteM OABIL.
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Nudbopmamms 00 HCHONB3yeMbIX TIyOOKHX HEHWPOHHBIX CETSIX,
npeo0yYeHHBIX Uil 3a/auyd OOHApyKEHUS] CHHTE3MPOBAHHOIO ToJoca,
npejacTaBieHa B Tadumme 1.

Tabmuna 1. Ucnons3yemble riry0okue HeHpOHHBIE CeTH, TPeRo0yIeHHbIE
JUIst 0OHAPYKeHUsI CHHTE3UPOBAHHOTO T0JI0Ca

JmuTensHOCTD Pazmep TecroBsii HaGo
Hccnenosanue Monenb ¢dparmenra peun, BEKTOPHBIX AHHBIX P EER, %
CeK. MPE/ICTABICHUIH a
- Res-TSSDNet o4 128, 64, 32 ASVspoof2019 LA 1.64
Inc-TSSDNet 128, 64, 32 (30] 4.04
wav2vec 2.0 + ASVspoof2021 LA | 0.82
(29] AASIST 4 512 B31] (7.65)

Bce paccmarpuBaeMmble ceTH, TIpeJOOyYeHHBIC Ui 3aJ1a4d
OOHApY)KEHUsS] CHHTE3WPOBAHHOTO TOJIOCA, NMPUHUMAIOT HEoOpabOoTaHHBIC
(¢parMeHTBl pEeYd B KAueCTBE BXOMHBIX JaHHBIX. Jlng Monenwu,
npeaokeHHoi B pabote [27], aBrophl 3asBisitor EER paBubiii 0.82%.
OngHako B OTKPBITOM JOCTyIEe HMEETCs TOJIbKO Bepcusi moxaenu, EER
KOTOpPO# cocTaBisieT 7.65%. IMeHHO OHa HCMONB3yeTCs B JAHHOU paboTe.

3.1.2. HeiipoHHsle ceTH, npego0yyeHHble VIS 3aJa4u
Pacno3HaBaHUA JUKTOPA.

BreiBonpl, modydeHHBIe B pabore [32] CBHOCTENBCTBYIOT O
CYILIECTBOBAaHMH MOTEHIMANIA K IEPEHOCY 3HAHUI OT 3a1a4ul paclO3HABAHUS
nuktopa K 3agade OABII mpu Mcnosib30BaHMM METOAOB MHOIOLIEJIEBOTO
oOyueHms. B cBs3M ¢ 3THM B paMKaX JaHHOTO HCCIIEIOBAaHUS IMPOBOIHUTCS
cepusi OKCIIEPUMEHTOB C HCKYCCTBEHHBIMM HEHPOHHBIMHU  CETSIMH,
NpenoOyYeHHBIMU JUIsI PACIO3HABAHUS JAUKTOpa, YTOOBI MPOBEPUTH,
MO3BOJIUT JIK MIPUMEHCHHUE METOJIOB OOHAPYKCHUST aHOMAJIHH K BEKTOPHBIM
MpEACTaBJICHUSAM  TaKUX  CeTedl  HAWTW  pellaloulyl0  TpaHully,
obecnieunBaroniyto HanéxHoe OABIL. B ciydae mnosmyudeHust ycremrHbix
pe3yIBTaTOB 3KCIIEPUMEHTOB OYyJeT MPOASMOHCTPHPOBaHA BO3MOKHOCTH
NPUMEHEHHUSI OAHOM HEHUPOHHOM CeTH [UIsl pacro3HaBaHUsSl JIUKTOpa
u OABIL, uro sABHsSeTCS NPEANOCHUIKON JUIsl CYILECTBEHHOTO CHWKECHHS
BBIYUCITUTEIFHON HATPY3KU Ha OMOMETPHUYECKYIO CUCTEMY.

HNudopmanus 00 HCHONB3YeMBIX TIyOOKHX HEHPOHHBIX CETSX,
MpeqOoOYYCHHBIX JUISI 3aJadd pPAacHO3HABAaHUS ITUKTOpa, MpEACTaBJICHA
B Tabmmme 2. JlaHHBIE ceTH OBUIM peaan30BaHBl W OOYYEHBI B paMKax
HCCIeIOBAaHUM, HANPABJICHHBIX HAa aBTOMATHUYECKHUN MOMCK ONTUMAJILHOU
ceTeBO apxuTekTypbl [33], pacrmo3HaBaHHWE AWKTOpAa B YCIOBHUSX,
OTNMYHBIX 0T JabopatopHeix [34], ®W CKBO3HOE paclo3HaBaHHE
C UCTIONB30BaHUEM HeoOpaboTaHHOTO ayauo [35, 36].

Informatics and Automation. 2025. Vol. 24 No. 1. ISSN 2713-3192 (print) 201
ISSN 2713-3206 (online) www.ia.spcras.ru



NHO®OPMAILIMOHHA S BE3OITACHOCTD

Tabmmna 2. Mcnons3yemble riry0okue HeHpOHHBIE CeTH, TPeRo0yIeHHbIe
JUISL 33[]a41 paclio3HaBaHUs TUKTOPa

Tun JUIMTEeIbHOCTD Pa3mep HaGo
UccnenoBanue Mopens 3amaya | BXOMHBEIX (parmenTta BEKTOPHBIX a}n{}fx EER, %
JIAaHHBIX peuH, ceK. | mpejicTaBIeHHI 5
Unenr.
AutoSpeech Bepnd. 2048 8.95
Vnewr. VoxCelebl
[33] ResNetl18 Bepid. Crekrpor. 3 s [37] 12.30
Unenr.
ResNet34 Bepid. 11.99
[Thin ResNe] VoxCeleb2
[34] VLAD Wnent. | Criextpor. 3 512 (38] 322
. LibriSpeech
[35] SincNet | Wnenr. Aynno  [[IpousBosbHas 2048 (39] 0.96
VoxCelebl
[36] RawNet3 | Unenr. Aynno 3 256 &2 [37, 38] 0.89

3.1.3. HeiiponHble  ceTH, mnpeAo0y4YeHHble [JIsl 33124
pacno3HaBaHusl 3BYKOBBIX maTrTepHoB. B pabore [22] Opuia
MPOJIEMOHCTPUPOBaHa 3(PPEKTUBHOCTh HCIOIB30BAHUS HCKYCCTBEHHBIX
HEWPOHHBIX CceTel, MpenoOyIEeHHBIX I 3aJadll Paclo3HaBaHHUS 00pa3oB,
npumenurensHo kK OABIl npu  3ammre OHOMETPHYECKHX —CHUCTEM
pacrio3HaBaHUs 10 I'€OMETPUM JHIAa. B CBSI3M C 3THM, B paMKax JaHHOH
paboThl HCcIeryeTcss BOBMOXKHOCT CO3/IaHHsl CyObEKTO3aBUCHMBIX CHCTEM
OABFBII, koTopble HCIONB3YIOT HEHPOHHBIE CETH, MPeAoOYyYSHHBIE ISt
pacro3HaBaHUs 3BYKOBBIX ATTEPHOB, C IIEIbI0 H3BICUECHUS IPU3HAKOB.

B Tabmume 3 mpenctaBmeHa WHQOpManmus 00 HCIIONB3YeMBIX
B IaHHOM HCCJICIOBAHUH TJIyOOKMX HEHPOHHBIX CETSIX, MPeroO0ydeHHBIX
JUIS 3a]1a9 Paclio3HaBaHUS 3BYKOBBIX ITATTEPHOB.

Tabmmma 3. Mcnons3yeMbIX ITyOOKHe HEHPOHHBIC CETH, IPeJ0OyICHHbIE
JUIS 331a4M PACIO3HABAHUS 3BYKOBBIX IIATTCPHOB

Pa3mep mAP AUC
Mogens BxonHble naHHBIE BEKTOPHBIX (Tmokazarenb (moxasarens
TIPECTaBICHHIT TOYHOCTH) TOYHOCTH)
Jlormen-
Cnnl4 16k cnekTporpamma 16 2048 0.427 0.973
K1t
Jlormen-
Cnnl4 crekTporpamma 32 2048 0.412 0.969
j30
Jlormen-
Cnnl4_emb32 crekTporpamma 32 32 0.364 0.958
j30
Jlormen-
ResNet22 cnekTporpamma 32 2048 0.430 0.973
K1t
Wavegram_Logmel Jlormex-
= crekTporpamma 32 2048 0.439 0.973
_Cnnl4 T
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Pabora [40] sBnsercs Haumbosiee OOBEMHBIM HCCIEIOBAHUEM,
TTOCBSIIIEHHBIM 00YYEHUIO MCKYCCTBEHHBIX HEUPOHHBIX CETEH IS PEIICHHS
3a7]a4y PacIO3HABAHUS 3BYKOBBIX NMATTEPHOB. B pamkax He€ mpumeHseTcs
Habop maHHBIX AudioSet [41], Brmrowarommii B cebs 6osee 5000 gacos
ayauo3anicel, KOTOpBIC SBISIOTCA TpuMepaMu 527 pa3nuvHbIX THIIOB
3BYKOB. BaxHo#t wactpio pabotrsr [40] sBiIseTcs aHAINM3 BO3MOKHOCTH
UCIIONIB30BaHMs CETeH, NpenoOyYeHHbIX JUIsl 3a/a4d  paclOo3HaBaHMS
3BYKOBBIX TIaTTEPHOB, MPHUMEHUTEIBHO K JAPYIMM 33jadaM B olnactu
00paboTKM 3ByKa IOCPEICTBOM IPUMEHEHHsSI TAKOH TEXHUKHU Kak IIepeHOC
oOyuenus [42].

B Ka4yeCTBEC BXOJHBIX JaHHbIX paccMaTpuBaE€MbIC MOACIN
HCHOJIb3YIOT JIOIMEJI-CIIEKTPOIPAMMBI, W3BJIICUEHHBIE U3  ayJUO3aIUCEH
MIPOJIOIKUTENBHOCTBIO 3 CEKYHIBI.

3.2. Metoasl oOHapy:keHHS] aHOMAJWHA. MeToasl OOHApYKCHUS
aHOMAJIM{ TIpeAHa3HAa4YeHBl JUIA TOTO, YTOOBI HA 3Tale HCHOIB30BAHUSL
cuctemMbl  OABIl  oueHUTH,  CTE€NEHb  MOUIMHHOCTH  BEKTOPHBIX
NIPEACTABICHUH, N3BICYEHHBIX U3 NPEIbIBICHHOTO (QparmenTta peun. Ilpn
3TOM TNpPHMEHSEMbIE B JaHHOM HCCIEIOBaHWM METOJBI MOJPa3yMeBaIOT
HEOOXOIMMOCTh PETUCTPAIlM IWKTOpPa, KOTOpas, B 3aBUCHMOCTH OT
KOHKPETHOI'0 METOJa, MOXET NpPUHUMAaTh (OpMy OOyUYCHHS MOICIH,
OIIGHKH IIapaMeTPOB PACHpPECNICHUS BEPOATHOCTEH WM BBIYHCICHUS
9TaJIOHA IS CPAaBHEHUSI.

I/ICXO)IS[ U3 TOro, 4YTo Ha MNPAKTHUKE [JIA PETUCTpAllMHU JUKTOpa
UCTIONB3YETCS OTPaHNYCHHOE KOJMYECTBO IAHHBIX, B 9TOM HCCIEIOBaHHU
NPUMEHSIOTCS IPOCTBIE METOABl OOHAPY)KEHWs aHOMAaJHWH, KOTOpHIC
BKJIIOYAIOT B Ce0s Mepbl pacCTOSHUS B IPOCTPAHCTBE IPHU3HAKOB,
BEPOSITHOCTHBIE MOJIEJIN M TIOBEPXHOCTHBIE MOJEIN MAIMHHOTO 00yYeHUs.

3.2.1. KocunycHoe cxoacTBo. KocunycHoe cxoncTBo (cos) — mepa,
OTpaXkaloliasi CTEeNeHb MOAO0OWS JBYX HEHYJEBBIX BEKTOPOB, UYHCIEHHO
paBHast KOCUHYCY yrJia Mexny HuMmH [43].

KocuHycHOE CXOACTBO BEKTOPOB a M b MOXET OBITh PAacCUUTAHO
o ¢opmyne 1 [43]:

Q)
Sy

SR
S

(@]
=}
w2
N
Il
~
—
~

rae 6 — yroj Mexay BEKTOpaMu aub.

Ha stame peructparnum BEIYUCIAETCS CpeaHEe 3HAUCHHE BEKTOPHBIX
MPEJCTAaBICHAN, PACCYMTAHHBIX I OOydJaromero HaOopa ITOIHHHBIX
JIAaHHBIX JHUKTOPa, KOTOPOE 3aTeM HCIOJIb3yeTCs B KaueCTBE ATalOHA JIst
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cpaBHeHUs. Ha sTane nmpuMEHEHHUs CHCTEMBI BBIUHCISAETCS KOCHHYCHOE
nogobue MeXay TONYYEHHBIM paHee JTAIOHOM W BEKTOPHBIM
NPEACTABICHUEM  IPEABABISIEMOTO  (parMeHTa  pedud,  KOTOpOe
UCTIONB3YeTC B KAuecTBE CTEINEHH IO/UIMHHOCTH IPHMEpPa TECTOBBIX
JAHHBIX.

3.2.2. Paccrosinne Maxanano0uca. Paccrosanme MaxananoOuca
(Mahalanobis Distance, MD) — Mepa paccTosSHUS MEXAYy TOYKOW U
MHOTOMEPHBIM HOpPMaJILHBIM pacrpeneneHueM. Paccrosnue Maxanano6uca
OTIIMYAeTCd OT EBKJIHIOBOTO PACCTOSHHUS MeEXIy TOYKOM M CpeaHuM
3HaYeHHEM HEKOTOPOIo paclpeaeIeHus] BEpOsITHOCTEN HHBAPHAHTHOCTBIO K
MaclITaOUPOBAaHUIO, @ TaKXKe TEM, YTO MPU BBIYUCICHHH PACCTOSHUS
MaxanaHoOuca y4YUTBIBAIOTCS CYIIECTBYIOIIME KOPPEISLUH  MEXIY
rnapamMeTpamu cilydailHOM BelTW4uHbI [44].

Paccrosnne MaxanaHoOnca MeXIy TOYKOW X M paclpesieleHHeM
BEpOSATHOCTEH F MOXKET OBITh paccunTaHo 1mo popmyne 2 [44]:

MD(x,F)=(x— )" §7 (x~ o). @

Ie 4 — MaTeMaTWYecKoe OKUAaHWE pAaCHpelesieHUs BeposiTHOocTel F,

S — MaTpHLa KOBapUalluu pacipeaeneHus BeposiTHOCTel F.

Ha »tame perucrpanuu, UCX0s U3 NPEATON0XKEHHs, UTO BEKTOPHBIE
NpEeACTaBICHUST  (parMeHTOB  pedd  JUKTOpa  paclpeieieHbl 110
HOpPMaJbHOMY 3aKOHY, C HCIIOJIb30BaHUEM TPEHUPOBOYHOIO Habopa
JIAHHBIX OIIEHUBAIOTCS MaTeMaTHUYECKOE OXKHUIaHUE U MaTpulia KOBapHaIlll
pacupeneneHus BepoATHOcTe. Ha srame nOpuUMEHEHUsT CHCTEMBI
aNMpPOKCUMUPOBAaHHBIE TIApaMETPBl paCIpeeeHNs] HCIONB3YIOTCS s
BBIUMCIICHUSI  paccTOsHUS MaxamaHoOmca MeXIy —paclpenesicHIeM
1 BEKTOPHBIM TIPE/ICTABIEHHEM TECTOBBIX IAHHBIX, KOTOPOE HCIOIB3YeTCs
B Ka4eCTBE CTENECHH (anbCUPUIIMPOBAHHOCTH ITPAMEPA TECTOBBIX JaHHBIX.

3.2.3. MamnHa ONOPHBIX BEKTOPOB C OJHMM KJaccoM. MainHa
omopHbIX BekTopoB (Support Vector Machine, SVM) — mozaens OuHapHOM
kinaccu(pUKaluy, KoTopas MpeaycMaTpuBaeT oOydeHue ¢ yuutenaem. Eé
o0y4eHHue 3aKiIIo4yaeTcsi B allpOKCHMAIMK T1apaMeTpPOB THUIEPIIOCKOCTH,
KOTOpas pasfeisieT pa3In4Hble KJIAcChl JAHHBIX, TaK, YTOOBI pacCTOsHHE
OT KaXXJI0TO0 Kjiacca J0 He€ ObLI0O MaKCUMAaIbHBIM [45].

B paMKax HOaHHOI'0 HUCCJICAOBAHUA IPUMEHACTCA PasHOBUAHOCTH
MAIIFHBl OMOPHBIX BEKTOPOB, TpEIHA3HAUYCHHAs IUII OOHAPYKCHHUS
aHOMaJH{, KOTOpas HAa3bIBACTCS «MAaIIMHA OIOPHBIX BEKTOPOB C OJHHM
kimaccom» (One-Class SVM, OC-SVM) [45]. E€ ocHOBHass 0COOCHHOCTH
3aKIIIOYAaeTCS B TOM, UTO NPH €€ O0YYCHHUH HCIONB3YIOTCA JaHHBIC TOJHKO
MOJIOKUTEIHHOTO KIIacca.
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Ha stame perucrpanum mpoucXoJUT OOy4EHHE MAIIMHBI OIOPHBIX
BEKTOPOB C OJHHMM KIIACCOM C HCIIOJIb30BAHHEM IIOJUIMHHBIX JAaHHBIX
mukTopa. Ha oJTame mnpuUMEHEHHS CHCTEMBI B KadeCTBE CTENEHH
MOJUTMHHOCTH  BBICKA3bIBAaHUSI HCIOJIB3YETCSI PACCTOSHHE CO 3HAKOM
B IIPOCTPAHCTBE BEKTOPHBIX MPEICTABICHUH OT TOYKH, COOTBETCTBYIOLICH
(dparMeHTy pedn, 10 pa3aesoneid MHOTOMEPHON TIOBEPXHOCTH.

B Xxone SKCIEpHMEHTOB BBISABICHO, YTO ONTHMAIIBHBIC PE3yJIbTaThl
JOCTUTAIOTCS TIPU  HWCIIOJNB30BaHMM 3HAYCHUH THIlEpHapaMeTpoB IO
ymourdanuto (v = 0.5, tun sxpa — paguanbHas 6a3ucHas QyHKIHs).

3.2.4. Moaeab cMecH rayccoBbix pacnpeaenenuii. Monenb cMmecu
rayccoBelx pacmpenenenuii  (Gaussian Mixture Model, GMM) -
BEPOSITHOCTHAsI  MOJENIb, KOTOpas  allPOKCUMHPYET  MHOTOMEPHOE
pacripesienieHle  BEpOSITHOCTEH TpH  IMOMOIIM  B3BELIEHHOH CyMMBI
KOHEYHOTr0 Habopa HOpMaJIbHBIX pactpeaeneHui [46].

[110THOCTH BEpOSTHOCTH MOJENN CMECH I'ayCCOBBIX pacIpeiesieHuH
MOJKET OBITh MpejicTaBiicHa Gopmymoii 3 [47]:

M
p(x) =2 wpi(x), 3)

i=1

rae p,(x) — IJIOTHOCTh BEPOATHOCTH I-IO KOMIIOHEHTa cmecu, M —

KOJIMYCCTBO KOMIIOHCHTOB CMCCH, W; — BEC I-r0 KOMIIOHEHTAa CMECH. HpI/I

M
9TOM BECA yJIOBIETBOPSAIOT OTPAHUYEHHUIO ZW[ =1.
i=1
B cBoro ouepenb, MIOTHOCTh BEPOSTHOCTH -0 KOMIIOHEHTa CMECH
MOXeT OBbITh IpezicTaBiieHa popmyinoit 4 [47]:

p(x)= exp{ =3 (v ) (S) (v @

1
(2”)1)/2 |Si |1/2

rae D — KOJIWYEeCTBO HSMQPCHHﬁ, M; — MATCMATHYCCKOC OXXHUIAAaHHUC i-r0
KOMIIOHCHTAa CMCCH, Si — MaTpula KoBapuanun I-TO KOMIIOHEHTa CMECH.

Ha orame peructpanmu Ha0Op MOMJIMHHBIX JaHHBIX JUKTOpa
UCTIONB3yeTCs Uil O0YYEHHUs] MOJENN CMECH TayCCOBBIX pacIlpeieiIeHHMH.
Ha »Tame mnpuMeHeHMs CHUCTEMBI B KauecTBE CTENEHHM MOAIHMHHOCTU
9K3EMIUIApa JaHHBIX HCIIOJB3YeTCs Jorapu(m IpaBAoIogo0us TOro, 4To
COOTBETCTBYIOIIAsE TECTOBOMY ()parMEeHTy peud TOYKa HPUHAIICIKHUT
ANMpPOKCUMUPYEMOMY PACIPEICIICHHIO.
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B cBsi3u ¢ orpaHWUeHHBIM 00BEMOM O0YYaroIIero Habopa MaHHBIX
B OOJIBITMHCTBE HKCIEPUMEHTOB HCIIONB30BANACh MOIETh C  OJHHUM
KOMIIOHEHTOM M IMOJHOM MaTpuLEed KOoBapHalMU. bbUIM MCHBITaHBl TaKHUe
crnocoOBl  MHUIMANH3AIMA MOAETH KaKk k-CpelHHX ©  CIydaifHas
MATUKpaTHas WHUOHAIM3anus, omHako TouHocTh OABIl npm  mx
WCTIONB30BaHUN HE oTindainack. Kpome Toro, ObIla TpPOTECTHpPOBaHA
BO3MOXKHOCTh NPUMEHEHUsI JAMaroHaJbHON MaTpHIbl KOBapHalliH, OIHAKO
€€ UCIOIb30BaHKE MIPUBEJIO K YXYIIICHUIO Pe3yIbTaTOB.

3.2.5. Moaenas n3oaupymomniero Jjgeca. Mozaenas H30IUPYIOLIETO Jieca
(Isolation Forest, iForest) — Monenp MalIMHHOTO OOyuYeHHs, KOTOpas
UCIIONIb3yeT OMHAPHBIE JIepeBbsl I OOHapyKeHus1 aHoMaiui. [IpuHnun eé
(I)yHKHI/IOHI/IpOBaHI/I}I OCHOBAH Ha NPEAIOJIOKEHUN O TOM, YTO aHOMAJIbHbIC
TOYKH TPOINE OTACITUTH OT OCTAJIbHBIX JaHHBIX, YeM HOpMajibHbEIC. UTOOBI
H30JIUPOBATh DJK3EMIULIP MAHHBIX, AITOPUTM PEKyPCHBHO T'CHEPHPYET
pa3mensAroIre THIEPIDIOCKOCTH, CIIydaifHBIM 00pa3oM BEIOMpas aTpuOyT,
a TaKXKe €ro 3HaYeHue AJs pa3ieeHus TOUeK Ha JBe yacTu [48].

Ha orame peructpanuu BBIIONHACTCS OOYYCHHE MOICTH Ha
MO/UTMHHBIX JaHHBIX TUKTOpa. Ha aTame mpuMeHEeHHs CHCTEMBI B KaUeCTBE
CTeTIeHU MOJUIMHHOCTH 3K3eMIUIApa JaHHBIX MCIOJIb3yeTcs TIyOnHa aepeBa
M30JIALUH, T.6. KOJHYECTBO THIEPIUIOCKOCTEH, KOTOphIE HEOOXOIUMO
IIPOBECTH, qTOOBI OTACIUTH BI)I6paHHyIO TOYKY OT BCE€X OCTAJIbHBIX.

B cBsa3u ¢ OrpaHUYCHHBIM KOJHNYCCTBOM o6y11a}01u1/1x JaHHBIX,
HamOonbIas A(PGEKTUBHOCTh MOJACIM B XOIE SKCICPUMEHTOB Oblia
MOCTUTHYTA TPH WCIOJB30BAHUW 3HAYCHWUH THIIEPIIapaMETPOB IO
ymomuanuio (100 nepeBbeB, MOIBBIOOPKA HE BBIIOIHACTCS).

4. MeToabl NpoBeAeHUsI IKCIIEPUMEHTOB

4.1. lannble. B pamMkax OSKCHEPUMEHTAIBHOM YacTW paboThI
ucrnoib3yercst Habop naHHbIX ASVspoof 2019 LA, KoTopblii cOCTOUT U3 TPEX
MIOZIMHO>KECTB, NpeHa3HAuCHHBIX I oOyueHus,  pa3pabOTKu
Y TECTUPOBAHMS  MOJEJIed  MamuHHOTO  oOydeHus.  MHbopmarius
0 KOJIMYEeCTBE JAHHBIX B TIOJMHOXKECTBaX HaOopa maHHBIX ASVspoof
2019 LA npenctaBneHa B Tabnuiie 4 (YIUTHIBAIOTCS TOIBKO T€ TUKTOPHI, IS
KOTOPBIX UMEIOTCS TIPUMEPHI ITOTMHHBIX B C(haOpHUKOBaHHBIX MaHHBIX) [30].

Tabnuna 4. KonnuecTBo JaHHBIX B HOAMHOXECTBaX HA0Opa JaHHbBIX
ASVspoof 2019 LA

JIMKTOPBI-MYK4YUHBI JIMKTOPBI-KCHILUHBI
TTonmuOXeECTBO Yucno 3anuceit ais Yucno 3anuceit s
Yucno Yucno
Habopa JaHHBIX HKTOPOB Ka)KJIOT0 JIUKTOpa HKTOPOB KaXXJIO0ro JUKTOpa
A P Topnuu. Coabp. P Hopnu. Coabp.

O6yueHne 8 132 1176 12 127 1116

PazpaboTka 4 140 1848 6 154 2484
TectupoBanue 21 68 936 27 146 1638
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OmHa w®3 O0COOEHHOCTEHW OKCIEPUMEHTAIbHOTO  HCCIIECIOBAHUS
cyopexro3aBucuMbIx cucteM OABII 3akimrogaercs B TOM, 9TO HEOOXOIUMO
HaMuhe OOYyYaloUIMX M TECTOBBIX JAHHBIX JJISI KaXIOro JUKTOpA.
[Mockonpky mogMHOXecTBa Habopa maHHBIX ASVspoof 2019 LA He mMeroT
obmmx muktopoB [30], Obuta peanmu3oBaHa CIENHANBHAS IIPOLEAYpa
paszieneHuss JaHHBIX KAKAOTO JMKTOpa Ha OOydamle U TECTOBBIC,
MPEICTaBIICHHAS HAa PUCYHKE 4.

ASVspoof 2019 LA

ObyueHune PaspaboTka  TecTupoBaHwue
) [m) (m]| [m)(m] [m] |(m)[m] [m]| OOY:aoumeaauusie
Q na C3 mopenen
SolM|H H| mE N |E|m |m2RoMAE
T el - | — =
= I
3 HE B BN B |HE N O6uabouwme gaHHbe
2 < HH H HE H HE ._ nns CH mogeneit
HE H BN N B
o HE u HE u HE H
b HE u HE u HE N
§ o |HH N HE u HE H
o 2 EE = EE = EE = TecToBble flaHHble (oA C3 1
X T ~
s Emlm m EE = EE = CH Mogenem,arameup,nﬂ
© EE = EE = EE = npefobyyeHHbIx ceteit)
g
© HE u HE u HE H
oS e e &
R Rt I S St & @
ST T e

Puc. 4. Ucnions3yemas nporieypa pasaeieHus JaHHBIX Ha 00y4alone U TeCTOBBIE
(«C3» — cyobekTo3aBucumbiit, «CH» — cyOBeKTOHE3aBUCUMBIHL, «IAUK.» — JUKTOP)

Jnst oOydeHWsT M TECTHPOBAaHHMSA CYOBEKTO3aBHCHUMBIX MOJIeJIeH
HCTIONIB3yeTCs TECTOBOE TIOAMHOXKECTBO Habopa maHHeIX ASVspoof 2019 LA,
MIOCKOJIFKY OHO COACP)KUT HanOousInee pazHoobOpasue mpumepos ABIL Ipn
3TOM B PaMKax HCCIICJOBAHUS HCIIONb3YIOTCS JaHHBIE TOJIBKO TE€X IUKTOPOB,
JUISL KOTOPBIX MMEIOTCA KaK IOJJIMHHBIE, TaK M c(haOpHUKOBaHHBIC JaHHBIC.
IMIpn oOydeHMH CyOBEKTO3aBHCUMOW MOIENHM MIA KakKAOTO JHUKTOpa
BeIZesIOTCs 30 MOUTMHHBIX (PparMEeHTOB peur B KadecTBe OOydaromiero
HaOopa naHHbIX. OcTanbHble TOIMHHBIE JaHHBIE, a TaKKe BCe
chaOpHKOBaHHbIE JTaHHBIE, MCTIONB3YIOTCS ISl TECTUPOBaHMs Moaeiei. Jlms
o0yueHHs1 CyObEKTOHE3aBUCHMBIX MOJIENIel HCIOJIb3YEeTCsl TPEHUPOBOYHOE
NoAMHOXKecTBO Habopa naHHbIX ASVspoof 2019 LA. DkcnepumeHTansHas
OIICHKA CYOhEKTOHE3aBHCUMBIX U CYOBEKTO3aBHCUMBIX MOJIEJICH POBOIUTCS
Ha OZIHOM M TOM K€ MHOXeCTBE (hparMeHTOB peyu.
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Kpome Toro, mpm HCCICIOBaHWM MPEATAraéMOro  MeEToza
npuMenuTenbHO kK cucteme OABII, onmcannoit B padote [29], i omeHKH
TOYHOCTH TIPUMEHSETCS TecToBoe (evaluation) momMHOXKeCTBO Habopa
nanuaeix  ASVspoof 2021 LA, kortopoe coaepxutr 14816 mnpumepoB
momHHBIX  ® 133360  mpmmepoB  chaOpHKOBaHHBIX  ayaIuo,
pactpenenéHHBIX HepaBHOMEPHO 110 68 pa3nmnaabiM aukTopam [31]. Kak u B
cinydae ¢ Habopom manHBIX ASVspoof 2019 LA, B paMkax UCCICIOBaHUS
UCTIONB3YIOTCS JaHHBIE TOJBKO TEX IUKTOPOB, UIS KOTOPBIX HMEIOTCA
MOJUTMHHBIE U Cc(aOpuKOBaHHbIE MaHHbIE (Takux IUKTOpoB 48). Cxema
MCTIOJIb30BaHUS TECTOBOT'O TIOJIMHOXKECTBA Habopa maHHbIX ASVspoof 2021
LA anajnormyHa cxeme HMCIIOJb30BaHHs TECTOBOIO MOAMHOXECTBAa Habopa
nanHbix ASVspoof 2019 LA, npescTaBieHHOI Ha pucyHKe 4.

4.2. Iloka3artequ TOYHOCTH. JIIsI HCCIIENOBAaHHSI  TOYHOCTH
HEKOTOPOTO Kilacca cyOBrexTo3aBUCUMBIX cucteM OABII oOyuaercs Habop
WACHTUYHBIX ~ CHCTEM, IpHHAANESKANMX  OAHOMY  Kiaccy, T.e.,
UCTIONB3YIOMINX OJMHAKOBBIE METOJ OOHApYXECHUsI aHOMAaJINi, HEHPOHHYIO
ceTb M Habop aJropuTMoB TpaHcopmanmu. B kauecTBe OCHOBHOTO
moKasartessl TOYHOCTH ucnonb3yeTcs cpenHee 3HaueHne EER (Equal Error
Rate, paBHbIit porieHT omu60K) [49] 114 crcTeM HeciIeyeMoro Kiacca.

B xadecTBe MJOMOTHUTENHHOTO TOKA3aTeNss TOYHOCTH CHCTEM,
HCTIONB3YIONINX HCKYCCTBEHHBIC HEHpPOHHBIE CETH, NpeaoOydeHHBIC IS
3amauyn OOHApY>KEHUsI CHHTE3MPOBAHHOTO T0JIOCA, WCHOJIB3YETCs CpeaHee
3HageHne min t-DCF (MuHMManbHOe 3HaueHWe TaHAEMHOW (yHKIMH
CTOMMOCTH OOHAapy>KeHHMs) JJIsl CHCTEM HCCIIelyeMOro Kiacca, Mpolenaypa
BBIYMCIIEHUS] KOTOpoi mpezactasieHa B cratbe [50]. Ilpu aTom B Tekyiiem
ucciaenoBaHuM 1pu BbrauciaeHnH min t-DCF i kakaoro KOHKpPETHOTO
JIMKTOPA UCTIOJIB3YIOTCS pE3YJIbTaThl MOMBITOK BepHU(HKAINH, B KOTOPHIX OH
SBISIETCST  EJIEBBIM  CYOBEKTOM, TPEJOCTaBIECHHbIE OpraHW3aTOpaMH
koHKypcoB ASVspoof 2019 [30] 1 ASVspoof 2021 [31].

Yro6bl HCKIIOUHTH BIUSHHUE CHOCO0A pa3feneHHs IOIMHHBIX
JAHHBIX JUKTOpa Ha 0OydYarolle U TECTOBBIC, IKCIIEPUMEHTHI MPOBOAATCS
21 pa3 mig Kaxaoro Kiacca CHCTEM C CIyJaWHBIM pa3ZeJICHHEM JaHHBIX.
Jlns  OIEHKM JOBEPUTEIBbHBIX WHTEPBAIOB IOJIYYEHHBIX 3HAYCHHUH
MoKasaresei TOYHOCTH UCTonb3yeTcs hopmyna 5 [51]:

- s
Ay = atly s _\/— , (%)
n
rae aq; — 95%-Hbl 1OBEPUTENLHBIA MHTEPBAJl 3HAYECHMS MOKA3aTells

TOYHOCTH, a — TOUYCYHAas OLICHKA 3HAYCHUS ITOKA3aTCJIA TOYHOCTH (cpez[Hee
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3HA4YCHUC, TIOJIYUCHHOC B XOA€ HCHLITaHHﬁ), t0.0S o — KPUTHYCCKOC

3HaUCHHE {-pacrpeeneHus CrprozeHra IS JIBYCTOPOHHETO
noBepuTenabHoro uHTEepBana ¢ & =0.05 u 20 creneHsMu cBOOOBI (paBHO
2.086), s — HCIPaBICHHOE BEIOOPOYHOE CPEIHEKBAIPATUUYHOC OTKIOHCHHE,
1 — KOJINYECTBO AKCIIEPUMEHTOB (paBHO 21).

4.3. leranu peaju3aiuu. DKCTiepuMeHTaAIbHAS 4acTh
WCCIECOBAaHMS pealn30BaHa HA A3bIKe mporpammuposanHust Python,
C IpUMEHEHHUEM psiia ONOIMOTEK MAITHHHOTO 00YIeHUSI.

Heiipornas cerp Thin ResNet VLAD [34] peamm3oBana
c ucrions3oBanueM OubmmoTexkn Keras. OctanmpHble TpeoOydeHHBIC
HEHpPOHHBIE CETH PEaJM30BaHHl C MCIONb30BaHHeM (peiimBopka PyTorch.
[Tpn n3BIEYEHUHM BEKTOPHBIX NPEJCTABICHUH NPHUMEHSICS rpaduuecKui
npoueccop NVIDIA GeForce RTX 3060 GPU. [Ina peanuszanuu MeTOI0B
OoOHapyXEHUsI aHOMAJHMK HUCTONb30Banach Oumbnmuoreka Scikit-learn. Ilpu
o0y4eHUM W  TpUMEHEHUM  Mojeled  OOHapyXeHHs  aHOMaJIHMH
ucnoinp3oBaiucs nporeccop AMD Ryzen 5 5600X 6-Core 3.70 GHz.

Jlist oneHkH 3()(heKTUBHOCTH PHUMEHEHUS PA3IMIHBIX KOMOMHAIINN
METOJI0B OOHApYKEHHS! aHOMAaJMH, NCKYCCTBEHHBIX HEHPOHHBIX CeTed
anropuTMOB TpaHchopMmanuu nccaenoBaHo donee 570 cyOBEKTO3aBHCUMBIX
kiaccoB cucteM OABII. s xaxxnoro kiracca 00y4eHO U MPOTECTUPOBAHO
48 cyopekro3aBucuMbix cucteM OABII (B COOTBETCTBHH ¢ KOTUYECTBOM
TUKTOPOB B TECTOBOM IMOIMHOXecTBe Habopa maHHBIX ASVspoof 2019
LA). Kaxnas u3 3tux cuctem Obuta oOydeHa M mpoTecTupoBana 21 pa3
C Pa3NMYHBIM  CIy4aWHBIM  pa3ZiefiecHMeM JaHHbIX Ha  IIOJUIMHHBIC
u tectoBble. CpenHee BpeMs OOy4eHHS M OIIGHKM TOYHOCTH OJHOU
cyowsekrozaBucuMoii  cucteMbl  OABIl  (mis  omgHOTO  JMKTOpA,
C €IMHCTBEHHBIM pa30MEeHNEM TaHHBIX) COCTaBUIIO 5.3 CEKyH[.

Kpome Toro, 6pumn oOydeHbl 92 0a30BBIX CyOBEKTOHE3aBUCHUMBIX
cucrembl OABII, ncnonb3yromux MeToabl 00HApYKEHHS aHOMAJIHH.

5. Pe3yJibTaThl 3KCIIEPUMEHTOB

5.1. Cy0bekTOo3aBHCHMBIE CHCTEMBI, HCIIOJIb3YIOLHE HeliPOHHBIE
ceTH, Npeno0ydeHHbIe /JIsI PAcHO3HABAHHUS IUKTOpa. B Tabmuume 5
npencraBineHel  cpenaue EER  cyObekrozaBucumbix cuctem  OABII,
UCTIONB3YIOMNX METOAbl OOHApyKEHHS! aHOMAJIMH U HCKYyCCTBEHHBIE
HEWpOHHBIE CeTH, MpeAoOydYEeHHBIC AJSI 3aJa4d PACHO3HABAHUS AWUKTODA.
Jna xaxmoi KoMOWHAIMM HEHPOHHOH CETH W METoJa OOHAPYKECHHS
aHoMaimii  ObUT  TpoTecTHpoBaH Habop kiaccoB cuctem OABII,
UCTIONB3YIOMINX pa3Hble TpaHC(HOPMAIMM, C LEIbI0 ONPEICICHUS HX
ONTUMAIFHONW KOH(UTyparmuu. B Kaxkmol sueiike TaOMUIBI OTpakEéH
Jy4IIUP  pe3ynbTaT, HpOAEeMOHCTpupoBaHHbIl cuctemamu  OABII,
UCTIONB3YIOMIMME HEHPOHHYIO CETh, COOTBETCTBYIOIIYIO CTPOKE TaOJIMIIBI
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1 METOJT OOHapyXXeHHUs aHOMAJWH, COOTBETCTBYIOMWH cTonomy. Kpome
TOTO, IUIA KaXKIOH CyOBEKTO3aBUCHMOM cucTeMbl Takxke npuBeaéH EER,
KOTOPBIi MIPOAEMOHCTPHUPOBaTa  CYOBEKTOHE3aBUCHMAS cucrema,
WCTIONB3YIONIasi HMACHTUYHbIE HEHPOHHYIO CeTb, METOA OOHapyKeHHUS
aHoManui 1 Habop TpaHChOopManuii.

Tabmuua 5. Cpenaue EER (%) cuctem OABII, ucnosns3yronux HepOHHbBIE CETH,
npenoOydeHHbIC IS 3a]a9X paclo3HaBaHUs TUKTOPA, IPH HCCIICOBAaHUH
Ha Habope maHHbIX ASVspoof 2019 LA («C3» — cyOBEeKTO3aBUCHMBIH,
«CHy — cy0BeKTOHe3aBHCHMBIIA)

cos GMM iForest MD OC-SVM

HccnenoBanne Mopnpens
3 |lca| 3 |ca| 3| ca| 3 |cH| 3 |cH
A“(f;f;‘;m 17.17 | 26.74 | 13.34 | 26.32 | 26.01 | 41.83 | 22.74 | 27.30 | 15.02 | 34.50
AutoSpeech | 6195 04 | 13.17 | 23.16 | 23.88 | 40.72 | 22.49 | 25.81 | 14.90 | 24.59

(Beprdp.)
ResNetl8 | 20 |18 10| 5.17 [ 1630 | 11.55 | 18.89 | 9.56 | 16.77 | 5.06 | 17.61

(MaeH.)

(33] ResNet18
cse 4.79 |18.49 | 4.93 | 15.89 [ 13.87|20.73 | 9.81 |16.29| 5.26 |17.99

(Bepu¢.)
ResNet34 | g o1 12142 | 8.64 |22.43|12.83 [ 24.16 | 13.47 [ 23.47| 861 [21.73

(uzmen.)
ResNet34 | ¢ 9 | 19.17 | 7.31 | 18.41 | 10.86 | 19.70 | 12.09 | 19.33 | 6.92 | 19.12

(Bepu¢.)
[35] SincNet | 34.68 | 55.65 | 32.03 [ 51.30 | 35.09 | 52.86 | 32.79 | 56.19 | 34.40 | 55.48
[36] RawNet3 | 15.71 | 36.81 | 13.94 | 28.67 | 18.75 | 40.64 | 21.56 | 31.12 | 14.11 | 36.55
[34] Thf,‘&f)m‘ 24.95 | 46.79 | 24.54 | 42.10 | 25.72 | 48.20 | 26.55 | 41.79 | 24.36 | 49.09

Amnanu3 Tabnunbl 5 MOKa3bIBAET, YTO TOYHOCTh CYOBEKTO3aBHCUMBIX
cucreM OABII Bo Bcex cirydasx NPEBOCXOAWT TOYHOCTh AHAJOTHYHBIX
CyOBEKTOHE3aBUCHMBIX CHCTEM. Kpome TOro, MOXKHO CHEIaTh BBIBOJ, UTO
touHocte OABII B Oomnpmeil cremeHn 3aBUCHT OT HCHOIB3yeMOM
peno0yIeHHOW HEHPOHHOH CeTH, YeM OT METOAa OOHAPYKEHIS aHOMAJIHH.
Hammygmmit  pesymbrar  mpomemoHcTpupoBamu — cuctembl  OABIIL,
ncnone3ytormme  cetn  ResNetl8,  mpemoOydeHHBle B paMKax
uccnenoBanus [33].

Cpenu xmaccoB cucteM OABII, wucnonp3yoommx OAMHAKOBYIO
HEUPOHHYIO CE€Th, CHCTEMBbI, B DPAMKaX KOTOPBIX IPUMEHSIIOTCS TaKHUe
MeTOo/1bl 0OHAPY)KEHHS aHOMAJIMi Kak KOCHHYCHOE 110/1001e, MOJIETb CMECH
raycCOBBIX pAaCIpeleleHuil M MalllHa OINOPHBIX BEKTOPOB C OJHHUM
KJIaccoM, MPOJEMOHCTPHPOBAIM HAWJIy4lIMe pe3ynbTaThl. [lpumeHeHHe
Jeca M3OJLIMM M PAacCTOSIHWSA MaxanaHoOnuca NpUBOIAWT K YXYIIICHHIO
touHoctd OABII, mo cpaBHeHuo ¢ ApyruMu MetonaMu. llpu 3TOM,
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MIPEIOI0KATEIFHOTO BBHAY OTPAHWYEHHOTO KOJIMYECTBA JaHHBIX, JeEC
M30JBIUN  TIPOAEMOHCTPHPOBAT HAMMEHBIIYI0 TOYHOCTh. Ilo Bcei
BHIUMOCTH, 00pabOTKa BEKTOPHBIX NPEICTABICHUH pPa3MEPHOCTHIO 512
u Ooylee TPEICTABISIET CYIIECTBEHHYIO CIOKHOCTH JUIS Jieca HW3OJISIHH,
MTOCKOJIBKY, COTJIACHO pe3ynbTaTaM HCCIeHOBaHUA [48], DaHHBIA MeTOo[
TIOJIBEPIKEH MpobiieMe MPOoKIATHS pasMepHOCTH (curse of dimensionality).

Yro kacaercst BiusHMS TpaHcdopmaumii Ha TouHocTh OABI,
COMIACHO PEe3yJibTaTaM JKCIEPUMEHTOB, KOCHHYCHOE MOJOOUE MOKA3hIBACT
HAWITyYIIAE PE3yNbTaThl MPU OTCYTCTBHH TpaHchopmanuii. OcTaibHbIC
METO/Ibl 00CCICYMBAOT HAWIYYIINE PEe3yJbTAaThl MPH HCIOJB30BaHUU [2-
HOpManu3anuu. Bornpeku ToMy, 4TO A7l MAllliH OMOPHBIX BEKTOPOB YacTO
peKOMeHyeTcsl IPUMEHEHNE MaciuTabupoBaHus [26], ero Mcroib30BaHKe
COBMECTHO C MAIIMHAMH OIIOPHBIX BEKTOPOB C OTHUM KJIacCOM HeE
MO3BONIMJIO YIy4yIUTh TOYHOCTH OABII. Mcnonb30BaHue METOAA IIIaBHBIX
KOMIIOHEHT B KauecTBE aIropuTMa TpaHchopManmud B OOJBIINHCTBE
ClIydaeB TMPHUBOIIIO K 3aMETHOMY CHIDKCHHIO TOYHOCTH. BeposTHO, 3TO
CBS3aHO C TEM, YTO YMCHBIICHHWE pa3MEPHOCTH TPHUBOJUT K TOTEpe
CyIIecTBeHHON YacTu nHpopManuu, Heooxoaumoit ast OABIIL.

B cBs3u orpaHuYeHHBIM OO0BEMOM OOYYAIOIIMX JAHHBIX, B XOJE
MPOBEACHUS  OKCICPUMEHTOB C CYOBEKTO3aBUCHMBIMH  CHCTEMaMH,
HCTIONB3YIONUMHU MOJIe]Ih CMECH TayCCOBBIX pacIpeleleHud, HanOobIIas
TOYHOCTh OBlIa JOCTUTHYTa TIPH KOJWYECTBE KOMIIOHEHTOB CMECH
paBHBIM onHOMY. OJIIHAKO, TOCKOIBKY CYOBEKTOHE3aBHCHMBIE CHCTEMBI
oOygaroTcsi Ha OONBIIEM KONUYECTBE MAHHBIX, IMPH WX peaIn3alud
HCTIOJIB30BATHCh MOJEIH CMECH TayCCOBBIX PpACHpEACICHUN C IOTHON
MaTpullel KoBapualMy U KOJIMYECTBOM KOMIIOHEHTOB paBHbIM 1, 4, 16, 32
u 64. JIng kaxmoll W3 TakMX CHCTEM B TaOJHUIE OTPakEH HAITYYIIAN
pe3ynbTar. B OONBIIMHCTBE CIlydacB HCIOJIB30BAHUE MOJACTH CMECH
TayCCOBBIX PACHpPECIICHHI ¢ OJJHUM KOMIIOHCHTOM ITO3BOJIWIIO 00CCIICYHTh
Haumensmmii EER. Opmako mist cetn ResNet34, mpenoOydeHHOW is
naeHTHUKauu, 1 ceTu SincNet JIydmui pe3yabTaT ObIT JOCTUTHYT MPH
HCIOJIB30BAaHUKM CMecH ¢ 64 KoMmoHeHTaMM, a i cetd ResNet34,

npenoOyYeHHOH Juid  BepUHKAIMHM — TPU  HUCIOJBb30BAHHU CMECH
¢ 4 KOMIIOHEHTaMH.
Yetsipe CyOBEKTO3aBUCHMEIE CHUCTEMBI OABIT

npoaemonctpupoBain EER  paBubiit 5.06% u Menee ¢ HauOoublei
npeaenbHON  omunoOKoilt 95%-HOro JOBEpUTENIFHOTO WHTEpBaja pPaBHOU
0.09%. Hnsa cpaBHeHus, B pabore [8] mpeicTaBiCHBI JBE MEPEIOBBIC
CKBO3HBIE  CHCTEMBI  OOHapyXeHHMs  CHHTE3MPOBAaHHOTO  ToJjoca,
ucnons3ytomue HeWponHsle cetd Inc-TSSDNet u  Res-TSSDNet,
oOydyenHole Ha Habope pnaHHblXx ASVspoof 2019 LA, koTopsie
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nemoucTpupyioT EER 3.75% u 1.64%, cooTtBercTBeHHO. B TO Bpems kak
OHH 00ecneunBaloT 00Jee BRICOKYIO TOYHOCTh, B X0OZ€ pa3paboTKH CHCTEM,
paccMaTpuBaeMBIX B JaHHOM paszese, He WCHoib30Baiuch npumepbl ABIT
HU TIpH 00YYEHUN UCKYCCTBEHHBIX HEMPOHHBIX CETEH, HU NMPH PETHUCTPALNN
IUKTOPOB  (0OydeHMH CyOBEKTO3aBHCHMBIX MOAETIeH OOHapyXEeHHS
aHoManuit), 9To Gaxrudecku aenaet Bce BUALI ABIT Hen3BecTHRIMU.

HaubGonee TtouHblii knacc cyObekro3aBucuMbix cuctem OABII,
B paMKax KoToporo mnpumensiercsi cetb ResNetl8, mpenoOyuennas s
3a7a4d MACHTH(UKAIMK, M KOCHHYCHOE IO0A00HE IMPOAEMOHCTPHUPOBAI
EER paBueiii 4.74% (+0.07% na ypoBHe 3Hauumoctu ¢ = 0.05). Ha
pucyHke 5 nokasassl 3HaueHuss EER, nonydeHHsle Ui pa3HbIX JUKTOPOB,
B pe3yibTaTe OJHOW W3 MTepanuii 0OydeHWs W OIEHKH CHCTEM JaHHOTO
KJacca.

mm—EER = = Cpegwwii EER

@
&
o
S

Puc. 5. 3nauenust EER (%), momyueHHbIe 171 pa3HBIX JUKTOPOB, B pE3yIIbTATE
OJTHOM 3 nTepanuii o0y4eHns 1 OIEHKH Ki1acca CyObeKTO3aBUCHMBIX CHCTEM
OABII Ha nabope nanubix ASVspoof 2019 LA, ucnosnb3yronux cetb ResNetl8,
npenoOydeHHYO Ul HACHTU(GUKALNH, U KOCHHYCHOE oodue
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[MpuBenéunple HAOMIONCHUS  CBHICTENIBCTBYIOT O TOM, YTO
HEKOTOpPbIe MCKYCCTBEHHBIC HEHPOHHbIE CETH, NPeNo0yUYeHHbIE I 33/1a4n
pacIio3HaBaHUS JUKTOpPA, MOTYT OBITH HCIIOIB30BaHBI IJIsI OOHAPYKEHHSA
CHHTE3MPOBAaHHOrO Tosioca. C NMPaKkTUUECKOH TOYKH 3pEHUS, IMOIyYCHHBIE
PE3YNBTAaThl CBUACTEILCTBYIOT O BO3MOXKHOCTH CO3AaHHS OMOMETPHIECKUX
CHCTEM, B KOTOPBIX OJHA M Ta JX€ HCKYCCTBEHHas HEHpPOHHAs CETh
MpUMeHseTcs A1 pacrno3HaBaHus qukropa u OABIL
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5.2. CyobekTo3aBHCHMbIE CHCTEMbI, HCOJIL3YIOLME HEHPOHHbIE
cetu, mnpenody4yennnle i 3agauum OABII. Tabmuma 6 anamormdHa
TabIuUIe 5, MPeNCTaBIeHHON B MpeapiaymeM paszaene. OCHOBHOE OTIMYHE
3aKJIOYaeTCs TOM, 4YTO B JIAHHOM  pasfelie  pacCMaTPHBAIOTCS
cyopexro3aBucumMble cucteMbl OABII, KOTOpBIe MCHONB3YIOT HEHPOHHBIC
cetn, oOydeHHbBIe 11 OOHApY)KEHUS CHHTE3WPOBAHHOTO IOjOca B paMKax
uccnenoBanuii [8,29]. B cBA3u ¢ 3TUM, NaHHBIC CETH, 0€3 MPUMCHEHUS
METOJIOB OOHapYKCHUS aHOMAJIMW, WCIOJB3YIOTCS B KadeCTBE 0a30BBIX
cucrem OABII npu cpaBHeHNY 3HAUEHHUH TTOKa3aTeseil TOYHOCTH Ha Habope
TECTOBBIX JAHHBIX, MPOWUIIOCTPUPOBAHHOM Ha puUCYHKE 4 (3HaueHUs
mokazatejeii TOYHOCTH Jyisi CcyObekToHe3aBUCHMBIX cuctem OABII,
UCTIONB3YIONINX METOABI OOHApyKEeHHsI aHOMaNui, He npuBoaaTcs). Kpome
toro, st kaxaou cucrembl OABII npuseaén He Tosnbko EER, HO Takxke
u min t-DCF, morygeHHbI# B X071 HCTIBITAHAH.

Tabmuna 6. Cpenaue 3HaYeHUS mokaszareneii TouHoctu cucteM OABII,
HCTIOJB3YIOIUX HEWPOHHBIC CETH, MPE00YyUCHHBIC ISl 0OHAPYKCHHUS
CHHTE3UPOBAHHOI'O ToJI0ca

basosas cos GMM | iForest MD | OC-SVM
Ha6op cucrema
JTaHHBIX Mo min min min min min min
EER| b [FER| ek [FER| epck [FER| ok [FER| ok [FER |-per
Inc-TSSDNet |3.31] 0.090 |3.11] 0.088 |3.16] 0.089 |3.42| 0.096 |4.11| 0.114 (3.09(0.086
ASVspoof
2019 LA

Res-TSSDNet (1.42] 0.068 |1.30( 0.065 [1.84| 0.079 {1.87 0.087 (2.89| 0.089 |1.36(0.067

ASVspoof |[wav2vec 2.0 +
2021 LA AASIST

=2

441 0.363 (7.16] 0.362 |13.9] 0.541 [10.6] 0.439 [17.9] 0.641 (7.31]0.363

ITockonbKy WCCliemyeMble CeTH, NpemoKeHHble B paborte [8],
AMEIOT 4 TIOTHOCBS3HBIX CIIOS, JUTSI KaXKJIOHM KOMOWHAITMK HEWPOHHOW CETH
U MeToAa OOHapyXCHHsS aHOMalIni OBUIM HCCIIEOBAHBI HE TOJIBKO
pas3inuHble KOMOMHAIMK TpaHc(opManuii, HO U BO3MOXKHOCTb U3BJICUCHHS
BEKTOPHBIX NpeAcTaBleHuH pazmepoB 32, 64 u 128 3HaueHuil. B sgeiixax
TaOIHIIBI OTpa’keHbI HaWTyyIIve pe3yJbTathl, MOJIy4YECHHBIE
CyOBEKTO3aBUCUMOM CHCTEMOM, HMCIOJB3YIONIEH YKa3aHHbIE HEHPOHHYIO
CeTh ¥ METOJI 0OHAPYKEHUSI aHOMAJTHH.

Habnronenus xacarenpHo 3¢ dexra npumeHeHns TpaHchopMaruii Ha
touHocTh OABII, npuBenéHHbIE B NpEeAbIAYLIEM pas3jeiie, CIpPaBeJIMBbI
JUIL  OKCTIEPUMEHTOB, PE3yJIbTaThl KOTOPBIX IPEACTABICHBI B JaHHOM
pasnerne.

Tpu wiacca cyOwsexTozaBucuMbix cucteM OABII, ucmonb3yromme
cetb Inc-TSSDNet [8] mia u3BneueHUs] NPU3HAKOB, MPU TECTUPOBAHUM HA
Habope manabix ASVspoof 2019 LA [30] nper3onutu pe3yabTar 0a3oBoi
CHCTEMBI, HE UCTOJB3YIONIEH MEeTOopl 0OHapy)KeHusl aHoMaluil. B pamkax
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JAHHBIX CHCTEM IIPHMEHSETCS KOCHHYCHOE MOAO0OME, MOAENb CMECH
TayCCOBBIX pAacCIpeleliecHHiI M MallMHA OINOPHBIX BEKTOPOB C OJHHUM
KJIacCcOM B KadecTBe Kinaccu(pukaTopos. CucTeMa, HCHONB3YIOMast MAINHY
OTIOPHBIX BEKTOPOB C OJHHWM KJIACCOM COBMECTHO ¢ |2-Hopmanmuzanued u
oOpabaTpIBaromiasi ~ BEKTOpHBIE  TPEACTABICHUS  pa3sMepHOCTH 64,
MPOJIEMOHCTPUPOBANa HAWIYYIINH pPE3yJbTaT, OTHOCHTENBHO YIydIINB
EER 6a3oBoii cuctemsl Ha 7.1%, a min t-DCF — na 4.6%.

B 10 Bpems kak 95%-HbIil noBeputenbHBIM HHTepBan it EER
paccMaTpuBaeMoi CyOBEKTO3aBUCUMOI CUCTEMBI COCTaBUJI
3.09% £ 0.027%, 95%-ub1ii noBeputenbHbI uHTepBan anst EER 6azoBoit
cucteMsl, ucnoyssytomeit cets Inc-TSSDNet, coctasun 3.31% + 0.025%.
Ilockonbky [faHHBIE JOBEpPHUTEIbHBIE UWHTEpBAJbl HE MEepeceKaroTcs,
NIpUBEIEHHBIC PE3yIbTaThl CTATUCTUYECKH 3HAUMMBbI 1ipu o = 0.05.

B To xe Bpems, 95%-Hblil noBepuTenbHBINH HHTEpBa A1 min t-DCF
paccMaTtpuBaeMoii cyOBeKTo3aBUCUMOI cucTeMbl cocTaBmi 0.086 + 0.0007.
95%-HBIII  NOBEpWTENBHBIA  WHTEpBAN  UIsI  0a30BOM  CHCTEMBI,
ucnoae3ytouieil cetb Inc-TSSDNet, coctasui 0.090 + 0.0005. ITockonbky
JTaHHBIC JIOBEPHUTEIIbHBIE HMHTEPBaJbl HE IEPECcEeKaloTCs, IPUBEIEHHBIC
pe3yIbTAaThl CTATUCTHYECKH 3HAYUMBI 1IpH o = 0.05.

JIBa kimacca cyObekTo3aBucHMBIX cucteM OABII, ucnombs3yronmx
cetb Res-TSSDNet [8], npu tectupoBanuu Ha Habope naHHbIX ASVspoof
2019 LA [30] npeB3omuiu pe3yasTaT 0a30BOH CHCTEMBI, HE UCTIONIB3YIOIIEH
MeTOABl OOHApyKeHHsS aHOMAaJHMid. B KauecTBe METOIOB OOHAPYXECHUSA
AHOMAJIM{ B paMKaxX JaHHBIX CHCTEM HCIIOJBb3YIOTCS KOCHHYCHOE IMojo0ne
M MallMHa OIOPHBIX BEKTOPOB C OJHMM KiaccoM. B pamkax
cyovekTo3zaBucumbix  cucreM  OABIl  oOpabatbiBaroTcsi  BEKTOpHBIE
NPE/ICTABICHUS Pa3MEPHOCTbI0O 64 M HE UCHOJB3YIOTCS aJrOPHTMBI
tpaHcopmanmu. Cucrema, WCHOIB3YIOIIAs KOCHHYCHOE To100ue,
MOKA3bIBACT HAWIYUIIMH pe3ynbTaT, OTHOCUTeNnbHO IpeBocxois EER
6a3oBoii cucteMbl Ha 9.2%, a min t-DCF — Ha 4.6%.

B T10 Bpems xak 95%-Hblif noBepurenbHBIM mHTepBan a1 EER
paccmaTpuBaeMoii  cyOwbekTo3aBucuMmoi  cuctembl OABII  cocraBun
1.30% £ 0.027%, 95%-upii  nmoBepurenbHBIA wHTepBan s EER
COOTBeTCTByIOIIEH  0a3oBoii  cuctemsl  coctaBuin  1.42% + 0.046%.
IlockonbKy MAaHHBIE MAOBEPHUTENBHBIE WHTEPBAlbl HE IEPEKPHIBAIOTCS,
NpUBEIEHHBIE PE3YIIbTAThl CTATUCTUUECKH 3HAYUMBI pu @ = 0.05.

B To0 e Bpemst, 95%-Hblit foBepuTEIBbHBIN HHTEpBa 11 min t-DCF
paccmarpuBaeMoii cyobekTo3aBucuMoii cuctembl coctasii 0.065 + 0.0004.
95%-HbIii  OBEpPHUTENBLHBIM  HMHTEpBaJ]  aasl  0a30BOMl  CHCTEMBI,
ucnons3ytomen cetb Res-TSSDNet, cocraBun 0.068 £+ 0.0006. ITockonbky
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JTAaHHBIE JOBEPHUTCIILHBIE HMHTEPBAIbl HE IE€PECEKAIOTCS, INPHUBEAEHHBIC
PE3YNIbTAThI CTATUCTHYECKH 3HAYUMBI TIpH oL = 0.05.

JBa xmacca cy0pexTozaBucuMBIX cucteM OABII, mcmonp3yrommx
koMOmHammio cereir wav2vec 2.0 m AASIST [29] mis wu3BnedeHHS
MIPU3HAKOB, NP TECTHPOBAaHUM Ha Habope maHHbIX ASVspoof 2021 LA [31]
MPEB3OLIIN pPe3yabTaT 0a30BOH CHCTEMBI, HE HCIOJIB3YIOIIEH METObI
oOHapykeHHsT aHOMayMii. B kauecTBe MeTOJOB OOHapy>KEHUS aHOMAaJIHH
B paMKax JaHHBIX CHCTEM WCIOJB3YIOTCS KOCHHYCHOe mnopodue (Oe3
NPUMEHEHUs1 TpaHC(pOpManMii) W MallMHa OIOPHBIX BEKTOPOB C OJHHUM
KimaccoM (¢ mpuMmeHeHueM 12-Hopmanusanuu). CucTeMa, UCIOJb3YIOIast
KOCHHYCHOE 110/1001e, MMOKa3bIBaeT HaWJIYUIINH Pe3yJIbTaT, OTHOCHTEIHLHO
npesocxost EER 6a3oBoii cuctemsl Ha 3.9%.

B T0 Bpems kak 95%-HbIl noBepuTenbHBIA HHTepBan 111 EER
paccMmatpuBaeMoli  cyObekro3aBucuMoit  cucteMbl  OABIl  cocraBun
7.16% + 0.039%, 95%-ublii  noBepurenbHbId  uMHTepBan g EER
COOTBETCTByIOIIEH  0a3oBoif  cuctembl  coctaBun  7.44% + 0.059%.
ITockonbKy HaHHBIE JIOBEPHUTENILHbIE HWHTEPBAIbl HE IEPEKPHIBAIOTCS,
NpUBEIEHHBIE PE3YJIbTaThl CTaTHCTHYECKH 3HauuMMbl npu « = 0.05. Ilpn
stoM yMmenpmenne mint-DCF, mo cpaBHeHmIO ¢ 0a30BOil cHCTEMOId,
HE3HAYHUTEIBHO.

MeHplIMii  OTHOCUTENBHBIM  IPUPOCT TOYHOCTHM B Clydyae
TecTUpOBaHWsA Ha Habope nmaHHBIX ASVspoof 2021 LA oObsicHseTCs
HaJIMYMEM HCKaKCHUH B TECTOBBIX JaHHBIX, O0YCIIOBICHHBIX HX Tepeaadei
II0 CETSM CBS3H, U MPUMEHEHHUEM Pa3IMYHbIX KoaekoB [31].

YrtoObl paccMmoTpeTh, Kak ymyumeHus EER pacnpenpenenst mo
pa3sHBIM JAMKTOpaM, Ha PUCYHKe 6 TPOJAEMOHCTPUPOBAHBI PA3HOCTH
(ynyuwmennsi) mexay EER 0a30Boil cyObeKTOHE3aBUCHMOW CHUCTEMBI,
n EER  Hamnmywmero kmacca cyObekro3aBucuMbeix —cucteM OABII,
ucnons3ytoniero cetb Res-TSSDNet, nosyueHHble I pa3HBIX JUKTOPOB
B pe3ynbTaTe OAHOW HWTepanud OOY4YEeHUs M OLECHKH CHCTEM JaHHOTO
knacca. Kak BuaHo u3 pucyska 6, tounocts OABII ynanock ynydmuTs 1iis
42 u3 48 TUKTOPOB.

TakuM o00pazoM, NpUMEHEHHE MoOAeNeil OOHApyKeHHS aHOMAIHH
COBMECTHO C CyOBEKTO3aBUCHMBIM IOAXOAOM IIO3BOJIWUIO YBEIHIHUTH
TOYHOCTh HEHPOHHBIX CETEH, HCIOIb3YeMbIX Uit OOHAapyXKEHHs CHHTE3a
pedn u mpeodpa3oBaHus rojoca.

5.3. Cy0bexTOo3aBUCHMBIE CHCTEMBbI, HCIIOJIb3YIOLHe HelipOHHBIE
ceTH, mnpeaody4eHHble [ 3aa4d  PACNO3HABAHHUS 3BYKOBBIX
NATTEPHOB. B Tabmnue 7 [IPECTaBICHBI cpenHue EER
CyOBEKT03aBUCUMBIX CHUCTEM OABII, HCTIOJIb3YIOIINX METOIbI
oOHapyXeHHs aHOMaJHii U HEHPOHHBIE CETH, IperoOyUYeHHbIC Ul 331241
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paclio3HaBaHUS 3BYKOBBIX IAaTTEPHOB. B oTmmume or Ttabmun5 u 6,
B Tabmmme 7 mpuBenén EER Tompko mis cyOBEKTO3aBHCHMBIX CHCTEM.
IIpencTaBneHHbIE pE3yibTaThl CBUAETEIBCTBYIOT O TOM, 4YTO CETH,
npenoOydeHHBIE IS 3a7a4l OOHAPYKEHUS 3BYKOBBIX MATTEPHOB B paMKax
nccnenoBanus [40] He MO3BONAIOT 00eceUUTh YPPEKTHBHOE M3BICUCHHE
MIPU3HAKOB ISl JalibHeWme oOpaboTku B pamMKax CyOBEKTO3aBHCHMOMN
cucTeMbl 00HApY)KEHHS CHHTE3UPOBAHHOI'O T0JI0Ca.

m— PazHocTs Mexay EER cy6beKToHe3aBMcuMOoVi v CyBbeKTo3aBICHMOR CHCTEM AN AMKTOPa

— — Cpepran pasHocTb Mexay EER CyBbeKTOHE3aBUCHMON 1 CyBbeKTO3aBUCUMON CHCTEM

0.8

0.6

-0.6
Puc. 6. Paznoctu (ynmyumenus) B 1.1 Mexay EER 6a30Boii cyObeKTOHE3aBHCUMOT
cucrembl, 1 EER Hammyumero knacca cy0bpekro3aBucumbix cucteM OABII,
ucnonszymomnero cetb Res-TSSDNet, nonydeHHbIe 11 Pa3HBIX JUKTOPOB
B pe3yJIbTaTe OJHOW MTepalny 00y4eHHUs U OLCHKH Ha HaOOpe TaHHbBIX
ASVspoof 2019 LA

Tabmuna 7. Cpennne EER (%) cyOnekroszaBucumMeix cuctem OABII,
HCTIONB3YIONINX HEHPOHHEIE CeTH, Peao0yIeHHbIE [UIS 3aJa9H paclO3HABAHUS
3BYKOBBIX ITIATTEPHOB, P UCIIOIb30BaHUU Habopa maHHbIX ASVspoof 2019 LA

Mogens cos GMM iForest MD OC-SVM
Cnnl4 19.33 18.34 18.53 18.63 18.34
Cnnl4 16k 23.13 20.21 19.79 23.45 21.22
Cnnl4 _emb32 24.99 29.49 29.47 30.28 24.38
ResNet22 22.84 24.75 22.67 26.37 21.78
Wavegram_Logmel Cnnl4 21.36 21.04 20.92 22.39 19.53
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5.4. IloporoBoe 3HaueHue. MeTonbl OOHAPYKCHHS aHOMAJHI
MO3BOJISIFOT BBIYUCIUTH CTENEHb TOAJIMHHOCTH SK3eMIUIIpa TECTOBBIX
naHHbIX. OgHAKO T KadecTBeHHOW paboTsl cuctembl OABIT HeoOxoauMo
HaliTH TIOpPOT, KOTOPBIH pa3fenseT 3HAYCHHS CTEMeHH IIOIMHHOCTU
HAa ITOJIMHHEBIE U CcaOpuKOBaHHBIE TaKUM 00pa3oM, YTOOBI OOECIICYHTH
MIPUEMIIEMOE COOTHOIICHHE MEXAY KOJIMYECTBOM JIOKHOMOJIOKHUTEIBHBIX
U JIO)KHOOTPHUIIATEIBHBIX OIMIHOOK [49].

B cmyuae cyObekronesaBucumoit cucrembl OABII cymectByer
NpsSMOJIMHEWHasT — MpoleJypa OINpEAEICHHS MOPOroBOr0  3HAYEHHS.
Brruucnsioress creneHu NOJJIMHHOCTU J3K3EMIUIAPOB TCCTOBBIX HaHHBIX
Y HAXOAMWTCA TIOPOrOBOE 3HAUYEHHE, KOTOpoe obecrneynuBaeT TpedyeMoe
COOTHOUIECHHE IpolleHTa JoxHbIX npuHsaTuil (False Acceptance Rate, FAR)
u mporieHTa 10XHEIX 0TKa30B (False Rejection Rate, FRR) [49].

OmnrcaHHas BBIIIE MPOIEAYypa BEIYUCICHUS IMOPOTOBOTO 3HAYCHHUS
HeTpIMEHWMa I CHCTEM, TIIOCTPOCHHBIX B  COOTBETCTBHH  C
cyobekTozaBucuMbiM MetogoM OABII B cuctemax pacmo3HaBaHUS AUKTOPA
Ha OCHOBE OOHApY)KCHHS aHOMAaIHH. JTO CBS3aHO C TEM, YTO, BO-IIEPBBIX, B
pabore [22] OBUIO  TPOJCMOHCTPHUPOBAHO, YTO  HCIOJIE30BAHUE
Cy6’BeKTOSaBI/ICI/IMBIX TMOPOIrOBbIX 3HA4YCHUH COBMECTHO C
CyOBEKTO3aBUCUMBIMHU MOJEISIMHA OABII oOecrnieunBaeT oosee
KaueCTBEHHbIE Pe3YJIbTAThI, 10 CPABHEHUIO C HUCIIOJIb30BAHHEM TTI00AILHOTO
nopora, H, BO-BTOPBIX, II€leCOOOpa3HO TIoJjiarath, 4YTO B CLECHApHU
MPaKTHYECKOTo MIpUMEHEHHs CyObekTo3aBrcuMoii cuctemsl OABIT mpumepst
cny(UHTr-aTaK Il KOHKPETHOTO JWUKTOpa OTCYTCTBYIOT. B CBs3M C 3THM,
JTAHHOM pa3Jielic CTaThU MPHUBOAUTCS MPUMEP BBIOOpa CyOBEKTO3aBUCHMOTO
noporoBoro 3ua4deHus it cucreM OABII, mocTpOeHHBIX B COOTBETCTBUH C
MpeAIaraeMbIM METOIOM, B MPAKTUYCCKOM CICHAPUU MTPUMCHEHHS.

C nenpi0 peanu3alMy JAHHOTO NpuMepa sl TPEX IUKTOPOB U3
TECTOBOTO IOJMHOXecTBa Habopa naHHbIX ASVspoof 2019 LA Owim
00y4eHbl WIEeHTHUYHBIE CcyObekTo3aBucUMBble cucTeMbl OABII. JlaHHBIC
CHCTEMBI  WCIONB3YIOT  ceTh  ResNetl8, mpemoOydeHHyro  Ist
AACHTH(PUKAIIMK JUKTOpa B paMKax wuccienoBanus [33], KOCHHYCHOE
mo100Me ¥ HE UCTOIB3YIOT allTOPUTMBI TpaHC(HOPMAITHHL.

U3z-3a otcyrctBus npumepoB ABII 11 KOHKpETHOTO ITUKTOpa IMpH
BEIOOpE IMMOPOTOBOTO 3HAYCHHS BO3MOXKHO OPHEHTHPOBATHCS TOJBKO HA
NIOJUTMHHBIE JJAHHBIE, KOTOPBIE MOTYT OBITh MCIIOJIb30BaHbI JUIsl BBIYUCIICHUS
FRR.

[Mpennaraemast mpoueaypa onpeAeieHus NOPOroBOT0 3HAYECHHS IS
koHkpeTHOH cuctemMbl OABIl B mpakTHYeckoM CliEHapUM HPUMEHEHHUS
COCTOMT M3 JBYX IIaroB:
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1.  Onpenenenne FRR, KOTOpBI COOTBETCTBYET MOPOTOBOMY
3HaueHWIO, 3aJafolleMy mnpuemieMbli cpemanii FAR s kmacca
cyopexTo3aBucHUMBIX cucteM OABII (MCTIONB3yIOTCS TECTOBBIE MTOIITMHHBIC
1 chaObprUKOBaHHbIC TaHHBIC PA3TMUHBIX JTUKTOPOB);

2.  Bribop moporoBoro 3HaueHHWS IS KOHKPETHOW CHCTEMBI
OABII, xotopoe  COOTBEeTCTByeT ompenenéHHoMy  paHee FRR
(MCHONIB3YIOTCSL TOJUIMHHBIC JaHHBIE LEJNEBOr0 JAWKTOPa, KOTOpHIE HE
NPUMEHSUTNCH 17151 00y4yeHust monenu OABIT).

Ha pucyHke 7 npencraBieHbl KpUBbIE KOMIIPOMHCCa OOHAPYKEHUS U
OIIKOO0K [52] 11t UCCIIEYEMBIX CUCTEM.

25

—— LA_0004, EER = 3.43%
LA 0006, EER = 5.36%

—— LA_0008, EER = 1.9%
20 A

R
-
i
& 15
; | FAR = 0.98%
= Ve
8 A
= /| FAR=1.95%
@ A,
b
K FAR =5.75%
0 , A ; .
0 5 10 15 20 25

False Acceptance Rate, %
Puc. 7. Kpusble komripoMucca O6Hapy)KeHH$I M OIIHOOK JIst HCCJIICIYCMBIX CUCTEM

B kauectBe meneBoro 3HaueHuss FRR B ganHOM mpumepe BBIOpaHO
5%. CootBercTBytomue 3HaueHHs FAR nans BBIOpaHHBIX JUKTOPOB,
MpeACTaBICHBl Ha pHUCyHKe 7. B ciydae HCMONB30BaHHS TIOPOTOBOTO
3Ha4YeHus1, Kotopoe cootBercTBYeT FRR paBHOMY 5%, 11 BCeX OUKTOPOB
TECTOBOro MoaMHOXecTBa Habopa maHHbIX ASVspoof 2019 LA, cpemnee
3HaueHue FAR cocraBur 4.29%.

Takum 00pa3oM, 3HaHHE BUJAa KPUBOH KOMIPOMHCCA OOHApPY>KEHHUS
n OIHMOOK, XapaKTepHOH MJIsi HEKOTOPOTo Kiacca CyOBEKTO3aBHCHUMBIX
cucrem OABII, wncnone3yronmx oOHapy)XeHHE aHOMANWi, IO3BOJISET
OIpeNeNsTh CyObEKTO3aBUCUMOE MIOPOTroBOe 3HaueHue, perynupys FRR.

6. 3axmouenne. B naHHON paboTe mpencTaBieHa peann3amus
cyopekro3aBucumoro Merona OABII B cucremax pacmo3HaBaHUS AUKTOpa
Ha OCHOBE OOHapYyXCHHS aHOMAIWH W MPOBEICHA €T0 YKCIEPUMEHTANbHAS
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OLIEHKa NPUMEHHUTENBHO K 3agade OOHAPYKEHHS CHHTE3MPOBAHHOTO
rosoca. Ilpu 3TOM B KadecTBe Kiaccu(pUKaTopa HCIOIb30BAINCH METOBI
OOHapyKE€HHsS aHOMalWi, a B KadeCTBE MHCTPYMEHTA H3BICUCHUSA
TOJIOCOBBIX TPHU3HAKOB — MPEJOOYyUCHHBIE WCKYCCTBEHHBIE HEHPOHHBIE
cern.

UccnenoBana BO3MOXXHOCTb IPUMEHEHUS] HEHPOHHBIX CETEH,
0o0y4eHHBIX /IS 33/la4d pPaclio3HaBaHHS JUKTOPA, C IIEIBbI0 HOCTPOCHHUS
cyosekTozaBucumbix cuctem OABII. Hecmorps Ha TO, 4YTO CHCTEMBI,
HCTIONB3YIONINE TaKUe CETH, YCTYNaloT B TOUHOCTU MEPEAOBBIM CHCTEMaM
OABII, ux mnpoU3BOAUTENILHOCTh 3aCIy’KMBAa€T BHUMAHHUSA, MOCKOJBKY
npumepsl  ABIl  He wcnonp3oBajuch HM OpU  O0y4eHMH JIaHHBIX
UCKYCCTBEHHBIX HEHpPOHHBIX ceTel, HH INpu OOY4YeHUH MoJesel
oOHapyxeHust anomanuii. EER mydme#l cucteMpl Takoro pona COCTaBHII
4.74% npu DOPUMEHEHUH CIENUAIbHOTO MPOTOKOIA  HCHBITAHHUN
¢ ucrons30BaHueM Habopa gaHHBIX ASVspoof 2019 LA. IlpencrasieHHbIC
pe3yNbTaThl MOATBEPXKIAIOT, YTO BEKTOPHBIC IIPEICTaBICHHUS CETEH,
npenoOydYeHHBIX U1 Pacllo3HABaHMS IUKTOPA, COJEpPXKAT LEHHYIO Ui
3a7a4u OOHApy’>KeHHS CHHTE3MPOBAaHHOTO rojioca HH(opmanuio. Kpome
TOTO, OHH YKa3bIBAalOT HA BO3MOXKHOCTh pPa3pabOTKH OHOMETpHUECKON
CHCTEMBI, KOTOpast HCIIOIb3YeT OJHY UCKYCCTBEHHYIO HEHPOHHYIO CETh IJIs
pacniozHaBanus aukropa u OABIL

[IpeqnoskeHHBIT ~ METOA  TO3BOJIMI  YJIYYIIUTh  TOYHOCTH
HCKYyCCTBEHHBIX HEHpPOHHBIX ceTell, MpeNoOydYeHHBIX M 3aJadu
0OHapyXeHHs CHHTE3MPOBAHHOTO ToJjioca, 0e3 MX IMOBTOPHOTO OOy4YEeHHUs
n 6e3 BHECCHMSI KAaKMX-JIMOO M3MEHEHHH B UX apXUTEKTYpy M MapaMeTphl.
[Tpn mpoBeseHMM HKCIIEPUMEHTOB C JBYyMsl 0a30BBIMH cUcTeMaMH [§]
Ha HaOope nanHbIX ASVspoof 2019 LA [30] ynanocs ynmyummrts EER Ha
7.1% u 9.2%, a min t-DCF — nHa 4.6% OTHOCUTEIHHO HCXOIHBIX
pesynbrartoB. Ilpm npoBenaeHHMM SKCIIEPUMEHTOB C TpeTbeil 0a3oBoi
cuctemoii [29] mHa Habope nmaHHbIXx ASVspoof 2021 LA [31] ymamoch
ymyammute EER  ma  3.9% oTHOCHTENBHO HMCXOZHOTO pE3ylbTaTa
C He3HAYHTEIbHBIM yirydmeHueM min t-DCF.

B 10 xe Bpems, mpuUMeHEHHE HCKYCCTBEHHBIX HEMPOHHBIX CETeH,
npefnoOydeHHBIX Ul 3aJaddl  pPaclo3HaBaHHWA 3BYKOBBIX IATTEPHOB,
MposIBIIIO ce0s1 Kak Hed(PPEKTUBHBIN CITOCOO HM3BJICUEHUS TPU3HAKOB JIS
3a71a4M OOHAPYKEHUSI CHHTE3UPOBAHHOT'O IoJIoca.

IlomydyeHHble pe3ynbTaThl CBUICTENBCTBYIOT O HEPCHEKTUBHOCTHU
NPUMEHEHUsI CyOBEKTO3aBUCHMOIO IOJAXOJa JUIS YBEIMYEHHS TOYHOCTH
coBpemennblx cucreM OABIl, onmHako TpeOyroTcs — panpHemme
UCCIIEeOBaHMs AJIsl TOTO, YTOOBI 00eCeynTh 00Jiee 3HAUUTEIBHBIH PUPOCT
TOYHOCTH (B OCOOEHHOCTH Ha CIIOXHBIX JIAHHBIX, COJICPKALINX Pa3IHYHbIC
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UCKaXCHUS, TPHMEPbl KOTOPBIX TMPEACTaBICHBI B HAOOpe JaHHBIX
ASVspoof 2021 LA).

B cBa3m ¢ 3TEM, B XOxAe JanmpHeHmed paboTHl IIaHHUpYeTCS
HCCIIE0BaTh BO3MOXKHBIE TIPEUMYIIECTBA oT MIPUMEHEHHS
CyOBEKTOHE3aBICHMBIX TPUMEPOB C(HaOPHUKOBAHHBIX OOYJAONINX JTaHHBIX,
BIMSHUE KOJIMUECTBA CYOBEKTO3aBHCHUMBIX OOYYAIOIIMX JAaHHBIX HAa
npupoct TouHoctH OABII, nenecooOpa3HOCTh HCIOJIB30BAHUS METOAOB
ayrMeHTaIlH JUIS TIOBBIIICHHS KayecTBa CyOhEeKTO3aBUCUMBIX 00YUaroIUX
JAaHHBIX, a TaKXKC MCPCHCKTUBHOCTH O6y‘{eHI/I)I HCKYCCTBCHHBIX HeﬁpOHHLIX
cereil ¢ yu€ToM cyObEeKT03aBUCHMOTO TI0/1X0/1a.
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M. EVSYUKOV
SPEAKER-SPECIFIC METHOD OF SPOOFING ATTACK
DETECTION BASED ON ANOMALY DETECTION

Evsyukov M. Speaker-Specific Method of Spoofing Attack Detection Based on Anomaly
Detection.

Abstract. Most research in the field of voice presentation attack detection relies on the
speaker-independent approach. Nevertheless, several scientific works indicate that using the
speaker-specific approach, which involves utilizing prior knowledge about the identity of the
claimed speaker to enhance the accuracy of spoofing detection, is likely to be beneficial.
Therefore, the goal of this work is to propose a speaker-specific method of spoofing attack
detection based on anomaly detection and to evaluate its applicability to the detection of
synthesized speech and converted voice. Artificial neural networks pre-trained for the tasks of
spoofing detection, speaker recognition, and audio pattern recognition are used for feature
extraction. A set of anomaly detection models are used as backend classifiers. Each of them is
trained on bonafide data of a target speaker. The experimental evaluation of the proposed
method on the ASVspoof 2019 LA dataset shows that the best speaker-specific spoofing
detection system, which uses an anomaly detection model and a neural network pre-trained for
the task of speaker recognition, achieves an EER of 4.74%. This result suggests that
embeddings extracted by networks pre-trained for speaker recognition contain information that
can be utilized for spoofing detection. In addition, the proposed method allowed to increase the
accuracy of three baseline systems pre-trained for the task of spoofing detection. Experiments
with two baseline systems on the ASVspoof 2019 LA dataset showed relative improvement in
terms of EER by 7.1% and 9.2%, and in terms of min t-DCF by 4.6%. Experiments with the
third baseline system on the ASVspoof 2021 LA dataset showed relative improvement in terms
of EER by 3.9% without significant improvement of min t-DCF.

Keywords: speaker-specific approach, spoofing detection, presentation attack detection,
biometric systems, voice biometrics, transfer learning, anomaly detection.
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A.B.TIOHOMAPEB, A.A. ATA®OHOB
AHAJIMTUYECKUIA OB30P METO/1IOB PACIIPEJEJEHUSA
3AJIAY TP COBMECTHOM PABOTE YEJIOBEKA
U MOJIEJIN NN

Tonomapes A.B., Aeagponos A.A. AHanuTHYecKHii 0630p MeTO0B pacnpejejeHHs 3a1a4
NPH COBMeCTHOI padoTe yejoBeka u moaean MHU.

AHHOTanus. Bo MHOTHX NPaKkTHYECKUX CIIEHAPUAX NPUHATHE PEIIEHHH HCKIIOUUTENBHO
Mozienbio MM okaspiBaeTcsi HeXeNaTeldbHbIM MM JaKe HEBO3MOXKHBIM, M HCIOJIb30BaHHE
Mozermu VI sBisieTcs IMIIb 9acThIO CIOXKHOTO MPOIecca MPUHATHS PEHICHUH, BKIIIOYAIOMIETO
U 3KcrepTa-uenoBeka. Tem He MeHee npH co3aHuu M obydeHnu mozeneit MM stor daxr
3a4acTylo yIMYCKaeTcsi — MoJIeNb 00ydaeTcs M CaMOCTOSTENLHOTO IPUHATHS PELICHHH, a 3T0
HE BCErJa SIBISETCS ONTUMAIBHBIM. B cTaThe mpencTaBieH 0030p METOIOB, MO3BOJISIOMINX
ydecTb coBMecTHylo pabory MU u skcnepra-yesoBeka B IIpolecce KOHCTPYHPOBAHHUS
(B yacTHOCTH, OOy4eHus1) cucteM MU, uro Gosee TOYHO COOTBETCTBYET NPAKTHYECKOMY
MPUMEHEHUIO MOJENH, I03BOJSET MOBBICUTh TOYHOCTH PEUICHMI], IPHHUMAEMBIX CHCTEMOU
«genoBek — wmonens MU», a Takke SBHO yHpaBisTh APYIHMH BaXKHBIMH IIapaMeTpamMu
cucTeMbl (HampuMep, Harpy3koil Ha uenoBeka). O030p BKIIIOYAeT aHAIM3 COBPEMEHHOM
JIUTEPaTyphl IO 3aJaHHON TeMaTHKE IO CIeAYIONINM OCHOBHBIM HANpaBICHHAM: 1) crieHapuu
B3aHMOJCHCTBUS YenoBeka u Moaend U u popmaibHbIe TOCTAaHOBKH 321X JUIS TOBBIIICHHS
9(p}EKTUBHOCTH CHCTEMBI «dJeloBek — Moxenbs UWM»; 2) wmeromel s obecriedeHHs
3¢ GeKTUBHOrO (HYHKIIMOHUPOBAHUS CUCTEMBI «UelloBeK — Mozens UI»; 3) crocoObl oleHKH
KayecTBa COBMECTHOW padoThl uenmoBeka M mozmenu MU. ChenmaHbsl BBIBOABI OTHOCHTEIBHO
JIOCTOMHCTB, HENOCTATKOB M YCIOBHH IPHMEHHMOCTH METOJOB, BBIIBICHBI OCHOBHBIC
poOJeMbl  CYIECTBYIOIMX MMOAX0A0B. OO030p MOXKET OBITh IOJE3E€H MIMPOKOMY KpPYyTry
HccileioBateneil M CIENUaluCTOB, 3aHUMAroNuXcs npuMmeHenneM WU mis momnepkku
NIPUHATHUS PeLIeHHUIT.

KioueBble c/10Ba: HCKYCCTBCHHBIM MHTEIUIEKT, OTBeTCTBeHHbI WU, moamepikka
MIPUHATHUS PpelleHuit, YeI0BEKO-MaIMHHOE B3aHMOJIEHCTBHE, JKCIIEpPT-Y€eTIOBeEK,
pacrpe/ielieHie 3aJa4, COBMECTHas pabora uenoBeka m MM, HeomnpeneleHHOCTb MOZENH,
HelpOHHBIE CETH, KiIaccH(pUKaTop, 00ydeHNEe C 0TKa30M, 00YYECHHE C JIeTIerHPOBaHHEM.

1. Beenenue. CoBpeMeHHbIE pelLIeHNs, OCHOBaHHBIE HA IPUMEHEHUH
uckycctBeHHoro uureuiekra (M) B rienoM u riay0OKUX HEHPOHHBIX CeTei
B YacTHOCTH, BO MHOTHX 33/la4aX II03BOJISIIOT MOJIy4YaTb pPe3yJbTaThl
OIMU3KHE K TEM, YTO MOTYT OBITh ITOJYYEHBI YEJIOBEKOM, IIPU 3TOM CKOPOCThH
paboTHI 1 MacIITaOUPYEMOCTh pelIeH, OCHOBaHHBIX Ha M, oka3pIBaeTcs
CYIIECTBEHHO BBINIE, YTO OOYCIIOBIMBaeT Bce Oolee MIMPOKOE MX
pacmpocTpaHeHHe. TeM He MeHee IOJHAs aBTOMATH3alMsi BO3MOJKHA
Jlaneko He A Beex 3agad. Cpeau OCHOBHBIX CHEPKHMBAIOIINX (hakTOpPOB
MOKHO BBIIEINUTH caeaytomue. Bo-nepsoix, cucrema U nelicTByeT TONBKO
Ha OCHOBE TOI MH(OpMaIK, KoTopas rnpeodpazoBana B udposyo Gopmy
U JIOCTYITHA cUcTeMe (@ Takke Oblila MCIOJIb30BaHa MPHU KOHCTPYHPOBAHUU
u/unn o0yueHun cucteMbl). COOTBETCTBEHHO, B CJOXHBIX IMPEIMETHBIX
obnactsix VM MOXET CTOJNKHYTBCSI C HEMOJHOTOM HMH(pOpMAlMU H, Kak
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CIIENICTBHE, C JIeTpajaliiel KadecTBa PEUICHHH, B TO BpPEeMs KaK SKCIEepPT
MOJKET MPEINPUHATH IIard IS BEISICHEHUS JOMOJNHUTEIBHBIX (akToB. Bo-
BTOPBIX, BOIPOCH OTBETCTBEHHOCTH cucteM MW eme He 1m0 KoHIA
popaboTaHkl, a IIeHa OIIMOKH B Psi/ie CIy4aeB CIMIIKOM BBICOKA. Bce 310
MPUBOANUT K TOMY, YTO, HeCMOTps Ha pasButne MU, B O4eHP MHOTHX
npaktndeckux creHapusx MU paboraer (n B 0003puMOil HepcreKTHBE
Oyner paboTaTh) COBMECTHO C OKCIIEPTOM-YEJIOBEKOM, OJHAKO NpH
co3manuu W oOyueHun cucreM MM stoT Qakr 3adactyro ymyckaercs.
B cratbe mpeacraBieH 0030p METOJNOB ydeTa TaKOH IEPCHEKTUBBI
coBMecTHOM paborsl M1 u uenoBeka B mpolrecce KOHCTPYMPOBAHHUS
(B yacTHOCTH, 00y4eHus) cucreM VMU, 4T0O 1MO3BOJISET MOBBICUTH KaueCTBO
pelIeHnid, MPUHUMAEMBIX CUCTEMOH «uesoBek — moaens Uy [1, 2].

B cratee mpencTaBICHB OCHOBHBIC pPE3YNbTaThl aHATUTHYCCKOTO
0030pa METOIOB B 00JIACTH pacIpe/ieieHus 3a1ad Ipyu COBMECTHON paboTe
gemoBeka u wmogmenu WU. Ilpobmema COBMECTHOH pabOTHI delOBeKa
u Mogenu MW (wim MammHHOTO O0YYEeHMs), C OMHOH CTOPOHBI, JOBOJIEHO
WHTCHCUBHO HCCIEAyeTCsS B TMocienHee Bpems (MpHYeM IIpeIararoTcs
MPUHIUITHATEHO pa3IuYHBIE TIOTXO/TBI, OTIMYAIOIINECS KaK
O0COOEHHOCTSIMH CaMOr0 COTPYJHHYECTBa, TaK M PELICHUSIMU [0 €ro
OpraHu3aiuu), ¢ APyroil — UMeeT JOBOJBHO OOTAaTyI0 HCTOPHIO, KOTOPYIO
MOJKHO HAaYHMHATh C T.H. 00y4eHHUs ¢ 0TKa3oM (aHri. learning with rejection,
rejection learning, learning to reject, learning with abstention, selective
prediction) [3, 4]. IlogoOHas 3amauya paccMaTpPUBAETCS M B POCCHHCKHUX
myOnuKanusaX, Tak, HampuMmep, B [5] mpemraraeTcss METOH OTKaza OT
mpeacKa3aHus Uil 3aJa4dl HemapaMeTpudeckoil perpeccun. Kpome Toro,
aBTOPBI [5] MCHONB3YIOT CIIOBOCOYETAHHUE «JICJIETUPOBATH 3KCHEPTY» IS
0003HaUEHHMS CUTYAIMH, B KOTOPOH pelIeHHe 3a/1a4u IIepeaaeTcs YeI0BeKY,
€CIli HEeyBEpPEeHHOCTb MOJICNIM OKasblBaeTcs BbICOKOH. [loaTomy B Xone
JTaHHOTO 0030pa TEPMUH <«ZEJETHMpPOBaHKE» OYIET HCIIOJIB30BAThCS JUIS
0003HaYeHMS MMOJO0HBIX CIICHAPHEB.

Beuay Gombimoro pazHooOpas3us MOIXOJ0B K COBMECTHOH pabote,
MPEICTaBISIETCS HE BIIOJHE IEIeco00pa3HBIM BMEIIAaTh WX BCE B OXHY
CTaThlo, IMOSTOMY [JaHHAs CTaThsl OTPAaHMYMBACTCA PACCMOTPEHHEM
MpoOJIEeMbI COBMECTHOHM pabOThl M Habopa pEmeHUi 10 ee OpraHH3aIluH,
YIOBIETBOPSIOMINX CIETYIONTIM YCIOBHSM:

— 3ajaH 4YeTKO ONpeJeNICHHBIH Kiacc 3ajad, KOTOphIE MOTYT
penaTbCsi He3aBUCHMO KaK YelIOBEKOM (PKCIIEPTOM), Tak M moaensio WM.
[MlpumepamMn  Takoro Kiacca 3agad  MOXET OBITh  JMAarHOCTHKA
olpesieJIeHHOro 3a00JieBaHMsT 10 MEAWIMHCKHUM CHHMKaM, IpHUHITHE
pemieHuss O BBAAYE KpeAWTa Ha OCHOBE KPEIWTHOH  WCTOpPHH
MOTEHIMAJIBHOTO 3aeMINWKa W T.I. TakuM obOpa3om, ¢ 3amadell MOXKHO
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CBs3aTh HA0Op MPU3HAKOB, KOHKPETHBIE 3HAYEHUST KOTOPBIX COOTBETCTBYIOT
IK3EMIUBIPY 3a7a4n (0OpabaTeiBaeMOMy 00pasILy).

- W uenosex, u moxens M moryt coBepmats ommOku. boiee
TOTO, 3 (PEKTHBHOCTL (TOYHOCTH) PENICHHS 3aJa4d M3 paccMaTpHUBaeMOTO
KJlacca MOJKET BapbHPOBATHCS B 3aBUCHMOCTH OT HK3EMIULIpa 3a1aun (Kak
mpu ee pemeHun mozaensio MU, tak w demoBexkom). J[aHHOMY YCJIOBHIO
YIOBJICTBOPSICT OOJBIIOC KOJMYECTBO 3a/1a4, BOSHUKAIOUINX HA MPAKTHKE —
JeHCTBUTENBHO, JIs OonbmiuHCTBa Mojeneiit MU ecTh «COXHBIE» H
«IPOCTHICY» 00pa3Ibl (MK Aaxe 00JaCTH MPOCTPAHCTBA MPU3HAKOB).

[epeyrcaeHHBIM YCIOBUSAM HE yIOBICTBOPSIOT, HAIPUMEP, PaOOThI
[0 OMNpeAeNieHHI0 COCTaBa CMEIIAHHBIX KOMaHJI B paMKax COIHO-
kubepduznueckux cucreMm [6 — 8], MOTOMY YTO B HUX peub He HIET 00
00paboTKe OTHOPOAHBIX 3alad, MPHHAICKANINX OJHOMY KJAcCy. DTHM
YCIIOBHSIM Tak)Ke HE YHOBJIECTBOPSAST M TIOCTAHOBKA, THIMYHAS JUIS
00ydYeHHs ¢ 0TKAa30M, IIOTOMY YTO B HEH HE pacCMaTPHUBAETCSI BO3MOKHOCTh
ommnOku denoBeka [9]. Tem He MeHee, NEPEUYNUCICHHBIM YCIOBHSIM
YAOBJIETBOPSET MHOXKECTBO BaKHBIX C NMPAKTHYCCKON TOYKH 3PCHHS 3a/1ad,
9T0 00YyCJIOBIMBAaeT AaKTyaJbHOCTH 0030pa, pe3yiabTaThl KOTOPOTO
MIPEe/ICTaBIECHBI B CTAThE.

Len» cratbm  cocTOMUT B TOM, 4TOOBl  chOpMHPOBATH
CHUCTEMATHUECKOE M3JI0KEHNE KIIOUEBBIX BOIMPOCOB M COBPEMEHHBIX
METOJIOB pacmlpenesieHus 3ajad MexXIy uelloBekoM u Mogenbto WU
(B paMKax MX COBMECTHOH pabOOThI), YTO OBIIO OBI MONE3HO KaK MpPaKTHKaM
B 00JIACTH TIOCTPOCHHUS CHUCTEM ¢ AneMeHTaMu MU, Tak u mccienoBaTeisMm,
MO3BOJISISI UM COPHUCHTHUPOBATHECS B MAIUTPE CYMICCTBYIOMIUX METOAOB
U ONPEJCITUTh BO3MOXKHBIC HampaBieHUs pa3BuThsa. Ha NaHHBIT MOMEHT
NoJ0OHBIX 0030poB He ObLIO OOHapyxeHo. Tak, ONM3KMII MO TeMaTuke
0030p [9] mHOCBANIEH WUCKIIOYUTEIHHO OOYYECHUIO C OTKa30M, IJie He
paccMmarpuBaeTcs BO3MO>KHOCTb OMMOKH  JKCIEPTa, B [10]
paccMaTtpuBaeTcs ps METOJIOB OOYUEHHUS C AETCTUPOBAHUEM, HO CTaThsi HE
MIPETeHIyeT Ha TOJIHOTY OcBemleHus, B [11] paccMaTpuBaeTcs IAPOKHIA
HaOboOp TOTEHIMAILHBIX CIleHapueB cuMOmo3a denmoBeka u WU, HO
JIOCTATOYHO TIOBEPXHOCTHO. [IpM BBITOJHEHWM AAHHOTO 0030pa aBTOPHI
OTIMPATNCh HA METOJIOJIOTHIO CHCTEMaTHIeCKOro 0030pa jurepaTyps [12].
OCOOeHHOCTD peanM3alyy 3TOH METONOJIOTHH B JAaHHOM cCIydae CBs3aHa
C MEPErPYKEHHOCTHIO  KIIIOUEBBIX  CJIOB, 1O  KOTOPBIM  MOHO
UACHTU(PUIMPOBATh HCKOMBIC MyONHMKANWH, TO3TOMY (opMUpOBaHHE
BBIOOpKM CTaTeil OCYIIECTBIUIOCH HAa OCHOBE Tpada NUTHPOBAHUS
3HAKOBBIX MyOJHUKAIWi, a HE OTOOPOM MO KIIOYEBBEIM clioBaM. B xome
HCCIIeIOBAaHUS OCYILECTBIISUIICS MOUCK OTBETOB HA CIEAYIOIIHE BOPOCHI:
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1) Kakue paccMaTpHUBarOTCsI CIICHAPUHU B3aMMOICHCTBHS YETIOBEKa
u Momenmn WU, W, COOTBETCTBEHHO, Kakue Mpeiaraiorcs (hopMaibHbIC
MTOCTAaHOBKH 3aJad Il MOBBIIEHHS 3()(HEKTHBHOCTH CHCTEMBI «JIEJIOBEK —
monens UU»?

2) Kakue TIpeUIaratoTCs METOIBI TUTSL oOecrieueHust
3¢ $eKTHBHOTO (PYHKIMOHUPOBAHHS CHCTEMBI «UEIIOBEK — Moaens MIN»?

3) Kak mnpou3BomuTCs OIICHKA KauyecTBa COBMECTHOH paOOTHI
yenoBeka u  Mogenun HMUM? B wacTHOCTH, Kakue TPUMEHSIOTCS
creuuduyeckue METPUKH JJIsl OLIEHKH S (PEKTUBHOCTH MOIOOHBIX CUCTEM.

Cratbs CTPYKTYypUpPOBaHa B COOTBETCTBUU C PacCMaTPUBAEMbBIMU
BOIpocaMu cliefyonuM obOpasom. B pasmene 2 ommcaHa Meroamka
NpOBEJICHUsI 0030pa, pa3lielibl 3-5 MPeICTaBISIOT Pe3ylbTaThl OTBETOB Ha
OCHOBHBIE BOIPOCH HCCICIOBAHUS, OMICHIBAS BBISBICHHBIC MOCTAHOBKU
3aJadd  COBMECTHOH paOOTBI, KOHKPETHBIE METOABl OOCCIICYCHHUS
3(G(GEKTHBHOCTH ¥ TOAXONH K OICHKE KadecTBa. B  3aximodyeHdAn
MOBOMATCS HMTOTH 0030pa W BBIABILIIOTCS Hamboliee TIePCIICKTUBHBIC
HaTpaBJIeHUs OyIyIINX MCCIeIOBaHUH.

2. Meroauka nposeaeHusi 003o0pa. BaxxHpiMH XapakTepUCTUKAMH,
ONPENEISIIONIMMU  KauecTBO 0030pa JIUTEpaTyphl, SBISIOTCS, C OJHOU
CTOPOHBI, MPEACTABUTEIBHOCTh, TO €CTh COOTBETCTBYIOIEE HAIpaBICHHE
UCCIIEJOBAaHUN OJDKHO OBITH JOCTATOYHO MOJHBIM 00pa3oM MPeJCTaBICHO
B CTaThsX, BKIJIOYaeMbIX B 0030p, C Jpyrod — BOCHPOHU3BOIUMOCTH
(((I/IIIeaJ'IOM)) KOTOpOﬁ ABJICTCA TMOJYYCHUC QaHAJIOTHYHBIX PE3YJILTATOB
JMOOBIM JPYTUM HCCIICIOBATENIEM, OCYIISCTBISIONIMIM 0030p Ha CXOXKYIO
Temy). IlepBas  XapakTepuUCTWKa, KaK  MPaBWIO,  JIOCTUTACTCA
WCTONB30BaHUEM IIOMCKAa 1O KJIIOYEBBIM CIIOBAaM B JOCTaTOYHO
NIPEACTaBUTENbHBIX pedepaTuBHbIX 0Oa3ax maHHBIX (Scopus, Web of
Science, PUHLI), BTOpas — ciieioBaHHEM TOW WM WHON METOMOJIOTHUH
npoBefeHus 0030pa W (OPMHUPOBAHMEM IPOTOKOJA, ITO3BOJISIOLIETO
MIPOCTICAUTH ¥ BOCTIPOM3BECTH ATy UccienoBanus (Hampumep [12, 13]).

IIpu mpoBemeHmMu maHHOTO 0030pa aBTOPHl MPHUICPKUBAIHCH
METOJIOJIOTHH CHCTEMAaTHIecKoro o030pa nurepatypsl [12] ¢ HEKOTOPHIMH
HECYIIECTBCHHBIMH ~ KOPPEKTUPOBKAMH, BBI3BAHHBIMH  OCOOCHHOCTHIO
ob0nacTé TIPOBEIEHUS aHANW3a. JTH KOPPEKTHPOBKH CBS3aHBI, B ITEPBYIO
odepenb, ¢ ONpeieIeHNeM MHOXECTBA CTaTel, MOJBEPraroIIuXcs aHaTU3y.
TpaaguiuoHHast ~ peajM3alsi ~ METOAOJIOTHMHM  NpEAIojaraer,  4To
(dopMmupyercst  OlpeAeTeHHBbII HAa0Op  KIIOYEBBIX  CJOB, KOTOpBIE
UCTIONB3YIOTCST 11 oTOOpa crareii B ONHOM WJIM  HECKOJBKHX
oubnmorpaduueckux 6a3ax naHHbIX. OHAKO, KaK YK€ OTMEYaNoch, JaHHas
0o0macte — coBMecTHass pabota yemoBeka W MU — sBiseTcs O4YEHBb
Pa3HoO00pa3Hoii, U B €€ paMKax COCYLIECTBYET MHOXECTBO ITPUHIUIHAIBHO
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pasmmuHBIX (GOpM M MojelIed COBMECTHOH  paOoThl, BBIOEIHUTH
MHTEPECYIOIIYI0 HHTEPIPETANUIO TOJIBKO HAa OCHOBE KIIOYEBBIX CJIOB
OKa3bIBaeTCsl  MPOONEMAaTHYHBIM, IMOCKOJIbKY B JaHHOW  oOmactu
OTCYTCTBYET ycCTOsBIIasicsi TepMuHONorus. [loatomy mis ¢opmupoBanus
MHOXKECTBa  HCCIEIYyeMBbIX IyONUKAaIwii OBUT  WCIONB30BaH  rpad
OUTHPOBaHUH. B BeIeneH Habop myOIMKaui (T.H. «IAPO»), B KOTOPBIX
BIIEpBBIC OBIT MPEIJIOKEH M HCCIEOBaH paccMaTpHBacMbli BapUaHT
COBMECTHOM paboThl. 3areM C(HOPMHUPOBAHO MHOMXKECTBO MYOIUKAIIHIA,
KOTOpBIE CCHUIAIOTCS XOTsl ObI Ha OJIHY U3 CTaTel «inpa». B kauecTBe 6a3bl
uuTupoBanuii 01 BeIOpaH Google Scholar n3-3a cBoero mMpokoro oxsara
1 OTHOCUTEJIBHOW ONEPaTUBHOCTH HHAEKCUPOBAHMUSL.

OcHoBHBIE IHIarM 0030pa M XapaKTEPUCTHKH IPOMEXKYTOYHBIX
pe3ynbTaToB MoKa3aHel HA pucyHke 1. K «inpy» ObuM OTHECEHBI 4 CTAaThH,
B KOTOPBIX pacCMaTpHBaeMbIi CIICHApUil COBMECTHOHW pPaOOTHI YEIOBEKA U
moaenn V1 mmbo Obl paccMOTpeH BIIEpBBIE, JINOO OBIIM CAETaHBl BaXKHBIE
MPaKTHYECKHE WM TCOPETHYECKUE 3aMEUYaHHUs OTHOCHTEIIBHO MOCTPOCHHMS
momoOHbIX cucteM [1, 2, 14, 15]. Tpu craThy W3 NaHHOTO HEpedHs OBLTH
OITyOJINKOBaHBI B MaTepHajax BBICOKOPEHTHHIOBBIX KOH(pepeHuui (A* mo
nanHeiM CORE), omna — mpenpunt ArXiv. Ha mMomeHnt ¢opmupoBanus
nepevyHs Bce oHu umenu Oosee 100 mwmrupomanuit B Google Scholar
(c MoMeHTa MyOIMKalKY TIEPBOH U3 HUX MPOILIO 5 JIeT).

-
| : BxIroucHue
CKpHHUHT 72
AHHOTAINIA I 42
nepBbIM aBTopoM | | /
| (Toromapes A.B.) ||
Bri6op | | 58 [ Jeransnoe
nyonuKanuit | | N »|  usyueHue
«sapay I crareit
CKpuHUHT | —3
I aHHOTALMI | 1&
BTOPBIM aBTOpOM | | 81
I| (Aragonos A.A) | Hckmouenue
I
| Google Scholar :

Puc. 1. Ilopsanok nposenenus o63opa

ABTOpHI JTAaHHOTO 0030pa TPOBEITH HE3aBUCUMBIA CKPHHHUHT
aHHOTAIlM{A BCeX cTareil, omyOiMKoBaHHBIX MO 2023 r. BKIFOYUTEIHHO
U IIUTUPYIOIIUX XOTs OBl OJNHY W3 cTaTei «siapa», 1o ganHeiM Google
Scholar (Bcero okosio 500). 3anmaueit ckpuHuHra Obu1 OTOOp craTed s
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JanbHEHIero, 0oaee AETaIbHOTO, U3y4eHH. [Ipu MpoBeICHNN CKPUHHUHTA
OTOMPAINCH CTAThH, YAOBIECTBOPSIOIINE XOTS OBl OJHOMY W3 CIEYIOIIUX
KpuTepueB: 1) mpeayaraercs OpPWUTHHAILHBIA METOJ; 2) MPOU3BOIUTCS
COTIOCTABICHHE METOJOB (IKCIIEPUMEHTAIBHOE WM TEOPETHYECKOE);
3) mpeanaraeTcss METOAOJIOTHS COIOCTaBJICHUS METONOB; 4) 0030pHas
cTaThs. B pe3ymprare KaxIbIM M3 aBTOPOB 0030pa OBUI IOJIydEH CITUCOK
CTaTe, MOTEHIIMAIBHO TTOAXOSAIINX IS JabHEHIIeT0 H3yYeHHS.

Bbeuio copMupoBaHo mepecedeHHe AaHHBIX CIIHCKOB, B KOTOpPOE
BOLLUIM CTAaThbH, NPU3HAHHBIE OTHOCSAIIMMHUCS K HCCIEAYEMOMY CLEHAPHUIO
obouMu aBTOpamMu 0030pa, BCEro TakuX crared okasamoch 58. B xome
JIETAILHOTO M3Yy4eHHs elle 16 13 HUX ObUIM MCKIIOYEHBI (4acTh U3 HUX NPH
JIETAIbHOM M3Y4YE€HHHM HE YJIOBJIETBOpsUIA KpUTEpHUsSM OTOOpa, 4YacTb
OKa3aJach BEPCUSIMH OJHOM CTaThH, HO TOJ Pa3HBIMHU Ha3BaHMSIMH). Takum
oOpazoM, B CTaTbe MPEACTABICHBI pPE3yIbTAaThl, OCHOBAHHBIC HA
CTpPYKTypH3aluu 42 craTeil Ha 3alaHHyI0 TeMaTuky [1, 2, 14 — 53].

Cpenn oroOpaHHBIX crTaTeii Oompmass dwacte (30 crarteir) —
myOnuKanuu Ha KOH(EpeHIHsIX No0CcTaTo9HO BBICOKOTo ypoBHSI (CORE A*
u A) — AAAI Conference on Artificial Intelligence, NeurIPS, IJCAI, ICML
u jpyrue. Jlpyras MHOrOYHCIEHHas TpyIla — MPEHPUHTHI CTaTew,
omnybnukoBaHHble Ha ArXiv. B crnucke OTOOpaHHBIX CTaTeil OKa3aloch
BCEro JIBE CTaTbu, OMyONMKOBaHHbIE B JKypHamax: Proceedings of the
National Academy of Sciences u Frontiers in Digital Health.

Ha pucyHnke 2 mpuBeseHo pacnupesesieHue 0TOOpaHHbIX MyOarKaui
mo roxaM. BumHO, 4TO WHTEpec K [aHHOW mpoOJeMe IIOCTEIIeHHO
Bo3pactaer. OO0 3TOM e CBHICTEIBCTBYET M CTATUCTHKA HCTOYHHKOB
nyOnuKanmii — Ha JaHHBIH MOMEHT Cpeldl HMCTOYHHKOB IPEBAIUPYIOT
IiepeIoBble M3JaHus, IUPOKOTO PACIIPOCTPAHEHHUS! ONUCHIBAEMBIE METOJIBI
€11l He MOy IHIIH.
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Puc. 2. PactipeneneHne KOMM4ecTBa MyOIUKAIAHN 110 TOaM
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3. CueHapuu B3auMojeiicTBUsi U (opMaJibHbIe TNOCTAHOBKH.
B mamHOM  pasmene  XapakTepH3yIOTCS  OCHOBHBIE  Pa3sHOBHIHOCTH
U TIOCTAaHOBKM  3a7ad, KOTOpPBIE pa3IN4aoTcsi KaK OCOOCHHOCTSIMHU
B3aUMOJIEHCTBUS MEXIY 4esloBeKOM M Mozenbto U, Tak u npecienyemoit
Henpio (Haxonsmiel oTpakeHWe B IeNeBOM (QyHKIuM 100 B (YHKIUH
moteps). Bemymiyro poims B CTpyKTypu3amuu (HOpPMaNBHBIX IMOCTAHOBOK
WrpaeT CUEHAapUi B3aUMOAECHCTBUA MEXAY 4eJIOBEKOM M monensto MU.
B paMkxax KaxIoro u3 CLEHapueB, B CBOIO Ouepenb, BBIICIAIOTCS
pa3JIMIHbIC ITOCTAHOBKU.

OCHOBHBIE KPUTEPHH, o KOTOPBIM LesecooopasHo
CTPYKTYPHUPOBATh CYIIECTBYIOIIHE METOABI pacHpefesieHus 3ajad Ipu
coBMecTHOH pabote uenoBeka u mojenu VM, mpeacraBieHs! Ha pUCyHKeE 3
KUpHBIM ~ mpudToM. Kakaplii KOHKpETHBII MeTox MOXeT OBITh
MMO3UIIMOHUPOBAH TOCPEICTBOM BBIOOpAa OTHOW mim Oojee KaTeropuit mo
KaXIOMYy U3 KpurepueB. [lpm 3TOM clemyer 3aMeTHTh, YTO 4YacTh
KPUTEPHEB OTHOCSTCS K TOCTAHOBKE 3a7aull (M pacCCMAaTPHUBAIOTCS B TaHHOM
paszene craThHM), a Apyras 4YacTh («Meron oOecmedeHHs COBMECTHOM
pabotel» u «TwWIm CTPYKTYpBl paclpeleieHus 3amad») OTHOCSITCS
K [IPOCTPAHCTBY PELICHUH U pacCMaTPHUBAIOTCS B pa3zene 4.

3.1. Cuenapun B3aumopeiictBusi. CreHapuil B3aHMMOACHCTBUSA
MEXAY 4eJOBEKOM U Mojenbto MU ompenenser xapakrep NPUHUMAEMbIX
peH.IeHHﬁ, IIOCJICAOBATCIIBHOCTh AKTHBHU3AIIUH Y4aCTHHUKOB  CHUCTEMBI
U IOCTYIHYI0 UM HH(popMaIuo. MOXHO BBIICIUTh TPU BUAA CIIEHApHEB:
JIeIIErupOBaHue, TOCIeI0BaTeNbHAs 00paboTKa U mapairiebHast 00padoTKa.

IMon nemermpoBaHWEM TOHHUMAETCS TaKOH CIoco0 OpraHU3aIHu
B3aMMOJACHCTBUSA  dYeloBeka ®  Momean MM, korma — KaKagbId
paccMmarpuBaeMblii 0Opa3el] HazHayaeTcsl /Uit 0OpadOTKH MO0 YeloBeKy,
mu6o moxenu WU [18, 19, 27, 29, 31 — 33, 35, 37 —41, 43, 45, 62]. Orot
CIEHapUi SBISETCS, NOXalIyHd, HauOolee YacTo paccMaTpUBacMbIM
B JINTEpaType — UMEHHO TaKOW CIIEHapHil peanm3yeTcs B paMKax OO0ydeHHUs
Cc oTkazoM (paszjena MaIIMHHOTO OOy4YeHHsS, B KOTOPOM XOTh H HE
paccMatpuBaeTca Npoduias OmMOOK YeloBeKa, HO YK€ CTaBHTCS 3a1ada
MOCTPOCHHUA KJacCH(UKaTopa, KOTOPBHIH OB  «BO3AEPKUBAICA»  OT
MpeACcKa3aHus TPH HEIOCTATOYHON YBEPEHHOCTH), a TaKXKe B pPaMKax
T.H. oOyuennss ¢  generupoBanmeM (learning to  defer). Hges,
00ycIIoBIIMBaIOIIAsl BOCTPEOOBAHHOCTH 1TOI00HOTO CIIEHAPHSI, 3aKIIF0UAETCS
B TOM, 4TO IIPU HAJMYHU OOJIBIIOTO KOJIMYECTBA HK3EMIULIPOB, 00paboTka
BCEX MX YEJIOBEKOM MOJXKET OBITh Uepecuyp JOporocrosieil (Miu TpedoBaTh
CIIMIIKOM OOJIBIIOrO BpeMeHH), a o00paboTka MOJENbI0 — CIHMIIKOM
HETOYHOM.
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Cuenapmii
B3aHMO/IeiiCTBHS

JlenerupoBanue
[18,19,27,29,31—
33,35,37-41,43,4

Mozenb cyKaeT HpoCTPaHCTBO
BapuaHToB [42]

5,62] Mozens Jenaer npejicka3aHue, KoTopoe

HocnenosarenbHas 3aTeM yTOYHSIETCS YesIoBeKoM [49]

Merton odecneueHust
COBMECTHOI1 padoThI

obpaborka
ITapamnensnas
obpaboTka
[23,31,41,44,47,5

| YenoBek UMEET BO3MOXKHOCTD
TePeCMOTPETh CBOM NEPBOHAYATBHBIN

0] BBIOOD, BUAS pe3yibTaT Mojenu [17]
MaxkcumalibHOE 3HauCHHE
akTuBaImu softmax [54,55]

Ornenka
—— YBEPEHHOCTU HUckmouenne Monte-Kapio
MOZENH [56,57]
DBpPUCTUYECKUIT
m oupx on (2,15,40] CTaTUCTHKH 110 aHCAMOJISIM

XapakTepucTHKa
IKcIepTa
(4estoBeKa)

OO6y4aeMblit
HOAXOJ

moJereit [58]
—— PydHoe 3aaHne npaBuiI IPHHATHS perieHnit [37]

— HerocpencrBennas onrnmmusarms [2]
ObyueHue ¢ yueToMm

CypporarHast | cronmoctu [14,45]
ONTHMHA3ALHA Merton «oauH-ipoTuB-Bcex» [20]

OcHoBaHHBIE Ha Teopuu nojezHocty [1,38,51]

— YcnoBnas ontumusanys [19,28,35,52]

— baiieCOBCKHUIA IO,

Xapakrep
moaean UN

— AxtuBHOe 00yuenue [18,30,62]
xo1 [23,40,44,47,50]

— UesoBek-opaKy1 (XapakTepHo [t 00ydeHHs ¢ 0Tka3oM [4,9])

TlocTostHHas BeposiTHOCTH omMOKH [39]

Yesi0BeK CKIOHEH (B T.4. MaTpua ommbok [42,44])

omnbaThest

«UepHBlil A

| BepostHOCTb ommbKy 3aBUCHT OT 06pasia
JaHHbBIX [18-22,27-29,32-35,48]

__ Bes noctyna k BHyTpeHHEMY
cocrostamio ([1,2,17] u 1p.)

- «beplit AuK»

C J0CTYIIOM K BHYTPEHHEMY
COCTOSIHHIO («CEPBIi SIHK»)

Tun cTpyKTYpBI pacnpejejieHus 3aaaq l—Pacnpe)JeneHHasl [1,15,32,38,40]

Bun 3agaun

Knaccuduxarms

L O6emmmennas [22,28,29,38]

r Bunapnas [17,28]

Yucio 3xcnepTos
(s11071€i)

— CoBMec

I_ MpHuorokaccoBas

Perpeccus [19,35] [20,22,23,27,32,33,44]

THast CTpaTerus ynpasieHus [26,38,53]

r OpuH (B 60nbIIMHCTBE PadoT)

L Bonee o

yiHOTO [22,27,31,41,50]

Puc. 3. Merons! pactpeneneHus 3a1ad Ipy COBMECTHOU paboTe uenoseka u N
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Takum 00pa3oM, B MOJENAX, OPHEHTHPOBAHHBIX Ha JENETHPOBAaHHE,
KaK TpaBIJIO, pPEHIaeTcs 3afada IOMCKa OMNpEeIeNICHHOTO KOMIIpoMHcca
MEXIy CTOMMOCTBIO oOOpameHnss K OKCIepTy (CHMKEHHE KOTOpOH
JIOCTUTAETCS Ha3HAaYeHHWEM o0O0pa3IoB MOJAETH) W TOYHOCTBIO PEIICHHS
3amaun (MOBBIMIEHHWE KOTOPOH, KaK TPaBWIIO, JOCTHTACTCS Ha3HadCHHEM
oOpa3noB uenoBeky). Criemyer, OIHAKO, IOAYEPKHYTh, HYTO YEIIOBEK
B IIOI00HBIX MOJIENISIX JAJIEKO HE BCerjia BOCIPHHUMACTCS KaK «OpaKyi,
CHOCOOHBIH J1aTh aOCOJIOTHO TOYHBIA OTBET (YTO XapakTepHO i Oojee
paHHUX pPa0bOT B 0ONacTH OOy4YCHHS C OTKa30M), BMECTO 3TOr0 IMpH
JACJICTUPOBAaHUN 3a4aCTYIO YUYUTBIBACTCA BEPOATHOCTH IMOJTYUCHHSA BEPHOTO
OTBETa OT MOJENIU M OT YeJIOBEeKa B TOM WJIM MHOW 00JIaCTH NMPOCTPaHCTBA
MIPU3HAKOB.

OCOOCHHOCTBI0 TOCIIEIOBATEIIEHON O0paOOTKU SBIAETCA TO, UYTO
oOpazer moodyepeHo 00padaTHIBaCTCS W MOJAECTBIO, H YEIIOBEKOM, IpHUIEM
MEXIy STUMH IBYMs JACHCTBUSIMH MPOUCXOIUT M Iepenada HH(OPMAIIHH.
B murepatype OmMCaHO HECKOJBKO PAa3IMYHBIX CIICHAPHEB, OTHOCSIITUXCS
K MOCTIeTOBAaTENbHOW 00paboTKe, OTHAKO B OOJBIIWHCTBE U3 HUX UTOTOBOE
pellleHre OCTaeTcs 3a YEeNOBEKOM, BBIXOJHBIE NaHHBIE Moaemn WU
HCHOJIB3YIOTCA UM JJIA HOBBINICHUSA Ka4uC€CTBa MPUHATHA PCHICHUS. MoxHO
BBIJICJIUTH CIIEAYIOIINE PA3HOBUIHOCTH MOCTIEI0BATENbHON 00pabOTKU:

—  Mogenb cyxaeT mMpOCTPaHCTBO BapHAHTOB, YEIOBEK BHIOMpAET
n3 ocraBumxcs [42]. JlaHHas moctaHOBKa TECHO CBsi3aHa ¢ T.H. conformal
prediction. OCHOBHOW MOTHUB 3/1€Chb — CHU3UTh CJIOHOCTh KJIACCU(PHUKALIUH
JUTS 9eTIOBEKa.

—  Mopmenp nmemaeT mpeicka3aHue (BO3MOXHO, COMPOBOXKIAEMOE
BHYTPCHHEH OIICHKOW YBEPEHHOCTH), a UYCJIOBCK, Ha OCHOBE aHaln3a
NpeACKa3aHus MOJEIM W  aHaiuW3a camMoro o0Opasia, BBIHOCHT
OKOHUaTenbHOoe peuieHue [49]. DTo MO3BOJSET OAHOBPEMEHHO M CHU3HTH
CJIO)KHOCTH KJIaCCU(UKAIMK JUIS YeJOBeKa, W MOTEHIHUAJIbHO IOBBICHTH
TOYHOCTb.

—  CHxagana BBIOOD Ji€JIaeT YEIIOBEK, IOTOM €MY IEMOHCTPUPYETCS
BBEIOOP MOJENH M JaeTCsl BOZMOXHOCTh TIEPECMOTPETh perienue [17]. Drot
BapHaHT XapaKTepHU3yeTcsl OONbIIed HAarpy3Kol Ha YeJOBeKa, MOCKOIBKY
eMy B JIIOOOM ciy4ae NMPUXOIUTCS NPUHUMATh PEUICHHE, a WHOTNA eIle
U TIepecMaTpUBaTh €ro, HO MOTEHIMAIBHO ITO3BOJSET MOBBICHTH KaueCTBO
NPUHSATHS PEIICHUH 10 CPaBHEHUIO C INpEIbIIylield PasHOBUAHOCTBIO, TaK
KaK YeJIOBEK OKa3bIBa€TCsI CHIIbHEE BOBJICUEH B PEIICHHE 3a/1a4H.

Bapbupys nocnenoBaTeIbHOCTh aKTHBALMKM YYaCTHUKOB M XapakTep
nepenaBaeMoil MH(GOpPMALMK B paMKax IOCJIEJOBaTEIbHON CXEMbI, MOKHO
MOJIYYUTh 3HAYUTEIbHOE MHOTr000pa3ne KOHKPETHBIX CIIEHApUeB, KOTOPBIE
OyayT oOTIMYaThCI CBOMMH CBOWMCTBaMH, YIOOCTBOM ISl HYeJOBEKa.
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B memom, momoOHBIE CHEHApHH XapaKTepHBI IS CIy4aeB, Korzaa
9K3EMIUIIPOB pEIIaeMBIX 3aJad HE OYEHb MHOTO, M TOpa3fo BaKHEe
MIPUHATH BEPHOE PEIICHHEe, HeXXeIN CHU3WTh HAarpy3Ky Ha deioBeka. llpum
pa3paboTke ® aHaIM3e TOJOOHBIX CIICHAPUEB AaKIEHT JeaeTcs Ha
(dakTHuecKyro 3PQPEKTHBHOCTh pabOTHl YeNIOBEKa NPH HAIWYHHA TOH WIN
nHOH wWH(pOpMaHH, MMOTYyYeHHON oT Moxenw. McciaenoBaHus 31eCh HOCAT
B 3HAUHUTCILHOW CTCMCHU OMIMPUYCCKUH XapaKTep H  CMBIKAKOTCS
C UCCJICIOBAHUSAMH B  007acTH I(PQPEKTHBHBIX YEIOBEKO-MAITHHHBIX
nuHrepdeiicos.

Hakownen, mapasuienbHass oO0pabOTKa MPEIojaraeT, YTo KaXKIbIi
9K3EMIUISAP 337auu 00padaThIBaCTCS HE3aBHCUMO M YEJIOBEKOM, U MOJICIIBIO
I/II/I, a 3aTreéM M[OPOU3BOJUTCA ABTOMATUYECKOEC CJIUAHHUC TMOJTYUYCHHBIX
pesynbratoB [23, 31, 41, 44, 47, 50]. 3mech 4enoBEeK TaKXe IOJKEH
o0OpabaThIBaTh BCe OOpaslbl, TO €CTh B MOJOOHBIX METOJaX pedb WACT He
O CHIDKCHUHM HArpy3KH Ha 4YellOBeKa WM CTOMMOCTH, a IIpecleayeTcs
MPEUMYIIECTBEHHO IIeJIb TOBBIIICHHUS KauecTBa TPHHITUSA PEUIICHUH
CHUCTEMOH YeJIoBeK — Moaeis UN.

3.2. XapakTepuMCTUKH H 4HCJI0 3KcneproB (mwogeii). Kak yxe
ObUIO yKa3aHO BO BBEJCHHUH, B CTaThe PACCMATPHUBACTCS TOJBKO TaKas
MOCTAaHOBKA 3aJlaud COBMECTHOW pabotrel Moaenu WM wu denoBeka,
B KOTOPO# JIOTyCKaeTCs BO3MOXHOCTh OINMOKK denmoBeka. [lpm sTom,
HECMOTpsI Ha 0OIIee MOMYyIICHHE O BO3MOXKHOCTH ONIMOKH, B Pa3HBIX
METOJax ACIAal0TCs pa3IMdHbIe MPEATOIOKEHHS OTHOCUTEIBHO XapakTepa
TakuX OmuOOK. MOXHO TOBOPHTE O MOJETH OIIMOOK YEIIOBEKa,
U TIPEAIIONIOKECHUE O CTPYKTYPE ITOW MOJENHU SBISETCS OJHON M3 Ba)KHBIX
XapaKTePUCTHK pPacCMaTPUBACMBIX B CTaThe METOAOB pacHpeaeiICHUs
3aau.

[pocredimmM Mo00HOTO POJa IOMYIICHHEM SBISCTCS IMOCTOSIHHAS
BEPOSITHOCTh OommOku [51] wimw, B ciydae 3ajaud  MHOTOKJIACCOBOMH
KJacCU(UKAIMU, MaTpHUIa ONTHOOK, COOTBETCTBYIOIIAS SKCIIEPTY [42, 44].

Bonee mnpaBmomogoOHBIM W YacTO HCIIOJIB3YyeMbIM, HO W Oolee
CIIO)KHBIM JIOTIYIIEHHEM O TIOBEACHHH OKCIEpTa SBIICTCS OIyIICHHE
3aBUCUMOCTH BEPOSATHOCTH OIIMOKK OT obpasma [18 —22, 27 — 29, 32 — 35,
48]. To ecTp, mpearonaraeTcs, 9T0 B MPU3HAKOBOM IPOCTPAHCTBE MOTYT
OBITh 007acTH, «IPOCTBIE» IS JAaHHOTO OJKCIepTa, a MOTyT OBITh
«tpyaHbiey. [Ipuuem, B CUTyaIlH, KOT/Ia SKCIEPTOB HECKOIBKO, «IIPOCTHICH
U «TPYIOHBICY» 00JIACTU pa3HBIX IKCIEPTOB MOTYT pasnmyarbes. [lomoOHOE
JIOMYIIICHUE BIICUET 3a COOOW HEOOXOMMMOCTh MPSMOTO HIH KOCBEHHOIO
00y4YeHHsT MOJICNHM, MPEICKA3hIBAIOIICH TOYHOCTh OSKCIEPTa B KaXIOU
00acTH MPHU3HAKOBOTO MPOCTPAHCTBA, YTO M JENACTCS B OOJBIIMHCTBE
METOJIOB.
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JIpyruM acmeKkToM, OTHOCAIIMMCS K DKCIEepTaM, SIBIAETCS HX
KonmuuecTBO. B OonmbIIMHCTBE cTaTell pacCcMaTpUBAETCST  CHUTYyalws,
B KOTOpO# ecTh oaHa Moneiab MW 1 oIMH 3KCIEePT, OJHAKO €CTh U padOTHI,
B KOTOPBIX JIONYCKAETCs, YTO IKCIEPTOB MOXKET OBITH MHOTO, IIPUYEM OHHU
MOTYT pa3/lHyaTbCsl 10 CBOMM 3HAHMSAM W KomnereHmusMm. Ilpum stom
HEOOXOIMMO HE TOJBKO ONpPEHeNUTh TO, MOJDKEH JH obpaser OBITh
0o0paboTaH MOJENbI0O WIM OKCIEPTOM, HO M BbIOpaTh OJHOTO (WK
HECKOJIbKUX) U3 dKCTepToB [22, 27, 31, 41, 50].

3.3.Bua  3agmaun. B nopasisiomeM  OoibLIMHCTBE — pabor
paccMarpuMBaeTCsi COBMECTHOE peLIeHHe 33Jauyd  KilaccupuKauum —
ounapHoii [17, 28] wiu mHOrOKIaccoBoii [20, 22, 23, 27, 32, 33, 44].

CoBMeCTHOE pElLIeHHE 3a/laud PEerpecCHH PaccMaTpPUBAETCS BCETO
B IBYX cTaThsx: [19, 35].

BwMmecte ¢ TeM, ectb W paboTHl, Izie pedb HAECT O (OPMHPOBAHHU
COBMECTHOM cTpaTeruu ympasieHus [26, 38, 53], Hanpumep, ynpaBicHUE
OCYIIECTBIISICTCS ABTOMAaTHYECKH (MOJETBI0), HO B HEKOTOPHIE MOMEHTHI
(B HEKOTOPOM COCTOSTHMM) OKa3bIBACTCSl BBHITOJHO TIEPENaTh €ro YEIOBEKY-
9KCTIEPTY.

3.4. Xapakrep moaeaun UU. Knacc moneneit N, ncnosib3yeMbix
JUIA pelIeHNs 3aau, MOXKET HAaKJIaJAbIBaTh ONpe/IeJIeHHbBIE OTPAaHHYEHHS Ha
MeToZ obecreueHus: COBMECTHOM paboTel. Tak, HEKOTOphIE METOIBI
OpUEHTHPOBAaHBl Ha ONpeJeNiCHHbIE KJIacchl Mojeneil  (Hampumep,
SVM) [28], B Apyrux — Aenar0TCs MUHUMAJbHBIE OMYIIEHHUS O XapakTepe
MOJEIH — HalpuMep, OHAa MOXET OBITh «YEPHBIM SAMIMKOM», YTO
XapaKTepHO /I OOJIBIINHCTBA CIIyYaceB.

MO>KHO BBIJICNIUTD JIBE Pa3HOBUIHOCTH MOJIENN «UEPHOTO SIIHKA»:
0e3 nocTyna K BHYTPEHHEMY COCTOSHHIO, C JIOCTYIOM K BHYTPEHHEMY
COCTOSIHHIO (T.H. «Cepblii muK»). [lepBast pa3HOBUIHOCTh XapaKTepHa TEM,
YTO TMOJIb30BaTENb (WJIM Jpyras MOJENb) MOXKET HaOIIonaTh TOJBKO
pe3ynpTar Mozenu. Bo BTropoM ciydae TOSBISIETCS BO3MOXKHOCTD
HCTIONIb30BAaHMA BHYTPEHHUX NPEJCTaBICHUN MOAENH (HallpUMep, CKPBITHIX
CJIOE€B HEWPOHHOW ceTH) [UIi HWX TOCICAYIONIeT0 aHaigm3a WIIH
ANMPOKCHMAIN MOJIEIIH.

Mopens «0enoro SmmMKa» MpPEAINoaaraeT, 4To MpOoLecC M JOTHKa
NPUHATHS PEIICHHUS AOCTYNHA, M, KPOME pEe3yiabTaTa MOJENH, MOXKHO
BUJIETH TO, YTO MPUBEJIO K €r0 MOJTYUSHHIO.

4. MeTtonasnl o6ecrieyeHHs1 COBMEeCTHOH padoThl. MOXXHO BBIACIUTH
TPU TPYNIBl METOAOB OOECHEYEHHS COBMECTHOH paboThI: 0Oydaemble,
aBpUCTHUECKHe M OaifecoBckue. IlepBble aBe TrpynIbl OCOOEHHO YacTo
UCTIONB3YIOTCSL B CIIEHApHM JEJIETMpOBAaHUs, MOCIEAHsS ke — Hauboiee
XapakTepHa Uil CLEHapus HNapajuiesibHoH o0paboTtku. OOydyaembie
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MOTXOABI BKIJIIOYAIOT TaKWe METOABI, TAe Npeanaraercs oOydeHue
CHEeNHaTbHOM MOJeNH, NPUHUMAIOMIEH pEIIeHHe O TOM, KTO JOJDKEH
oOpabarpiBaTh oOpaszel; — denoBek Wi mojaenb M. B sBpuctrdyeckux
METOZax ONpeAesIeTCs TMpaBIWiIO, B COOTBETCTBHH C  KOTOPBIM
OCYIIECTBIISICTCS [esierupoBanue. [IpocTedmmM 1 IIMPOKO UCTIONB3YEeMBIM
BHIOM MOMOOHBIX TPABWI SBILIIOTCS IPaBHIa, OCHOBAaHHBIE HAa OIICHKE
HEONpEeACNIEHHOCTH  MOJENU.  OBPUCTHUECKHE  METOABl  IIMPOKO
pacmpocTpaHeHbl B 00JacTH OOYYEHHS C OTKAa30M, WX aJanTaius Jyis
clydasi C «HCHUJCAIBHBIM» YEJIOBEKOM 3a4acTYI0 MPOU3BOIUTCS IMyTEM
0o0yueHHsT  TPOKCH-MOJCIIH,  MO3BOJISIIOIICH  OIIEHUTh  HAJIe)KHOCTh
kiaccudukanuy odpasia ueroBekoM. B aToM ciydae pemaroiiee npaBuiio
mpocto HazHadaeT obOpazeny moaenu MU wnm yenoBeKy B 3aBUCHMOCTH
OT TOTO, Y KOTO OKa3bIBAETCS BBIIIE OLICHKA HAaJIeXKHOCTH [16].

[loTeHIMaNbHEIM  TPEUMYIIECTBOM  JBPUCTUYCCKHX  METOIOB
SIBIISICTCA OTCYTCTBHE HEOOXOTUMOCTH OOYUCHHS MOJCIH NeNIeTHpOBaHUS,
OTHAKO TIpW JOMYIICHUH «HEHWICANFHOCTHY dYeIIOBeKa, a OCOOEHHO,
3aBHCHUMOCTH BEPOSTHOCTHU MPABHIBHOTO pe3yibTaTa OT o0pasna (HaInIuu
oOnacTell CHIIBHOM M cl1abo# 3KCIIEPTU3BI) ATO MPEUMYIIECTBO CBOJUTCS Ha
HET TeM (haKTOM, YTO IJIsl SBPHCTHUYCCKUX METOIOB TPEOYeTCS MOJYYHThH
MIPOKCH-MOJIENh DKCIEPTa, 00yUeHHe KOTOPOH TpeOyeT J0CTaTOYHO MHOTO
JTAHHBIX O PEaJbHBIX ACHCTBHSIX YCIOBCKA.

Pacnpenenenne 3amay B XOAe COBMECTHOH pabOTHI dYeJOBeKa
u Mozenu MU mpexamonaraeT HpUHATHE ABYX peUICHHHA — (opMupoBaHHE
[EeNeBOr0  Kiacca (B cllydae KIacCH(UKAIMKA) Ha OCHOBE IPH3HAKOB
o0pa3la W Ompe/eeHUe TOro, KaKOW M3 YYaCTHHUKOB CHCTEMBI (YEIOBEK
wm Mozenb MN) nomken o6padaThIBaTh 3aJaHHBIA 00pas3en. DTH pelIcHus
MOTYT IPUHUMATHLCS Pa3leibHO (Pa3HBIMU MOJEISMH) HIIH OJHOBPEMEHHO
(oHOM MOZIENBI0), TAKUM 00pa3oM, caMa CTPYKTypa pacIpeelieHus 3a1ad
MOXeT ObITh JHOO pacmpeleNeHHOH (HECKOJIBKO Mojenel), mbo
00beIMHEHHOH (OZJHA MOJIEIIB).

Kak npaBuno, pacmpeneneHHOW  CTPYKType  COOTBETCTBYET
pa3zenpHOE OOy4YeHHE, TO €CTh OOY4eHHEe CHCTEMBI MPOWCXOOUT B JBa
srama [1, 15, 32, 38, 40]. Ha mepBom sTtame oOydaeTcss MOJIENb IS
pelIeHns «IeJeBOi 3amadm» KiIacCUpHUKAnuu 0e3 ydera BO3MOXKHOCTU
nmemerupoBaHus.  Jlmg  3TOrO  HE  HWCIONB3YIOTCS  HH  METKH,
XapaKTePU3YIOIIUE pENICHHWE 3aJayd  YCIOBCKOM, HH CICHUAIbHBIC
¢yakimuu motepb. Ha BTOpOM 3Tame oOydyaeTcs MOAETb ACICTUPOBAHHMS,
MPUHUMAOINIAsT PEIICHHEe O TOM, JOJDKEH T oOpasen o0pabaThiBaThCs
MOIeNbI0 (00yUEHHOW Ha TIEPBOM JTarle) UM YeJTIOBEKOM.

IIpu oOBenUHEHHON CTPYKType (XapaKTepHO JJii COBMECTHOTO
o0yueHus) Mojeidb OOydyaeTcs ¥ PCHICHHUIO  IICJICBOW  3a/lauH,
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1 BCIIOMOTaTeIbHON (HAmpuMep, NPUHATHE PEHICHHUS O JeJIETHPOBAHMIH)
C UCTIONB30BaHNEM Habopa JaHHBIX, BKIIFOYAIONIETO Pe3yIbTaThl 00paboTKH
00pasIoB "enoBeKoM-3KcriepToM [22, 28, 29, 38].

CoONOCTaBIEHAIO M TEOPETHYECKOMY HCCIECIOBAHUIO COBMECTHOTO
W pa3fgensHoro oOydeHHMs Mofelnei mocesimeHa ctaThs [18]. OCHOBHBIM
MPEUMYIIECTBOM  pa3felbHOTO OOy4YeHHs SBISIETCS ero  OoJbImas
YHHBEPCAJILHOCTh — Ha TIEPBOM dTare 00ydeHHe MPOUCXOANT CTaHIapTHBIM
o0pazoM, He TpeOys pe3yNbTaToB dKCIEpTa. DTO 3HAYUT, YTO pa3zeibHbIC
METOABI MOTYT 6bITb NMPpUMEHUMBI U K MOACIIAM, o6yquI/Ie KOTOPbIX HE
KOHTponupyercs (MOJy4eHHBIM OT TpeTbux Jui). JloCTOMHCTBOM
(M OCHOBHBIM ~ MOTMBOM  pa3BUTHs)  IOAXOJOB,  MPEANOJATAIONINX
COBMeCTHOe 00y4eHHe, SBISIETCSI TO, YTO MOAENb KJIACCU(BUKAIUN MOXKET
«pokycupoBaTeCs» Ha pa3leIMMBIX pPETHOHAX, OOecmeduBas JIYyYIIYIO
KIaccuQUKAIMI0 B HHAX, IPH OSTOM H3HAYAIGHO YACTSs MEHBIIE
«BHUMAHUS» pPETHOHAM, B KOTOPHIX KJIAcCHl OKAa3bIBAIOTCA ILIOXO
pa3menMbl, OCTaBISAA WX UL 4YenoBeKka. [1ogoOHBIM moaxon 0coOeHHO
XOpOIIO TMPHUMEHUM K MOJENSM C JOCTATOYHO HHU3KOH BBIPA3HUTEIEHOU
CHOCOOHOCTBIO, TOCKOJBKY IO3BOJSICT JIyYIle YOpPaBIATH TeM, Kak
paszensiomas MOBEPXHOCTh PAcIojoKeHa B MNPOCTPAaHCTBE IPU3HAKOB
(u BBIOpaTh «Hawmyd4mei» Ty o0lacTh MPU3HAKOBOI'O NPOCTPAHCTBA, INe
pa3MelleHre — pasJelsiomeld  NOBEpXHOCTH — OKa3biBaeTcsi  Haubolee
nenecoobpasueim) [18].

Cepbe3Holl TpoOIeMoil pa3felbHOTO OOydYeHHUsT SBISETCS TO, YTO
9TOT MOJIXOJ HE MO3BOJSCT MOACTH KIACCU(PUKAIMU MOICTPAUBATHCS IO
007acTh KOMIETEHIMH 3KcrepTa. OrpaHHdYeHHs pa3lIelbEHOTO OO0YYCHUS
MOJKHO TPOHMJLTIOCTPHPOBATh PUCYHKOM 4.

4

* (1) expert nonlinear
boundary

T2

Puc. 4. Mnmoctparys npeuMyIecTs COBMecTHOro ooyuenus (u3 [14])
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CkaxkeM, ecii pacIpelesicHre KJIacCOB B MPOCTPAHCTBE MIPH3HAKOB
BBITJIITUT TaK, KaK Ha PHCYHKE 4, TO HAa IEpBOM Iare OyAeT OueHb CI0KHO
00yYUTH MOZETh, OTHAKO eciIi 00yJaTh OJHOBPEMEHHO W IIEIEBYIO MOJIENb
(Classifier), m momems nenermposanusi (Rejector), To memeBas MokeT
OKa3aThCs OYSHB MPOCTOH (JIMHEHHO#), KaK ¥ MOJETb JeIeTHPOBAHMSL.

4.1. Ouenka yBepeHHocTH Mogeau. ODHHM W3 TPOCTEHIITNX
IBPUCTHUECKUX IOJXOAOB K paclpeleIeHUI0 3afad MEXIY MOJENbI0 U
OKCTIEPTOM SIBJISIETCSl TOAXOJ, OCHOBaHHBIH Ha OLIEHKE YBEPEHHOCTH
MOJENH. DTOT MOAXOJ B 3HAYMTEIBHOW MEpe yHacJeIOBaH U3 00y4eHHs C
OTKa30M, TJIe TaKKe IMPHUMEHSETCs JJO0CTAaTOYHO Iuupoko. OOmas uues
3aKJII0YaeTcss B TOM, YTOObl OOYYMTHh CHayala MOJENb s pelIeHus
LeNeBOi 3a/1aun, 00ECIEeYUBAIOUIYI0 HE TOJIbKO ()OPMUpPOBaHHE LIEJIEBOM
METKH, HO W COOTBETCTBYIOIIETO €i MOKa3aTedss yBEPeHHOCTH. A 3aTeM
YCTaHOBWTH IHMAINA30HBI 3HAUYCHUI YBEPEHHOCTH, MPH KOTOPBIX 3K3EMIUIIP
IOJDKEH — TepeHamlpaBiAThCA  dkcrepry. Cmpicn B TOM,  4YTOOBI
MIEPEHANIPABIATE JKCIEPTy Te 00pasmbl, NPUMEHHUTEIFHO K KOTOPBIM
YBEPEHHOCTh MOJICIIH OKa3bIBACTCS JOCTATOYHO HU3KOH.

CyIecTByeT HECKOJIBKO CIOCOOOB  TIONYYEHUS  yBEPEHHOCTH
MO/JIeNIH, OCHOBHBIE U3 HUX:

—  MakcuManbHO€ 3HaUY€HHE MHOTONEPEMEHHOM JIOTMCTHYECKOM
¢bynkiun  aktuBaumu  (Softmax Response). Ilpumensiercst 0OBIYHO
K HEPOCETEeBBIM MOJIENISIM  MHOTOKJIACCOBOW  KiacCH(UKAIMU, BBIXO]
KOTOpBIX (hopMHpyeTCs C MOMOIIBI0 MHOTOIEPEMEHHON JIOTUCTUYECKON
¢yHKIMN aktBanuu («coTMakc»). COOTBETCTBEHHO, HA MAaKCHUMAaJbHOE
3HAYCHHE TAKOTO BBIXOJHOTO CJIOS MOXKET OBITH YCTAaHOBJICH MOPOT — ECIH
MaKCHUMallbHOE 3HAYCHHE OKAa3bIBAaCTCS HIDKE Iopora, TO CETh
«OTKa3bIBaeTCs» OT IpeACKa3aHus B MONb3Y dKcnepTa [54, 55];

—  Hckmouenne Monte-Kapio (Monte-Carlo Dropout, MC-
dropout) [56,57] — oOIeEHKAa YBEpEHHOCTH IOCPEACTBOM IIOJCYETa
CTaTUCTHKH TPEACKA3aHWHA HECKOJbKHX MPSIMBIX  PaclpOCTPaHCHHN
C IpomayToM. 37ech, B YACTHOCTH, HCIIOIB3YETCSI MHTEPIIPETALIUS APOIIayTa
KaKk  TEXHHKH  aHCaMOJMpOBaHUS, COOMpamImeld  pasHble  CEeTH
C pa3mensieMbIMH BeCaMHt B OJIMH aHcam0Ib. OgHaKo 3To TpeOyeT 00IBIIOoro
KOJIMYECTBA TMPSAMBIX pacHpoCTpaHeHWH (COTHH), YTO MOXET OBITh
JIOCTAaTOYHO 3aTPATHO.

—  Hcmonp3oBaHHE CTATHCTHK IO aHCAMOIsIM Mozenei [58].

IIpoctoii mOAX0A, OCHOBAaHHBIII Ha YBEPEHHOCTH MoOJeiel
unoporax, mnpemioxkedn B [2]. dus oOydeHHOUW Mojenud OuHApHOU
Kiaccu(UKaIuy yCTaHABIIMBAIOTCS JIBa mopora: fy 1 ¢;. Ecim mpencka3anue
MOJIENH OKa3bIBae€TCS MEHBIIE f), TO (HOPMHUPYETCS OTPHIATESIBHBIN
pe3yabTaT; eciiu OOJbILE f), TO MOJIOKUTCIBHBIN; €CIH Ke MpecKa3aHue
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OKa3bIBACTCSI MEXKIY #) U ¢, TO 0Opa3er nmepenaercs sxcnepty. Kaxxmas mapa
IOPOTOB  OLICHWBAETCSI HA OCHOBE COBMECTHOH (YHKIHMH TOTEPb,
BbIOMpaeTcs Takas mapa, A KOTOpPOW 3HaueHWe (YHKIWH IMOTEeph Ha
00yJaromneM MHOXKeCTBE MHHUMAIBHO.

Bonee TouHBIM MOAXOX M3 3TOM TPYIIIBl MIpeaaracrTcsi, Halpumep,
B[15] — mna xaxmoro oOpasma OIGHMBAECTCA YBEPEHHOCTh MOJEIIH,
HEONpeIeICHHOCTh NP KIacCUUKaK 00pasna SKCIEepTOM, a MOTOM JUIs
MOJIETI Ha3HA4aloTCsl Te 00pa3lpbl, A KOTOPHIX pa3HUIA MEXIY dTHMHU
HEOIPEJCIICHHOCTSIMA ~ OKasbIBaeTcs  HauOombined.  Jlnsg  oueHku
HEONpEeIeICHHOCTH NIPU Kiaccupukanuy odpasia dKCnepToM (a ee HyKHO
BBIMOJIHUTh A0 Ha3HaueHUs U 0e3 peaJbHbIX OIEHOK JSKCIEpTOB)
UCIIONIb3yeTCs HEHPOHHAs CeTh, Ha BXOJ KOTOPOW IMOJArOTCSl AIMOEIIMHTH
00BEKTOB, a Ha BBIXOJE — MPU3HAK HECOTJIACHS HECKOJIBKUX YKCIEPTOB [59].
Cerp oOyuaeTcs Ha Habope NAaHHBIX, IS KOTOPHIX €CTh JKCIIEPTHBIC
omneHKH. [IpennmoXKeHHBIA IOAXOJ, YYHUTHIBAIOUINA pa3sHUIY MEXIY
0003HaUCHHBIMEI HEOTPEACICHHOCTAMH, Hcmons3yercs u B [40], omHaxo,
B oTimuue ot [15], 3meck paccmarpuBaetcst psin 0aileCOBCKMX METOMOB IJISt
BEIYUCIICHUSI HEOTPEICICHHOCTH MOJCIH, a HE IBPUCTHICCKHHA IMOIXOJ,
OCHOBAaHHBIM Ha yYBEPEHHOCTH MOJIENU TTyOOKoro oOy4deHHs (HEHpOHHOH
CeTH).

OOmMM JTOCTOMHCTBOM BCEX ITHUX METOJOB SIBISIETCS TO, YTO OHHU
MTO3BOJISIFOT MCIIONIB30BATh CYIIECTBYIOIIME MOETH M H00aBIATh K HHUM
BO3MO’KHOCTH ITEPEHANPABICHUS IKCIIEPTY.

4.2. Cypporatnbie (yHKIHMH NnOTepb. OCHOBHBIM HHCTPYMEHTOM
UIE OOYYCHHs MOJENCH, YYUTHIBAIOIIMX BO3MOXHOCTH IIepeaipecaliu
3a[1au YEIOBEKY-IKCIEPTY, SBISICTCS ONpPEACICHAES CIIeNUAIEHON (YHKIIUU
MOTEePh, YUYUTHIBAIOIICH HaJM4YMe 3KCIEPTHBIX METOK. JlaHHbIE (QYHKIHMH
MOTEPh YYUTHIBAIOT CTOMMOCTD OOpAIEHHUs K 9KCIIEPTY U OCHOBBIBAIOTCS HA
COIIOCTABJICHUH BEPOSITHOCTH OMIMOKHM MMEIOLIEHCS] MOIEN U BEPOSTHOCTH
ommOKH YenoBeka-akcnepra. CocTaBIeHHOE TAKUM 00pa3oM COOTHOIICHHE
HE BCerja OKa3bIBAeTCS JIETKO ONTHUMHU3UPYEMBIM, M C 3TOHW IIENBI0 OHO
3aMeHsieTcss  Oonee ymoOHBIM B paboTe TPHONMMKEHHUEM, TOITOMY
COCTaBIIEMBIE TAaKHUM O0pa3oM (YHKIMH TIOTeph YacTO Ha3bIBAIOTCS
«cypporatHeiMi» [1, 14, 20, 27].

BaxxHpIME ~ acmeKTaMH, YYUTHIBAEMBIMH TIpH  pa3paboTke W
HCCJIEJOBAaHUU CypPOTaTHBIX (DYHKIUH NOTEPD SBISIOTCS:

—  Tak Ha3pIBaeMasi «KKOHCUCTEHTHOCTBY» (consistency) mo Baiiecy.
KoHcucrenTHass cypporatHas (yHKIUS TOTEph — 3TO Takas (QyHKUIus
noTepb, MUHMMH3ALUS  KOTOpPOM  corjacyercds ¢  ONTHMAJIbHBIM
0alieCOBCKMM KJIaCCH(UKATOPOM.
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—  Bepmer nu ucnonbp3oBaHue (YHKUUH MOTEPh K IIOJYYCHHUIO
XOpoIo KamuOpoBaHHBIX KiaccudukatopoB [20]. Tak, B [27] mokasaHo,
4TO MpeUIOKEHHAsT aBTOpaMu (QYHKIHS TOTeph BeAET K IOJyYCHHUIO
KaTHOpOBaHHBIX KJIACCU(PHUKATOPOB, a (YHKIMS MOTEPh, MPeIIoKEeHHAS
paHee B [2] — He BeleT.

KonctpynpoBanme cypporatHeix (yHKOWA TOTeps Hamboiee
pacrpocTpaHeHO IIpH pEIIeHWH 33jJaud JenerupoBaHus. DopmanbHas
MOCTaHOBKA 3ajauu cieayroomas. [lycte X' — HpOCTpaHCTBO IPU3HAKOB,
Y =M — 1[pocTpaHCTBO METOK U METOK, JJaBaeMBIX O3KCIIEPTaMHU

(K xnaccoB), D ={x,,y,,m,}, — Habop maHHbIX 1151 00ydenus. To ects,

KKl 00pa3er] HaOopa JaHHBIX CHAOXEH HE TOJHKO IIEJICBOM METKOM
Y, HO W METKOW, IIONyY4E€HHOM OT OKcmepra m,. llenbio sBaseTcs

oOydyenue naByX Mopeneil: kmaccupukaropa h:X — )Y u  QyHKIMH
neneruposanus r: X — {0,1} (Ha3pIBaeMOl Takke B JMTEparype rejector).
IMpu r(x)=0 oOKOHYATENBHOE pEIIECHHE NPUHUMAET KIaCCH(PHUKATOD,

HMHAYe — DKCIEPT.
«EctecTBenHas» (QYHKIMS M[OTEPh sl OOYYCHHS OTOH mapsl
MOJIeJIeH 3aIMChIBACTCS CICAYIOIUM o0pa3om [ 14]:

Enat (h’ 7") = Ex,y,m [Z(x’ y’ h(x))H[r(x):O] + fexp (x’ y’ m)]I[r(x):l] ] (1)

3pecs /() — ¢yHkums motepb knaccudukaropa, a £ ()

(GyHKOHSA TOTEph SKCIepTa. Bo3MOXKHBIE JOMOTHHUTEIBHBIC PacXOIbl,
CBSI3aHHBIE C MIPHUBIICYCHHUEM JKCIIEPTa, MOTYT OBITH YUTEHHI MPSIMO B /

exp ?
TaKuM 00pa3oM, 3HaYCHUE STOU (DYHKIIMH MOXET OBITh HEHYJICBBIM JaXKE B
ciIydae TPaBHIBHOTO NporHo3a. OMHAKO 3TH IOTOJHUTEIBHBIE PacXObl
HEO0OXOMMO BBIPA3UTh B TEPMHHAX OIMIMOOK, YTO MOXKET OBITh TOBOJLHO
CJIO)KHO Ha TMpakTHke. B mobom ciydae, HemocpeacTBeHHAs MUHAMHU3AIINS
MOMOOHOH  «eCTeCTBEHHOW»  (YHKIMHM  OKa3bIBaeTCs  IPAKTHUCCKH
HEBO3MOXHOH, B TMEPBYI0 oOdYepenb, B CHIy ITUCKPETHOTO Xapakrepa
(YHKINU TEIeTHPOBAHUS 7.

B [2] MpeJiaraeTcs ajlanramnus L

‘nat >
HEMOCPECTBEHHYIO ONTUMH3ALHUI0 TPaAMEHTHBIMH METOAaMH (3alicaHo
JUTSL OZTHOTO 00pasma):

JAO0IMyCKaromas

L(x;,y;,m; h,r) =A=r(x,)(y;, h(x;)) +7(x)(y;, h(m,)). 2
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3£[e05 CICayeT O6paTI/ITB BHUMaHHWC Ha JBa BaXHBIX OTINYUA

or L Bo-miepBrIX, (yHKIHSA NeNernpoBaHUS HE SABISETCS OMHAPHOM,

nat *
YTO, B YACTHOCTH, IIO3BOJSIET MCHOJIB30BAaTh 3Ty (QYHKLHIO IIOTEPh
C TPaJUEHTHBIMU METOJAMHU, BO-BTOPBIX, aBTOPBI [2] HE HUCHONB3YIOT
OTIEbHYI0O (YHKIHMIO MOTEpb ISl SKCHEepPTHOW Kiaccupukaumy, £(-)

3l1ech — 9TO OWHapHass Kpocc-3HTpomus (pedb HUAeT O OWHapHOM
KiIaccuUKaum), MO3ITOMY JOMOIHHUTENBHBIC PACXO/bl HA HPHUBIICUYCHHE
9KCIepTa HHUKaK HE YYHMTHIBAIOTCS, M pedb, MO BCEH BHIMMOCTH, UIET
MPOCTO O MAKCUMU3AIMK TOYHOCTH. ABTOPBI TAKIKE OMHCHIBAIOT HECKOJIBKO
TOHKOCTe# B OOYYEHHH MOJENH, CPeIH KOTOPBIX CIEIyeT BBIICIUTh
crenyroue: 1) » MOXeT 3aBHCETh HE TOJIBKO OT MPU3HAKOB 00BEKTA, HO U
OT pe3ylibTaTa 0OpaOOTKM OOBEKTa OCHOBHOM MOAENBIO /(X), 2) MOXKeT
OBITBH 11€7IeCO000Pa3HO OTPAHUYHThH PACIIPOCTPAHEHUE I'PAJUEHTa CTPATErHU
pacnpeneneHusi mo h, 4roObl /i OCTaBaJCs XOPOIICH MOJCNIBIO HAa BCEH
obmacty 3HaueHMit X ¥ HE MPOUCXOAWIO NErpajallii KauyecTBa B TeEX
00JacTsIX, T/Ie 1eNIeco00pa3Ho MPHUBJICUCHIE DKCIIEPTA.

OpHAaKO HaOpsIMyK0 5TO BBIPOKCHHE ONTHMHU3HPOBATH TSDKEIIO,
mostoMy B [14] mpemnmoxkeHa cypporaTHas (HO KOHCHUCTEHTHAs) (QYHKIHS
MOTeph, OCHOBaHHAs HAa MHOTONEPEMEHHOW JIOTHCTHYECKOH (YHKIUH.
ABTOpBI ~ paccMaTpHUBAIOT 3a/adyy MHOTOKJIACCOBOW  KiaccHpukaruu
(c K kmaccaMu) ¥ TIpeAIaraloT CBECTH 33/1ady COBMECTHON KJIACCH(PHUKAINN
K 3amaue cost sensitive learning (CSS, oOyueHHe ¢ Yy4ETOM CTOMMOCTH) Ha
pacuimpeHHoM  Habope  kiaccoB.  PaciiupeHHblii  Habop  KiaccoB
¢dopmupyercst  100aBlIeHMEM ~ €lIe OJHOIO  Kjacca, O3HAYalolIero
nepeHanpasieHue  obpasua  skcmepry. Ilepexox  ocymiecTBisieTcs
cienyronuM  oopasoM. Jlns  kaxaoro o0Opasia  BBOAUTCS —TOHSTHE
CTOMMOCTH KJIaCCU(HKALIMK €ro KaK Ka)KI0ro U3 KiaccoB (c(i) — crouMocThb
kinaccudukaimu  obpasna Kak — NPUHAUICKANIETO  -TOMY  KJaccy,
ie{l,...,K+1}). s obpasma (x, y) c(i) onpenensercst kak £(x, y, ) Ams

xnaccoB {l,....,K} u xak (. (x,y,m) J1i JONOJIHMTENLHOTO Kiacca,

COOTBETCTBYIOIIErO Tepefade oOpaslia 3KCHepTy. ABTOpbI MpPEAIararoT
CIIEAYIOIYI0 KOHCUCTEHTHYIO (DYHKIIMIO MTOTEPh:

LCE(gl,"~,gK+1,x’c(1)ﬂ""c(K+1)):

e xp(g,(x)) 3)
- Z(“&?ﬁ]“” o) g S exp(e, () |

3pech g, — 9TO BBIXOJbI MOAENH (aBTOPBI MPEAIOJNAraloT, YTO ITO
HelipoHHast ceTh). OCHOBY JaHHOW 1eNeBOil (QYHKIHMH COCTaBIsIET
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MHOTOTIEpEMEHHas JIoTUCcTHIecKass QyHKIHS («coTMaKcy), MpUMeHsIeMast
K BBIXOJIaM MOJICJH, TIO3TOMY JaHHask (GYHKIHS NOTePh TAK)KE HA3bIBACTCS
«cohT™MaKc-mapameTpusaeny.

B craree [20] moka3zaHO, 4TO MojenH, OOydYeHHBIE C ITOMOIIBIO
coT™Makc-mapaMeTpu3alii  He SIBIISICTCS KaTHMOPOBAaHHBIMH, IOITOMY
NPEATIoKEH OPYrod BapHaHT CYppOraTHOM (YHKIHH MOTEpb, T.H. «OAUH-
npoTuB-Bcex» (one-vs-all, OvA):

Lowi(&1se-n 8k X yim) =g, ()]+ Y. #l—g,(X)]+
V'er,y'#y 4)

+Pl—gg (O] +1[m = y](dl gk, 1 ()] - d—gx.1 ()],

roe ¢ — OuHapHas cypporaTHas GYHKUHS [OTepb (Hampumep,

nmoructudeckas ¢ynknus). HedopmansHo, oruka 3Toi (GyHKIMH TOTEPH
3aKJIFOYAeTCs B CIIEYIOLIEM: [IEPBOE claraeMoe 00ecredrBaeT MOBBIILICHUE
BBIXOJIHOTO 3HAYEHHMs JUIs NPaBWIBHOrO Kiacca (g, ), BTOPOE cilaraemMoe

(omepatop cymMmmpoBaHH) oOecredynBaeT TIOHWKEHHE  BBIXOJIHOTO
3HAUeHMsl JUIS OLIMOOYHBIX KJIACCOB, TPEThE M YETBEPTOE CllaraeMoe
B KOMIUIEKCE OOECTeUYMBAIOT MOBBIIICHHE BBIXOJHOTO 3HAYCHUS JUIS
BBIXOJ]a MOJIEIIH, CBA3aHHOI'O C IepEeHANpaBICHUEM JKCIEPTY ( g4, ), €CIH

OTBET OJKCIIepTa JUIs JAHHOTO TMpHMepa IPABWIBHBIA, W TOHIKCHHE
3HAYCHUS 3TOTO BBIXOJIA, €CJIA OTBET IKCIICPTa HEBEPHBII.

Camu ximaccupukaTop © (YHKOHS JETIETHPOBAHHUS YCTPOSHBI
B JTFOOOM CIiTydae OMHAKOBO:

r(x)=1I[gg, (x)2 m}f‘X g (0],
(5)

h(x)=arg kenliaxk} g, (x).

B crareax [27, 33] nanHele ¢GyHKOMH OO0OOIIEHBI Ha Ciydai
HECKOJBKUX JKCIIEPTOB — TAaKWe MOJENN HE MPOCTO MPHUHUMAIOT pelicHHe
mepenaTth U Oo0pasell 3KCIepTy, HO W KaKOMy HMEHHO 3KCIEpPTy €ero
nepears.

B cratee [39] mokazaHo, YTO MOAETH ACICTUPOBAHHS, OOYUYCHHBIC
C TIOMOIIBIO CYIIECTBYOIUX cypporaTHeix motepb (CSS u OvA), moryt
OBITh CKJOHHBI K HEJOOOYYCHHIO B TeX ClIydasX, KOrja oOpalicHue
K 9KCIIEpTaM BJICYET 3a COOOW JIOMOJHHUTEIbHYI) CTOUMOCTh. B CBsi3u
C 3TUM, MPEAJIaracTcs Cnocod PEeTPOCHEKTHBHON KOPPEKIUHU CYpPPOraTHBIX
noteps kKak i CSS, Tak u ans OvA.
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B craree [45] nmemaercs yclemiHas —TIOMBITKA — YIIYYIICHUS
noaxona [14] mist ero WCMOJB30BaHUS B COYETAHUM C KOHKPETHBIMH
JOABMH B paMKaxX pacmpeneneHus 3amad. llpemmaraemoe yiydIieHHe,
3aKIIoYaonieecs B TOHKOH HACTPOWKe, IOBBIIIAET OOIIYI0 TOYHOCTH
CUCTEMBI «4esloBeK — Moenb MM». lyig 3Toro Mojaenb 3KcIepTa cHadaiga
o0ydaeTcs C WCIONB30BAHUEM AarpeTHPOBAHHBIX YEIOBEUYECKUX METOK,
a 3aTeM — C MCIOJIb30BaHUEM METOK, IIOJIyYEHHBIX OT KOHKPETHBIX JIIO/CH.

B [52] nemoHcTpupyeTcs, YTO CYIIECTBYIOIIME MOAXOAbI HE BCEraa
MOTYT  COBMECTHO  ONTUMH3MPOBAaTh  KJIACCUHUKATOP U  MOJEIb
JIeNIeTUpOBaHKs C HU3KOW OLIMOKON HenpaBHIbHOW Kiaccudukanmu (gaxe
B TOM CjydYae, €CIH CYIISCTBYIOT JIMHCHHBIH  Kiaccudukarop
U COOTBETCTBYIOIIAS MO/IENb JIeJIerUpOBaHUS, obecrieunBaronye
Oe3ommoOouyHy0 Kiaccuukanmio). s pemenus 3Toil mpoOiaeMbl 3amada
JIEIIETUPOBaHUS paccMarpuBaeTcs KaK 3amada CMEIIaHHOTO
[EIOYNCIIEHHOTO JIMHEHHOTO MPOTPaMMHUPOBAHUSA W TIPENjIaracTcss HOBas
KOHCHCTCHTHAsl CypporaTHas (QYHKOUS IOTepb, KOTopas oOecCIednBacT
MYYIIyI0 ~ OMIIHPUYECKYI0  MPOM3BOMUTEIBHOCTH IO  CPaBHCHHUIO
C CYIIECTBYIOUINMH CYPPOTATHBIMHE MOIX0TaMU.

4.3. MeToabl, OCHOBAHHbIe Ha TeOpMHM TMOJe3HOCTH. B psze
pabor [1, 38, 51] nansd KOHCTpYHpPOBaHUS 3aqadyd  ONTHUMH3AIUU
HCTIONB3YyeTCsl TEOpUs MOJEe3HOCTH. JIOCTOMHCTBOM TaKOro MOJX0ja
ABJIIACTCA TO, YTO CaMO Ha3HAYCHHUC CTOMMOCTHU OHII/I6KI/I, CTOUMOCTH
oOpaleHuss K SKCIEePTY MOXKET OBITh OIEHEHO HANpsMYyH W3 3HAHHUH
npeagMetHoi oOmactr. OnHAKO Ha TMPAaKTHKE MOMAENb, MOCTPOCHHAS
B TCPMUHAX TEOPUH IIOJIC3HOCTH HE BCETJa HANPSAMYIO OKa3bIBACTCS
XOpOIlIa JUIsi WCIIOJNB30BaHUs NPH OOYYEHHUH CTPATETHH JCICTUPOBAHUS,
MMO3TOMY OHA MOXET OBITh aJanTUPOBAaHA, 3aMEHEHAa CyppOTaTHON
(¢yHKIHEH, BO MHOTOM C HCIIONB30BAHHEM TEX K€ WACH, UTO H3II0KCHBI
B IIpEIBIAYILEM MOJpa3ee.

Tak, aBropsl [1] mpennaratoT cienyronyo (GOpMyITHPOBKY 3aaadn
JeNIETUPOBAHMS B TEPMUHAX TEOPUH TTOJIE3HOCTH!

argmaxE, ) p [1()u(p,m) =)+ (1= r(x))(u(y, h(x))]. (6)

3nech u(y,m) — MOJIE3HOCTh OTBETA SKCIIEPTA /1 TIPH BEPHOM OTBETE
y,u(y,h(x)) — TONE3HOCTh pe3yJibTaTa MOICTH TPH BEPHOM OTBETE
¥y, ¢ — CTOMMOCTb OOpalieHusi K JKCIepTy. MOXHO OTMETHTb, YTO 3TO
BBIP)KEHUE OUYEHb MOXOXKe Ha L ,, MOCKOIbKY 00a BBIPa)KarT OCHOBHYIO

HUICIO0 JICIICTUPOBAHMA.
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ABTODHI [1] Tarke mpenIaramT IeNIyI0 MaTUTPy METOJ0B 00ydeHUs
h u r, BB OUCKPUMHHATHBHBIE TOIXONBI, B KOTOPBIX 3TH (YHKIHH
00yJaroTcsl HEMOCPEIACTBEHHO OTOOPaXEHWIO MPU3HAKOB B pemIeHus 0e3
MOCTPOCHUS TIPOMEXYTOUHBIX BEPOSITHOCTHBIX MOJIENIEH  Pa3IMIHBIX
KOMIIOHEHTOB CHCTEMBI, W BEPOATHOCTHBIC TIIOAXOIBI, OCHOBaHHBIC Ha
CTOMMOCTH HH(OpPMAaIINH.

@®urKCUpOBaHHBINH AUCKPUMHHATHBHBIN MOJIXO0J 3aKII0YAETCSI B TOM,
YTO CHayaja 00y4yaeTcs MoJesb /1 (JII0OBIM U3BECTHBIM METO/IOM), & 3aTeM —
MOJIENIb » C HCIIOJb30BaHWEM C(HOPMUPOBAHHON (YHKIUHM OXKHIaeMOn
TI0JIE3HOCTH (IIOAX0J1 aHAJIOTHYEH MpeJIoKeHHOMY B [15]).

OObenMHEHHBI  AUCKPUMHHATHUBHBIH ~ TOAXOXI  IpeAIojaraet
COBMECTHOE OOy4eHHe /i ¥ . ABTOpPBI TakXe CTAIKHBAIOTCS C TE€M, dYTO
HETIOCPEIICTBEHHAs] ONTHUMU3AIHs 3aTPyAHUTEIbHA, TTO3TOMY IS TIOWCKA
MOIenn h W CTpaTerudl MAEJETUPOBAHHSA » HCIONB3YIOT —CIEOYIOUIYIO
CyppOraTHylo GpyHKIIHIO OTEPb:

Ly, r(x)m+(1—r(x))h(x))+cr(x). @)

B xome paboThl Jjsl MPUHATHS PELICHUH O HANpPAaBICHUU 3aJ1a4d
9KCIEPTY aBTOPBI ANMMPOKCHMHUPYIOT HICATA3UPOBAHHOE MpPEJCKa3aHKe
C UCTIOJIb30BAaHUEM MEpbl YBEepeHHOCTH Mozaenu, max(/(x)). 3amnpoc

9KCIepTy mocklmaerca toraa, koraa (1—r(x))max(h(x))<r(x). To ects,
3alpoc MOCBUIAETCS IKCIEPTY, €ClU #(X) MMeeT OOJbIIOe 3HAUEHHE THO0

€CJIM HeONPEeeTICHHOCTh IPEICKa3aHuUs BBICOKA.

B Briensemom aBTopamu [1] moaxose, OCHOBAHHOM Ha CTOMMOCTH
uHbOpPMAlIMK,  MPEANONaraeTcs  He3aBHCUMOE  OOydeHHe  Tpex
BEPOSTHOCTHBIX MOJIENCH: MOJENH PACMIpPECiCHHs METOK MPU YCIOBHH
M3BECTHBIX 3HaueHHH npu3HakoB (p, (Y |X)); Mozmenn oTBeTa SKCHepTa IpH

YCIOBHHM M3BCCTHBIX 3HAYCHWH MNPU3HAKOB (pg(y[x)) ®  Moxenn

pacmpenesnieHuss METOK IPU YCIOBHM H3BECTHBIX NPU3HAKOB M OTBETOB
aKenepToB (p,(y|m,x)). st mocTpoeHus MOACICH aBTOPBI IPEIAraroT

WCTIOb30BaTh HEHUPOHHBIE CETH C TMOCJEAYIOIIEH BepOSITHOCTHOM
kanmuOpoBkoii MertomoMm Ilmarra [60]. Bo BpeMs BBITOJHEHUS OTH
BEPOSATHOCTH HCIIONB3YIOTCS IUII  OICHKH OXKHAAeMOW  TIOJIE3HOCTH
oOpateHns K IKCIepTy.

B [51] Ha ocHOBE TEOPHUH TOIE3HOCTH MPOU3BOTUTCS (HOpMaH3AIUS
MOCJICIOBATEILHOTO MOJIX0/Ia K COTPYIHHYECCTBY, KOTAA Ka)Iblid 00paselr
oOpabaThIBacTCsS CHaYaja MOJCIBIO, a MOTOM 3KCIEPT, 3HAs Pe3yJbTar
paboThl MOJEIH, MPUHUMAET PEIICHHE O TOM, CTOUT JIM MPOCTO MPHUHSATH
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€ro WIH JETabHO HCCIEO0BaTh 00pas3en W BBIMOIHHUTH KIIACCH(HUKALNIO
CaMOCTOSTENBHO. ABTOPBI COCTABIISIIOT MATPHITy BBIMTpHITICH (Tabmuma 1),
TZIe TI0J METapemeHneM MOHUMAETCsl PelIeHne YKCIepTa O TOM, CTOUT JIN
JIOBEpSTh Mojend, obpaboTka oOpasma cBsf3aHa ¢ 3aTpaTod ycwmiwii 4> 0.
CaMo xe pemeHne — 3TO pe3yiapTar cucreMbl MI-denmoBek, 1 OH MOXET
ObITh JTMOO MPABHIBHBIM (3TOMY CIy4ard COOTBETCTBYET MAaKCHMaJbHas
MOJIC3HOCTh 1), MMOO HENpaBWILHBIM (Y4EMY COOTBETCTBYET CTOMMOCTH
omnoku > 1).

Tabnuna 1. Marpuna nonesnoctu (u3 [51])

Merapemenue\Pemenne IIpaBuiabHO HenpaBuiabHo
Ipunsars (Accept, A) 1 -
Pemats camomy (Solve, S) 1-2 —p—=2

OnTuMabHbII KHaCCI/I(l)I/IKaTOp B TaKOH IIOCTAHOBKE JOJIDKCH
MaKCUMH3NUPOBATH OXKUAACMYIO IMOJIC3HOCTh!:

b =argmax B, [U(m,d)], ®)

rae m — QYHKIKS, B COOTBETCTBHH C KOTOPOW MPHUHUMAETCS MeTapelieHne
(TIpUHSATH WK pPelaTh CAaMOCTOSITENHLHO), @ d — UTOTOBOE PEIICHUE.

Onmpasice Ha TpeOOBaHHE K ONTHMAIBHOMY Kiaccu(ukaTtopy
U IOMyIICHUE O pAlMOHANBHOCTH  4YelioBeka (U,  CJEJOBATEIbHO,
OTPENICIICHHYI0 CTPATCTUIO TNPHUHSATUS PEIICHUI), aBTOPHI 3alUCHIBAIOT
oOmiee BBIpAKEHUE JUIS  OXHJACMON TIONIE3HOCTH W NIPEAIAraroT
ONTUMU3UPOBATH €r0 HEMOCPEACTBEHHO B XOJE TPAIUCHTHOTO CITyCKa.
ABTOpBI CTONKHYJIUCh C TEM, YTO HEIOCPEJACTBEHHAs ONTUMU3AIIHS
oKa3ajaach 3aTpyIHHUTENIbHA, MOCKOJIbKY MPH CIAy4ailHOW HHUIMANTW3AIUN
MOJICNIb «HEYBEpPeHHA», a 3HAYMT, pellaTh JUIs BceX 00OpasloB JOJDKESH
4eJIOBeK, W B OITOH 00JacTH HET TPaJMEHTOB Ui OOydYeHHs MOJEIH,
MO3TOMY OHHM Ha4aiu C MOJENH, OOy4YeHHOH Jyis peleHus 3amadd Oe3
YeI0BeKa.

Cxope  MOJIENiM, OCHOBAaHHbIE HA  TCOPUM  IOJIE3HOCTH,
UCTIONB3YIOTCSI M TMPU PAaCCMOTPEHUM IIPOLIECCOB COBMECTHOI palOTHI.
Mopenb Ha OCHOBE TEOPUH IOJIE3HOCTH 3J1eCh, KaK MPABHJIO, COYETACTCS
¢ ypaBHeHusiMu bemnmana [26, 53].

B ommume oT OOJBIIMHCTBA pPabOT, KOTOPBIE PacCMATPUBAIOT
3amady oOydeHus ¢ yuuresneM (Hampumep, KiacCu(UKAIHUI), CTaThs [38]
¢dokycupyercst Ha  npobiieme  BbIOOpa  ONTHMAJLHON  CTpaTreruu
JIENIETUPOBAHKS B KOHTEKCTE OOPATHOU CBSI3M TUIA «OaHIUTY, TIPU KOTOPO
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BO3HArpakA€HUE M PE3YNIbTATHl 3aBHCAT OT BCEX MPEABIAYIINX NCHCTBHN
4yelroBeKa. OJTO TpeOyeT OIEHKM albTEPHATHBHBIX BapHAHTOB NEHCTBHN
1 BbIOOpaA TeX NEHCTBHH, KOTOPBIE MPUBEAYT K HAUOOIBIIEMY 0XKHAAEMOMY
BO3HarpaxkaeHuoo. Hampumep, oOpasen; DaHHBIX MOXKET HPEICTABIATh
MAMCHTa, B OTHOIICHWH KOTOPOTO arcHT (YeJIO0BEK, HPUHUMAOLINN
pemrenue, wid Moxens W) MoXeT HpeAnpHHATH KaKoe-THOO IeHCTBHE
(omMH W3 METOJOB JICYEHMs) W 3aTeM IOJIYYUTh COOTBETCTBYIOIIEE
BosHarpaxaeHne (3dgdexr or sewenus). s HaXOXKIEHUS CTpaTErHu
JieTIerMPOBaHMs aBTOPBI MaKCHMHU3UPYIOT CpPEHEB3BEIICHHOE
BO3Harpak/ieHHE YelioBeKa M MOJIEJH, 0JJOOHO TOMY, Kak ObUIO MOKa3aHO
B ¢popmyine (6). Ilpu sTOM paccmarpuBaercst Kak ciydail pa3aenbHOro
O6y‘leHl/I51 MoOJ€Hn ACJICTUPOBAHUA U MOACTIN MIPUHATUSL peLueHHﬁ, TaK U UX
COBMECTHOTO OOy4YCHHSI.

4.4. YeaoBHasa ontummsanus. B mpeaplaynmx moapasnenax
B TIporiecce OOydeHHs MOJENH, YIPABIAIOMIEH COBMECTHBIM pELICHHEM
3a7ad, Harpy3ka Ha O3KCIEpTa YYHTHIBAJaCh OIMOCPEAOBAHHO — B BHJE
mrTpaga B COBMECTHOM meneBod (yHKIMH 3a o00paboTKy oOpasma
9KCTIEPTOM WJIM OTJEJILHOTO ciaraeMoro B ¢yHKIHH nonesHoctd. OxHako
B HEKOTOPBIX CIIy4asx M0j00HbIe Beca Ha3HAYHUThH CIOKHO W, OoJjiee TOro,
MOXET CYNIECTBOBaTh (hr3nuecKoe OorpaHMYeHUE Ha KOJINYECTBO 00pasIoB,
KOTOpBIE MOTYT 00padaTtsiBaThcs dkctiepToM [ 19, 28, 35].

B cratpe [35] mpemnaraetcst popmalibHas TOCTAHOBKA IS PEIICHUS
3aaud PEerpeccHM TPU HAIWYMKM TAaKOTO OTpaHHYeHHus, a B [28] —
knaccupukanuu. Tak, B [28] paccmaTpuBaroTcs KiaccuukaTopsl Ha
OCHOBE OTCTyma (margin) Mexny kiaccamu (Hampumep, SVM). Ilycte V —
oOydaroliee MHOXECTBO, S — 4acTh 00y4aloIIero MHOXKECTBA, KOTOpasi Ipu
oOydyeHun OyneT meperaHa OJKCIepTaM, #n — OTrpaHUYEHHE CBEpXy Ha
Konmu4yecTBO 3nMeMeHToB B S . Torma pacmpeneneHne 00pasloB MEXAY
MOJEIBIO /iy U DKCTIEPTOM CBOJIUTCS K TOMY, YTOOBI BBHIOpaTh HEKOTOpPOE
MHOXECTBO O0ydaromux o0Opas3moB S € ), KoTopsle OyayT IepenaBaThCs
skcnepty (|S|<m), ¥ TOCTPOWTH peEHIAIONIYI0 MOBEpXHOCTH (decision
boundary), pa3mensromryro BEKTOPH TPHU3HAKOB B  ITOJAMHOXKECTBE

obyuaromero muoxectBa S°=V\S. lleneBas (QyHKIUS MOMKET OBITH
3aImMcaHa Tak:

mi;l Z g(he(x[)!yi)—‘rzc(xi’yi)ﬁ

5.0 s ieS )
s.t.|S|<n,

rae c(x;,y;) —ommubka uenoBeka Ha obpasue (human error per sample).
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WHTepecHo, 4TO M yCTAHABIMBAETCS OTHOCHUTEIBHO OOYyYarolIero
MHOXKECTBa, MPHUYEM, BO-TEPBBIX, (PAKTUUECKH SKCIIEPTHBIE METKH BCE
pPaBHO [OJDKHBI OBITh M3BECTHBI [JII BCEX O00pasloB 00ydaromero
MHOKecTBa (UTOOBI BHIOpPATh T€, KOTOPHIEC LEIECO00pPa3HO MCKIIOUNUTH TP
00ydYeHNH MOIEIH); BO-BTOPHIX, Ha TIPAKTHKE ropas3io OOJBIIYIO0 IIEHHOCTh
UTpacT OrpaHUYCHUE KOJMYECTBA 3a/1a4, HA3HAYACMBIX JKCIIEPTY BO BpeMs
BBIMIOJIHEHUS. 371eCh aBTOPBHI OMUPAIOTCS HA TO, YTO V)  SBISIETCA
NPE/CTABUTENILHON  BHIOOPKOW M3  HCXOAHOTO  paclpejielieHus, U
BEIOpaHHBIE I Ha3HAYCHHWS OKCHEePTy oOpas3mbl 3amaloT  00JjacThb
MPOCTPAHCTBA IMPHU3HAKOB, B KOTOPYIO IONANACT MPUOIH3UTEIBHO 7/ |V|

00pa3noB Kak 00yJaromero, Tak ¥ TECTOBOTO MHOXECTB.

OOmiee BBIpaXEHHE MUHMMHU3AINN KOHKPETH3UPYETCS OIS CIydas
SVM, u mokaszaHo, 4To B 3TOM ciy4ae BbIOOp S 00pa3loB MOXET OBITH
OCYIIECTBIICH KA HBIM aJITOPUTMOM.

Jnst NpUHATHS PEIIeHHs O TOM, CTOMT JM Ha3HauyaTh HOBBIM (He
BUJICHHBIH paHee) oOpasel 4eJoBeKy MM 00pabdaThiBaTh €ro MoJEeNbio (BO
BpeMsl BBIBOJA) IpeAsiaraeTcss OOy4MTh eme OoAHy Mojaens x(d |x).

Mopnens o0y4aercs Ha ocHOBe Habopa maHHBIX {(X;,d;};.,, TO€ X; —
MIpU3HAKH OOBEKTOB (TE )K€ caMble, KaKk U B OCHOBHOH 3afjade — 0OyUeHHH C
jenerupoBanueM), a d;,=+1, ecim i €S" (dakTHuecKoe MHOXKECTBO
00pa3loB, Ha3HAYEHHBIX OJKCIEPTY, B pE3yJbTaTe pELICHHUsS 3a/1a4u
YCIIOBHOU onTuMmu3anun) u d; =—1 B npotuBHOM ciydae. CuuTaeTcs, 4To
3Ta MOJENb XOPOILIO aNmpOKCUMHpPYET pacmpenencHue p(x)z(d =-1|x)

(pacpenenenne OOBEKTOB, XOpOWIO KIACCHPHUIMPYEMBIX OCHOBHOMN
MOJIEIIBIO).

B [19] misa pemenust mofo0HOH 3a1a4i ONTHMH3AIMH TIPEIaraeTcs
TPaJMCHTHBIH  alIrOpUTM,  KOTOPBIH  HMTEPAaTMBHO  ONTUMH3UDPYET
kiaccudukaTop B 0Opasuax, rzie oH IPeBOCXOJHUT YeoBEKa B oOydaromien
BBIOOpKE, a 3aTeM 00ydaeT MOJEib IeJIerHPOBaHMs, YTOOBI Ipe/ICcKa3ars,
y yeroBeka wian y mojenu MU Oyzer Gonee BbIcOKas omIMOKa Ha YpOBHE
Ka)XJoro oOpasua. ABTOpPHI MOKa3bIBAaIOT, YTO AJITOPUTM TapaHTUPOBAHHO
HAXOJUT TPOTHOZUPYIOUINE MOACIH U TIOJUTHKH ACJCTUPOBAHUSA, C YICTOM
OTpPaHMYEHUS Ha YHCIIO SJIEMEHTOB B S.

4.5. AktuBHoe oOydeHue. [lomyueHne 0oOpa3moOB, pa3MEUEHHBIX
AKCIEPTOM, KaK TPABHIIO, JOCTaTOYHO TPYJOEMKHH WM 3aTpaTHBIH Iporiece,
B OONBIIMHCTBE XK€ IOAXOIOB, PACCMOTPEHHBIX paHee, MPEInoaraioch,
YTO JUISl BCEr0 00YYaromero MHOXKECTBa IIPUCYTCTBYIOT SKCIIEPTHBIE METKH.
YacTe 93THX METOK MOXET OKa3aTrbCsi  H30BITOYHOH, MO3TOMY
MEPCIEKTUBHBIM TOJXOJ0M SBIISETCS NPUMEHEHHE PA3IMYHBIX METOOB
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U TEXHUK, MO3BOJISIOMINX CHU3HUTHh 3aBHCUMOCTh OT 3KCHEPTHOH Pa3METKH.
OmHUM W3 TakMX METOJOB SBISIETCS AaKTUBHOE OOydeHHE — MOJEINb
3ampalIuBaeT pa3METKy MMEHHO TeX O0OpasIoB, KOTOpPBIE OKa3bIBAIOTCS
Hanbonee MOJE3HBIMH C TOYKHM 3PEHHS IIOCTPOCHUS MOJEIH OIMIMOOK
skcnepra. Tak, B craree [18] mpemmokeH anropuT™M IeIETUPOBAHHUSA,
OCHOBaHHBIH Ha aKTHBHOM OOy4YCHHH. AJITOPUTM BKJIIOYAET [BA dTAMA:

—  Ha IepBOM 3alyCKaeTCsl CTaHJapTHBIH alTOPUTM aKTHBHOTO
o6yuenus (manpumep, CAL [61]) aus npoctpanctBa D, 4T0ObI HOIYYHUTh
(YHKIMIO f HECOOTBETCTBHS MpECKa3aHUi IKCIIEpTa U STaJIOHHBIX OTBETOB
¢ omuoOKoi He OoJee ¢;

—  Ha BTOPOM 3TaIle JAHHBIC PAa3MEUAIOTCs STOH (ByHKIMEH f, 1 Ha
OCHOBE OTHUX JaHHBIX oOOydJaeTcs Tapa  KIacCHU(PUKATOP-MOJIENb
JIENETUPOBAHMS.

B crathe [62] mpennaraeTcsi TpEXdTaNHBIA MOAXOA K COKPAIICHHUIO
KOJIMYECTBA OKCHEPTHBIX MPOTHO30B, HEOOXOJUMBIX Ui  OOy4YeHus
anropuTMoB JeneruposaHui. OH BKiIOYaeT B ceds CleAylOLIMe IIaru
(aTansn):

1. OOywenme wmogmenu BcrpamBanus (embedding model)
c metkamu (ground truth), KoTOpBIE HCIIONB3YIOTCS [UISI HM3BICYCHUS
HIPEACTaBICHUMI IPU3HAKOB.

2.  IlpencraBieHus MIPU3HAKOB CIy>KaT UCXOIHBIMH JaHHBIMU IS
0o0y4JeHUsI MOJENM TPOTHO3MPOBAHMS OKCIEPTHBIX 3HaHMH (expertise
predictor model), 94TOOBI amMMPOKCUMHPOBATH BO3MOXKHOCTH HKCIEpTa-
YeJI0BeKa.

3. Mogenb NPOTHO3MPOBAHMS HKCIEPTHBIX 3HAHWN TE€HEPHPYET
HCKYCCTBEHHBIE KCIIEPTHBIE ITPOTHO3BI IS SK3EMIUIIPOB, HE Pa3MEUEHHBIX
9KCIIEPTOM-YEIIOBEKOM.

3areM U1 oOy4eHHMS QJITOPUTMOB JEJIETUPOBAHUA  MOXKHO
UCIIONIb30BaTh Kak 4EJIOBEYECKHEe, TaK M HMCKYCCTBEHHBIE OSKCHEPTHBIE
nporuo3sl. Takum oOpasom, B omimume oT [18], 3mech He Tpedyercs
WUTEPATUBHOE BBISBJICHHE OOpas3loB, Ui KOTOPBHIX 3alpaliuBarOTCs
MPOTHO3BI  HKCITIEpTOB-MoAeld. Bwmecto sroro, yumThiBas HebombIIoe
KOJINYECTBO IIPOTHO30B SKCIEPTOB-TIOJECH, ANTOPUTM YYHTCS BBIBOIHUTH
WCKYCCTBEHHBIE NPOTHO3B! JJISI HEPAa3MEUCHHBIX 00pasloB B 00ydYaroeM
HaOope TaHHBIX.

Jpyras pabora [30], paccmarpuBaromas BO3MOKHOCTb AKTHBHOTO
0o0y4eHusl, TOCBSIIEHA OHJIAWH-IPOTHO3UPOBAHMIO KOHCEHCYCa TIPYIIIBI
skcnepToB.  Ilpenmosaraercsa, 4YTO  KOHCEHCYC  OKCIEPTOB-IIOACH
onpeesieT HUCKIIYUTEIbHO METKy o00pasia, KOTOpyr Heo0XOoIuMo
npeackasaTtb. [lOCKONBKY 3ampoc IOJHOTO KOHCEHCYCa MOXKET OBITh
3aTpaTHBIM, AaBTOPBI JIMHAMHYCCKH OLICHMBAIOT KOHCEHCYC Ha OCHOBE
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YaCTUYHOW OOpaTHOW CBSI3M, AHANU3UPYS YBEPEHHOCTh SKCIEPTOB U
Mozenu M. ABTOPHI HITyT KOMIIPOMUCC MEXIY CTOMMOCTBIO OOpaIIeHus
K DKCIIepTaM M TOYHOCTHIO Kiaccuukanuu. TakuM oOpa3om, 1esTb paboTh
COCTOHUT B TOM, YTOOBI MAaKCHMAJIBFHO IOBBICHTH TOYHOCTH IPEICKA3aHUS
KOHCEHCYca IPH OTrpPaHMYCHHOM «O0/KeTe)» Ha aHHOTAIIH YKCIIEPTOB.

4.6. Caiusinme JaHHbIX. B pamMkax moaxoma mapajuielbHON
00pabOTKKU MOXHO BBIJICJIUTH TPYIIY METOJOB T.H. CIUSHUS JaHHBIX. Kak
0TMEYaJIOCh paHee, OCHOBHAS 11eJ1b CIIUSHHS JaHHBIX COCTOUT B TOM, YTOOBI
MOBBICUTh TOYHOCTb MPHUHSITHUS PEIICHUH CUCTEMOW «UYEIOBEK — MOJEINb
WN». Hanbosnee pacpocTpaHeHHbIE METOABI 3TOM IPYIIBI COCPETOTOUEHBI
HA KOMOWHHMpOBaHUHM mpejackazanuii wmozenu WM ¢ meTkamu,
npe/icKa3aHHbIMU JIobMH. [Ipu 9TOM B mpoliecce KiacCU(pHKalu MOXKET
Y4acTBOBaTh KaK OJUH JKcIepT-dyenoBek [23, 44, 47], Tak U MHOECTBO
skcnepTos [31, 41, 50].

Jis xoMOWMHHMpOBaHUS TIpEeNCKa3aHWI dYalle BCEro HCIONb3YeTCs
OaifecoBCKas CTATHCTHKA, MPEIIOJIATafomas, 4TO BEPOATHOCTh, KOTOpas
OTpaXKaeT CTEIECHb JOBEPHS COOBITHUIO, MOXKET M3MEHATHCS B 3aBUCHMOCTHU
OT HEKOTOpPOH JomoiMHWTeNbHOW wuH(popMarum. Tak, B craThe [44]
paccMmarpuBaeTcsl 3a/jaua MHOTOKJIACCOBON KiacCH(UKAIUU M300paKeHUid,
Ileé pemeHus MO0 KaTeropHalbHOM  KiacCH(UKAIMM  HE3aBUCHMO
NPUHUMAIOT OJUH JKCIEPT-4eNoBeK (TPEACKa3bIBAIOT TOJIBKO METKY) U
OJTHa MOJIeJIb KiacCcH(UKaIMu, MPOTHO3UPYIOLIAs pacipeesieHne 10 BceM
BO3MOXHBIM MeTKaMm (kmaccam). g  oObeAMHEHUs TpeacKa3aHHi
UCTIONB3YETCST  BEPOSATHOCTHBIA — TOAXON, NPH KOTOPOM  YCJIOBHOE
pacmpesiielieHue IO IPEICKA3bIBACMBIM METKaM MOXKET OBITh YYTEHO
¢ momonipto npasmia baiieca cnemyromum oopa3om:

p(y | h(x),m(x)) o p(h(x)|y,m(x))p(y |m(x)), (10)
rre xeX - oOpaszenr Habopa HaHHBIX; y€) — WCTUHHAas METKa;
h(x)e)Y — Merka, TIpelcKa3aHHas deJoBekoM; m(x)eR® —

HOPMHPOBAHHBIN BEKTOpP BEPOSITHOCTH, BbIBOAMMBIN monensto MU (K —
YHUCJIO KJIACCOB).

BaxHo 3aMeTHTh, YTO Jajiee aBTOPHI JENAIOT JOMylleHHe o0
yCIIOBHOH He3aBUcHMOCTH A(x) W m(x) TpH y , B COOTBETCTBHH
C KOTOPHIM TPWBEACHHOE BHINIE BBIPAKEHHE MOXKET OBITH IpeoOpa3oBaHO
K CIeyIoUIeMy BULY:

p(y [ h(x),m(x)) < p(h(x)|y)p(y | m(x)). (11)
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Crnaraemoe p(h(x)|y)  MOXHO MHTEPIPETHPOBATH Kak
KaanOpoBaHHBIE  BEpPOATHOCTH Ha  ypoBHe  kiacca.  p(h(x)|y)

napaMeTpu3yeTcs MaTpuieid OomHMOOK JKcrepTra /i, KoTopas oOo3HavaeTcs
KaK ¢ W COICPKHT dIEMEHTHI ¢, = p(h(x)=i|y = j). Bropoe cmaraemoe

p(¥|m(x)) MOXHO MHTEPIPETHPOBATh KaK KAJIMOPOBAHHBIC BEPOSITHOCTH

Ha ypoBHe oOpasna. OJHaKO BEpOSTHOCTHBIN pe3ynbTaT KiaccUdHKaTopa
m(x) MoxerT ommmudatecs OT p(y|m(x)). B cBs3u ¢ 3TuM, aBTOPHI

npeaiaraloT mpouenypy post-hoc kaauOpoBKH, KOTOpasi COIMOCTABISIET
m(x) C XOpOIIO OTKAIMOPOBAHHBIMU BEPOSTHOCTAMH C IOMOIIBIO T.H.

KaJIMOpPOBOYHOM KapThl ¢ mapamerpamu 6. BeiBoja knmaccudukaropa mocie
NPUMEHEHUS TAKOH KaIMOPOBOYHOM KapThl 0603HauaeTcst Kak m? (x).

Hakonen, nporHo3upyemasi BEpOSTHOCTh KJacca j, yIUTHIBAs, 9TO
YeNOBEK IMPEICKa3bIBAET KIIACC i, M MOJENb CO3/IaeT BEKTOpP BEPOSTHOCTH
KJaccoB m(x), OyAeT ONpenensThCs CIeTYIONIIM BEIPaKEHUEM:

0
p(y=jlh(x)=im(x))= Zi/‘mj (x)

= 12
Zk:1 (05ka? (x) 12

XoTst Hamboyiee MPOCTON OICHKOW 3JIEMEHTOB MATPHIIBI OIIMOOK
SIBIIICTCS OI[CHKA MaKCHMAJILHOTO MPABJIONOI00US, IPU MAJIOM KOJHMYCCTBE
YEIIOBEYCCKUX MCTOK JaHHAs OICHKA OyJIeT MMETh OOJBIIYIO TUCIICPCHIO.
BmecTo 3TOr0 aBTOpHI MpeaiararoT 0aleCOBCKHN MOIXOA K BKIIOYCHHUIO
anpuopHOM wH(OpMAIMK, OJHAKO B paMKaX JaHHOTO 0030pa OH He
MIPeCTaBIET OONBIIOTO HHTEpECa.

B [23] mnpemmaraercs momxox ©OalecOBCKOTO MOICIHPOBAHHUA,
C TIOMOIIBI0 KOTOPOTO (hopMuUpyeTcss KOMOMHUPOBAHHBIA MPOTHO3, a TaKKe
OIIEHKH CKPBITOH KOPPEIANN MEeXAY KIacCH(PUKaTOpaMu. DTa KOPPEISIUS
OTpakaeT  3aBHCHMOCTH  MEXIy  IOKa3aTelsIMH  JOCTOBEPHOCTH
knaccupukanun roneit m mozxeneit M. PaccmarpuBaercs crieHapwid,
B KOTOPOM, KpOM€ TMpeACKa3aHHOW METKH, YEJOBEK IPEeJOCTABISIET CBOIO
CTCTICHb YBEPCHHOCTH («HH3Kas», «CPEAHAA», «BBICOKas»). Takum
obOpa3oM, B omiamuue oT [44], mnpemiaraeMas OaifecCOBCKas MOJEINb
OLIEHMBAET KOPPEJSIUI0 MEXK/ly YBEPEHHOCThIO uenoBeka u Mmogenu U u,
KpOME TOro, He ONUpaeTcs Ha MPEANoNoXKeHHue o0 YCIOBHOM
HE3aBHUCHMOCTH.

B [50] ormeuaetcs, 4TO, XOTS KOMOWHHpPOBaHHas MOAETh B [44]
ofOecrieymBaeT Topa3lo0 OONBIIYI0 TOYHOCTh, YEeM TIPH HE3aBHCUMOU
KIaccu(UKaluy  4elloBekoM U Moxaenpto MU, oHa orpaHmdmBaeTrcs
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o0BeIMHEHNEM TIpeCKa3aHUs JHIIb OJHOTO YeJOBEKa C pPe3ylbTaTaMu
MOJIENIH, YTO MOXET CYIIECTBEHHO CHH3UTh TOYHOCTh KOMOMHHPOBAHHOTO
MOJIX0/1a, TOCKOJBKY pPe3yibTaT KIACCH(PHUKAINN 3aBUCHT OT TOYHOCTH
KOHKpETHOTO 4eyioBeka. B nmanHoM ke cratbe ([50]) mpemmaraeTcs moaxon
K 00BEIMHEHNIO PEIICHHH MHOXECTBA JIF0JeH ¢ pesymnbraTtoM moaenu MU.
Kpowme toro, mpemaraercst 3¢ (HeKTUBHBIN aNTOPUTM ITOMCKA ONTUMAITBHON
MNOATPYNIIBl  JIIOJeH, 4YbM OOBEAMHEHHBIE METKH IO3BOJIAT IIOJNYYHUTh
HaunOoJiee TOYHBIH Pe3yabTaT KIacCU(PHUKAIIH.

B paborax [31, 41, 47] Ttakke paccMaTpuBacTCsi 3ajmava
KOMOMHHUPOBaHUs TpPEACKa3aHUH MHOXKECTBa JIIOJeH ¢ pe3yibTaTaMu
MOJCIIN I/II/I, OJHAKO B HUX TAKXKE YIACIACTCA HEMAJIO BHUMAHUA aCIICKTY
nenerupoBanusi.  Ilostomy — Oosiee  MOAPOOHO  JaHHBIE  METOJBI
paccMaTpuBaroTCA B MyHKTE 4.8.

4.7. PyyHoe KOH(UMIrypHpoBaHHe IPaHML NPHHATUS PpelIeHMid.
Pyunoe xoH(puUTrypHpoBaHHE TpaHHI[ MPUHITHSA PEIICHUH MOJpa3yMeBacT
monx co0oi TO, YTO YENOBEK NPUHUMAET HEMOCPEICTBCHHOE YYACTHE
B OTIpeleNicHHH  00JacTH TPH3HAKOB, M KoTopod wmomens WU
B JaJibHEHIIIEM MOXKET OCYILIECTBIISATh MpeCKa3aHusL. Ecmu
paccMaTtpuBaeMblii oOpasel] He NOomMajaeT B TIPaHHUIBl JaHHOH obiacTu
MPU3HAKOB, TO MoJieis W nenerupyet 3ajjauy 4enoBeKy.

B pamkax pgaHHOro o030pa Oblla OOHApyKeHa BCETO OJlHA
pabora [37], B  KOTOpOH paccMaTpuBaeTcsi  MOJOOHBIM  TOIXOA
MMPUMEHUTEIIBHO K 3aJa4€ MOoACpallu KOHTCHTA. ABTOpBI Ha3bIBAKOT 3TOT
MOTXO/T KYCIIOBHBIM JICIIETHPOBAHUCM).

OO0nacTy, ONpPENeNSIONINe TPAaHUIBl TPUHATHS PEIICHUA MOJCIH,
3aal0TCI C TOMOINBI0 HaOopa MpPaBWI Ha OCHOBE KIFOUEBBIX CIIOB,
CO3JIaHHOTO B pE3yJbTaTe COBMECTHOH paboThl uesoBeka W moaenn MU
nepesl pa3BepThiBaHMEM. Hampumep, 1mocie IpoBEpKH MPOTHO30B MOJEIHN
[0 KOMMEHTapHsM CO CJIOBOM «OTCTAJbIi» YEJIOBEK MOXKET PEIINTb, YTO
MOJIEJIb XOPOIIIO CIPABIIETCS C UX BBISIBICHUEM, M YCTAHOBHUTD «OTCTAJIBIID)
B KadecTBE IpaBWiIa YCIOBHOTO JnenerupoBaHus. Ilocie pa3BepTeiBaHUSA
KOMMEHTapHH, OTHOCSIIHECS K 3TUM 00JacTsM, T.e. COAepXKallie Jro0be
KITIOUEBEIC CJIOBA, yKa3aHHBIC ITOJIb30BATENIEM, MOTYT OBITH MCIIOIB30BaHBI
JUTA TIPUHATHS OKOHYATEIBHBIX Mep, TAKUX KaK CKPBITHE WIIM OTIIPaBKa Ha
JabHEHUIYIO IIPOBEPKY.

4.8. I'nopuanbie moaxoasl. [1ox rHOPUIHBIMU TTOAX0AAMH CIIETYET
MOHMMATh IMOJIXO0Jbl, KOTOpBIE, TaK WJIM MHA4e, COUYETaloT B cebe aABa Win
Ooslee paHee pacCMOTPEHHBIX METOJOB OOECIedeHHs1 COBMECTHOW pabOTHI
yenoBeka 1 V1. CoOTBETCTBEHHO, KaXKAbIH N3 OAOOHBIX MOIXOJ0B MOXKET
B ce0Oe BOILIOIIATh Cpa3y HECKOJBKO CIIEHApUEB B3aUMOJICHCTBHS YeJIOBEKa
u 1UN.
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B pamkax manHOrO 0030pa OBLIO OOHAPYKEHO HECKOIBKO padoT,
mpUdeM B KaXTOM M3 HUX BHUMAaHHE yIeiseTcs] THOPHIU3AIH METOIOB
CIMAHUS ITaHHBIX W JENIETHPOBAHUS, T.e. BCE OHM pEaln3yloT cpas3y [IBa
CIIeHapHs: MapayiyiesibHas 00paboTKa U IeJIerTHpOBaHHUE.

ABTOpHI B [47] BBIACTSIOT psA OTpaHMYCHUN paHee PacCMOTPEHHOTO
moxo/1a KOMOMHHUPOBaHUS Tpenckaszanmii [44]. B wactHOCTH, B KadecTBe
HEIOCTAaTKa OTMEYAETCs TO, YTO JUIS KaKIOro oOpasiia TpeOYIOTCS METKH,
MOJTYYCHHBIC OT YEJIOBEKa, YTO MOXKET MPEJCTABIATh TPYIHOCTH, €CIIU 3TH
METKHU HCAOCTYIHBI B JOCTATOYHOM KOJIMYCCTBEC. KpOMe TOTO, ITPU HAJIUINU
3HAYHMTEILHOTO Pa3phiBa MEKAY TOYHOCTHIO YenoBeka u mojenu VU, omHo
MOXET IpeodiagaTh HajJ JIpYyrdM, HarmpuMmep, KOMOWHHPOBAaHHAS MOJIENb
MOXET HayaThb II0JJaratTbCad Ha MCHEEC TOYHBIX J]lO,Z[eﬁ. Hap;my C JTHUM,
aBTOPBI OTMEYAIOT, YTO THUIOBBIC ITOAXOIBI K JCJICTHPOBAHHIO IIOJHOCTHIO
WTHOPUPYIOT pe3ynbTathl mozenn WM B ToM ciydae, Korma 3agada
anpecyetcs denoBeky. [Tostomy B [47] mpemmaraercst ciocod 00beTMHEHUS
IIBYX TIOAXOJOB: oOydeHme C nererupoBanueM [14] m xoMOWHHpOBaHHE
npenckazanmii  [44]. OOmas wmes 3aKIOYaeTcss B TOM, 9TO
OTKamMOpOBaHHBIE BBIXOAHBIC JaHHBIE Moxenmn WU oObenuHsIOTCS
C METKaMH, TOJYYCHHBIMH OT JIFOJICH, TOJILKO B TOM Cilydae, €CiIH ObLIO
MIPUHATO PELICHUE IEJICTHPOBATh 337a4y YeI0BEKY.

B [31] nmpeanmaraercs — pacmMpeHHe — MOAX0oAa  OO0y4YeHHs
C JICJICTUPOBAHUEM, OCHOBAHHOTO Ha HCIOJIB30BAaHHH  CYPPOTaTHBIX
GbyHKIMHA TOTEepb, A Clydass MHOXKECTBA OSKCHEpPTOB. Tak, MpUHSITHE
pemreHust 0 KiacCU(UKAIUH MOXET OBITh JEJCTHPOBAHO OJHOMY WIIH
HECKOJBKUM  3KcmepraM (mpu  3ToM cama Monens MWW Taxoke
paccMaTtpuBaeTcs B KadecTBe JKcmepTa). OKOHYATEIBHBIM Pe3yIbTaTOM
3IeCh SBISICTCS COBOKYITHOE pEHICHHE BBHIOPAHHOTO ITOJMHOXECTBA
9KkcmepToB. JIms  TONYYEHHsS  COBOKYIHOTO  pCIICHUS B CTaTbe
paccMaTpHUBAaIOTCS HECKOJBKO METOIOB (DOPMUPOBAHHS BECOB IKCIICPTOB.

B [41] paccmaTpuBaeTcst MOAXO MHTETPAMN O0YICHHS C yIaCTHEM
HECKOJIBKUX IKCTIEpTOB [63] 1 00yUEHHUS C HCIIOIb30BAHUEM 3alTyMJICHHBIX
MeToK [64, 65], TO ecTh mpemnoyiaraeTcs, 4YTo0 HUCTHHHBIE METKH MOTYT
OTCYTCTBOBaTh (YacTO XapakTepHO IS peajJbHBIX HAOOPOB JaHHBIX).
[IpennaraeMplil oAX0A ONTUMU3UPYET CUCTEMY «UelOBEK — Monenb Uy,
CTPEMSCh TOBBICUTh TOYHOCTH KJIACCH(PHUKAINN MPU MUHUMH3AIUN 3aTPaT
Ha oOpallleHHe K JKCIEPTy-4elIOBEKY, KOTOphIe BapbupyroTrcs ot 0 go M,
rae M — MakCUMaJTbHOE KOJIMYECTBO IKCIIEPTOB-TFOICH.

5.0meHka KadecTBA M BaJuAanusi MeTOAOB COBMECTHOM
pa6orbl. Ilporenypa OIGHKM KavyecTBA METOJOB W  AITOPUTMOB,
UCTIOJIB3YEMBIX TIPU PACTIPEICIICHUU 3aau MEexay denoBekoM u MU Taxke
HMEeT pajJ OCOOCHHOCTEH: BO-IIEPBBIX, KAYECTBO MOXKHO OICHHBAThH IO
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IBYyM 3a9acTyi0 B3aMMOWCKIIOYAIONIAM HAIPABICHUSIM — TOYHOCTh
WTOTOBOM MOJIEIM 1 Harpy3ka Ha 4eJOBeKa, BO-BTOPHIX, TOMUMO HCXOIHBIX
MAHHBIX W STAJIOHHOTO pe3yJibTaTa IS OLCHKH HYXHBI eIle TaHHBIC
O peIIeHNH 3a/1a4 DJKCIEePTOM, YTO HE BCETAa BO3MOXKHO, II03TOMY
B UCCIICIOBAaHMUAX  3aYacTyl0  NPUMEHSIOTCS  Pa3lMYHBIE  CHOCOOBI
MOJICIIUPOBAHMSI OTBETOB AKCIEPTa HA OCHOBE J3TANOHHBIX PE3YyJIbTATOB,
KOTOPBIC TAKXKE 0XapaKTEPH30BaHBI B JAHHOM pa3Jielie.

5.1. MeTpuku u npoueayphl OIleHKH Ka4yecTBa

5.1.1. OnuH noka3arteJb. Kak yxe yka3plBajoch, IPH COBMECTHOM
BBIMIOJIHEHUM 3a/1a4, KaK MPABUJIO, BaXXHA HE TOJBKO OOINAs TOYHOCTH,
HO KOJIMYCCTBO 3aJa4, BbIIOJHACMBIX YCJIIOBCKOM. OIlHaKO B piaaec
IIOCTaAaHOBOK METPUKHU Ka4yecTBa YUYUTBIBAOT TOJIBKO TOYHOCTHBIC
XapaKTepUCTHKH WTOTOBOW MoOJenu (CBA3aHHBIE C JOJed OMHOOK).
B HambombIe#i cTeneHn 3TO XapaKTEePHO IS ABYX CHUTYAIIHIA:

—  IeNbIo ABISAETCS MOJMyYCHHE HanOojee HaIeKHON MOAeTH IUIs
OTBETCTBCHHBIX CIICHAPWEB IPUMCHCHUS;

—  YeNOBEK BCE pABHO OKa3bIBACTCS BOBICUCH B NPUHATHE
pemieHust Mo BceM 3amauaM (B IOCIEAOBATENIFHOM WM MapajieIbHOM
creHapusx) (Hanpumep, [16, 17]).

B paborax [16, 17, 22, 27, 32, 33] B KauecTBe TJIaBHOW METPHUKHU
OIIEHKH MOJIENTH NMPUMEHSETCS TOJIBKO TOYHOCTh (B CTAaHJApTHOM CMBICIE),
ompenenseMas Kak OTHOIICHHE KOJMYECTBa OOpasIOB, MPH KOTOPHIX
npe/icKa3aHue HWTOTOBOW MOJEIH COBIAO C JTAJIOHHBIM PE3YJIbTaToOM,
K 001IeMy KOJIHYEeCTBY 00pa3IoB, MCIIOJIB30BAaHHEIX TIPH OIICHKE.

5.1.2. Heckosibko  moka3zatedeil. B  OompmmHCTBE — craTei
(ocobeHHO, B TeX cCIydyasX, KOTJa paccMaTpHUBacTCs CICHApUi
JICIIETHPOBAaHUs) OIICGHKA NPOM3BOMUTCA C IIOMOIIBIO JIBYX METpHK,
OMHKCHIBAIONINX JOJIO0 3a/la4, PEIICHHBIX YEIOBEKOM, U OOIIYI0 TOYHOCTH
cucteMsbl. JlaHHas cucTeMa METPHK BO MHOTOM YHAacjeIOBaHa U3 00JacTh
o0y4eHHS ¢ OTKa3oM. TpymoeMKOCTh JJsi  4YeloBeKa, OOBIUHO,
XapakTepu3yeTcss dYepe3 METPUKY, Ha3bIBaeMyl0 «IIOKPBITHE» (aHIIIL
coverage), OlpenesieMyl0 Kak JoJisi 00pa3oB, KOTOPbIe ObUTH 00paObOTaHBI
aBTOMATHYECKH MOJENbl0 (HE TepemaHbl Ha 00pabOTKy OJKCIEPTY).
IToxpeITHE, COOTBETCTBEHHO, MOXET U3MEHATHCS OT 0 (Korma Bce oOpasiisl
ObTn 0OpaboTaHbl dkcriepToM) 1Mo 1 (korma Bce oOpasiel 00paboTaHbI
MOJIEJIBIO).

[MoBeneHre MOIETH COBMECTHOH pabOThI MpPH  OMpPEJCIICHHBIX
HACTPOUKAaX MOJICNU JICICTHPOBAHUS Ha OIPEICICHHOM TECTOBOM Habope
JMAHHBIX, TakuM O0Opa3oM, MOXET OBITh OXapaKTCPU30BAHO TMAPOW
XapaKTePUCTHK: TMOKPHITHE M TOYHOCTH (MM KOJNMUYECTBO OommoOoK). [Ipu
BapbUPOBAaHUM HACTPOCK MOJEIN MOTYT OBITh IOCTPOEHBI KpPHBHIE,
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XapakTepu3ymomue OamaHc MeXTy IMOKPBITHEM W TOYHOCTBIO, IITHPOKO
HCTIONIb3YEMbIE MTPH aHATN3e PA3INIHBIX MeTo0B [20, 28, 29, 36].

B cratbe [24] npennoxxena opuruHanbHas merpuka DEV (deferred
error volume), coueraromias TOYHOCTb M OKPBITHE, KOTOPasi OTPENeIsIeTCs
KaK IUTOIIaab 10/ KPUBOH, 00pa30BaHHOI OIIEHKAMH KadecTBa U Pa3HBIX
KOMOWHAIMH BEPOSTHOCTH JCICTUPOBAHNSA U IIOPOTA HA JAETCTHPOBAHIE.

5.1.3. CBepTrka (Ha OCHOBe TeopHH MOJe3HOCTH). B monaxomax,
OCHOBaHHBIX Ha TEOPUHM IMOJE3HOCTH, BCE 3HAYMMBIE XapaKTEPUCTHUKU
(omwmbOka Monesu, Ha3HAa4YeHWE OKCIEPTY M Mp.) BBIPAKEHbI B paMKax
€MHON (YHKIHMU IOJE3HOCTH, MOITOMY B KayecTBE OCHOBHON METPUKH
HCTOJIB3YETCSI TAKKE 3HAYCHHE (DYHKIMH TOJIE3HOCTH. DTO MOXKET OBITh
oxumaemass  mojiesHocth  [51,53], BbluucnsemMas € IOMOIIBIO
BEPOSATHOCTHBIX BBIXOJOB MOJECIH, a MOXET OBITh OSMITUpUIEcKas
noJie3HOCTh [51], BbUMCIHsiEMas YK€ C y4E€TOM HIPHUMEHEHHBIX IOPOIOB
(menerupoBaHus M KIaCCH(PUKALINN).

Croza ke OTHOCSTCS W OHJIAIfH-MOJICNH, HallpUMep, OCHOBaHHBIC Ha
o0yueHNH ¢ moakperuieHuneM. [t momoOHBIX (hopManu3anuii eCTeCTBEHHO
CBOIUTH 3a/lady K IOWCKY JKCTpEMyMa CBEPTKH (YHKIHUU TOJIEC3HOCTH,
U OIICHKA MPOU3BOIUTCS JHOO C MOMOINBIO 3HA4YEHHUs 3Tol (yHkmm [21,
26] (BO3Harpa<JieHWs, IMOJYYCHHOTO areHTOM, KOTOPBIM OCYIIECTBISIET
pacmpeneneHue 3amad), Jub0 uepe3 coxkaneHue (regret) [43],
XapakTepHu3yollee MOBEeICHIE MOJICNHU 110 CPAaBHEHHUIO C HCaTBHOM.

5.2. HaGopbl aaHHbIX. Banmpanus paccMaTpuBaeMoro Kiacca
MoJieNieit COBMECTHOH paboThl dKkcepTa u Monenu MU Tpedyer Hanmams He
TOJIBKO JTAJIOHHBIX METOK, HO M KCIEPTHBIX (KOTOPHIC MOTYT OTIHYATHCS
OT STAJIOHHBIX, OTpaXkas HEMOJHOTY 3HAHHW OJKCIEepTa), MOTOMY 9YTO
B HCKOTOPBIX  ciydasx (B 3aBUCHMOCTH OT pe3yibTara MOJCIH
JIJICTHPOBaHUs, HAIIPUMEP) TMPH BBIMOJHCHUU PE3YJIBTUPYIOMICH MOJIEH
MOXET NPOHCXOIUTh OOpalleHHe K SKCHEepTy. 3apaHee HEM3BECTHO, NpHU
00paboTke KakuX MMEHHO 00pasloB Takoe oOpalleHue IenecoodpasHo,
MOSTOMY AKCHEPTHBIE METKH MIOJDKHBI OBITH OIpeneNeHbl IS  BCeX.
CyIiecTByeT OTHOCHTEILHO HEMHOTO TYOJMYHBIX HAOOpOB JaHHBIX,
COJIepIKAINX TaKHe METKH, TO3TOMY B YaCTH HCCJICAOBAHIHA HCTIOIB3YIOTCS
CHHTETHYECKHE OJKCIEPTHBIE METKH, NOJIYy4YeHHBIE B  pe3yibTare
NPUMEHECHNST KaKOW-TMOO MOJAEIH OMMOOK K STAJOHHBIM METKaM.
Brpoyem, MopenupoBaHUE MOBEACHHS JKCIIEPTa OKA3BIBACTCS IMOJIC3HBIM
HE TOJILKO TPH MOJIHOM OTCYTCTBUH SKCIICPTHBIX OIICHOK, KaK MPaBHIIO, IPU
UCCIIeJOBAaHUU METO/Ia OKa3bIBACTCS BAYKHO KaK UIMEHHO OH BeJleT ceds npu
Pa3MYHON HAJEeKHOCTU JKCIIEPTa, M MOJIEIMPOBAHHUE HCIIONB3YETCS JUIs
MMUTAIUN OTBETOB C pa3Hoi HajexxHocThIO [20, 27, 28, 32, 33].
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5.2.1. HaGopbl JaHHBIX, coJep:KallHe IKCIEPTHbIE OLEHKH.
Habops1, conepkamiue SKCIIEPTHBIE OILEHKH, MOXHO, B CBOIO OYepep,
0XapaKTEePHU30BaTh C IMOMOIIBIO TPEX BAXHEUIIMX MPU3HAKOB: KOJTUIECTBO
3a[eICTBOBAHHBIX JKCIEPTOB, MOJHOTA pa3MeTKH Habopa KaxkIbIM
9KCIEPTOM, B KOJIMIECTBO SKCIEPTHHIX MHEHHI Ha 00paset.

Hambonee pactipocTpaHeHHOH KaTeropuei Takux HaOOPOB ABIAIOTCS
Takue, IJe HKCIEePTOB 3a/efiCTBOBAaHO MHOTO, MPUYEM KaXKJblii pa3MeuaeT
He Bce 00pa3lbl, HO Ha KaXIblii oOpasel] NPUXOIUTCS HECKOJIBKO
9KCHEpPTHBIX OLEHOK — 3a4acTyl0 TOAO0OHbIE HAOOpBl  SBIAIOTCA
pe3yIbTaTOM HCIHOIb30BAaHUS KPAyJICOPCHUHIA, TJI€ Y4aCTHHKAM ILIOIIAKH,
KaK NpaBHJIO, 32 ONpEAETICHHOE BO3HArpakKAeHue, MpearaeTcsi IpoBecTU
kinaccu(uKaiuo 00pas3loB Kakoro-imbo MyOIMyHOro Habopa JaHHBIX.
[MomoOHBIM 00pa3oM Ha OCHOBE HM3BECTHBHIX HA0OPOB MaHHEIX B 00JacTH
komnbroTepHoro 3peHus CIFAR u ImageNet OpuM TONMy4eHBI BapHaIlui,
coxpepxkamue sxcneptHeie MeTku: CIFAR-10H [66] u ImageNet-16H [23].
HaGop mammprx Galaxy Zoo [67, 68] momydyeH B paMKax IIpOEKTa
TPpaXIAHCKOH HAyKW MO KIACCU(PUKAIMKA W300paKeHUH TalakTHK Ha
OJTHOMMEHHOH TIIOMIA IKE.

ITockonbky B TakuxX HaboOpax MaHHBIX KaKIBIH HKCHEPT pa3MedaeT
HEe BCE OOBEKTHI, BO3MOXXHOCTH MOEIMPOBAHUS TOYHOCTH OT/AEIBHOTO
9KCIepTa OKa3bIBAIOTCSI OYEHb OrPaHHUYEHBI, TakWe HaOOpbl Ooiblie
MOIXOAAT i1 HEKOTOPOTO «yCPEIHEHHOTO»  MOJEIHPOBAHUI
YeOoBEYEeCKOro B3IJsa Ha 3amady. To, dWro Ansd Kaxzaoro obOpasna
MPUCYTCTBYET HECKOJBKO METOK, MO3BOJSIET MOCTPOUTH pacIpelelicHue,
CBSI3aHHOE C O0pa3sloM ¥ WCIIOJNB30BaTh 3TO PACIpeelicHHEe B KadecTBE
OCHOBBI JIJIs1 MOJIENH dKcnepTa [42, 48].

Habop nannsix CIFAR-10H npumensiercs B paborax [21, 42, 44,
48], ImageNet-16H B padorax [23, 44], a GalaxyZoo — B [19, 20, 27].

IToxoxxas cxema Takxe y Habopa, MCIOJIB3yeMOro B crartbe [22] —
9TO HA0Op JMaHHBIX peHTreHOBCKMX CcHUMKOB ChestX-ray8 [69, 70].
AHHOTaIMA KaKJIOTO CHUMKA COAEPIKHUT OIEHKU TPEeX CIIEIUANUCTOB (U3 22
3a[IeICTBOBAHHBIX B pa3METKE) U COTIIACOBAHHYIO OICHKY.

5.2.2. [ToJIHOCTBIO CHHTeTHYeCKHe Ha0Opbl JdaHHBIX. B psme
MyONUKauil MCIOMB3YIOTCS TOJHOCTRIO CHHTETHYECKHE HAaOOpBI JaHHBIX
[18, 21, 28, 35, 42, 43, 48, 51]. Kak npaBwuito, Bamuaamnus Ha Takux Habopax
JIAaHHBIX JIOMIOJIHSAET BaJMJAalMI0 Ha pealbHBIX Habopax (Hanmpumep,
[28,35,43]), omHako B OTHENbHBIX CJIy4yasX HCIHOJB3YIOTCS TOJBKO
CHUHTETHYECKUE HaOOPBI.

CrneupalibHBIM  00pa3oM CKOHCTPYMPOBAHHBIH HaOOp TMO3BOJISIET
CMOJICIUPOBATh HEKOTOPYI0 MHTYUTHBHYIO CHTYallMIO, TIOCIIY>KUBIIYIO
TOMYKOM K CO3/aHUI0 METOAA (Kacarollylocs paclpeseleHUs] IMPU3HAKOB,
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pacrpenesieHMI0  TOYHOCTH  OIGHOK  JKCIepTa), W  MOATBEPIHTH
3¢ pexTHBHOCTL METO/a, TI0 KpaitHel Mepe, IS dTOW CUTYaIUH.

B [25] npennaraercst Habop maHHbIX Financial Fraud Alert Review
(FiIFAR) — cuaTeTHdeckuii HaOOp Ui OOHApY)XEHHS MOIIECHHHYIECTBA
¢ 0AaHKOBCKUMH CUCTaMHU, colep Kaluil npeacKa3zaHus 50
(cMomenMpoBaHHBIX) «IKCIIEPTOBY, o0 TamaroImux Pa3THIHBIMHI
XapaKTePUCTHKAMHU.

5.2.3. MoneaupoBanne OTBeTOB JKcmepra. MogenupoBaHue
OTBETOB 3KCIIEPpTa UCIIOJIB3YECTCA C ABYMs OCHOBHBIMU LCISIMU: BO-TICPBbLIX,
OIICHKAa TOTO WJIM MHOTO METOJ[a Ha Ha0Opax JaHHBIX, HE UMCIOIIUX OIICHOK
OKCIICPTOB (I/IMeIOL[Il/IX TOJIBKO JTaJIOHHBIC MeTKl/I); BO-BTOPLIX, JJIid
HCCICAOBAHNMS BJIUAHUA TOYHOCTU IKCIICPTA HA PE3YJIbTAaT pa6OTI)I CHUCTCEMBbI
B [eioM. Hanwmume Mopenw MO3BOJMSET YHPABIATH YPOBHEM TOYHOCTH H,
COOTBETCTBEHHO, TPOU3BOIUTH KOHTPOIUPYEMBIH SKCIICPUMEHT.

dopMupOBaHNE SKCIEPTHHIX METOK BapbUPYEeMOI HaIeKHOCTH IS
peansHBIX HaOOpOB MAaHHBIX, B KOTOPBIX €CTh TOJNBKO OJHA (dTAaJOHHAS)
MeTKa MpUMeHseTcst B pabdorax [20, 22, 27, 28, 48].

MOXHO BBIICTUTh HECKOJNBKO  PaCIPOCTPAHCHHBIX IPHUEMOB
MOJICIUPOBAHMs JKCIEPTAa OTrPAHUYCHHOW TOYHOCTH. B YacTu Takmx
MIpUEMOB HC MPEAINOIaracTrcsa, 4ro B HaGOpe JaHHBIX €CTb OKCIEPTHLIC
METKH — JIJIsl K&KI0T0 00pasiia MPUCYTCTBYET TOIBKO O{HA STaJOHHASL.

DKcnepT, BBHIOMpaOIMUK Kilacc cioydadHeIM obOpaszom [27]. Kak
NPaBUJIO, Takas MOJEJb HCIOJb3yeTcss OO B KadyecTBE JOCTATOYHO
cmaboro 0a30BOTO PEIICHHS TPH CPAaBHCHUH, JINOO B CHUTYaIldH, KOTZA
9KCIEPTOB MOXET OBITH MHOTO, YTOOBI TIOKA3aTh, YTO MOJICIb B COCTOSIHUU
UACHTU(DUIMPOBATh TAKOTO JKCIEPTa W OTPAHWYHNTH €ro BIHSHUAC HA
UTOTOBBINA Pe3yJbTaT.

Okcrept, oOmamarmmi  crnenmanmsanued  (Hanpumep, [27]).
[Iupoxo wcmonp3lyeMass B 3aJadaX MHOTOKJIACCOBON KIacCHU(UKAINU
Mozenb. B 3Toit Mozenn Bce MHOXKECTBO BBIXOAHBIX KJIACCOB pa3OMBaeTCs
Ha JBa IIOJIMHOKECTBA: T€, KOTOPHIE JaHHBIH AKCIEPT pa3IndaeT XOpOIIo U
Te, KOTOPbIE OH Pa3indaeT He TaK Xopomro. J{Js KaXaoro u3 MoIMHOKECTB
3amaeTcs BEPOSATHOCTh MPaBWIBHOTO TIpeACKa3aHus »JKcrepra. Jlerko
3aMeTHTh, YTO TOAOOHAas MOIENh MOXET SBIATECA 0000IeHIEM
U CIy4yalHOTO »JKcmepTa (Isi Hero oO0NacTh CHEeNHAIW3aldd CBsS3aHa
CIYCTBIM  MHOXECTBOM  KJIAacCOB) M  «BCe3HAmomero» (o6mactb
CIICIMATIM3AIAU CBsI3aHa C MHOKECTBOM, BKJIFOUAIOIIMM BCE KJIACCHI).

B kauecTBe MOJIECNUpPOBaHMS SKCICPTOB Pa3HON KBAIU(UKAIMH
MIPUMEHSIOTCS TaK)Ke HEHPOHHBIE CETH pa3HOi BbIpa3uTenbHOCTH [32, 33] —
ceTh C OOJBIIUM KOJMYCCTBOM TMApaMETPOB COOTBETCTBYET OoJee
KBaJTU(PUIIUPOBAHHOMY IKCIICPTY.
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Jns HaOOpOB MaHHBIX, B KOTOPBIX HPUCYTCTBYIOT METKH JIOJEH,
OCHOBHBIM CIOCOOOM  MOJCIHPOBAaHUS «CHIJIBD» OKCIEpTa  SBISETCS
WCTIONB30BaHUE  BEPOSTHOCTHOW  CMeCH  CilydaiiHoro  Beibopa H
COMIUTMPOBAHUS W3  OMIOHPHYECKOTO  pacCIpeneNieHHs, 3aJ1aBaeMoro
METKaMH, KOTOPBIE JIFOIN-OKCIIEPTHl Ha3HAYWIN TaHHOMY oOpasity [27]. To
€CTb C HEKOTOPOH BEPOSTHOCTBHIO p BBIOMpACTCS OIHA M3 PEAbHBIX METOK,
KOTOpbIe OBIIM MPUCBOEHBI 00pa3iy, a ¢ BeposTHocThio (1 —p) —
ciyyaiiHas MeTka. O4YeBHIHO, MaKCHMajbHOE 3HA4YCHHE TMapamerpa p
COOTBETCTBYET HEKOTOPOH CpenHeld TOYHOCTH OJKCIepTa, MOAEINPOBATH
OoJiee TOUHBIE JJAHHBIE TAKUM 00pa3oM He MOJTyYUTCS.

5.3. Onaaiin-panupamms. I[103BosIOIIMM NOJTyyaTh JAOCTOBEPHBIE
pe3yIbTAaTEl, HO IOBOJBHO TPYIOEMKHM H JIOPOTOCTOSIIUM CHOCOOOM
OIICHKA METOJIOB M MOJeNieii COBMECTHOW palOTHl SBISCTCS OHIAIH-
OLIEHKA, [IPOBOJMMAs], KaK MpaBWiO, C IOMOIIbIO Kpayacopcudra [16, 17,
31, 34, 36, 37, 49].

CyTb oT0OHOH OILICHKH 3aKIF0YACTCS B TOM, YTO aBTOPHI PEalli3yoT
mpeUIaraeéMbelii METOA COTPYTHHYESCTBA C TMOMOINBI0 MHCTPYMEHTOB TOMH
WJIN MHOM IJIOIAJAKK Kpayacopcunra — Amazon Mechanical Turk [31, 34,
36, 37, 49] wmm Prolific [16, 17], npuBIeKalOT Y4aCTHUKOB JKCIIEPUMEHTA
gepe3 IUIOMAAKY, a 3aTeM JeNaloT BBIBOABI 00 3 QeKTUBHOCTH
MPe/II0KEHHOT0 METO/1a TI0 TOMY, KaK COYeTaeTcsi TOUHOCTh (M, BO3MOXKHO,
BpeMsl BBITIOJHEHHUS 33]1a4) B KOHTPOJLHOU IPYIIIE U rpyIre, padboTaromiei
B paMKax IPeAJIOKEHHOTO METO/1a.

Crnemyer OTMETHTB, YTO OHJIAWH-BAIMAALUS TO3BOJISICT IPOBOANTH
OIICHKY MJaX€ TaKUX METOJOB COBMECTHOW paOOTHI, M KOTOPHIX HE
cymectByeT (M, IO BCEd BHIMMOCTH, HE MOXET CYIIECTBOBaTh) O(raifH
CHOCOOOB OLIEHKH, HAIpUMep, B CHJIy TOro, YTO OHH ONHPArOTCS
Ha HEKOTOPbIE IICUXOJIOTHYECKHE OCOOCHHOCTH, KOTOpPbIE JOCTaTOYHO
CIIO)KHO MOJENHPOBaTh. Tak, MMEHHO OHJAWH-BAIMAALUS IPOBOIHUTCS
Bcrathe [17], Toe aBTOpPHI WpeIararoT MOAUMDHUIIMPOBATH BBIXOIHBIC
BEpPOSITHOCTH MOJCIH, TMPUMEHSIS K HHUM OmpenesieHHoe (oOydaeMoe)
MOHOTOHHOE TIpeoOpa3oBaHWe [UII HW3MEHEHHS BOCIPHATHA  OTHX
BEpOATHOCTEH dernoBeKOM. OYEBHIHO, BOCHPHUSATHE BEPOSTHOCTH M €r0
3¢ ¢eKT Ha TOBEACHHE YeJOBEKa MOXKHO OLEHHTh TOJIBKO C IMOMOIIBIO
OHJIal{H-BaJIUIALIH.

6. 3akiaouenne. B crathe mpenctaBieH 0030p COBPEMEHHBIX
myOnuKanuii, KacaroImuxcss COBMECTHOW paboTsl moxenn MU u skcmeprta-
YeloBeKa  MPH  peIIeHHH  OJHOTHIHBIX  3ajad,  CBOISIINXCA,
MIPENMYIIECTBEHHO, K KJIACCHU(HUKAUU 00pa3IoB, OMMUCAHHBIX TEM WIH
WHBIM 00pa3oM (TpeACTaBICHHBIX B BHIE H300pakeHWH, (parMeHTOB
TEKCTa, CTPOK Tabuuil). BbiieieHbl OCHOBHBIE Pa3HOBHHOCTH MOCTAHOBKH

Informatics and Automation. 2025. Vol. 24 No. 1. ISSN 2713-3192 (print) 261
ISSN 2713-3206 (online) www.ia.spcras.ru



WCKYCCTBEHHbBI MHTEJIJIEKT, UHXEHEPUS JJAHHBIX U 3HAHUI

3aj]a4y, OMHMCAaHBl OCHOBHBIC MOIXOJbI, JISKAIINEC B OCHOBE OpraHM3aIMN
COBMECTHOH pabOThl, U IPUHATHIE METO/IBI OLIEHKU allTOPUTMOB.

OnucaHHbIe B CTaTbe pa3pabOTKH B JaHHOW OOJACTH ITO3BOJISIOT
COBMECTHUTH OIBIT HKCIEPTOB (@ Takke, BO3MOXKHO, CTOPOHHHE JaHHEIE,
JOCTYIIHBIE WM) M BBICOKYIO IPOU3BOTUTENHHOCTh Mogmeneit MU (kak
NPaBWJIO, MAaMWHHOTO oO0ydeHus). [Ipwdem, B omimume OT XOpOLIO
HCCJIEJOBAaHHOW 00JIacTH «OOydYeHHsT C OTKa3oM», 37eCh JIOIyCKaeTcs
HECOBEPILEHCTBO M OTPaHMYEHHOCTh 3HAHWH DKCIIEpTa, KOTopas, B 00LIeM
cilyyae, MOXKET OBITh pa3JIMUYHOM B Pa3IMYHBIX OOJIACTSAX NPU3HAKOBOTO
NPOCTPAHCTBA, YTO, B LIEJIOM, COYETAETCS C MHOXKECTBOM IPAKTHYECKUX
cueHapueB. JlaHHble IOAXOIBI IO3BOJIIIOT CHH3MTh 3aTpaThl M, Kak
mpaBuJjio, MOBBICUTH TOYHOCTb PpPCHICHUA 3aJa4 IO CpaBHCHUIO C
9KCTPEMAIBHBIMH CITy4asMd — KOTZA BCE 3a/Jadd BBINOJNHSIOTCA JMO0
MOJIETIBIO, JINOO HKCIIEPTOM.

Tem He MeHee MOXHO BBIICIUTH CJIEAYIOIUE OTrPaHUYCHHS,
MIPUCYIIHE 3HAYNTEIBHON YaCTH PACCMOTPEHHBIX METOIOB:

— OpmHa W3 OCHOBHBIX OTJIMYHUTENBHBIX OCOOEHHOCTEH (yder
HEpaBHOMEPHOCTH KOMIIETCHTHOCTH OJKCIIepTa B Pa3HBIX 00JacTsax
IIPU3HAKOBOTO TPOCTPAHCTBA) UMEET U OOOPOTHYIO CTOPOHY — B TOH WM
nHOIl (opMme, SIBHO WIIM HESIBHO, HEOOXOAMMO IOCTPOUTH JHOO MOJENb
KOMIIETEHTHOCTH JKCIepTa, JJisi 4ero TpeOyeTcs JJOCTaTOYHO MHOIO
JIaHHBIX, Pa3MEUYEHHBIX JKCIEPTOM (COTHH OOpa3loB), YTO MOXKET OBITh
TPYAHOBBIIIOJIHUMO. Mosxer JOIMYyCKaTbCA OHpe)IeJ'IeHHI)II\/’I KOMIIpOMHUCC,
3aKJTIOYAIONINNCS B TOM, YTO BMECTO MOJICITUPOBAHMS KAXKIOTO JKCIEpTa
paccMaTpuBaeTCsi OIUH  «KOJUICKTHBHBIH  JKCHEPT», UYTO  CHIDKAaeT
WHJIMBHUIYaJIbHYIO Harpy3Ky Ha YelloBeKa IpH (OPMHUPOBaHNH 00ydaromero
MHOXeCTBa (M B  HEKOTOPBIX CIIy4asX JIONYCKaeT IPUMEHEHHE
KpayJIcopcuHra), HO W HEW30eXHO CHIDKaeT TOYHOCTh MOJEIH
JIeTIETUPOBAHMS M CHCTEMBI B IIEJIOM.

- IToBeIIEHNE TOYHOCTH CHCTEMBI 3a CUeT yd€Ta
KOMIIETEHTHOCTH 3KCIIEpTa JOCTUTaeTcsi BO MHOTOM IIOCPEICTBOM
CHELHUANN3alUN  MOJEIH, KOTOpas, B CBOI OYEpelb, CIIOCOOCTBYET
TIPUHECEHHUIO B JKEPTBY €€ OOIMHOCTH W ycTOWIMBOCTH. OCOOCHHO 3TO
XapaKTepHO AJISI METOMOB, TIE MPOMCXOANUT COBMECTHOE 00YUEHHE MOAETIEeH
KIaccu(pUKauy U JEIETHPOBAaHMS, B XOA€ KOTOPOTO OCHOBHAs MOJIENb
KIaccUPUKaMM  «KOHLEHTPUPYETCS»  TONBKO Ha TeX  00JjacTsax
NIPU3HAKOBOI'O MPOCTPAaHCTBA, B KOTOPBIX pEIIEHWE NpUHMMATh OyJeT
UMEHHO OHa, COOTBETCTBEHHO, TaKas MOJENb CTaHOBUTCS CYIIECTBEHHO
MeHee I0JIe3HOW BO BCEX JPYrHX CLEeHapusx (Hampumep, GopmupoBaHue
pexomennanmii). [Ipu pasnensHoM o0ydeHun 3ToT 3 (heKT HEe Tak 3aMeTeH,
HO ¥ MOKa3aTeJN Ka4eCTBa HTOTOBOTO PEIICHHS OKa3bIBAIOTCS TyTh HIKE.
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— Co cnemumamu3anueld cBs3aHa W mpobiema  japeiida
pacnpenenennii. B 4acTHOCTH, «OACTpOHKa» MOJAENTH IOJ OCOOCHHOCTH
KOHKPETHOTO 3KCIIepTa MOKET NMPUBECTH K TOMY, YTO IIPH CMEHE JKCIIepTa
CTpaTerus pacTpeieeHNs] OKaKETCsl HeYAOBICTBOPUTEIHHOM.

— Bo wmHOrmx meromax (0ocoOEHHO OCHOBaHHBIX Ha BBEICHUHU
cypporaTHOi (yHKIMH TOTEepb) HE YYUTHIBAIOTCA OTPaHWUYEHHUS Ha
3arpy3Ky 9KCIEpPTOB.

Pasputue nmaHHON o00nmacTH, B 3HAYUTEIBHONH Mepe, CBA3aHO C
MIPEOI0JICHUEM TIEPEUUCIICHHBIX orpannyeHuil. Kpome Toro, croga MoXXHO
ﬂ06aBI/ITb " CJICAYIOLINUEC HAIIPABJICHUS PA3BUTUS:

- HepCHeKTI/IBHLIM METOAOM CHHUIXKCHHSA HArpy3ku Ha SKCOepTa
npu  oOy4eHHWH MOJEIM COBMECTHOW pabOThl BHIUTCS NPUMEHEHHE
akTuBHOTO 00yueHHs. [1oMOOHBIN MOIXOA yKe MpeIoKeH B CTaThix [18§,
30, 62] m pocratodHO XOpomo cebs 3apeKOMEHIOBANI, HO TpedyeT
JATBHEHINETO pa3BUTHSL.

— Ha nmpaktEke  3agacTyr0o  OTCYTCTBYeT  BO3MOXKHOCTB
COBMECTHOTO OOy4YeHHs Mojenel KIacCHOUKAINA W AeJCTHPOBAHHUSA,
MOCKOJIBKY MMEETCsI TOTOBasi MOJIeNb KilacCU(UKauu (0OBIYHO JOCTYIHAsS
TOJIBKO B BUJIE «YEPHOTO SNIMKa»), 0OyueHHas Ha OonblIoM (M HE Bceraa
JIOCTYITHOM) Ha0ope MaHHBIX, W JJI1 3TOH MOJETW HEeOOXOJAWMO HaWTH
3¢ (GEKTHBHYIO CTPATErHi0 IEJIeTMPOBaHMsA. B 3TOM CMbICIe MOTYT OBITh
TNEPCHCKTUBHBIMU MECTO/JIbI, OCHOBLIBAIOIIHWECA Ha aHAJIW3€ BHYTPECHHHUX
HpeI[CTaBHeHI/Iﬁ MOJCIIN KHaCCI/I(I)I/IKaL[I/II/I WK Ha €€ alllipOKCUMaluru, €CIin
MOJIeNb KIacCU(PUKAINH MPEICTABISACT COOOH «ICPHBIH SIIITUKY.

—  CrammapTtusanus AKCICPUMCHTAIEHBIX HCCIICIOBaHHM
MOCPEICTBOM  CO3JAHHSI  NPOTPAaMMHON  OMONMOTEKH,  COAeprKamiei
peamu3alii  OCHOBHBIX METOIOB M Ha0OpPOB [aHHBIX, CYIICCTBEHHO
00jeryutT pa3paboOTKy HOBBEIX METOJOB M  COIOCTAaBICHHE UX C
CYIIECTBYIOMIAMHU.

OT}IeJ’[BHBIM Ba’XHbBIM HallpaBJICHUEM PICCJ'[e]lOBaHPIﬁ, HaxXoJAIIUMCA
Ha NEPECCUCHHWHU HCKYCCTBEHHOTO HHTCIUICKTA W YCJIOBCKO-MAalIIMHHOTO
B3aMMOJICHCTBHSA, SBIACTCS U3yYCHHWE BIHMAHUS, KOTOPOE OKa3bIBAaeT
Haimuue monenu MW u ocobeHHOCTEH MPOTOKOJIA COBMECTHOTO MPHHATHS
pelieHnii Ha moBeieHue dKkcnepra [46, 71 — 75].
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Ponomarev A., Agafonov A. Analytical Review of Task Allocation Methods for Human and
Al Model Collaboration.

Abstract. In many practical scenarios, decision-making by an Al model alone is
undesirable or even impossible, and the use of an Al model is only part of a complex decision-
making process that includes a human expert. Nevertheless, this fact is often overlooked when
creating and training Al models — the model is trained to make decisions independently, which
is not always optimal. The paper presents a review of methods that allow taking into account
the joint work of Al and a human expert in the process of designing (in particular, training)
Al systems, which more accurately corresponds to the practical application of the model,
allows to increase the accuracy of decisions made by the system “human — Al model”, as well
as to explicitly control other important parameters of the system (e.g., human workload). The
review includes an analysis of the current literature on a given topic in the following main
areas: 1) scenarios of interaction between a human and an Al model and formal problem
statements for improving the efficiency of the “human — AI model” system; 2) methods for
ensuring the efficient operation of the “human — AI model” system; 3) ways to assess the
quality of human-model Al collaboration. Conclusions are drawn regarding the advantages,
disadvantages, and conditions of applicability of the methods, as well as the main problems of
existing approaches are identified. The review can be useful for a wide range of researchers
and specialists involved in the application of Al for decision support.

Keywords: artificial intelligence, responsible Al, decision support, human-computer
interaction, human expert, task allocation, human-Al collaboration, model uncertainty, neural
networks, classifier, learning with rejection, learning to defer.
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A.H. TOIYBUHCKHIA, A.A. TOJICTBIX, M.IO. TOJCTBIX
ABTOMA“TI/I‘{ECKAﬂ T'EHEPALIUSI AHHOTALIUI HAYYHBIX
CTATEHN HA OCHOBE BOJIBIIHUX SI3BIKOBBIX MOJIEJIEU

Tonyounckuti  A.H., Toncmwvix A.A., Toacmeix MFO. ABTOMAaTHYECKAsi TreHepauus
AHHOTAIMII HAYYHBIX CTaTeil Ha 0CHOBe 0OJILIIMX S3BIKOBBLIX MOJIeIei.

AnHoTanusi. IlIpe/ulokeHa KOHIENLMS aBTOMATH3allMM IIPOLECCA AHHOTHUPOBAHMS
HAy4YHBIX MaTepPHAIOB (PYCCKOS3BIYHBIX HAyYHBIX CTaTei) M BBINONHEHA €€ HPaKTHYecKas
peanu3anus IOCPEICTBOM TEXHONOTHH MAIIHMHHOTO OOy4eHus, OOOOYydeHUs OONBIINX
SI3BIKOBBIX Mojienield. O603HaueHa aKTyalbHOCTh KOPPEKTHOTO U PAllMOHAILHOIO COCTABIIEHUs
aHHOTAIUH, BhIICNICHAa IPOOIeMaTHKa, KACAIoAasCcsl yCTaHOBICHHS OallaHca MEXTy 3aTpaTaMy
BPEMEHH Ha aHHOTHPOBaHME M O0ECIeYeHHEM COOJIONCHUS KIIIOUEBBIX TpeOOBaHUi
K aHHoTauuu. IIpoaHann3uMpoBaHbl OCHOBBI aHHOTHPOBAHMS, IIPEJICTaBIECHHBIE B ceMeiicTBe
CTaHIApPTOB 1O HH(pOpPManuW, OHONMOTEYHOMY M H3JAaTeIbCKOMY Jely, HPHBEICHBI
kinaccudukanys aHHOTAUMH ¥ TpeOOBaHMS K WX HAMNONHEHHIO M (YHKLIHOHATY.
Cxemorpauyecky MpEJCTaBICHO CYIIECTBO M COJACp)KaHME IIpolecca aHHOTHPOBAHUS,
TUIOBAast CTPYKTypa o0OBbekTa ucciaenoBanus. [IpoaHanu3upoBaH BONPOC HHTETPAlUH
B IPOLECC AHHOTHUPOBAaHHSA IMGPOBBIX TEXHOJNOTHH, 0co00e BHUMAHHE YIACICHO
NPEMMYLIECTBAM BHEJPECHHS MAlIMHHOTO OOYYeHHs M TEXHOJOTHH HCKYCCTBEHHOTO
nHTemIekTa. Kpatko ommcan mudpoBod HMHCTpyMEHTapuii, MPUMEHSCMBIH AT TeHepaluu
TEKCTa B IPUIOKEHUSX 0OpabOTKU eCTECTBEHHOrO s3bIka. OTMEUEHBI €ro HEJOCTATKU I
pelleHusl MOCTAaBIEHHOH B JaHHOI HayyHOW cTaThe 3ajaud. B mccrienoBaTenbCckod 4acTH
000CHOBaH BBIOOp MOJEIM MANIMHHOTO OOy4eHMs, NPHUMEHAEMBIH A pelIeHUs 3aJadu
YCIOBHOH TeHepaluu TekcTa. [Ipoanann3upoBaHsl CyLIECTBYIONINE NPeAoOydeHHbIe OO0IbIINe
S3BIKOBBIC MOJEIM W C YYETOM IIOCTAaHOBKM 3aJadyd M HMEIOLIMXCS OrpaHWYCHUH
BBIYHCIIMTENBHBIX pecypcoB BeiOpaHa mozenb ruTS-base. IlpuBeneno omucanme naracera,
BKJIIOYAIOMIET0 HAy4YHbIE CTAaThH M3 JKYPHAJIOB, BKIIOUCHHBIX B IIEPEUCHb PELIEH3UPYEMBIX
HayYHBIX U3/IaHUH, B KOTOPBIX JOJDKHBI OBITH OITYONMKOBaHBI OCHOBHEIE HAYYHBIE PE3yJIbTaThI
JIICCepTalyii Ha COMCKaHNe YUCHBIX CTeleHell kaHuaaTa u JoKTopa Hayk. OxapakTepu3oBaHa
METOJMKa Pa3METKH JJaHHBIX, OCHOBaHHAsl Ha paboTe TOKMHE3aTopa Npeao0ydeHHOH 00bIIoi
SI3BIKOBOM MOJENH, Tpadu4eckKH ¥ TaOMMYHO NPHBEACHBI UHCICHHBIE XapaKTEPHUCTHKU
pacrpezieneHuil aracera M IapaMeTpbl KoHBeiiepa oOydeHWs.. JUIsi OLEHKH MoJenn
ucnonp3oBana Merpuka kadectBa ROUGE, nist ouneHk pes3yiabTaToB — METOJ 3KCHEPTHBIX
OLICHOK, BKJIIOYAIOIMH I'paMMaTHKy M JIOTUKY B KadecTBe 0a30BBIX KpuTepueB. KadecTBo
aBTOMAaTHYECKOH TIeHepalllyl AaHHOTALMH CONOCTaBHUMO C PEAJbHBIMH TEKCTaMH, OTBEYaeT
TpeOoBaHUSM HMH(OPMATHBHOCTH, CTPYKTYpPUPOBAHHOCTH M KOMIIAKTHOCTU. CTaTbsi MOXET
NPENCTaBIATh MHTEpEC ULl ay[JUTOPHHM YYEHBIX U HCCIe[OoBaTeNel, CTPEeMSIIUXCs
ONTHMH3UPOBATH CBOIO HAYYHYIO JEATEILHOCTh B YaCTH MHTETPALMU B IPOLIECC HANHCAHMS
cTaTell MHCTPYMEHTOB LU(POBU3ALMY, a TAKXKE CIELUATNCTAM, 3aHUMAIOIIUMCS 00y4eHHEM
OOJBIINX SI3BIKOBBIX MOJEIICH.

KurodeBble c10Ba: aHHOTAIMsA, TeHEPALNs], OOJIBIINE S3bIKOBBIC MOJICIH, LIU(POBH3ALINS,
MAalIMHHOE 00y4EHHE.

1. BBenenne. Hayynele  nyOnauKanuu — SIBJISIOTCS  BaXKHBIM
HCTOYHHMKOM CBEJICHUH ¥ 3HAaHUH B 00JaCTH aKaJleMMYECKUX U MPUKIIaHBIX
ucciaenoBaHui U pa3paboTok. Korna HaydHble MaTepHaibl OMyOJIMKOBaHBI,
nepBas 4acTh, C KOTOPOM HauMHAETCs O3HAKOMIICHHE 4YMTaTeleil, mocnie
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caMoro Ha3BaHUS U CBEIECHUH 00 aBTOpax, — 3TO, KaK MPaBUIIO, aHHOTAIIHS.
Ona mpexacraBisgeT co0OW KpaTKOe HM3JIOKEHHE CTaThbH, KOTOPOE TOJIKHO
mepeaBaTh eMKOE ¥ JJAKOHHYHOE COOOIIeHHe, SBISATh CKATHI 0030p Beel
CTaTbU ¥ U3TIaraTh €€ CYTh.

3agacTyro aHHOTaIMsS HAaydHOW pabOTHI COCTABIISICTCS B KOHIE €€
MONTOTOBKH M O(OPMIICHHSA, KOTZIa y aBTopa C(HOPMHPOBAIOCH UYETKOE
IIpeJCTaBICHUE O CYIIECTBE, XOJ€ U HTOTax HCCIEAOBaHUs, YBEPEHHOCTh
Bero 3asepmenHoctd [1,2]. Ilpu sTomM aBTOp TOTOB 0003HAYMTH
KOPPEKTHYIO XapaKTEepPUCTHKY TeMbl Hay4yHOW palboThl, €e INpOoOJIEeMBI,
BBIJIEIUTh OOBEKT U MPEAMET, IeTH U 3a/1a4H, a TAKXKe YKa3aTh Pe3yiIbTaThl
peteHust 0003Ha4eHHOI MPoOIIeMBbI B BRIOPAHHOM NPeIMETHON 00JIaCTH.

KoppekTHo HamucaHHast aHHOTAIUSI MOXKET CITYy>KUTh OJJHOBPEMEHHO
HECKOJIPKUM IIEJISIM: TI03BOJIUTH UYUTATEISIM OIIEPATHBHO TIOHATH CYTh
HAyYHOTO MaTepHalia, 9YTOOBI PeIINTh, O3HAKOMHUTECS JIH C HUM IICITHKOM;
HACTPOWUTh BHHUMAHHE PECIOHICHTOB K TOMY, YTOOBI CIICIHTH 32 XOJOM
TIPECTaBICHAS CBEICHUI, aHAIM30M W apTyMEHTAlleH B TEKCTE HAYIHOTO
HCCIICAOBAHMS, TIOMOYh YHTATCISIM 3allOMHHUTH KIIFOYCBBIE ACHCKTHI
HAyYHOTO MaTepHaa.

IIpouiecc aHHOTHUpOBaHUS ABISIETCS BaXXHOW 3aJaued Kak s
aBTOPOB-HCCIIEIOBATENCH, TaKk | JAPYyruX TNOTpeOuTeneld HaydHOTO
KOHTeHTa. [Ipy 3TOM MOYXHO OTMETHTH COIYTCTBYIOIIYIO HpPOOIEMaTHKY,
3aKJTIOYAIONIYIOCS B OTCYTCTBUH YHUBEPCAIBHBIX METOAOB aHHOTHPOBAHHUA,
CyOBEKTMBHOCTH  aBTOpPA-COCTABUTENd K  pealnu3aluu  TpeOoBaHUI

pENeBaHTHOCTH u TOYHOCTH aHHOTAIIWH, TPYOEMKOCTH
1 BPEMsI3aTPAaTHOCTH CaMOT'o IPOIecca, CEMaHTHIECKONH HEOIHO3HAYHOCTH
PpE3yJIbTaTOB.

Hambonee pa3ymMHBIM B JaHHOM KOHTEKCTE BHIHTCS CIIOCOO
pelIeHHs YKa3aHHbIX 3aTPYAHEHUH, 3aKIIOYAIOIIUMHCS B TNPUMEHEHUH
THOPHUIHBIX METOJIOB COCTaBJICHUS aHHOTAIMU: KOMOWHHPOBAHUC PYYHOTO
aHHOTHPOBAHMSA W AaBTOMATH3UPOBAaHHBIX METOMOB, Oa3uMPYIOMIHMXCS Ha
WCTIONIb30BAHUM  COBPEMEHHBIX IUGPOBBIX  TexHojorui. lludposoit
WHCTPYMEHTAPHH, HampuMmep, B BHIEC TEXHOJOTHH HCKYCCTBEHHOTO
HMHTEJUIEKTAa, MOXET BBITIOJIHATH IIEPBOHAYAIEHOE aHHOTHPOBAHKE, KOTOPOE
3areM OyZeT TpOoBEpPAThCI U KOPPEKTHPOBATHCS aBTOPOM HAyIHOH
myONMHUKany, YTO MTO3BOJINT CHU3UTh BPEMEHHBIC 3aTPaThl HA COCTABIICHHE
TEKCTa U NOBBICUThH Ka4eCTBO pe3yJibTaTa.

2. CranpapTuzaumss 4 OCHOBBI aHHOTHpoBamus. B Poccuu
JIEHCTBYET pan CTaHJapTOB, YCTaHaBJIMBAIOIIUX TpeOOBaHuUs
K COJICPXKAHUIO, MTOCTPOCHUIO U O(POPMIICHUIO TEKCTa aHHOTAMU. BBUmy
TEeMaTU4YEeCKOW  OPUEHTUPOBAHHOCTH  JAHHOTO  HUCCIEJOBaHHUS  Ha
AHHOTHPOBAHME HMEHHO HAy4HBIX CTaTel, PacCMOTPUM CTAHJIAPTHL U3
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cemelictBa CHCTEMBI CTaHAAPTOB 1O WHGOpPMAIUH, OHOIHOTCUHOMY
1 M3/1aTeNIbCKOMY ey [3 — 6].

B menom, momoxkenuss [3] w [4] HOPMATHBHBIX TEXHHUYECKHUX
JIOKYMEHTOB HICHTHUYHBI, 32 HCKIIOYCHHEM HEKOTOPBIX OCOOCHHOCTEH.
Hmxke mpuBeneHB! pe3ynbTaThl CPaBHHUTEIBHOTO aHAJM3a HOPMATHBHBIX
IIOKYMEHTOB (PHCYHOK 1), a Takke pacHmIMpeHHas KiIaccupuxanus
aHHOTalMH (PHUCYHOK 2).

[FOCT 7.9-95(MCO 214-76)] [ TOCT7.0.992018 |

BeImonuser pyHKnun:
- IJaeT BO3MOXKHOCTh
YCTaHOBHTbh OCHOBHOE
cozep kaHue JOKyMEHTa, -
OIPEIENUTh Er0
PEIEeBAaHTHOCTH U PEIIUTH,
CIIEyeT JIM 00paIaThes K

CopiepKUT CBEJICHUS:
- 0 COJIep)KaHUH JIOKYMEHTA, €ro aBTope;
- 0 THIIE TOKYMEHTa, OCHOBHOM TeMe, mpodiieMax,
00BeKTe, 11U paboThI U €€ pe3yJIbTaTax;
- 0 HOBH3HE U TOCTOMHCTBAX IOKYMEHTa, €ro
HAYYHOM U MPAKTUYECKOM 3HAYCHHUHU JUTS 1ICICBOM

AyIUTOPUH
MOJIHOMY TEKCTY
JIOKYMCHTa;
- IPEAOCTABIISCT
MH(OPMALIHIO O JOKYMEHTE |__|PexomentyemsIii cpenamii 00bem

=1 YCTpaHAIoT — 600 neyaTHBIX 3HAKOB
HEOOXOXMMOCTh YTCHUS
IOJIHOTO TEKCTa JOKYMCHTA
B ClIydae, €ClIM JJOKYMEHT
MPEACTABIISCT ISl YATATEIS B aHHOTaLHH 3JIEKTPOHHBIX JIOKYMEHTOB/H3/1aHHi
BTOPOCTEIICHHBII HHTEpeC; YKa3bIBAIOT XapaKTEPUCTHKN HH)OPMALMOHHON
- UCIIOJIB3YIOTCS B el 000JIOYKH ¥ JIAIOT OIHCAHHE TEX CBOWCTB,
UH(POPMAILMOHHBIX, B TOM KOTOpbIE IPHOOpeTaeT JOKyMEHT/U31aHue B
qucIe JJIEKTPOHHOH (opme

ABTOMAaTH3UPOBAHHBIX
CHCTEMax ULt TIOUCKA
JIOKYMEHTOB U HH(OPMaIIH

Tabmuubl, GOpMyIIB, YePTEXH, PUCYHKH, CXEMBI,
JIMarpaMMbl BKIIOYAIOT TOJIBKO B CIIydae

= HCOOXO/IIMOCTH, ECITH OHH PACKPBIBAIOT
OCHOBHOE COJICPKaHHE JOKYMCHTA U O3BOJISIOT
COKPaTUTb 00BEM

Pexomennyemslit cpennuit
1 06eM — 500 me4aTHBIX
3HaKOB

TIpunoxenue B (cnpaBounoe)
"O6mas METOANKA aHHOTUPOBAHUS"

Puc. 1. CpaBHUTENbHbIH aHAIN3 HOPMATHBHBIX TEXHUYECKUX JJOKYMEHTOB,
PErJaMeHTHPYIOIIUX OCTPOCHUE U 0(OPMIICHNE TEKCTa aHHOTALMN
(uauKaTHBHOTO pedepaTa) Ha JOKYMEHT (KIIIOUEBBIC Pa3iIHIHs)
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AHHOTALUA

mo

COAePKAHUIO
p—

U HeJIeBOMY
HAa3HAYCHHIO

CHpaBoYHast
(onucarenbHas,
HH(POPMALIMOHHAs)

XapaKTepu3yeT TEMaTHKy
MEPBOMCTOYHUKA H
MPUBOAUT YTOUHSIOIINE
cBesieHUs 0e3 KPUTHYECKOi
OLICHKHU U 0e3
PEKOMEHIAIH 110 €ro
HCITIOJIb30BAHUIO

PeKoOMeHaa-
TeJbHast

XapaKTepu3yeT
[IEPBOMCTOYHHK 1
PEKOMEHALHH TI0 €r0
MCHOJIb30BAHUIO

obmas

mo

o MOJIHOTE
oxBarTa
CO/Iep’KaHusA U

YUTATEIbCKOMY
HA3HAYCHHIO

XapaKTepu3yeT

HEPBOMCTOYHHUK B IIEJIOM,

paccuynTaHa Ha IMPOKUI
KPYT IOJIB30BaTeIeH

crieaIn3a-
poBanHast

XapakTepusyeT
MEPBOMCTOYHHK B
OTpe/ieTIeHHbIX aCMeKTax 1
paccuuTaHa Ha y3Kui Kpyr
CNELHATNCTOB

AHAJIUTHYCCKAA

COCTaBJICHA HE 110 BCEMY
HIEPBOMCTOYHHUKY, a 10
HauboJliee aKTyalbHBIM

TEMaTHYCCKUM pPas/eiam,

riaBam, naparpadgam

KpaTkas

mo

00Bemy

COJICPXKUT XapaKTePUCTUKY
OJIHOTO aCIIeKTa
[IEPBOMCTOYHHKA

pa3BepHyTast

COZIEP>KUT KOPOTKHUII IIepeckas
CoJiepKaHUs IEPBOUCTOYHHKA
U HIEPEUYNCIICHHUE Pa3/IeIIoB
W/Unm pyOpHuK U
COCTaBIICHHAs, KaK [TPaBUIIO,
K Hay4HbBIM paboTam,
yueOHHKaM, MOHOTpadusIM

u3aare/ibCKas

mo

278

odJs1acTH
TNpUMeHEeHHs

COJICPIKHUT XapaKTePUCTUKY
U3JIaHKS C TOYKH 3PEHHS €ro
IIEJICBOTO Ha3HAYCHUS,
COZepIKAHS, YUTATEIBCKOTO
azipeca, U3aTeNbCKO-
nosurpaduuecKoit opmel 1
JIPYTHX €ro 0COOCHHOCTEH,
HIOMEIIEHHYIO Ha 000poTe
THTYJIBHOTO JINCTA, HA
00JIOKKE

ounob.11M0-
rpadpuyeckas

BXOJIUT B COCTaB
OubIHorpadMIecKoil 3arcu
1 COJIEPKUT HH(POPMAITHIO O
LIEJIEBOM Ha3HAYCHHH,
YNTATETECKOM aJIpece,
aBTOpE, XKaHpe
HPOU3BEICHHS, BpEMEHH €ro
CO3aHHs U NIeYaTH

Puc. 2. Knaccudukanus u Bugst annoranuid mo 'OCT P 7.0.99-2018
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I[Ton  anHOTamMe® Ha  pHUCYHKE 2  TOHUMAETCs  KpaTkas
XapaKTepUCTHKA MEPBUYHOTO JOKYMEHTA C TOYKH 3PEHHUS ero Ha3HAYCHHUS,
collepKaHus, BUIA, (OPMBI U IPYTHX OCOOCHHOCTEH.

Takum obOpazom, penakius [4] mmpe u AeTaabHEe#, KpoMe TOro, OHa
COIIEPXKUT OTAETHHOE MPHUIIOKEHHE, B KOTOPOM PACKPHIBACTCS METOIUKA
AHHOTHPOBAHMUS, KIFOUEBBIE MOMEHTHI KOTOPOH I yI0OCTBa BOCTIPHATHS
NpUBeIeHbI Tpaduieck (PUCYHOK 3).

AHHOTHpOBaHHE ‘ OcHoBHBIE GpyHKIUA Tpomece
AHHOTALMH AHHOTHPOBAHUS
CHTHAJIbHAS 00LIMH aHAIN3

MIPOLIECC aHATTUTHKO-
CUHTETHYECKOH nepepadoTKH
“H()OpMAILUH IEPBUYHOTO
JIOKYMEHTa, 11eJIbI0 KOTOPOro
SIBIISTETCSI TIOJTyUCHHEe

==l 0000 IICHHOI1 XapPAKTEPUCTUKH
JIOKyMEHTa, pacKpbIBaroIIei
€ro JIOTHUECKYIO CTPYKTYpY,
HaunboJee CyIIeCTBEHHbIC
CTOPOHBI COEPIKAHUS U
JIOCTOMHCTBA

B pe3yJbTaTe NpoLecca
=l (hOpMUPYETCS BTOPUIHBIH

* aHHOTALUS
MPEICTaBIAET
uHPOpPMALIUIO O
JOKYMEHTE H J[aeT
BO3MOXHOCTb
YCTAQHOBHTB €r0
OCHOBHOE
coiepxKaHue,
OIPEACIUTE €ro
PENeBaHTHOCTD U
PEIINTB, CICAYET 1
obpamniarbes K
MIOJTHOMY TEKCTY

LIOKYMCHT — aHHOTAIMSA |

YKa3bIBAIOT JIULIb
CYIIECTBEHHBIC IIPH3HAKH
cofiepKaHusl IOKyMEHTa, T. €.
Te, KOTOPBIE IO3BOJIIOT
|_|BBISIBUTB €70 HAYyYHOE U
MIPaKTUYECKOE 3HAUCHUE U
HOBH3HY, OTJIMYUTH JTOKYMEHT
OT IPYTuX, OMU3KUX K HEMY
110 TEMAaTHKE H LIEJIEBOMY
Ha3HAUCHUIO

JOKYMEHTA

TIOUCKOBast

* aHHOTAlUSA
HCIIOTIb3yeTCs B
ABTOMATHU3U-
POBaHHBIX CHCTEMaX
JUISL TIOUCKA
JIOKyMEHTOB

TOKyMEHTa U
oIpeJieNIeHHe ero
1H(OPMATUB-HOCTH

|_laHanus Beex vactei
JIOKyMEHTa

CHHTE3NPOBaHIEC
== CBEPHYTOI
HHQOPMAIINT

PEAAKTUPOBAHUE
-
TCKCTa aHHOTAIlUH

3aluCh U

! 0(hOpMITCHUE
aHHOTAL[U

Puc. 3. OcHOBBI METOAMKHU AHHOTHUPOBAHUS COTJIaCHO Tpe60BaHI/ISIM HOPMAaTUBHBIX
TEXHUYCCKUX JOKYMEHTOB

MOXHO TaKXe OTMETHUThb, YTO AHHOTAIWS JOJDKHA TPEACTaBIATH
co0OH KpaTKoe OTHEIbHOE PE3IOME CTaThH, COCTOsIIEe M3 HECKOJIbKHX
NPEAJIOKEHUH [0 KaKAOMY M3 CICIYIOUIMX KIIOYEBBIX MOMEHTOB
B BOTIPOCHBIX (popMax (puCyHOK 4).
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_| ecnpasounas ®KaKkue MpoOIEMBbI IPUBENHU K padoTe / Kakas 0COOCHHOCTh
i uHpopManus nienaet paboTy MHTEPECHOH HITH BaKHOU?

E owenn ®KaKOBBI OBLTH IIEJTM HCCIIEI0BaHMS / KaKOM Ipooen
El BOCIIOJIHSIETCS?
=
)
£
= ®yT0 10TPEOOBANIOCH AJIsI JOCTHXKEHUS LieNer
< ™ ®110/1X0/1 9
2 (METOIOIOTHS, IPEITOCHUIKH )
>
=
%
= ®KaKOBBI OCHOBHBIC JIOCTHIKCHHSI 10 3aBEPLICHHU
= ®pe3yabTaThl 0
o HCCIICAOBAHHS?
I ®KaKOBbI OCHOBHbIE UTOTH / IIOYEMY BaXKHbI 1
== OBLIBO/bI BOCTpeOOBAHBI pe3yJIbTAThI / KyJa OHU IIPUBEAYT / KAKOBa
HX IICHHOCTD?

Puc. 4. Tunopas cTpyKkTypa aHHOTaLlUU

OMIHMPUYECKN YCTAHOBIJIEHBI M JIOTHYECKH 0OOCHOBaHbI HEKOTOpHIE
3ampeThl B COJAEpXKAHUM aHHOTanmuW. Tak, Hampumep [7], He cmemyer
MOBTOPATh TEKCT CaMOM CTaThbH (MCKIIOYUTH NEPEHOC IMPEIIONKECHUH U3
OCHOBHOTO TEKCTa HAyYHOTO MaTepHasa), a TAKXKE €¢ Ha3BaHHE. B Tekcte
AQHHOTAIMM HE JOJDKHBI MPUBOIMUTHCS TAOIHIBI, BHYTPUTEKCTOBBIC CHOCKH,
oommme 1wmdp. Crmenyer wu30eratb CHHTAKCHYECKHX KOHCTPYKITHM,
HECBOWCTBEHHBIX  SI3bIKy HAyYHBIX M TEXHHYECKHX JOKYMCHTOB,
Helenecoo0pa3Ho MPHUMEHSTh CIIOKHBIE TPaMMaTHYECKHE KOHCTPYKIHH,
BBOJIHBIC CJIOBA, 00IIHE (POPMYITHPOBKH.

CTOUT TaKKe OTMETUTh, YTO MHOTHE [IOUCKOBBIE CHUCTEMBI
n Oubnuorpaduyeckue 06a3bl AaHHBIX MCHOJB3YIOT aHHOTALUMH BMECTE
C 3aroJOBKaMM HAayYHBIX CTaTed AJIsl ONpejesIeHHs KIIOYEBBIX TEPMUHOB
B TIpOlIEcCe MHAEKCANH OITyOIMKOBAaHHBIX HAYYHBIX TPYIOB.

3. UnTerpanus undpoBbIX TeXHOJIOT Uil B npouecc
aHHoTHpOBaHuA. lludpoBuzanms aHHOTHPOBaHMS TIPEACTABISACT COOOI
mporecc npuMeHeHusT MuQpoBbIX TexHoiorud [8 — 10] mms yiaydmeHws,
aBTOMaTH3allMd ¥  YCKOPEHHS  Tpoliecca  CO3JaHusl  AHHOTAlMH
U TIOCIIeAYIOMIeH paboThI ¢ HUMH (PHCYHOK 5).
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TIOJIB30BATCIIN I[OGaBHﬂ}OT AaHHOTallu" K
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2 2 PEOAKTHPOBAHHS B PEXKUME PEATbHOTO
s £ IATHOPMBI
2. BPEMEHH
=
'g' = —
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2= conunaibHbIe C000IIIeCTBa TOCPECTBOM aHHOTAIIHI
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< o
MalIMHHOE o
CIOCOOHOCTH MOJIeIICH aHAIN3UPOBATh

o0yyeHue u

OombIIne 00BEMBI TEKCTA, BBIICIATH KIIIOYEBbIE
TEXHOJIOTHH

(pasbl, IPELIOKEHNS U CMBICJIOBBIE OIOKH JUIS

MCKYCCTBEHIHOrO MOCTeyIoNIel TeHepalii aHHOTAlUN
MHTEJIEKTA Y P

Puc. 5. OcHOBHBIE acIeKTh! NU(POBHU3ANNHE AHHOTHPOBAHHS

C TeXHHYECKOH CTOPOHBI MPOLECC AHHOTHPOBAHMS BKIIOYAET
BBIJEIICHNE KITIOYEBBIX JJIEMEHTOB MCXOJHOTO Marepuana (METOK)
u GpopmupoBaHue (HAaKTHYECKH METANAaHHBIX K TEKCTy. YKa3aHHBIE
mpoueaypsl MOTYT OBITh aBTOMATH3MPOBAHBl U ONTHMH3UPOBAHBI
MOCPEACTBOM  HCIIOJIB30BAaHUS COBPEMEHHBIX IEPEAOBBIX  HU(PPOBBIX
TEXHOJIOTUI — MAaIIMHHOTO OOYy4YeHHs, B YaCTHOCTH B IIPUJIOKCHHUAX
oOpaboTkn ectectBeHHoro s3bika (Natural language processing, NLP)
Y KOMIIbIoTepHOTO 3peHus [11].

B muHamuyHO TpanchopmupyromemMes JaHamadTe akageMUIecKUX
HCCIEOBAaHUH WHCTPYMEHTHI Ha 0a3e WCKYCCTBEHHOTO HHTEJIIEKTa
COBEpIIAIOT PEBOJIONMIO B MacTepcTBe HamucaHus TekcTa. B Poccunm
muaupyior ChatGPT, YandexGPT2 [12], justGPT, GigaChat, xotopsie
MpeAiaraloT aBTOpaM-uccienoBaTensaM 3(QeKTHBHBIE CHOCOOBI CBECTH
OOImMpHBIE TEKCTBI HAYYHBIX MAaTEpHAOB B KpaTKHE H3JI0XKEHHS,
COKOHOMHTH BPEMs, YJIyUIIUTh Ka4eCTBO KOHTCHTa M M30eXaTh IIaruaTta.
Takke ITOCTYIHO HUCIOJIb30BaHKUE MPHIOKCHUHA W pacIIUpEHUil Opay3epoB
(mampumep, Hypothesis, Kami), miardgopM a1 KOJUICKTHBHOH pabOTHI
(manpumep, Google Docs, Overleaf) n MeHemKepoB/IpUIIOKEHUI J1Ist
OpKEeCTpaliy Ipoliecca aHHOTHPOBaHHS B PydyHOM ¢opmare (Hampumep,
Zotero, Mendeley, Evernote).

B uenom, ¢QyHKIMOHAN yKa3aHHBIX CEPBUCOB 3aKIIIOYaeTCs B
aBTOMAaTHYECKOM H3BJICUCHUN METAJIaHHBIX M3 J00aBJIICHHBIX TEKCTOB WIIN
(aiinoB, HacTpoiiKe (QUIBTPAIMK AT YIIyUIICHHUSI CEMAaHTHYECKOTO TIOHCKa,
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pabote ¢ oubmorpadpuueckuMu JaHHBIMH. OHAKO B CBOEM OOJILITHHCTBE
OHH ABJISIOTCS IUIATHBIMH, HE aJalTHPOBAHBI IO HIOAHCHI OTEYECTBEHHOTO
HAyYHOTO 3HAHWS: BBICOKA BEPOSITHOCTE HEKOPPEKTHOTO W3BIICYCHUS
METaaHHBIX M3 PYCCKHUX HMCTOYHHKOB B OTCYTCTBUH YHH(DHUIIMPOBAHHBIX
MEXITyHAPOAHBIX HICHTH()HUKATOPOB; HETONHOIECHHBIH TepeBo]] dacTei
uHTEepdeiica U TeXHUIECKOH NOKYMEHTAlMH K CEepPBUCAM YCIOXKHACT WX
UCTONB30BaHUE I PYCCKOSA3BIUHBIX MOJb3oBarenedl. bomee Toro,
YKa3aHHBIC CEPBUCHI SBISIOTCS 3aKPBITHIMU C TOYKH 3pCHUS WHGOpPMAIUU
0 MOJIEJISIX, JATACETaX W METOAUKE OOYUYCHHUSI, UTO HE MO3BOJISCT MPOBECTH
KOPPEKTHOC CPABHEHUE C OTKPLITHIMU PCHICHUSAMMU.

Kpome Toro, npumeHeHne yKa3aHHOTO IM(POBOrO HHCTPYMEHTAPHUs
3aTparuBacT BOIPOCHI 3TUKHU HAYYHBIX I/ICCJIGI[OBaHI/Iﬁ 1 aKaJeMHUYCCKOI'O
MomeHandectBa [13]. [locnmemnee Bkimrowaer B cebs MpegHAMEpEHHBIC
MOMBITKH OOMaHa W IUIaruar, (aOpuKaluio [aHHBIX, WCKAKCHHE
HCTOPHYCCKUX HMCTOYHUKOB, MONICIKY IIOKAa3aTeNbCTB, 3aka3 paboT,
BBIIaYy YYXHUX pabOT 3a CBOM, TaKk HA3bIBAEMYIO «IBOHHYIO» cClHady
MaTepHasioB (HallpuMep, OJHON W TOH e CTaThH B HECKOJBKO pPEHAKIIH
Pa3IHYHBIX JKYPHAJIOB), BHIOOPOYHOE COKPHITHE HEKEIATSIBHBIX WIIH
HEIPUEMJIEMBIX PE3YyJIbTaTOB U Kpaxy uaeu. Hampumep, ruiaruatr MoxeT
TNOABJIATHCA TMPU TEHEpAUU TEKCTOB C IMMOMOIIBIO 6OJ'II)HII/IX SI3BIKOBBIX
Mojienel, BbIJaBaeMbIX 3a OpUTHHAIIBHBIE Pe3yIbTaThl. BrimoaHeHne padot
Ha 3aKa3 yMmpoIiaercs 3a CuéT aBTOMATU3AI[MK M COKPAIICHUS BPEMEHH Ha
HamucaHue TekcTa paboTel M 0030pa JuTepatyphl. «JIBoliHas» cmada
MaTepHAIOB MOKET PEaM30BBIBATHCS 32 CUET OBICTPOTO aBTOMATHUYCCKOTO
nepedpa3supoBaHUsl CIOBECHBIX KOHCTPYKIHH HCXOIHOTO Martepuana 0e3
W3MEHCHHS CEMaHTHYSCKOW COCTaBISIOMIed (THIIOTE3, pPEe3yJIbTaToB
9KCICPUMCHTOB, BBIBOJIOB W T.I.). HayyHeIM U aKaJIeMHYECKHM
COOOIIECTBOM  OTMEUAIOTCSI PUCKH HETOOPOCOBECTHOTO MPUMEHEHUS
IU(PPOBBIX TCXHOJIOTUI B OTHOIICHHH Pa3BHTHUS HAYYHOTO 3HAHWS, BMECTE
C TeM NPUHUMAIOTCS COOTBETCTBYIOIIHE MEpHI PEarMpOBaHUS B BUIE Tak
Ha3bIBAEMBIX  «KapaTeNbHBIX»  (MPHUMEHEHHE  CTPOTMX  CAHKIHH
K HapyIIUTENSIM) W IEHHOCTHBIX (pa3paboTka W BHEIPEHHE JTHYECKUX
KOJEKCOB, TPOIaraHAa 3THIHOTO HAYYHOTO TMOBEICHHUS W (HOPMHPOBAHUS
YecTHOW akageMnuueckoil cpenpl). OdueBUAHO COOMIOACHNE OataHca MEXIY
HCTIOJTb30BaHUEM amnmapara nudpoBoi TpaHchopMaIuu
Y MHTEJUICKTYAIbHOM aBTOPCKOW JIEATEIILHOCTBIO.

Takum o00pa3oM, NPUMEHEHHE NEPEAOBBIX HUGMPOBBIX PEIICHUMA
MOXET CIIOCOOCTBOBAaTh  OOCCICUCHHIO  SCHOCTH, TIPaMMaTHYCCKON
TOYHOCTH U aKTYaJIbHOCTH TEKCTA, B TOM YHCJIC aHHOTAIUH, YIOBICTBOPSS
UIMPOKHIA CIIEKTP aKaJIeMHUCCKUX MOTPEOHOCTEH.
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4. UccaenoBaTesibcKasi YacTb. BoIOop Moaean odyueHust. 3agada
AHHOTHPOBAHMs HAayUYHBIX CTATEH SIBISIETCS 3aJadueil yCIIOBHOW I'eHepaluu
TEKCTa, T.C. CO3JaHMA IIOCIEAOBATEIHLHOCTH CIOB (CHMBOJIOB) Ha OCHOBE
3aJaHHOTO KOHTEKCTa, TEMAaTHKH WK yciaoBui [14 — 21].

Kak mpaBmmo, ycioBHas TeHepamusi TEKCTa MOXeT OBITh
peann3oBaHa C MOMOIIBIO OBYX 0a30BBIX MOIX0A0B. [lepBrIii 3aKimrouaeTcs
B HMCIOJIb30BaHUH TIPEJIONIPEAETICHHOr0 adIoHa Ul TeHepaliy TeKCTa Ha
OCHOBE  pAa3NMYHBIX  BXONHBIX  JaHHBIX. Hampumep,  ucmoin3ys
MPeIONpPECICHHbIN  MA0I0H, WMCKYCCTBEHHBIH  MHTEJUICKT  MOXET
CreHEepHpOBaTh ONpEAEICHHOE OIMCaHWE MPOJYKTa HA OCHOBE THIIA
NpOAYKTa, €ro XapakTepUCTHK U IpeuMmyliecTB. Btopoit cmocod
HCTIOJIB3YET METOJT HEKOHTPOJIUPYEMOTr0 00yUYCHHSI, Ha3bIBAEMBIN TJTyOOKHM
oOyueHHeM, KOTOPBHIH  W3y4aeT  HIOAHCH  SI3BIKOBBIX  CTPYKTYP
1 QYHKOIUOHUPYET C YCIOBHEM HAaIW4Hs OOJBIINX OOBEMOB BXOIHBIX
MaHHBIX. JlaHHBIA anroputMm Oollee THOKHUI, MOXKET TEHEpPHPOBaTH Oojee
€CTECTBEHHBIH S3BIK IO CPaBHEHHIO C TIOJXOIOM Ha OCHOBE IAOJIOHOB.

VYcioBHas TeHepamus TEKCTa WMEET IIHPOKHE MPAKTHICCKHE
NpPUMEHEHUST B  pa3IMYHBIX oOTpaciasXx. K  OCHOBHBIM  00macTsM
UCIIONIb30BAaHHS OTHOCSTCS: CO3JIaHWE TEeMaTHYECKOTO KOHTEeHTa (CTaThu,
OINHUCaHUsl), NOAJEPHKKA KIMEHTOB C MCIOJIb30BAHUEM 4YaT-00TOB; IEPEBOJ
(mpenmocTaBiIeHNE ONMEPATUBHBIX M TOYHBIX HHTEPIIPETAIHI IMOCPEICTBOM
aHaJin3a BXOJHOT'O A3bIKa W TNPHUMCHCHUA COOTBeTCTByIOIJ.[eﬁ SI3BIKOBOM
CTPYKTYPBI U TIPAaBUJI UCIIOIB30BAHUS) U JIP.

B mHacrosmee Bpems CYIIECTBYeT HECKOJBKO IPero0ydeHHBIX
Oompmmx  sA3bIKOBEIX  Mogmened  (large  language model, LLM),
MpeJHAa3HAYCHHBIX U1 YCIIOBHOM TEHEpaIlH, B CBSI3M C YeM pCIICHHE
MOCTaBJIEHHOH B pabore 3amaun cBoauTcs K JooOydenuto (finetuning)
omHoit w3 mpemoOydeHHsix LLM. B paborte [14] ObUIO mpencTaBlieHO
cemeiictBo LLM, npenoOy4eHHBIX Ha KOpIyce TEKCTOB, OOJbIIas 4acTh
KOTOPOTO SIBIISUIACH TEKCTAaMHU Ha PYCCKOM SI3BIKE.

B nHabope LLM [14] onmcansl clieAyromyie MOJCIN ISl YCIOBHOK
reHepanuu u3 cemeiictea LLM T5: ruT5-base m ruT5-large. Bri6op
JIaHHOTO ceMeicTBa MoJiesnei o0ycioBIeH OrPaHUYEHHOCTHIO
BBIUHCIUTENBHBIX PECYPCOB: M3 OTKPBITHIX HCTOYHHKOB HW3BECTHO, UYTO
Mozenu ¢ OOJIBITUM YHUCIIOM TapameTpoB, Hampumep Llama 2 [15], GPT-
3[16] u momoOHBIC, TOKa3BIBAIOT 0OJEee BBICOKHE PE3YNbTAThl, OJHAKO
TpeOyIoT ropaszo OoJbllle BBHIYUCIUTENIBHBIX MOIIHOCTEH s 00paboTKu
3anpocoB (Hampumep, noodydenue Llama 2 tpedyer oxoso 112 GB GPU
B pexxume p32, GPT-3 — okono 80 GB GPU, B To Bpems kak ruT5-base —
okoro 18 GB GPU). Kpome TOro, paccMOTpeHHblE MOAEIH HMEIOT
TEHJCHLUIO CO3/aBaTh TEKCT, KOTOPBIH YpEe3MEpHO IOBTOPSIETCS MM HE
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OTpa)kaeT HIOAHCHI YEJIOBEUECKOTO SI3bIKAa, TaK KaK OOY4YeHBI Ha KOpIIyce,
MIPEUMYIIECTBEHHO, COAEP)KAIler0 TEKCTHl Ha aHTJIMHCKOM  SI3BIKE.
B pamkax skcnepumenta 0pumm goctynHel 16 GB GPU. B cBs3u ¢ atuMm
Obuta BeIOpaHa Mmogenb ruTS5-base, comepxkamas 222 X 10 napameTpos
(BecoB), sBigeTcss Mopenbio TpaHchopmepa [20] s pyccKoTo S3BIKA,
COCTOWT W3 DHKOJEpa W JEKOJAepa, pelraeT 3agady TeHEpaIldio TEKCTOB,
a Takke MOXKeT OBITh 00y4yeHa Ha mupokoM crimcke NLP-3amaq.

Onucanmue Jparacera M MeETOAUKH Ppa3MeTKH JaHHbIX. [l
pelieHusl  3aJauyd  aHHOTHPOBAaHMS HAay4YHBIX CTaTedl  HEoOXOoAMMO
MOJrOTOBUTh COOTBETCTBYIOIMH JaTaceT: TMapbl «TEKCT CTaTbu» —
«aHHOTauWs». [l yMEHbIIEHHs pa3Mepa JjaTacera NPHHATO pEIIeHHe
OrpaHMYCHUsS IPEIMETHON 001acTh Hay4yHbIX CTaTel: OJKOHOMKa U
IOPHUCTIPYICHIMS, TI€J]aroruKa, a TaKkKe TeXHHYECKHe HayKH B KOHTEKCTE
[IPaBOOXPAHUTEIILHON NEATEIbHOCTH.

B kadecTBe pemo3WTOpMs HAYYHBIX CTaTe BBHIOpAHBI BEITYCKH 32
MoCIeNHUEe S5 JIeT CHeOyMmUX JKypHaloB: BecTHHK MOCKOBCKOTO
yHuBepcureta MBJI  Poccum umenn B.SI.  Kukors, BecTtHuk
Kpacnonapckoro ynusepcuteta MBJI Poccun, Bectuuk Boponexckoro
nHctutyta MBJI Poccun. M3nanus sBISIOTCS HayYHO-NPAKTUYECKUMH
KypHaJIaMH, OCBEIIAIOIIMMH aKTyallbHble MpoOJIeMbl 00pa30BaTEIbHOIO
npouecca,  OOIIECTBEHHBIX, TEXHMYECKMX  (MHPOpMALMOHHBIX) U
TyMaHUTapHbIX HaykK. WX KOppecnoHOEHTaMM SBISIOTCS KaK MMEHHTBIE
yueHble, TaKk W MOJIOJbIE aBTOPBL: YyYEHbIE JEsATENH, IPernoaBaTelu,
CTYZEHTHI (KypCaHThI M CIIyLIATENIN) BBICIINX y4eOHBIX 3aBEJICHUH, HAyYHO-
IIeaarorun4ycCKuc Kaaphbl, IMPaKTUYCCKUC pa6OTHI/IKI/I u CJIyXalue
MPABOOXPAHUTEIBHEIX ~ OPraHOB,  HMHTCPECYIOUIMECS  aKTyalbHBIMH
mpoblieMaMH HAyYHOTO 3HAHUsS, YYacTBYIOIIME B TMpolecce oOMeHa
nHpOpManuei U BeICHUS KOHCTPYKTHBHOTO HAYYHOTO JIHANIOTA.

IlepBoHauanbHO pa3MeuyeHo 825 HaydHbIX cTaTed U3 22 TOMOB.
[Mocne nepBuyHOM 00pabOTKM HaraceTa, 3aKIIOYAIONIEHCs] B 0ObeIMHEHUN
cTarel, aHHOTALMA M METalaHHBIX (Ha3BaHHE )KypHaja, HA3BaHUE CTAThbH),
uckiroueHo 15 crareit (2%), aHHOTaIMK K KOTOPBIM OTCYTCTBYIOT. Takum
o0pa3zoM, UCXOAHBIN mataceT Ijisl oOydeHus coctaBisier 810 map «TekcT
CTaTbU» — «AHHOTALIU.

Jlns manpHEHIIero KOHTPOJsS Xolla OOYYeHHsS WCXOIHBIM aaraceT
pa3duT Ha 0OYUAIOMIYIO M BATMAAMOHHYIO BEIOOPKH B cooTHOIIeHNH §0/20
(oOyuatomiast yacTs — 648 map; BanmuganuoHHas — 162 mapsr).

Ha pucyHnke 6 npuBeieHO pacnpe/ielieHne JUIMH cTaTel (B CUMBOJIaX,
BKJIIOYasl IyHKTyallMOHHBIE 3HAaKM) B Jaracere, Ha pHCyHKe 7 —
pacripeeneHue JIMH aHHOTALUH.
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le-5 PacnpeneneHwe gnvH ctaTen
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Puc. 6. Pactipenenenue Uil cTarteil B gatacere
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Puc. 7. Pactipenenenue e aHHOTaUui B gatacere

U3 pucynkoB 6 u 7 BUAHO, UYTO OCHOBHAS YacTb CTATEH CONEPIKUT HE
60o1e 25 000 cumBooB, a anHoTarwmii — 1 500 (oumeHka mo 95% KBaHTHIIIO).
UucreHHbIE XapaKTCPUCTHKU pachpelesicHuid (Uil BCEro JiaTacera)
MpUBEJICHBI B Tabmumie 1.

Tabmmna 1. UncieHHble XapaKTepUCTUKH paclpeneleHi qartaceTa

25% 75% 95% MaremaTnyeckoe
Tun Meaunana
KBaHTHJIb KBaHTHJIb | KBaHTHJIb oKUIAHUE
Tekct 10197,5 13196,5 17356,5 24120,7 14043,6
AHHOTaIUs 349,7 510,5 741,2 1325,9 602,0

IMonoGHoe pacmpenesneHre OOYCIOBIEHO CTaHJIApTH3MPOBAHHBIM
TpeOOBaHMSIMHM K pa3Mepy aHHOTAllMM, O KOTOPHIX T'OBOPHJIOCH paHee,
NPUMEHSEMBIMH HAYYHBIMH JKypHalaMd, B KOTOPBIX OBUTH pa3MEIICHbI
crateu. Ha pucynke 8 npuBeneHsl Hanboliee 4acTo BCTPEYAIOIINECS CJIOBA
B TEKCTE CTATeH, Ha pUCYHKE 9 — B aHHOTALIUSX.
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Ton-15 pacnpocTpaHeHHbIX CNOB B CTaTbAX
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Puc. 8. Haubosee uacteie cioBa B TEKCTaX CTaTEl
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Puc. 9. Hauboee vacTeie ClI0Ba B aHHOTALMAX CTaTei

Ananu3 Hauboee YacThIX CJIOB B CTAaThsX M aHHOTAIMAX K HUM U3
naTtaceTa (pUCYHOK 8 U 9) M03BOJISICT TOBOPUTH 00 OOIIEeH HANPaBICHHOCTH
TEKCTOB M COBMAJaeT C TEeMaTHYECKUMH PyOpUKaTOpaMH HCCIEyeMbIX
JKYPHAJIOB.

CrenyromuM d3TarloM HOATOTOBKM JAaHHBIX Juid oOydenust LLM
SIBJISICTCSl BHIOOP MaKCHMAaJbHOTO pa3Mepa BXOJHBIX NaHHBIX B TOKCHAX.
ITon TOKeHaMM TOHMMAeTCs pe3yabTaT ajlroOpuTMa IPEeJCTaBICHUS
S3BIKOBOM CYIIHOCTH (CJIOBO, YacTh CJIOBA WIN OTACJIBHBIH CHMBOJ) B BHIE
nenoro uucna (¢ pobasienuem Hynsi, N N {0}), cam amropuT™M B CBOIO
ouepens HasbIBaeTcs «TokeHm3zaTtopom» [17]. ust mooOyuenus LLM
HEOOXOIMMO  HCIONB30BaTh  TOT K€  TOKHHU3ATOp  (AITOpPHTM
mpeoOpa3oBaHUsl TEKCTa B dHCIeHHoe mpenctaBinenne) [17]. TokeHs!
BCTYNMarOT (yHIAMEHTaNbHBIMH €IWHHIAMH HH(OpMaIMH, KOTOpbIC
MoJenu 00pabaThIBalOT M MPOM3BOAAT. DPPEKTUBHOCTH MOJEIU YacCTO
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MOXXHO TIPOCIECIUTh MO TOMY, HACKOJBKO XOpOIIO IPOHUCXOAUT
peoOpa3oBaHUe TOKEHOB.

Brnaromaps wWcmonp30BaHMIO TOKMHE3aTopa mpenodysenHoir LLM,
MONMYYCHBl pacTlpeieNieHnss UIMH TEKCTOB W aHHOTAIMH, YHCICHHBIC
pacmpeneneHus KOTOPBIX MIPUBEICHBI B TA0IHUIE 2.

Tabnuna 2. PactipeneneHust JUIMH TEKCTOB M aHHOTALIMH B TOKCHAX

Tun Texer AHHOTALUSA
40% KBaHTHIb 2596 103
50% KBaHTHIIb 2805 103
60% KBaHTHIIb 2807 103
70% KBaHTWIIb 3343 103
80% kBaHTHIIb 3334 118

Hcxoms w3 TOro, YTo Ha pacloIaraéMbIX BBYHUCIUTEIHHBIX
momHOcTAX (16 GB GPU) He mpenctaBnsieTcs BO3MOXKHBIM JI000YYIHTH
LLM co Bxomom (tekct) 6oiee 3000 TokeHoB (Tpebyet 6onee 16 GB GPU
B pexxume fpl6), mpUHATO pemreHne UCIIONb30BaTh METOANKY OTPAaHWICHUS
IUMHBL BXonxa (orOpacwiBaHUS Bcex TokeHOB mocne 3000). Bepxmsas
rpanuna JuuHel Bxoja LLM  ompepensercs ¢ OJHOM  CTOPOHBI
OTPaHUYCHHOCTHIO BBIUMCIUTEIBLHBIX PECYPCOB, JOCTYIHBIX IS 00yUYCHHS,
a ¢ Ipyroil — cTaTUCTUYECKUM paclpeieIeHHEM JUIMH TeKCTOB B UCXOJIHOM
JlaTaceTe.

Jnst BeIxoma monenu mpumensiercs 128 TOkeHOB (HemocTarolue
TOKEHBI 3aMCHAIOTCS CIIeNHAIBHBIM TOKeHoM <pad> [17]). Taxkoe
KOJIMYEeCTBO O0EclednBaeT yOOBICTBOPUTEIFHBI pa3Mep aHHOTALUH
Hay4JHOH cTatbu (3-4 TpeUIoKeHMs) W MO3BOJIIeT Hanbosee 3(h(HEeKTHBHO
HCTIONB30BaTh UMEIOIINecs AaHHbIe s o0ydenus. [lon s¢dexTuBHOCTEIO
B JaHHOM ClIydae IOHWMAaeTCs TO, YTO [UIMHHBI aHHOTAIlMi B Jaracere
JIOCTATOYHO OJHM3KO YKIAAbBalOTCI B 128 TOKeHOB (HET OOIBIIUX
nocnefoBarenbHocTel <pad>), KpaTHOCTh CTENEHU JBOWKU OOYCIIOBJIEHA
apXUTEKTYpOH (claenyroniuii pazmMep Beixosia — 256 TOKEHOB).

Kongeiiep o0ydenusi. Bpems oOyueHus mozienu cocraBiseT 53
yaca. Ee uncneHHbIe mapaMeTpsl IPUBEICHBI HIDKE:

—  temn o6yuenns (learning rate): 2 X 107°;

—  3aryxanme BecoB (weights decay): 0.01;

—  MakcuMaJbHas JUIMHHA BXoja (B TokeHax): 3000;

- MaKcUMaJibHas IJIMHHA aHHOTaluK (B TOKeHax): 128;

—  mapaMeTpsl apXUTeKTypbl T5 B3sThI O3 n3MeHeHui us [14].
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MOHHUTOPHHT 00YYEeHHS TPOUCXOIUT ¢ rmomoiisio MeTpuku ROUGE
(Recall-Oriented Understudy for Gisting Evaluation). Bmepsrie mannas
MeTpuka Oblia mpeayiokeHa B [18], oHa sBIseTCS crienuaIn3upOBaHHON
METPUKOW I 3a7add aBToOMaTudeckod aHHOTaruu TekctoB. ROUGE
OCHOBaHa Ha W3MEPCHHH TIEPECEYCHUS MEXIy BBIXOJAOM MOJECIH
(pe3ympTaToM yCIOBHOW TEHEpalWy) W IIEJEBBIMH  aHHOTAIHMSAMU,
HalMCaHHBIMHM YEJIOBEKOM. VIHBIMH CJIOBaMH, TPOU3BOJMUTCS MOACYET
COBITIAJICHUH CJIOB M CJIOBOCOYETaHUH B CreHEPHPOBAHHOM TEKCTE M B
LIEJIEBOM, KpOME TOro, METpHKa HE YyBCTBHTEJbHa K perucrpy. boiee
BbIcOkHe Oambl (Onm3kue K 1) ykaspiBaloT Ha 3((EKTHBHOCTb C TOYKU
3peHUs] COXpaHeHHs KI0YeBOil MH(OpMalUK W3 HMCXOJHOTO TEKCTa IpU
co3nanuu aHHotaumu. Ha pucynke 10 mpuBemeHbl rpauk H3MEHEHHUS
ROUGE mipu o0yueHnn Moeny.

0.018 MeTpunka ROUGE

—— MWrorosas moaesnb
0.016 -

W 0.014 -
o
=)
S0.012-

0.010-

0.008 - ‘ ‘ ; ‘ i
2 4 6 8 10 12
3noxu obyyeHus
Puc. 10. lunamuka 10o0yueHnss MOAEn

AnropuT™ pa®oThl BHIOPAaHHON METPHKH 3aKITIOYAETCS CIETYIOLIEM.
Ha osrane mnpenBapurensHOH 00paOOTKM CreHEpHUpPOBAaHHBIE AHHOTAIMU
aHAJTM3MUPYIOTCS ISl YCTpPaHEHWs JII0OOTro IIymMa WM HepeleBaHTHOU
nHpopmanuu (HarpuMmep, 3HaKOB MTPEMHHAHMS, CTOI-CJIOB), KOTOPBIE MOTYT
MOMENIATh IIpolieccy OLeHKH. J[anee BBINOIHAETCS U3BICUCHHUE NIPU3HAKOB,
TaKUX KaK N-rpaMMBbl U [IPOYME MOKA3aTeNId CXOJCTBA, KOTOPbIE MOIY4aroT
KaKk W3 CreHEPHPOBAHHOTO CHCTEMOH TEKCTa, TaK W M3 HCXOJHBIX
aHHOTAIMH, YTO OOecHeYnBaeT OCHOBY JUI CPaBHEHHS [JBYX TEKCTOB.
ITocme 3TOro ¢ WUCHONB30BAaHMEM pPa3MUYHBIX METOAOB, TAKUX Kak
CTaTHCTHKA  COBMECTHOW  BCTPEYaEMOCTH  N-TpaMM,  BBIYHCIICHHE
K03(h()MIIMEHTOB MEPEKPHITHS CIIOB, BHIMOJIHACTCS pacdeT OLEHOK CXOJICTBA
IyTEM CpaBHEHHS TPHU3HAKOB, W3BJICUCHHBIX M3 CTCHEPHPOBAHHOTO
MOJIENBIO TEKCTA C MPU3HAKaMK U3 UCXOHBIX aHHOTAIUH.

3aKIIOYUTEbHBIME  3TAallaMM  alTOpUTMa SBJLIIOTCA — arperauus
OIIGHOK CXOJCTBa, HOpManu3auus W uHTepnperauus. llpm arperanun
OT/ICJIbHBIE OLIEHKH CXOJACTBA, MOJyYSHHbIE I Ka)KJ0r0 THIIA MPU3HAKOB,
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oObeauHsIOTCS s oiydenus eauaoi onenku ROUGE, mpencrasistomnieit
00mIyI0 3P PEeKTUBHOCTh CTEHEPUPOBAHHOTO MOJETHI0O TEKCTa AHHOTAIIHH.
OxonuatensHbiil 6amu1 ROUGE wacto HOpMupyetcst Ha otpesok [0, 1], mpu
9ToM Ooylee BBICOKHE Oauibl yKasbBalOT Ha 0Ooyiee  BBICOKYIO
3¢ (GEeKTHBHOCTh MOAETH C TOYKH 3PEHUS COXPaHCHHWS KIFOYEBON
WHPOPMALINU U3 HCXOTHOTO TEKCTA.

[MHomumo wmetrpuku ROUGE, kaxayio smoxy MOpOBOIUTCS
CyOBeKTHBHAs OIIEHKa Ha OCHOBE 5 CrEeHEPHPOBAHHBIX IMap «TEKCT —
QHHOTALMS», YTO TO3BOJISIET AOMOJIHUTENBFHO BEPUPHLIUPOBATh PE3YIbTATHI
C TOYKHM 3PEHHUsI DKCHEPTHOU olleHkU. B Tabmuue 3 mpuBeieHa AMHAMUKA
JaHHOH oueHKH ¢ 10 310Xu 00y4eHHsl, 3HAUMMBIM SIBIISUICS Ol 3a JIOTHKY
(HETIPOTUBOPEUNBOCT M COOTBETCTBHE AaHHOTALIMM TEKCTY HCXOJHOMN
cTaTbu), OBl YCpETHEHBI IO TTapaM H SKCIIEPTaM.

Tabmuma 3. JlnHaMyka N3MEHEeHUsI OLIEHKH Ka4ecTBa FeHepaniy B IIpolecce
oOyuenns cetu ¢ 10 smoxu 00ydeHus

noxu Bamibt

10 smoxa 8,0 bayoB
11 smoxa 7,8 banoB
12 snoxa 7,5 6annoB

Mertoanka omeHkH pe3yJabTaTroB. OreHKa 0OyYeHHS MOJETH —
BaXHBI  TIporiecc, HEOOXONWMBIH  JUIi  TONTBEPXKACHUS  ee
Pe3yIBTATUBHOCTH M 3P (HEKTUBHOCTH, KadecTBa M MPOM3BOIUTEIHHOCTH.
[IpodeccronanbHOe cOOOMECTBO B cepe TEXHONOTHH HMCKYCCTBEHHOTO
MHTEJUICKTa W MAIIMHHOTO OOYYCHHUS HE COTJacOBAI0 YHHU(DUIIMPOBAHHBIC
TpeOOBaHUSA K THIIOBOH METOMOJIOTHYECKO 0a3e oIleHKH Mopenecit. B
OCHOBHOM 3TO CBSI3aHO C poOIeMaMu (pOpMaH3aiuy U3MEPEHHI KauecTBa
CEeMaHTU4eCKOW MH(POPMAIHH.

®dopmanpHas  OIECHKA KauecTBa  oOJierdacTcs C  [OMOIIBIO
CTPYKTYPHPOBAHHOTO HHCTPYMEHTApHs Ha OCHOBE SYMIHUPUICCKUX JTaHHBIX,
YTOYHEHHBIX SKCIIEPTHHIM KOHCEHCYCOM.

Jns Bepudukanuu pe3ynpTaToB 00YICHUS MOJEIH, pa3padoTaHHOM
B JAaHHOM HCCJIEIOBAaHUM, MCIOJIB3YETCS OHKCIEpTHas oueHka [22]. B
KadecTBE CyOBEKTOB OKCHEPTHPOBAHUS  BBICTYNAIOT  OOydaroMIHecs
CTapImAX KYpPCOB BEIOMCTBEHHOTO BY3a, Y KOTOPBIX HMEETCS OIBIT
BBIMIOJIHCHUSI ~ HAYYHBIX  KCCJICOBAaHUM,  y4acTUss B HAy4YHO-
MPEICTABUTECIILCKAX MEPONPHUATUSAX, HAMUCAHUS HAy4YHBIX CTaTed 110
TeMaTHKaM M3 COOPAaHHOIO JaTaceTa, YTO CBUACTEILCTBYET O MPUEMIIEMOM
YPOBHE  OKCIEPTHOW  KOMIIETCHTHOCTH W CONOCTaBISeTCA  C
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HACHTUGHUIUPYEMBIMU 3a7adaMH OLCHKH M HU3MEPHUMOCTBIO PE3yIbTaTOB.
OrneHka MpOBOAMIIACH IO BATUIAIIMOHHON BEIOOPKE.

OTMmeTnM, YTO B JAaHHOM KOHTEKCTE TOJIKOBaHWE AepUHUINH
«OKCIIEPT» OTHOCHUTCSA K IOHMMAHHUIO JIHIA KaK JEATETBPHOTO CyOBeKTa,
BKITIOYCHHOTO B MEXaHW3MBI TpWHATHA pemieHnid. OOydwaromuecsd,
oOnamaromue TMpaBaMH H  BO3MOXKHOCTSMH TPHHATHS — 3aKIIOYCHUH
OTHOCHTENIFHO  BOIPOCOB  JKCIIEPTUPOBAHHS, MOTYT HE  SIBISTHCS
cHenuaIicTaMu U npodeccHoHanaMu B OLIEHMBAEMOM 00JacTH, HO OyayT
peaaM30BBIBATh  POJIEBBIE OKCIEPTHBIE POJIM  COIVIACHO  YCIJIOBHUSIMH
W KpUTEpUSM IIpOlLiecca OLCHUBAHUSI PE3YJTaTOB OOYYEHHsS] MOJEIIH.
Taxoit MOJXO0J TaKXKe peanusyer KOHIIEIIIUIO
CTYJIEHTOOPUEHTUPOBAHHOCTH [23], aKTyaJlbHYyI0 [JIsi OTEe4eCTBEHHOM
CHUCTEMBI 00pa30BaHUs, MPU KOTOPOW MMOHHMAHHE CTYICHTa CBOIUTCS HE
MIPOCTO K €r0 HACHTU(UKAIINH KaK MMTATHOTO YYACTHHKA 00pa30BaTEILHOTO
mporecca, a WHAWBHAYaIbHOTO CYOBEKTa, TMPOAYIHPYIOIIETO CHCTEMY
pediiekcMu B paMKax EIMHOTO OOIIECTBEHHO 3HAYMMOIO IIpoliecca
BOCIIUTAaHWA W OOYYeHHS B WHTEpecax 4deJOBeKa, CEMbH, oOmecTBa
U TOCYapCTBa.

[Mpennaraercst MeroJMKa OLEHKH J(P(PEKTUBHOCTH MOJEIH Ha
OCHOBE JIBYX KPHTEPHEB: OIICHKA I'PaMMaTHKH M OICHKa JIOTUKHU. Kaxmoi
AQHHOTAIIMM SKCIEPTHl BBICTABIAIOT OIEHKY o 10 GampHON mkane. Iofx
rpaMMaTHKOH B JIAHHOM KOHTEKCTE MIOHMMAOTCS JIIOObIe CHHTaKCUYECKHE,
rpaMMaTHYeCKUe ¥ HWHbIE OIIMOKH, IO3BOJISIONINE HACHTU(DHINPOBATH
aHHOTAIIMI0 KaK CTeHepUpPOBaHHYIO. Hampumep, rpammarmdeckoii Oymaer
SIBIATHCST OMIMOKAa M3MEHEHUs andaBuTa MOCEpPEIUHE CIIOBa (KHPHILIALA /
JIATHHUIIA), HEKOPPEKTHOE HAIIICAHUE CIIOB, OTCYTCTBHE MPOOEIIOB | T. 1.

B xauwectBe mpuMepa, B TPUBEICHHOW HIDKE aHHOTALMU
(aBTOMaTHYECKH CT€HEPUPOBAHHON) MOYKUPHBIM HMIPU(TOM BBIJICIICHEI
rpaMMaTHYeCKHE OLTHOKH:

PaccMaTpuBaeTci  NIMYHOCTb  MpecTynHWKa  kak  0asoBbil  3MeMeHT
KpUMUHANMUCTUYECKOI XapaKTePUCTUKW NPecTynieHuii, CoBepLIaeMbIX TePPOPUCTUYECKOM
HanpaBNeHHOCTH, C TOYKM 3PEHUS Hapnexallero cyObekTa MpecTynieHus, a Takke ero
MOTMBALMIO, Lienenonaraxme.

B npuBeneHHoW aHHOTAUMKU OTCYTCTBYET COTJIACOBAHHOCTbh B
CIpPSOKCHUM CJIOB, OINMOKM B OKOHuYaHWsAX. [laHHas aHHOTanmus ObLIa
omneHeHa 18 »oakcmepramu B cpeaHeM B 6,1 Oamn Mo MOKa3aTelto
rpaMMaTHKa.

Bropoii  mapamerp  OIEHKM —  JIOTMKA,  [OKa3bIBaIOILIas
CEMaHTHYECKYI0 KOPPEKTHOCTh aHHOTAIMM, a TaKXe COOTBETCTBHE
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AHHOTAIINU TEKCTY UCXOTHOH cTaThy. [y OlEHUBaHHUS JAHHOTO IapaMeTpa
B PACIOPSDKEHUH SKCIIEPTOB UMEIOTCS HCXOIHBIE TEKCTHI CTAaTeH.

B onenke nmpuHuMaer ydactue 51 3KcnmepT, KaxAblil M3 KOTOPBIX
omnenuBaer 40 map «CTaThI-aHHOTAIMA». OKCIEPTHI OCBEIOMIICHBI, YTO
KaXIbII W3 HAaOOpPOB CONEPXKHUT pealbHble aHHOTamWu. Jlisg Kakmgoro
9KcmepTa cocTtaBieH Habop m3 20 peampHBIX M 20 CreHepHUPOBAHHBIX
aHHOTAIlM{, MEpPEeMEIIaHHBIX B ClydaiiHOM mopsake. Mudopmarus o0
UCTOYHUKE KOHKPETHON aHHOTanmu (peajbHas / CreHEepHpOBaHHAs)
JKCIepTaM HeaocTynHa. Bmecte ¢ Tem oOmmmii HaOOp JaHHBIX AJISE OLIEHKH
coniepxkuT Bcero 200 map «cTaThs-aHHOTAIHY.

Takum 00pa3oM, KaXKIYIO Mapy «CTaThs-aHHOTAIMS OLCHUBAIOT, B
cpenneM, 20 skcnepToB. [1og00HBIN TOIX0/ MO3BOISIET MUHUMU3UPOBATH
CIMHUYHBIC OIMMOKM JKCIEePTOB, AaeT Oojiee TOYHYIO OIICHKY KadecTBa
CTCHEPHUPOBAHHBIX TEKCTOB.

Hmwke mpuBeneHsl CreHepHpOBaHHBIC aHHOTAMK (COXpaHEHa
optdorpadus M TyHKTyarus) ¢ BBICOKOH CpegHEH OLEHKOW JKCIEepPTOB
(BeIme 8,5 6ayioB).

B cratbe paccmaTpuBaloTCS NPeanochINki BO3HUKHOBEHWS W Pa3BUTUS a3apTHbIX
urp, a Takke OCOBEHHOCTM WX OpraHW3auuu W NpoBedeHns.  AHanmu3npyroTcs
3aKoHoAaTenbHble akTbl Poccuiickon ®epepauyum, perynvpyrowpe [esTenbHOCTb Mo
OpraHu3auuvM ¥ MNPOBEOEHMI0 MrOpHbIX 3aBedeHWd. DopMynupyloTCs NPeanoXeHus mno
COBEPLLEHCTBOBaHMIO 3aKOHOAATENbCTBA B JaHHOW ciepe.

Paccmatpusalotcs BOMpoChl 3aluuTbl NpaB 1 cBo6OA YenoBeka M rpaxaaHuHa.
®opMynupyloTCS  NPEeanoXeHUs N0 COBEPLUEHCTBOBAHMIO  MexaHu3Ma  peanusaum
KOHCTUTYLIMOHHBIX 00si3aHHOCTel rpaxaaH P®. Mpeanaraetcs knaccudukaums cnocobos
3aWMTbl rPaXOAHCKUX MpaB N0 MatepuanbHO-NPaBOBbIM OCHOBAHMAM: PENpeccUBHbIE,
npecekaTenbHble, BOCCTAHOBUTENbHbIE 1 KOMMEHCALMOHHBIE.

B cratbe paccMOTpeH BOMPOC CO3[4aHWA MaTeMaTUYecKod MOAENU NOAAEPXKKU
npolecca  BPEMEHHOro  nepepacnpefeneHns  TPy4oBbIX — PecypcoB B MPOEKTHO-
OPMEHTUPOBAHHBLIX OPraHM3aLMOHHbIX cucTemax. [pesnoxeH anroputM, MO3BONSHOLNNA
aBTOMaTU3MpOBaTb MpeABapuTenbHBIN  0TOOp  KaHAMAATOB Ha ponM B MpOeKTax,
BbIMOMHSEMbIX B MPOEKTHbIX OpraHusaumsx. [peanoxeHbl anropuTMbl pacnpegeneHus
Y4aCTHIMKOB MO NPOEKTaM npu AOCTATOYHO 6OMbBLUIOM KONYECTBE NPOEKTOB M COCTaBNSIOLLUX
WX onepaLui.

Viccnepytotcs mpobnembl, BO3HMKAKOWME NpU peanuaauuv agMUHUCTPATMBHOTO
Hagsopa 3a nuuamu, CyaWUMbIMM 32 HACWNbCTBEHHbIE MPECTYMNEHWst NPOTUB MOMOBOA
HEMPUKOCHOBEHHOCTW  HECOBEPLUEHHOMETHUX.  BbISIBNEHbl  OCHOBHblE  HanpaBMeHus
[ESTENBbHOCTM  YYaCTKOBOTO — YMOMHOMOYEHHOTO  Monvuuu B chepe  NpodunakTuku
NPECTYNNEHNA U ApYrix NpaBoHapyLLEeHWi.
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B cTaThe paccMOTpeHbl HEKOTOpble 0BNacTu OEesATENbHOCTU OPraHoB BHYTPEHHUX
Aen N0 VUCMONb30BaHMI0 TeXHOMOrMM BonblumMx AaHHbIX (Big Data). PaccMOTpeHbl HekoTopble
NMpoGnembl 1 BbI30BbI, KOTOPbIE MOTYT BbiTb 3aTpyAHMHBI MPU MCTIONB30BAHUM TEXHOMOTHIA
GonbLUMX [aHHBIX.

Kak BUIHO W3 CreHEpUPOBAHHBIX TEKCTOB B  IpHMeEpax,
MPUCYTCTBYIOT HE3HAYHTENbHBIE Opdorpadpudeckue OIMUOKH, KOTOpHIE
MOTyT OBITH HCHpaBIEHHl B aBTOMATHYECKOM pEXHME C IOMOILIBIO
KOMIBIOTEPHBIX IPOTPaMM, OCYILECTBISIOLINX IPOBEPKY 3aJaHHOTO TEKCTa
Ha IpeaMeT HAIN4YUA B HeM opdorpaduuecknx, MyHKTYallOHHBIX, a TaKkKe
CTHJIEBBIX OIIHOOK.

CrnemyeT OTMETHTBH, YTO HECMOTPS Ha opdorpaduyueckie OIUOKH,
CCMAaHTUYCCKOC COACPIKAHUC MPUBCACHHBIX TPUMEPOB aHHOTaLIl/Iﬁ SABJISICTCA
KOPPEKTHBIM.

OueHka pe3yabTaToB. Pe3ynbraThl OLIEHKH MOJIETH 10 1000y4YeHUs
HEY/IOBJIETBOPUTENILHBIE: 10 KPUTEPHIO «rpammaTtuka» — 7,8+1,33 Oaa,
noruka — 1,52+0,79 6amna. J{ns 6onee ynoOHoro Bocnpusitusi HHGOpMaLUK
pacupeneseHre OLCHOK SKCIIEPTOB INPEACTABICHO B BHIE IHarpaMMEI
«imuk ¢ ycamm» (boxplot) Ha pucyrke 11 [24].
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Puc. 11. lnarpamMma «sIIIK ¢ ycaMiy Ui OLIEHOK 3KCIIEPTOB

W3 ananuza pucynka 10 MOXHO cAenaTh CIEAYIOIUNA BBIBOJI:
pacrpesienieHusl OLEHOK JUIs pPeallbHBIX M CreHEPUPOBAaHHBIX AHHOTAI[HA
MPAKTUICCKH HEOTIIMIHMBL.

Jns TmoxTBepKACHHS BBIABHHYTOTO Te3WCa O HEPa3IHIUMOCTH
pacupenenenuii mpoBenéH cratuctudeckuii Tect Komvoroposa-CmupHOBa
JUIA THUTOTE3BI O TOM, YTO BEIOOPKH B3SITHI U3 OAHOTO PAaCIpENeIICHHS
BeposiTHOCTeH [25]. s omeHOk rpammaTtuku p-value cocrasmster 0,842;
s oneHok Jormku — 0,941. Takum oO0pa3oM, CTaTHCTHYECKHH TECT
MOTBEPXKAACT (aKT CTATUCTHUECKOW HEPa3IMIMMOCTH OIICHOK KadecTBa
peaJ'H)HI)IX nu CFeHepI/IpOBaHHI)IX aHHOTaHHﬁ.
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Ha pucynke 12 npuBeneHa ampTepHaTHBHAS BH3YaIH3alHs OIEHOK
9KCIEPTOB.

=
o

> ® PeanbHas aHHOTaLNS a o oo
E g- ® CreHepupoBaHHas aHHOTaLWS O ... . .’0* .0: ° 4
= ® ° e%
s .30 .
°
= T o o e %°% °
= ° (] o o [ ] °
e ° O

g 7 oo
© TTRS
s o ° @ ®
S e® © ° : ”
I
z ° & .
[} L] 0
%
O 5- O

4 5 6 7 8 9 10

CpenHunia 6ann 3a rpaMmMaTurKy

Puc. 12. CkarreporpamMma OLEHOK 3KCIEPTOB, YCPEIHEHHBIX IS KOKIOH Maphl
«CTaThs-aHHOTALIHS)

Ha pucynke 12 nBetoM 0003HaYeH HCTOYHUK AHHOTAIIMU — PEeajbHAS
WIH CTeHepUpPOBaHHAs. TOYKM Pa3HBIX [IBETOB CHIILHO MEPEMEIaHbl, Y4TO
HE MO3BOJISICT MPOBECTH YETKYHO KJIACCH()UKALUIO B JAHHBIX KOOPIUHATAX.
JaHHbIl  QaKT MMO3BOJSECT TOBOPUTH O COMOCTABHMOCTH KauyecTBa
CTCHEPUPOBAHHBIX U PEATbHBIX aHHOTAI[HIHA.

Pucynox 13 Bm3yammsupyeT pe3yibpTaThl B paspe3e Mo 00IacTsiaM
Haykd. B BalMOanWoHHBIX MaHHBIX cojAepXkanmuch 6 obmacteil Hayku:
IOPHUCTIPYACHITHUS, TeJaroruka, nH(pOpPMAIHOHHAS 0€e301acHOCTb,
TICXOJIOT S, COIMOJIOTHSI, UCTOPHSL.
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Puc. 13. lnarpamma <«SIIIMK C ycaMu» JUIsl OLEHOK SKCIIEPTOB B pazpese
10 00JIaCTIM HAYKH
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W3 pucyHka BUIHO, YTO MOJEIb T€HEPUPYET AHHOTALMU K CTaThsIM
13 Pa3NUIHBIX 00MacTel HayKu C OMHAKOBBIM KauecTBOM. TakuMm o0pazom,
JUTSL paciIupeHust 00JaCTH MPUMEHEHHUS MOJIEIH 1IeJIeco00pa3Ho oboramaTh
aTaceT TapaMH «TeKCT-aHHOTAIMs» M3 Pa3INdHBIX o0JacTell HayKu.
OpmHako, BONPOC TOBENCHHMSI MOJEIH MPH TOCTEIICHHOM PACUIMPEHHUN
JaTaceTa HEOOXOOMMO HCCIIEAOBATh OTAEIHHO — CYIIECTBYET JIH TPAaHUIIA,
mocje KOTOPOil pasHoOOpa3ue MPEeIMETHBIX O0JacTell HAYHET yXyIIIaTh
KauecTBO reHepauuu? JIaHHBIA BOMpOC SBISETCA TEMOM JalbHEUIIUX
HUCCJICIOBaHUML.

Ha pucynke 14 mnpuBeaeHbl pe3yJbTaTbl OLIGHKH MOJEIH Ha
JIOTIOJTHUTEIBHBIX TECTOBBIX JaHHBIX. TECTOBBIC NMaHHBIC ObUIM COOpPAaHBI
mocje oOyueHUs, OHM HE YYYBCTBOBAJIM HU B OOYYCHUH, HU B BaJTHIAIUH.
O0BeM NOMOJTHHUTEIBHBIX TECTOBBIX HAaHHBIX — 112 map «aHHOTamus —
TEKCT», HICTOYHUKH, METOINKA cOOpa M OIICHKH aHAJIOTUYHBI HCTOYHUKAM H
METOJAMKaM JIsl TPEHUPOBOUHBIX U BAIMJALMOHHBIX JaHHbBIX.
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Puc. 14. Jluarpamma «IIIUK C ycaMI JUIS OLIEHOK 3KCIIEPTOB Ha TECTOBBIX JaHHBIX

OrneHKa Ha HOBBIX JJAHHBIX MPAKTUYECKU HE OTJIMYAETCS OT OLICHKU
Ha Banuaanuu. Takum oOpa3oM, MOXKHO TOBOPUTH O JOCTH)KEHHH CETBIO
BO3MOXKHOCTH 0000IIEHUs, @ HE TOJBKO 3ay4YMBaHUS 0OyUYarOIINX JJaHHBIX.

5. 3akiai0yeHue M BbIBOABL. B manHO cTaTthe mpopaboTaH BOIPOC
COBEPIICHCTBOBAaHMs  Ipollecca AHHOTHPOBAHUS  HAY4YHBIX  CTaTew,
HUMCIOIINN BBICOKYIO AaKTyallbHOCTh BBHUIYy OYEBHIHONH HEOOXOIMMOCTH
ONTHMHU3AIMN CIIOCOO0B COCTABIECHUS KPATKUX XapaKTEPHCTHK HMEPBHUHBIX
HayYHBIX JOKYMEHTOB C YYeTOM HX OCOOEHHOCTeH (Ha3HaueHWS,
conmepxanusi, Qopmbl). HeoOxoauMocTh  Takke  MOATBEPIKIACTCS
yBEJIMYEHHEM OOBEMOM Hay4yHbIX CBEJCHUH, NpPU KOTOPBIX 3HAYCHHE
aHHOTAIIMM  OMNpPENeNIeTCs OMHOH M3 e¢ (QYHKIUH — [OMOIINb
HCCIICIOBATENIM B OIEPATUBHOM HAXOXKJCHUM PEIEBAHTHOIO HAyYHOIO
Marepualla ¥ U3BJICUYEHHE KIIOUYeBOW HHPOpMalMu. AHHOTHPOBaHHE
HAyYHBIX CTaTeil TakXke CHOCOOCTBYET CTPYKTYPHUPOBaHHIO 3HaHHH,
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BBIJCIICHNUIO KIIOUEBBIX WICH M pE3ylbTaToB, a B YCIOBUSX 0OIIero
BO3pacTaHus OO0BEMOB Hay4yHOW HWH(OpMALUHK TO3BONAET TNPOBOJHUTH
CHCTEMAaTH3allMI0 ¥ YNPABICHHE HAYYHBIMH 3HAHWSMH IOCPEICTBOM
HaBUTALMOHHBIX PETIO3UTOPHEB U 0a3 JaHHBIX.

ABTOMaTH3anus Mporecca COCTaBICHNS aHHOTAIMN B COBPEMEHHBIX
peanusax IoibKHA MPOM3BOIUTHCS Ha 0a3e mudpoBoii Tpanchopmanmu. Taxk,
TEXHOJOTUSI OJOKYEeHH MOXXeT OBITh HMHTErpUpoBaHa B  Hpolecc
COCTaBJICHUSl AaHHOTAUMU JUIA OOecCredeHHs IPO3PavHOCTH, 3aIlUTHI
MHTEJJIEKTYyaJlbHOW ~ COOCTBEHHOCTM M TapaHTHH  MOJUJIMHHOCTH
U IIeJIOCTHOCTH  MpPEACTAaBICHHBIX B  HAyYHBIX TpyJdaXx CBEIEHHIL.
WHcrpymeHTapuii  npenoOy4eHHbIX — OOJBIIMX — SI3BIKOBBIX — MojeJed
MO3BOJISIET 3HAYMTENBLHO COKPaTHTh BpEMsi, HEOOXOAMMOE JUIs aHaiu3a
OONBIIMX  MAaCCHMBOB  HAyYHBIX  TEKCTOB,  MOBBICHTH  TOYHOCTb
1 KOPPEKTHOCTH U3BJICUEHUS HH(POpManny.

B maHHOM HayYHOM HMCCIIEZOBaHMY PEIICHA 3a7ada aBTOMaTHIECKON
TeHepallMy aHHOTalMH K HAyYHBIM CTaThsiM. KadecTBO TreHepanyn
COIOCTABUMO C PEaNbHBIMHM aHHOTALMSIMH, a TAKXKE OTBEYaeT TPEOOBAHUAM
nH(GOPMATUBHOCTH, CTPYKTYPHPOBAaHHOCTH M KOMIAKTHOCTH, KOTOpHIE
OTMEYEHBI B JACHCTBYIOUINX CTaHAApTax MO U3IATENbCKOMY O(OpMIICHHUIO
cTtareifi B TEYaTHBIX M  DJCKTPOHHBIX HAYYHBIX, IEPHOAMYECKHUX
U MPOoIoDKaroIuXcsi cOopHUKax. CreHepupOBaHHBIE TEKCThI COTJIACYHOTCS
C THUIIOBOHM CTPYKTYpOW aHHOTALMHU: COAEPKaT CIIPABOYHYIO MH(OPMAIHIO,
L[eNIb, ONHCaHWE TIOAXOJOB, pPE3YIbTaTOB M KpaTkue BeBOABL. OHHU
peaNM3yloT 3ajady 1O OTOOpPaXEHUIO CYIIECTBEHHBIX IPHU3HAKOB
COJCpP)KaHMsl HAyYHBIX TPYJOB, MO3BOJSIONIMX BBIIBUTE WX HAaY4HOE,
TEOpPETHYECKOE WJIM IPAaKTHYECKOe 3HAUEHHWE JUIs IIENEeBOW ayIUTOpHH,
HOBU3HY, OTJMYHUTh KOHKPETHBIH HaydHBI MaTepuanl OT JpYyTruXx,
AQHAJIOTUYHBIX 110 TEMAaTHKE M LEJIeBOMY HA3HAUYEHUIO, MPEICTABISAIOT
nHopmManuioo O JOCTOMHCTBaX cTaTeid. Takke MONyYEHHBIE TEKCTHI
aHHOTAIM{ BBINOJNHAIOT YCTAHOBJICHHBIE CTaHAApTaMH (YHKIUH: Iai0T
BO3MOXKHOCTb YCTAHOBHTh OCHOBHOE COZAEPKaHUE JOKyMEHTa, ONpPEACINTh
€r0 PEeIEeBaHTHOCTD; NMPEJOCTABIAIOT 6a30BbIC CBEJICHNS O HAYYHOH CTaThe,
YCTPaHSIOT HEOOXOAWMOCTHh YTEHHS IOJHOTO TEKCTa JOKYMEHTa; MOTYT
OBITh MCIOIB30BAHBI B CUCTEMAX MTOKUCKA JOKYMEHTOB M HH()OPMALIUH.

OCHOBHBIM ~ DJIEMEHTOM  pEIIEHUs  SBiIseTcs  COOpaHHBIN
W pa3MEUYCHHBIH JlaTaceT, KOTOPBIH IO3BOJISIET MPOBECTH J000yueHHE
0azoBoil s3pIKOBOM Mozenu. Jlaracer cocrosit w3 825 Hay4HBIX
MaTepuajoB, TMOATOTOBJIEHHBIX IO TEMaTHUKE pPEIIeHUs aKTyaJIbHbIX
npobiieM 00pa3oBaTENBHOrO IpOILecca, OOIIECTBEHHBIX, TEXHUYECKUX
(MH(pOPMAIMOHHBIX), TYMaHUTAPHBIX, JKOHOMHYECKHX W IOPHUIUYECKHX
HayK.
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O dexkTUBHOCTD TEHEpAIK MOJETH BEPUPHUITUPYETCS C TIOMOIIBIO
TIPETIOKEHHOW METOTUKH JKCIEPTHOW OIICHKH Ha OCHOBE OauTbHOM
cucteMsl oT | mo 10 ¢ mByms mapameTrpaMmu: JIOTHKa M rpammaruka. [lox
TpaMMaTHKON TMOHWUMAIOTCS JIOOBIE CHHTAKCHYECKHE, TPaMMAaTHUYECKHe WU
WHBIE OINMOKH, TIO3BOJTIONINE MACHTH(GHUINPOBATh AaHHOTALMIO Kak
CTCHEPHUPOBAHHYIO; O] JOTHKON — CMBICTIOBAasi KOPPEKTHOCTh aHHOTAITHH.
OO0OpaboTka  pe3yiabTaTOB  OKCIEPTHOW  OLEHKM  IIOKasaja,  4TO
pacmpesielieHue OLIEHOK CIeHEpUPOBAaHHBIX M pPEalbHBIX aHHOTAIUH
CTaTUCTUYCCKU HEPA3ZJIMYUMBI, YTO CBUIACTCILCTBYET O BBICOKOM KaudCCTBC
reHepaluy sI3bIKOBOU MOJIEIIH.

Pa3paboTka BHeApeHa B y4eOHBIN MpoIecc TOCYIapCTBEHHOTO BY3a
B BHUJAE IPOTPaMMHOIO MPOAYKTa (BEO-NIPUIIOKEHHUS), HCIIOIb3YEeMOro
B HAYYHOM OOECIICYeHHH W COTPOBOKICHUH OOpa30BATENBLHOTO TPOIIecca,
OKa3bIBAIOLIETO IIOMOIIb B IOJTNOTOBKE KBAIM(HIMPOBAHHBIX HAayYHBIX
CIeNHaInCcTOB. Beb-nmpriokeHne MO3BOIsIET cHOPMUPOBATH KPATKYIO
XapaKTePUCTHKY HAyYHOTO MaTepHaja C TOYKH 3pPCHHS €ro TEMAaTHKH,
CONlepKaHWs, HOBM3HBI M NPYrux ocoOeHHocTedl. Pabora ocHoBaHa Ha
(YHKIIMOHMPOBAaHUKM OOJIBIION SI3BIKOBOM MOJENN apXUTeKTypsl TS5,
000ydeHHOH Ha KOpITyce U3 THICAYHM Pa3MEUYCHHBIX HAYYHBIX ITyONHUKamuii,
CONlepKAIUX Pe3ydbTaThl HAYYHBIX W NPUKIAJHBIX HUCCICIOBaHUN
B 0ONacTH SKOHOMHKH, IOPUCIIPYICHLIUHM, TIEOAarorukd, a TaKkKe
TEXHUYECKHUX HAyK B KOHTEKCTE IPABOOXPAHHUTEIIEHON ACATEIEHOCTH

JlanpHeiimee uccleoBaHUe MpeanoyiaraeT A000ydeHue MoJenen
U OLICHKY CTCHCPUPOBAHHBIX AHHOTAIMA C TOYKH 3peHus TpeOOBaHUI
HOPMATHBHBIX JOKYMEHTOB, a TaKke PacCMOTPEHHE H000ydICHHUS
MYJBTHA3BIYHBIX OONBIIMX SI3BIKOBBIX MOJENCH UIA 3aaddl TeHepaluu
aHHOTaHI/Iﬁ K Hay4YHbIM CTaTbsIM Ha pPAa3HbIX A3bIKaX. TTomumo 9TOro,
ocTaéTcs OTKPHITHIM BOMPOC HCCIICOBAaHUS KauyecTBa TeHEpAIlMd MOJCIH
mpu  TOCTCIICHHOM pAaCHIMPEHUU JaTace€Ta TEKCTaMH U3 Pa3JIMYHBIX
MPEeIMETHBIX 00NacTel.

B 3axmroueHMHM 1eiIecoo0pa3HO  OTMETHTh, YTO  KOHIEMIHSA
mpeuIaraeMoil pa3pabOTKH MO3UIMOHUPYET CBOC TPUMCHEHHE B KadeCcTBE
CHUCTEMBI TOANCPKKU NPUHATHS pemieHuil. KpaiiHe BakHO HCIIONIB30BaTh
pe3ynbTaThl TEHEpAllMd B COYCTAHWH C COOCTBEHHBIMH aBTOPCKHMH
3HAHMSAMH TPEJAMETHOW o0ylacTh Ha 0a3e MEepCOHAILHOTO KPUTHYECKOTO
MBIIIUTCHUS, aHATN3a M HHTEPIPETAlNN TaHHBIX.
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A. GOLUBINSKIY, A. TOLSTYKH, M. TOLSTYKH
AUTOMATIC GENERATION OF SCIENTIFIC ARTICLES
ABSTRACTS BASED ON LARGE LANGUAGE MODELS

Golubinskiy A., Tolstykh A., Tolstykh M. Automatic Generation of Scientific Articles
Abstracts Based on Large Language Models.

Abstract. The concept of automation of the process of annotation of scientific materials
(Russian-language scientific articles) is proposed and its practical implementation is carried out
by means of machine learning technologies, and additional training of large language models.
The relevance of correct and rational compilation of annotations is indicated, and the problems
related to establishing a balance between the time-consuming process of annotation and
ensuring compliance with key requirements for annotation are highlighted. The basics of
annotation presented in the family of standards on information, librarianship, and publishing
are analyzed, and the classification of annotations and requirements for their content and
functionality is given. The essence and content of the annotation process, and the typical
structure of the research object are presented schematically. The issue of integration of digital
technologies into the annotation process is analyzed, and special attention is paid to the
advantages of introducing machine learning and artificial intelligence technology. The digital
toolkit used to generate text in natural language processing applications is briefly described. Its
shortcomings for solving the problem posed in this scientific article are noted. The research
part substantiates the choice of the machine learning model used to solve the problem of
conditional text generation. The existing pre-trained large language models are analyzed and,
considering the problem statement and existing limitations of computing resources, the ruT5-
base model is selected. A description of the dataset is given, including scientific articles from
journals included in the list of peer-reviewed scientific publications in which the main
scientific results of dissertations for the degrees of candidate and doctor of science should be
published. The data labeling technique based on the operation of the tokenizer of the pre-
trained large language model is characterized, and the numerical characteristics of the dataset
distributions and the parameters of the training pipeline are presented graphically and in tables.
The ROUGE quality metric is used to evaluate the model, and the expert assessment method,
including grammar and logic as basic criteria, is used to evaluate the results. The quality of
automatic annotation generation is comparable to real texts and meets the requirements of
information content, structure and compactness. The article may be of interest to an audience
of scientists and researchers seeking to optimize their scientific activities in terms of
integrating digitalization tools into the process of writing articles, as well as to specialists
involved in training large language models.

Keywords: annotation, generation, large language models, digitalization, machine
learning.
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Abstract. 360-degree video content has become a pivotal component in virtual reality
environments, offering viewers an immersive and engaging experience. However, streaming such
comprehensive video content presents significant challenges due to the substantial file sizes and
varying network conditions. To address these challenges, view adaptive streaming has emerged as
a promising solution, aimed at reducing the burden on network capacity. This technique involves
streaming lower-quality video for peripheral views while delivering high-quality content for the
specific viewport that the user is actively watching. Essentially, it necessitates accurately predicting
the user’s viewing direction and enhancing the quality of that particular segment, underscoring
the significance of Viewport Adaptive Streaming (VAS). Our research delves into the application
of incremental learning techniques to predict the scores required by the VAS system. By doing so,
we aim to optimize the streaming process by ensuring that the most relevant portions of the video
are rendered in high quality. Furthermore, our approach is augmented by a thorough analysis of
human head and facial movement behaviors. By leveraging these insights, we have developed a
reinforcement learning model specifically designed to anticipate user view directions and improve
the experience quality in targeted regions. The effectiveness of our proposed method is evidenced
by our experimental results, which show significant improvements over existing reference methods.
Specifically, our approach enhances the Precision metric by values ranging from 0.011 to 0.022.
Additionally, it reduces the Root Mean Square Error (RMSE) by 0.008 to 0.013, the Mean Absolute
Error (MAE) by 0.012 to 0.018 and the F1-score by 0.017 to 0.028. Furthermore, we observe an
increase in overall accuracy of 2.79 to 16.98. These improvements highlight the potential of our
model to significantly enhance the viewing experience in virtual reality environments, making
360-degree video streaming more efficient and user-friendly.

Keywords: head-eye movement, reinforcement learning, deep learning, machine learning,
video streaming, 360-degree video.

1. Introduction. In recent years, prediction models have gained
significant attention in the research community, particularly in the field of
360-degree video streaming. Accurate prediction in this context is crucial as
it enhances the viewer’s immersion and understanding of the video content.
However, achieving high prediction accuracy remains a challenging task,
especially under varying network conditions.

Existing research has explored various methods to improve the
performance of prediction models for 360-degree videos. For example,
reinforcement learning has been used to control model predictions based on
data-driven designs, significantly improving performance, as demonstrated in
the work of the authors in paper [1].
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In the context of 360-degree videos, accurate prediction is excellent
since it increases the viewer’s understanding and immersion of the video.
Significantly, when network conditions change, adapting to meet viewers’
needs is difficult. From these research issues [2-4], the prediction models are
built based on head movements to adapt to different types of videos on the
Viewport Adaptive Streaming (VAS) system. However,the adaptability and
self-learning ability are not only low but also dependable on the initial data, so
it is still difficult when the data changes continuously.

In the context of 360-degree videos, accurate viewport prediction is
essential for adapting to viewers’ needs, especially when network conditions
fluctuate. Studies such as those by the authors in [2-4] have developed
prediction models based on head movements to adapt to different types of
videos on the Viewport Adaptive Streaming (VAS) system. However, these
models often suffer from limited adaptability and self-learning capabilities,
particularly when data changes continuously, making it difficult to maintain
accuracy.

Virtual reality (VR) presents additional challenges in this domain. As
VR technology becomes more widespread, ensuring users feel fully immersed
and interactively engaged is critical. However, video streaming in VR is
constrained by factors such as network bandwidth, video resolution, and
content complexity. High-speed transmission in the viewer’s viewport area,
coupled with lower quality in other areas, is a fundamental requirement for
VR video streaming. Many studies have attempted to address these challenges
by analyzing network conditions and employing optimization methods, but
achieving a balance between network optimization and user immersion remains
a significant hurdle. Therefore, predicting the viewer’s viewport area is valid
and applicable, considering the user’s perspective without downloading the
entire content. This means that the video content will be offloaded, and the
network will have more space, which will help to improve the user’s viewing
area. In fact, [5] research has also shown critical retinal areas of the viewer;
these are considered core areas. Based on these areas, we can quickly fix minor
problems, such as limiting the quality of areas that are not considered and
thereby improving the quality of areas that are considered.

Predicting the audience’s view is a real challenge. Because each person
will have a completely different view angle when turning their head and moving
eyes. One more challenge for this problem is that the heads may not be moved
when the viewers move their eyes. Only the movements of the eyes do not
provide enough basis for a prediction model since we need both head-eye
movements to be analyzed. Figure 1 shows information and forecast areas
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in recent times. However, in this paper, we build on the principles of head
movements to determine a better viewport position.

Head movements Head and Eye movements

PREVIOUS RESEARCH OUR RESEARCH

Fig. 1. Head-eye movements

Besides, psychology and perspective on movement are essential issues
to analyze and make the right prediction [6-8]. First, the video contents partly
affect viewers’ psychology. For example, in emotional videos, viewers tend to
change their head and eye movements when they have excess feelings. Second,
many authors have been also researching perspective effects to evaluate the
standard user’s field of view. The factor of heads and eyes moving without
following the rules also contributes significantly to incorrect prediction orders.

Furthermore, streaming 360-degree videos requires much more
bandwidth compared to regular videos. The prediction method is necessary to
achieve the user’s perceived quality QoE because the user only sees a part of
it. Thus, watching adaptive video streaming is an effective method to satisfy
video quality [9-12]. However, this performance relies on the view adaptation
scheme, view prediction and bandwidth. To overcome these problems, we
propose a server-to-client streaming framework based on reinforcement
learning, which optimizes 360-degree video streaming in viewport prediction
to adapt to changing network conditions. We call this method HEVERL.:

— To address these issues, we propose the HEVERL (Head-eye
Movement Oriented Viewport Estimation Based on Reinforcement Learning)
approach, which represents an advancement in viewport prediction for VR
applications. Unlike traditional methods that rely solely on head orientation
data, HEVERL incorporates both head-eye movement information to more
accurately forecast the user’s future viewport. This multi-modal sensing
strategy provides a comprehensive understanding of the user’s visual attention
and behavior within the VR environment, leading to improved prediction
accuracy.
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— The HEVERL algorithm also introduces a novel content preparation
and delivery mechanism that adaptively prefetches and updates the bitrate
of previously viewed perspectives based on predicted viewport distribution.
This proactive, viewport-aware content optimization enhances the user’s
perceived quality of experience by addressing network fluctuations and view
prediction errors. By integrating prefetching and adaptive bitrate selection for
previously visited viewports, HEVERL sets itself apart from traditional VR
video streaming solutions, which generally rely on reactive strategies.

In summary, the HEVERL algorithm’s dynamic adaptation to
fluctuating network conditions and its ability to overcome potential view
prediction errors represent a significant advancement in VR video streaming.
The algorithm HEVERL may enhance the robustness and reliability of the
VR experience, especially in latency-sensitive applications, and marks a
step forward in achieving consistently high-quality VR viewing experiences.
To provide a better understanding of our research, this report includes the
following content: Section 2 discusses the related work. Section 3 describes
the suggested viewport estimation technique. Section 4 evaluates the proposed
method’s performance compared to other methods. Section 5 concludes.

2. Related work

2.1. Streaming Video 360 Degrees. Recent research has focused on
360-degree video streaming, aiming to optimize bandwidth usage without
compromising video quality. Studies [13-15] suggest that 360-degree video
should be used as standard content to transmit the entire video, ensuring high
viewing quality for users in all directions. However, streaming the full video
consumes substantial bandwidth, allowing only a portion of the 360-degree
video to be viewed at a time.

According to the research [16], there are two types of view-adaptive
streaming: proposed tile-based streaming and asymmetric panorama image-
based streaming. Panorama-based streaming generates multiple versions of
a 360-degree video from different perspectives, necessitating video playback
based on the user’s orientation. While this approach reduces the apparent
quality of the viewport and significantly lowers bandwidth usage, it also
requires greater flexibility because limited versions result in poor display
quality in viewer mode.

In tile-based streaming, the video is divided into multiple encrypted
tiles, and different devices request tiles based on the user’s perspective. Many
algorithms for 360-degree video streaming [17, 18] transmit the Field of View
(FoV) in this manner, effectively reducing bandwidth. However, this method
is less flexible due to the dynamic changes in the user’s perspective. As a
result, recent viewport adaptation methods have relied on FoV [19,20]. These
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FoV-based prediction methods have improved significantly by reducing the
performance impact caused by network distance to the predicted FoV and
uneven bitrate assignment [21-24]. They dramatically reduce tile quality
variation within the FoV. However, they still depend heavily on accurate
bandwidth calculations, which can be influenced by network conditions, leading
to estimation errors and performance degradation.

To overcome these limitations, we propose a reinforcement learning
method combined with user behavior analysis to automatically adapt to network
conditions and select tiles that optimize the predicted viewport area.

2.2. Synthetic prediction models. In this section, we will present some
models built for prediction in recent years.

2.2.1. Head movements. In studies [3,4,25-27], the authors developed
segment prediction models based on head movements. While many of these
models are similar to our proposed model and aim to enhance the accuracy
of predicting future user views in recommender systems, we identified some
limitations. Notably, these methods primarily consider head movements while
neglecting eye movements. The head can remain stationary while the eyes move.
Therefore, experimental methods should account for head-eye movements to
improve prediction accuracy.

Regarding head movements, most studies focus on changes in head
position, acknowledging that head movements are generally slower compared
to eye movements. However, addressing both types of movements presents
a significant challenge. Many studies exclusively target head movements,
overlooking the crucial role of eye movements. In reality, while the head
may turn left or right, the eyes can independently look in different directions.
This disparity underscores the importance of algorithmic adaptation to
accommodate more complex movements for improved accuracy in prediction
models.

2.2.2. Head-eye movements. In the study [28], the author developed
cloud streaming for head-mounted displays, allowing viewers to experience
the illusion of being in a virtual room by rotating their viewpoint. Additionally,
in the study [29], the authors implemented a caching strategy that predicts user
views based on cell resolution, aiming to forecast the viewing frequency of
360-degree video tiles. This method is particularly impactful under limited
buffering conditions.

In another approach [30], the authors focused on predicting how
different segments of a 360-degree video would be viewed on a head-mounted
display. This method incorporated overlapping views and utilized techniques
such as saliency detection, face detection, and object detection. However, the
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algorithm primarily fine-tuned a fixed prediction network, leaving questions
unanswered regarding the adaptability to changing movement dynamics.

While studies [28-30] have made significant strides in considering both
head-eye movements, there is a pressing need for further research on the
Viewport Adaptive Streaming (VAS) system’s role in predicting user views.
This gap in our understanding presents an exciting opportunity for future
exploration and innovation in the field.

2.3. Reinforcement learning-based prediction. Viewport adaptation
schemes for 360-degree video rely on estimated frequency width accuracy
and are categorized based on throughput and buffering [31,32]. However, this
approach needs more flexibility and performs optimally only under specific
network conditions. Therefore, adaptive algorithms are designed based on
bitrate and user behavior to address these challenges and enhance adaptability
and performance.

Approaches that rely on explicitly storing states and actions rather
than using approximate functions are not scalable for real-world cyber
environments. In response, D-DASH [33, 34] computes the action value
Q using a neural network model (such as RNN or LSTM). D-DASH has
shown superior performance and faster convergence compared to traditional
Q-learning methods. However, its performance is still contingent on specific
states and actions. To tackle this limitation, we propose an RL-based algorithm
for decision-making that autonomously adapts to environmental changes.

Furthermore, the correlation between video perspective quality and
video bitrate is non-linear. A neural network predicts video quality, while an
RL algorithm selects the bitrate. This approach outperforms existing methods
by delivering higher video quality and reducing latency.

While the authors have demonstrated that reinforcement learning
optimizes adaptive bitrate for videos [35], this approach utilizes deep
reinforcement learning (DRL) to train the curriculum autonomously. This
enables bitrate decisions for 360-degree videos based on chunk selection and
planning. This method has shown superior experimental results compared to
state-of-the-art techniques. However, it primarily focuses on bitrate selection
and chunk planning decisions, contrasting with our proposed method, which
leverages user behavior to automatically adjust the bitrate and determine
quality levels specifically for the viewport area.

On the contrary, in a recent study [36], researchers developed a system
tailored for adaptation on Facebook’s video platform using reinforcement
learning (RL) in a live environment. They simulated the RL technique to
train the agent effectively. Similarly, [37] introduced an advanced sequential
reinforcement learning model to streamline decision-making and enhance the
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Quality of Experience (QoE). These studies highlight the effectiveness of RL
techniques in optimizing video streaming environments. However, these studies
primarily concentrate on improving QoE by addressing factors like buffering,
video quality, and timing without incorporating behavioral considerations.

Generally, reinforcement learning methods involve an agent making
adaptive decisions in an interactive environment through trial and error [34].
Reinforcement learning empowers the agent to optimize its actions based on
feedback, which is crucial for navigating dynamic and uncertain network
conditions. However, these methods can be time-consuming, and their
effectiveness hinges on the exploration strategy employed. Therefore, our
proposed method aims to swiftly predict and make decisions that do not
compromise the viewer’s perception amidst fluctuating network conditions.

3. Proposed viewport estimation method - HEVERL. HEVERL is
an acronym that stands for Head Eye Movement Oriented Viewport Estimation
Based on Reinforcement Learning in Figure 2. Before discussing the HEVERL
design, we will formulate the video streaming problem using the assumptions
and constraints described in Section 3.

: . Video Quality
360 video Tiles Levels Server

.- [ ’
- Tiling - = = | Sender
-
Wit

Versions
- . -
- Generation

Renforcement Head-eye t
learning movements |
-
- HEVERL I
> = <+= | Receiver
Viewport Viewport f =] Client
. R
Extraction n
{ )

Fig. 2. HEVERL architecture

In this part, we present a problem that needs to be solved by predicting
the viewport area that the human movement direction is using. Prediction is
done when the direction of the user’s movement does not change because it
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is easier to predict and increase the quality of that area. However, in reality,
prediction is very complicated because the more flexible the user is, the more
significant the changes in prediction. Therefore, for each period ¢, it is necessary
to predict the viewport area, and the next point will change, and so on, until
the end of period #,.

Furthermore, these changes will affect the user’s perceived quality
because when the user’s movement direction is in any position, that area will
increase in quality and reduce the near-quality area when not noticed. Therefore,
this prediction increases the quality of user perception and limits bandwidth
consumption in limited network conditions.

The core principle of tiling-based viewport adaptive streaming lies in
the spatial partitioning of video content into distinct, granular sections known
as tiles. This innovative architectural design deviates from the conventional
view of the entire video frame as a single entity. By breaking down the video
in this manner, the streaming system can handle the delivery of each tile
independently, leading to more advanced adaptation strategies.

Expanding on the tiled structure, the tiling-based approach generates
numerous encoded versions for each tile. This extensive range of tile variants
empowers the system to enhance video quality based on the user’s current
viewport or field of view. Tiles that intersect with the user’s viewport, called
'visible tiles,” are encoded at a higher quality to deliver an immersive viewing
experience. In contrast, tiles outside the user’s viewport, known as ’invisible
tiles,” are encoded at a lower quality to conserve bandwidth and system
resources in Figure 3.

The tiling-based viewport adaptive streaming approach is built on
selectively assigning quality to visible and invisible tiles. By delivering the
highest quality version of the tiles currently in the user’s viewport, the system
can provide an optimal visual experience without requiring high-quality data
to be transmitted for the entire frame. This targeted quality allocation allows
for efficient bandwidth utilization while reducing the risk of stalls or quality
degradation during playback, as the system can dynamically adjust tile quality
in response to user navigation and viewport changes.

The tiling-based viewport adaptive streaming model represents a
significant step forward in video delivery, addressing the challenges of
providing high-quality content while maximizing resource utilization. By
spatially partitioning the video into tiles and selectively encoding multiple
quality versions for each tile, the system can adaptively deliver the most
appropriate content to the user based on their current viewport, resulting in a
more immersive and bandwidth-efficient streaming experience.
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Tiles
Video Quality Levels

SERVER

High-quality versions
of visible tiles.

Tiles

CLIENT

Fig. 3. Tiling-based Viewport Adaptive Streaming

3.1. Design of viewport prediction and selection. In this section,
our focus is on designing a predictive model and devising methodologies for
computing and categorizing viewport regions using reinforcement learning,
illustrated in Figure 4.

Input data Output data
= Environment
; p—
&
_ - :
2
<
-
— ] —_—
v =]
= -
’ z
Agent g —

Fig. 4. HEVERL System

The system is structured as follows:
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First, the data undergoes preprocessing before input. The data is
represented through two states: ¢ and t'. These states are stored as arrays
and evolve spatially and temporally.

Second, we configure the environment settings and perform analysis
based on these states. Subsequently, the algorithm calculates weights and
dynamically predicts the user’s viewing area throughout the video. The
parameters are determined as follows:

— Agent. The Agent’s objective is to locate the flag image, depicted in
Figure 5. The Agent’s path includes obstacles that influence the determination
of the necessary route, impacting subsequent decision-making. Figure 5
illustrates how the Agent interacts with the Environment through actions such
as left, right, up, and down.

«O
=
[ |

Fig. 5. Agent

— State. The state indicates the current position within the environment.
Following each action, the environment provides the agent with a corresponding
state.

— Best Action. The optimal action represents the transition process
from the Agent to the environment. When the Agent reaches a forbidden box,
the process terminates. The sequence of interactions between the Agent and the
environment from start to finish is termed an Episode. Throughout the episode,
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the Agent aims to select actions that maximize the Reward. The method by
which the Agent selects these actions is known as the Policy.

— HEVERL. HEVERL will determine the final value to be saved and
prepare for the next step based on the best action selections. Once identified
and classified, the results will arrange the viewport sections sequentially and
decide where to display information on the user’s screen.

On the one hand, our approach utilizes the Markov Decision Process
(MDP), a framework that aids agents in making decisions based on specific
states. In applying this framework, we assume states possess the Markov
property: the transition probability between two states is influenced solely by
the preceding state.

Firstly, the concept of "probability of switching between two states"
arises because, in reality, actions do not always yield deterministic outcomes.
In an ideal scenario, repeating an action would consistently produce identical
results. However, real-world processes are often stochastic. For instance, as
depicted in Figure 6, if an agent decides to move upward and the environment’s
response is not deterministic, the outcomes can vary probabilistically. In this
example, the agent might experience an 80% chance of returning to the "upper
cell" state, with a 10% probability of transitioning to the "left cell" state and
the "right cell" state each.

Fig. 6. Example process

3.2. Viewport Estimation Using Reinforcement Learning for
360-degree Video Streaming — HEVERL. HEVERL is the method we
propose. It is based on the MDP model and is represented as follows. First, we
calculate the Qy,; value when performing action # at state ¢ by:
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QVaIZQ(tJl)=X(t,h)+am;1xQ(t’,h). (1)

Let X be the reward received when transferring state and X (¢, 4) is the
reward received v’ith ¢’ is the next state. Let o be the discount coefficient,
ensuring that the farther "far away" from the Qy,; target, the smaller it is.
Besides, let ¢ be the state, and / be the action. This formula demonstrates that
the Qy,; of action & at state 7 equals reward X (¢,h) plus the largest Qy,; of
the following states ¢’ when performing action 4. As a result, we can create
a state-action matrix as a lookup table using only that simple formula. As a
result, for each state agent, the action with the highest Qy,; should be chosen.
However, the Qy,; before and after acting will differ because RL is a stochastic
process. This distinction is known as Temporal Difference:

Fht) = X(e,) + amax Q{1 ) — Q-1 t,1). @)

Therefore, the matrix Qy,; needs to be weighted based on TD by:
Qu(t,h) = Qa—1(t,h) + 0 fu(t, h), 3)

where o is the learning rate, through the times the agent performs actions,
Qv will gradually converge. Thus, we aim to choose the appropriate action
for a particular state. In other words, we use state as input and output as an
action. During this stage, we realized that there is no constant solution using
Neural Network (NN). All we need to do is remove the lookup table Qy,;
and replace it with a simple NN in Figure 7. Besides, we employ a neural
network structured with 4 layers. The configuration specifies the number of
neurons per layer: 64, 128, 64, and 128 for layers 1, 2, 3, and 4, respectively.
On the other hand, we use 3 neurons with x; as longitude, x; as latitude, and
x3 as the user’s head-eye movement speed in Figure 7. In this part, we use
x3 represents the user’s head-eye movements speed. It quantifies how quickly
the user shifts their gaze. This variable can offer insights into user attention
and focus, potentially indicating areas of interest or distraction. It could be
measured in degrees per second if tracking angular movement per second
for screen-based interactions. Understanding this speed, we can use adaptive
content based on user engagement levels. All layers utilize ReLU activation
functions, and regularization techniques include a Dropout set to 0.5 and an
L2 regularization set to 0.01.
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Fig. 7. State - Action

However, the most crucial part of NN is still missing. That is the Loss
function. We aim to force the NN to learn how to accurately estimate the Qy,;
for actions. Therefore, to determine the error between the actual and predicted
Qvar- The formula is determined and calculated as follows:

Loss_function = (X + oumaxy Q(t' 5 @') — O(t, h; ))>. 4

On the other hand, our HEVERL algorithm is proposed to perform as
follows:

— Step 01: the setup environment injects a state into the network is #;
The output is the Qy,; of the corresponding actions;

— Step 02: the agent chooses an action with a Policy and executes that
action,;

— Step 03: the environment returns state ¢’ and reward x as the result
of action h and saves the experience tuple [t,4,x,t'|into memory;
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— Step 04: sample the experiences into several batches and train the
NN;

— Step 05: repeat until the end of M (M = 1000) episodes.

After performing the aforementioned steps, we calculate the predicted
positions, which may fluctuate between different states. Experiments also
indicate that our algorithm has shown improvement compared to conventional
methods.

4. Performance Evaluation

4.1. Experimental Settings. To experiment, we use five videos: the
Video Turtle describes People releasing baby turtles into the sea on the beach
during the day. The Bar video describes the Bar as Light, with users moving
and the bartender at work. The Video Ocean is described as follows: Under the
ocean, people go underwater to see whales. Besides, there are two videos, Sofa
and Po. Riverside is described as People sitting on sofas in the living room
to talk, and Riverside videos outdoors during the day, with human activities.
Each video contains traces of corresponding head-eye movements, and the
information is also confirmed to change even when there is no head movement
in Figure 8.

On the one hand, our dataset originates from the CSV file
referenced [38]. We use two columns to indicate the viewer’s position
in latitude and longitude, normalized to a range of O to 1. Longitude values
are scaled by multiplying by 27, and latitude values by 7 to determine
their on-screen positions. To display these positions accurately on an
image, multiply longitude by the desired width and latitude by the desired
height. Using these longitude and latitude coordinates, we can pinpoint
the exact position of the observer. Besides, according to the authors in
the article [38], head-eye movement data were collected from panoramic
(360-degree) videos using head-eye tracking technologies. Head motion
sensing technologies utilize accelerometers, gyroscope sensors, and kinematic
trackers. Eye movement sensing technologies employ infrared eye trackers
and eye-tracking glasses. 360-degree videos are recorded for users to view in
virtual reality environments. Data from head-eye tracking sensors are recorded
simultaneously with the video to provide information about how users interact
with the content.

In this study, we utilized a dataset from [38] comprising head-eye
movements data collected from 57 participants, including 25 women, whose
ages ranged from 19 to 44 years (mean age: 25.7 years). Each participant
viewed five distinct 360-degree videos for 20 seconds. The gaze data, sampled
at 250Hz, yielded approximately 285,000 samples per video, totaling 1,425,000
samples across all videos. For model development, 80% of the data was
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allocated for training and 20% for testing, ensuring comprehensive exposure
during training and robust evaluation of model performance.

-—Longitude (degrees) ——Latitude (degrees) ——Longitude (degrees) ——Latitude (degrees)
1
T Ses1zg,

ﬂmun unﬂﬂ :

a) Bar video

b) Sofa video
—Longitude (degrees) —Latitude {degrees) ——Longitude (degrees) —Latitude (degrees)

¢) Turtle video d) Ocean video

—Longitude (degrees) —Latitude (degrees)

¢) Po. Riverside

Fig. 8. Head-eye movements Dataset [38]

On the other hand, we experimented with the Windows 10 computer
operating system, a Python-written experiment on a PC running 64-bit
Windows 11, with 8192 MB RAM and an Intel® CoreTM 15-10400F Processor
(6 Core, 12 Thread) CPU to measure the training time of different solutions.
The proposed method HEVERL will be evaluated alongside other methods
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by calculating the Root Mean Square Error (RMSE) based on precision
calculation in the context of VAS.

The values defined in Table 1 should be replaced by the following
abbreviations: TP for true positives, TN for true negatives, FP for false positives,
and FN for false negatives.

— Accuracy. Accuracy is useful when the dataset’s classes are well-
balanced, with a similar number of instances in each class. However, accuracy
can be misleading in imbalanced datasets, where one class significantly
outnumbers the others.

TN+TP

Act = : o)
TN+TP+FN+FP

— Precision. Indicates the precision with which Positive issues are
detected.

TP
Prec = ——— . 6
= TPLFP ©)

— Recall. Recall measures the ability to find all the positive samples.

Recall =~ @)
eca = TPLFN’

— F1-Score. F1-Score is the harmonic mean of precision and recall,
providing a balance between the two.

Prec x Recall
F1-S =2k — 8
core * Prec+ Recall ®)

Table 1. Definition of parameters
Values Description
True Positives (TP) True Positives are received True Positive;
False Positives (FP) True Negatives are obtained False as Positive;
True negatives (TN) | True Negatives are received True Negatives;
False negatives (FN) | True Positives are received False as Negative.

Root Mean Square Error —- RMSE. RMSE is one of the two leading
performance indicators for a regression model. It computes the average
difference between values predicted by a model and actual values. It estimates
how well the model can predict the target value (accuracy):
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RMSE :\/ Laz (Preca = Acta)?. ©)
H
Mean Absolute Error - MAE. MAE is the average absolute magnitude
of the errors between predicted and observed (true) viewport positions.

1 H
MAE = Ea; |Prec, — Act,, (10)

where:

— Let Prec, be the prediction rating,

— Let Act, be the actual rating in the testing data set,

— H represents the number of rating prediction pairs between the testing
data and the prediction result.

4.2. Viewport prediction performance. The viewport prediction
performance of the HEVERL model is compared to the current reference
models, including GLVP [3], AEVE [4], and GRU [39], in terms of Precision,
RMSE, and MAE. This comparison aims to evaluate the viewport prediction
capabilities of HEVERL against the benchmark models, intending to identify
the advantages and effectiveness of the HEVERL model in applications that
rely on accurate viewport prediction. Assessing these key performance metrics
provides insights into the relative strengths and improvements offered by the
HEVERL approach compared to the existing reference techniques.

The viewport prediction performance of HEVERL is compared with
the current reference models such as GLVP [4], GRU [39], and AEVE [4] in
terms of Precision, RMSE (Root Mean Square Error), MAE (Mean Absolute
Error) in Table 2.

Table 2. HEVERL compared to the reference methods

Methods Accuracy | Precision | Recall | Fl-score | RMSE | MAE
GRU 71.23 0.865 0.860 0.861 0.248 0.147
GLVP 69.26 0.876 0.871 0.872 0.244 0.140
AEVE 83.45 0.869 0.862 0.864 0.249 0.144
HEVERL 86.24 0.887 0.893 0.889 0.236 0.128

The study compares the viewport prediction performance of
HEVERL, a new proposed model, to existing reference models. Viewport
prediction is essential in many applications, including adaptive streaming and
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virtual/augmented reality, because it allows for efficient resource utilization
and a better user experience.

In terms of precision, the study assesses each model’s ability to predict
the user’s viewport. A higher Precision value indicates improved predictive
performance. The results show that HEVERL outperforms the reference
models in accurately predicting the user’s viewport.

The study also examines the models’ root mean square error (RMSE)
and mean absolute error (MAE). These metrics are crucial in assessing the
disparity between the predicted and actual viewport coordinates. Lower RMSE
and MAE values indicate a higher level of predictive performance. The findings
reveal that HEVERL exhibits lower RMSE and MAE than the reference models,
suggesting that it delivers more accurate viewport predictions with fewer errors.

The study’s results demonstrate that the HEVERL model is highly
effective in viewport prediction. This model holds significant promise as a tool
for optimizing resource allocation and enhancing the overall user experience
in various applications that rely on accurate viewport prediction. Significantly,
it surpasses the current reference models in terms of Precision, RMSE, and
MAE.

4.3. Training time evaluation. Table 3 illustrates the performance of
four algorithms (AEVE, GRU, GLVP, and HEVERL) across five datasets (Bar,
Ocean, Po Riversides, Sofa, and Turtle). The performance metrics indicate that
these algorithms yield favorable results, with average processing times below
100ms for the entire video. This demonstrates the algorithms’ effectiveness in
aiding decision-making processes.

Table 3. Training time overview

Methods Bar Ocean | Po. Riversides | Sofa Turtle
AEVE 0.0953 | 0.0644 | 0.0722 0.0904 | 0.0933
GRU 0.1020 | 0.0766 | 0.0708 0.0921 | 0.0983
GLVP 0.1030 | 0.0951 | 0.0649 0.0954 | 0.0913
HEVERL | 0.0885 | 0.0971 | 0.0863 0.1100 | 0.0782

However, it is critical to consider not only raw performance metrics but
also the algorithm’s consistency and stability. An algorithm that performs well
on average but has a high degree of variability in results may be less desirable
than one with slightly lower peak performance but is more stable and reliable.

Choosing the best algorithm is a nuanced decision based on the
problem’s requirements and constraints. If the goal is to maximize performance
across all data sets, the HEVERL algorithm is the top choice. However, the
algorithm’s performance in specific data sets or use cases may be more relevant.
A thorough understanding of the problem context and desired outcomes is
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required before making a definitive recommendation on the best algorithm for
training time evaluation.

5. Conclusions. In this paper, we tackle the difficult task of viewport
prediction in the context of VR video streaming. The proposed solution
outperformed four reference methods in several critical evaluation metrics,
such as Precision, Root Mean Square Error (RMSE), and Mean Absolute
Error. By accurately predicting the user’s current and future viewport, the
authors’ approach has the potential to significantly improve VR content
delivery, lowering latency and improving overall viewing quality. Accurate
viewport prediction is a critical enabler for optimizing bandwidth utilization
and selectively streaming high-quality content only for the regions of interest,
ultimately increasing user satisfaction and engagement with more immersive
and enjoyable VR services across various domains, such as gaming, education,
and training.

Our strategy focuses on exploring and optimizing techniques to enhance
the performance of Reinforcement Learning models within the VAS system,
aiming to predict and improve user experience quality. Moving forward, we
plan to conduct additional experiments to validate the effectiveness of this
approach, while also investigating solutions for integrating and deploying these
optimized models across real-world virtual reality platforms.
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H. XvHr, ®.T. JAT, H. TAH, H.A. KvyAH, JI. TPAHT, JI.M. HAM,
OIIEHKA OBJIACTU TIPOCMOTPA C UCIIOJIbB3BOBAHUEM
OBYYEHUNA C ITIOAKPEIIJIEHUEM J1J14 IHOTOKOBOU
IHNEPEJIAYU BUJAEO B ®OPMATE 360 I'PA/IYCOB

Xyne H., /lam @.T., Tan H., Kyan H.A., Tpane JI., Ham J1.M. Ouenka o6acTa mpocMoTpa ¢
HCIIOJIb30BaHNeM 00y4YeHHsI ¢ OAKPeNJIeHneM [IIsl IOTOKOBOII lepejauyn Bijieo B hopmare
360 rpaaycos.

Amnnotamus. BuneokonTenT B popmate 360 rpaaycoB cTa KITIOUEBBIM KOMITIOHEHTOM B CpeJiax
BHUPTYaJIbHOI pealbHOCTH, NIpeJIjIarast 3puTe/IsiM 3aXBaThIBAIOIIMIA 1 yBJIEKaTeIbHbI OIbIT. OTHAKO
MIOTOKOBasI Nepejada TaKoro KOMIUIEKCHOTO BHJEOKOHTEHTA CONpsDKEHA CO 3HAYMTEIbHBIMU
TPYAHOCTSIMH, OOYCJIOBJICHHBIMU CYIIECTBEHHBIMU pa3MepaMu (hailJioB M NepeMEeHYMBBIMU
CeTeBbIMH YCJIOBHUSAMM. [IJIsl pellleHHs 9TUX MpoOjeM B KauecTBe MEePCHEeKTUBHOIO PEIleHHs,
HaIpaBJIeHHOTO Ha CHKEHNE Harpy3KH1 Ha MPOITYCKHYIO CIOCOOHOCTB CETH, MOSIBIJIACH aJalITHBHAS
MOTOKOBasI epeada IpoCcMOTpa. DTa TeXHONOTHs NPeroaraeT nepeaady Buaeo 6onee HU3KOro
KayecTBa 1151 epu(epUitHbIX 30H IPOCMOTPA, a BHICOKOKAUEeCTBEHHbIIT KOHTEHT — /151 KOHKPETHON
30HBI MPOCMOTPA, HA KOTOPYIO aKTHBHO CMOTPHT T0/1b30Batelb. [1o cyTn, 310 TpebyeTt TOUHOro
IIPOTHO3UPOBAHNS HAIpPaBJIeHUs] IPOCMOTpa IIOJIb30BaTesIsl W IOBBIIICHUS] KauyecTBa 3TOrO
KOHKPETHOTO CEerMeHTa, UTO MOJYePKUBAeT 3HAYMMOCTb aJalTHBHOW MOTOKOBOH Hepeaavu
npocmotpa (VAS). Hame uccrnenoBanue yniyOisieTcsi B IpUMEHEHHe METOJOB IIOLIaroBOro
00yueHus1 sl POrHO3UPOBAHKSI OLIEHOK, TpeOyeMbix cucteMoil VAS. TakuM 00pa3oM, Mbl
CTPEMHMCS ONTHMH3KPOBATh IPOLiecC IIOTOKOBOH Mepegaun, 00ecrednBast BHICOKOE KaueCTBO
oToOpakeHUs1 HauboJIee BaXHBIX (PparMeHToB Bueo. Kpome Toro, Hamr nNogxoj AOMONHSIETCS
TIIATe/IbHBIM aHAIH30M HOBEICHNs JBIKCHUIT TOJIOBBI U JIMIIA YeJIoBeKa. VICTonb3ys 3Ty JaHHbIe,
MBI pa3paboTay MoJeab OOYUeHWs C NMOAKPEIUICHHEM, CIELMAIbHO IpeJHa3HAYeHHYIO IS
HPOrHO3MPOBAHKS HAIIPABJICHUIT B3IJIs1/1a MOJIb30BATEJIs M MOBBILICHNS Ka4eCTBa N300paKeHHs B
IeJIeBbIX 001acTsX. DhOEeKTHBHOCTb NpelaraeéMoro HaMyu MeToJa NOATBePK1aeTCs HallluMU
9KCNEPUMEHTAIBPHBIMU PE3Y/IbTaTaMH, KOTOpble MOKA3bIBAIOT 3HAUUTE/IbHbIE YIyUllEHHs IO
CPaBHEHHIO C CYIECTBYIONIMMYU STaJOHHBIMU METOAaMU. B 4acTHOCTH, Halll TOAXO[ MOBHIIAET
METpPUKY NPELM3MOHHOCTH Ha 3HauYeHus B auaraszone ot 0,011 go 0,022. Kpome Toro, oH cHuxaet
cpeaHekBaaparuunyio oumoky (RMSE) B quanazone ot 0,008 1o 0,013, cpepHion abcomoTHyI0
ommoky (MAE) — o1 0,012 10 0,018 n onenky F1 — ot 0,017 5o 0,028. Kpome Toro, Msl Hadmogaem
yBeauyerue odiet TouHocTd ¢ 2,79 10 16,98. I yiaydineHns NOAIEPKUBAIOT IOTEHIIHAT HaIIei
MOJIeJIH IS 3HAUUTEIBHOTO YTy qIIeH)s KadecTBa IPOCMOTPa B cpeJjax BUPTYaIbHON peabHOCTH,
Jejiasi MOTOKOBYIO Iepenady Buaeo Ha 360 rpamycoB Oosee 3((EeKTHBHOM U yIOOHON aJIst
OJIb30BaTeIS.

KuroueBble cjioBa: IBIDKCHHE TOJIOBBI U I71a3, 0Oy4eHHE C IOAKpPEIUICHHEM, NIyOoKoe
o0y4eHue, MalllMHHOe 00yJeHKe, MOTOKOBas epeaavya BUaeo, Buieo Ha 360 rpasycos.

JIuteparypa

1. Pan X., Chen X., Zhang Q., Li N. Model predictive control: A rein-forcement learning-
based approach. Journal of Physics: Conference Series. IOP Publishing. 2022. vol. 2203.
no. 1. DOI: 10.1088/1742-6596/2203/1/012058.

2. Feng X., Swaminathan V., Wei S. Viewport prediction for live 360-degree mobile
video streaming using user-content hybrid motion tracking. Proceedings of the ACM on

324  UWndopmaruxa u apromatusauus. 2025. Tom 24 Ne 1. ISSN 2713-3192 (neu.)
ISSN 2713-3206 (onnaiiH) www.ia.spcras.ru



ARTIFICIAL INTELLIGENCE, KNOWLEDGE AND DATA ENGINEERING

11.

12.

13.

14.

15.

16.

Interactive, Mobile, Wearable and Ubiquitous Technologies. 2019. vol. 3. no. 2. pp. 1-22.
DOI: 10.1145/3328914.

Nguyen H., Dao T.N., Pham N.S., Dang T.L., Nguyen T.D., Truong T.H. An accurate
viewport estimation method for 360 video streaming using deep learning. EAI Endorsed
Transactions on Industrial Networks and Intelligent Systems. 2022. vol. 9. no. 4.
DOI: 10.4108/eetinis.v9i4.2218.

Nguyen D. An evaluation of viewport estimation methods in 360-degree video streaming.
7th International Conference on Business and Industrial Research (ICBIR). IEEE, 2022.
pp. 161-166. DOI: 10.1109/ICBIR54589.2022.9786513.

Nguyen V.H., Pham N.N., Truong C.T., Bui D.T., Nguyen H.T., Truong T.H.
Retina-based quality assessment of tile-coded 360-degree videos. EAI Endorsed
Transactions on Industrial Networks and Intelligent Systems. 2022. vol. 9. no. 32.
DOI: 10.4108/eetinis.v9i32.1058.

Lee E.-J., Jang YJ., Chung M. When and how user comments affect
news readers’ personal opinion: perceived public opinion and perceived news
position as mediators. Digital Journalism. 2020. vol. 9. no. 1. pp. 42-63.
DOI: 10.1080/21670811.2020.1837638.

Nguyen H.V., Tan N., Quan N.H., Huong T.T., Phat N.H. Building a chatbot system
to analyze opinions of english comments. Informatics and Automation. 2023. vol. 22.
no. 2. pp. 289-315.

Raja U.S., Carrico A.R. A qualitative exploration of individual experiences
of environmental virtual reality through the lens of psychological distance.
Environmental Communication. 2021. vol. 15. no. 5. pp. 594-609.
DOI: 10.1080/17524032.2020.1871052.

Jiang Z., Zhang X., Xu Y., Ma Z., Sun J., Zhang Y. Reinforcement learning based rate
adaptation for 360-degree video streaming. IEEE Transactions on Broadcasting. 2021.
vol. 67. no. 2. pp. 409-423. DOI: 10.1109/TBC.2020.3028286.

Nguyen V.H., Bui D.T., Tran T.L., Truong C.T., Truong T.H. Scalable and resilient 360-
degree-video adaptive streaming over http/2against sudden network drops. Computer
Communications. 2024. vol. 216. pp. 1-15. DOI: 10.1016/j.comcom.2024.01.001.
Kan N., Zou J., Li C., Dai W., Xiong H. Rapt360: Reinforcement learning-based rate
adaptation for 360-degree video streaming with adaptive prediction and tiling. IEEE
Transactions on Circuits and Systems for Video Technology. 2022. vol. 32. no. 3.
pp. 1607-1623. DOI: 10.1109/TCSVT.2021.3076585.

Hung N.V., Chien T.D., Ngoc N.P, Truong T.H. Flexible http-based video
adaptive streaming for good QoE during sudden bandwidth drops. EAI Endorsed
Transactions on Industrial Networks and Intelligent Systems. 2023. vol. 10. no. 2.
DOI: 10.4108/eetinis.v10i2.2994.

Wong E.S., Wahab N.H.A., Saeed F., Alharbi N. 360-degree video bandwidth reduction:
Technique and approaches comprehensive review. Applied Sciences. 2022. vol. 12.
no. 15. DOI: 10.3390/app12157581.

Lampropoulos G., Barkoukis V., Burden K., Anastasiadis T. 360-degree video in
education: An overview and a comparative social media data analysis of the last decade.
Smart Learning Environments. 2021. vol. 8. DOI: 10.1186/s40561-021-00165-8.

Ng K.-T., Chan S.-C., Shum H.-Y. Data compression and transmission aspects of
panoramic videos. IEEE Transactions on Circuits and Systems for Video Technology.
2005. vol. 15. no. 1. pp. 82-95. DOI: 10.1109/TCSVT.2004.839989.

Xie L., Xu Z., Ban Y., Zhang X., Guo Z. 360ProbDASH: Improving QoE
of 360 video streaming using tile-based http adaptive streaming. Proceedings

Informatics and Automation. 2025. Vol. 24 No. 1. ISSN 2713-3192 (print) 325
ISSN 2713-3206 (online) www.ia.spcras.ru



WCKYCCTBEHHbBII MHTEJJIEKT, MTHXKEHEPUS JIAHHBIX U 3HAHUI

17.
18.

19.

20.

21.

22.

24.

25.

26.

217.

28.

29.

30.

31.

326

of the 25th ACM international conference on Multimedia. 2017. pp. 315-323.
DOI: 10.1145/3123266.3123291.

Hosseini M., Swaminathan V. Adaptive 360 VR video streaming: Divide and conquer.
IEEE International Symposium on Multimedia (ISM). IEEE, 2016. pp. 107-110.
El-Ganainy T., Hefeeda M. Streaming virtual reality content. arXiv preprint
arXiv:1612.08350. 2016. DOI: 10.48550/arXiv.1612.08350.

Xu M., Song Y., Wang J., Qiao M., Huo L., Wang Z. Predicting head movement
in panoramic video: A deep reinforcement learning approach. IEEE transactions on
pattern analysis and machine intelligence. 2019. vol. 41. no. 11. pp. 2693-2708.
DOI: 10.1109/TPAMI.2018.2858783.

Hu H.-N,, Lin Y.-C., Liu M.-Y., Cheng H.-T., Chang Y.-J., Sun M. Deep 360 pilot:
Learning a deep agent for piloting through 360deg sports videos. Proceedings of
the IEEE Conference on Computer Vision and Pattern Recognition (CVPR). 2017.
pp. 1396-1405.

Bao Y., Wu H., Zhang T., Ramli A.A., Liu X. Shooting a moving target: Motion-
prediction-based transmission for 360-degree videos. IEEE International Conference on
Big Data. IEEE. 2016. pp. 1161-1170. DOI: 10.1109/BigData.2016.7840720.
Petrangeli S., Swaminathan V., Hosseini M., De Turck F. An http/2-based
adaptive streaming framework for 360 virtual reality videos. Proceedings of
the 25th ACM international conference on Multimedia. 2017. pp. 306-314.
DOI: 10.1145/3123266.3123453.

Hung N.V,, Tien B.D., Anh T.T.T., Nam P.N., Huong T.T. An efficient approach to
terminate 360-video stream on http/3. AIP Conference Proceedings. AIP Publishing.
2023. vol. 2909. no. 1.

YuJ, Liu Y. Field-of-view prediction in 360-degree videos with attention-based neural
encoder-decoder networks. Proceedings of the 11th ACM Workshop on Immersive Mixed
and Virtual Environment Systems. 2019. pp. 37-42. DOI: 10.1145/3304113.3326118.
Park S., Bhattacharya A., Yang Z., Das S.R., Samaras D. Mosaic: Advancing user
quality of experience in 360-degree video streaming with machine learning. IEEE
Transactions on Network and Service Management. 2021. vol. 18. no. 1. pp. 1000-1015.
DOI: 10.1109/TNSM.2021.3053183.

Lee D., Choi M., Lee J. Prediction of head movement in 360-degree videos using
attention model. Sensors. 2021. vol. 21. no. 11. DOI: 10.3390/s21113678.

Chen X., Kasgari A.T.Z., Saad W. Deep learning for content-based personalized viewport
prediction of 360-degree VR videos. IEEE Networking Letters. 2020. vol. 2. no. 2.
pp. 81-84. DOI: 10.1109/LNET.2020.2977124.

Vielhaben J., Camalan H., Samek W., Wenzel M. Viewport forecasting in
360 virtual reality videos with machine learning. IEEE international conference
on artificial intelligence and virtual reality (AIVR). IEEE. 2019. pp. 74-747.
DOI: 10.1109/AIVR46125.2019.00020.

Uddin M.M., Park J. Machine learning model evaluation for 360°video
caching. IEEE World AI IoT Congress (AlloT). IEEE. 2022. pp. 238-244.
DOI: 10.1109/AI10T54504.2022.9817292.

Fan C.-L., Yen S.-C., Huang C.-Y., Hsu C.-H. Optimizing fixation prediction
using recurrent neural networks for 360° video streaming in head-mounted virtual
reality. IEEE Transactions on Multimedia. 2020. vol. 22. no. 3. pp. 744-759.
DOI: 10.1109/TMM.2019.2931807.

Yaqoob A., Bi T., Muntean G.-M. A survey on adaptive 360 video streaming: Solutions,
challenges and opportunities. IEEE Communications Surveys and Tutorials. 2020.
vol. 22. no. 4. pp. 2801-2838. DOI: 10.1109/COMST.2020.3006999.

Wudopmaruka u aBromatuzams. 2025. Tom 24 Ne 1. ISSN 2713-3192 (neu.)
ISSN 2713-3206 (onnaiiH) www.ia.spcras.ru



ARTIFICIAL INTELLIGENCE, KNOWLEDGE AND DATA ENGINEERING

32. Liu X. Deng Y. Learning-based prediction, rendering and association optimization
for mec-enabled wireless virtual reality (VR) networks. IEEE Transactions
on Wireless Communications. 2021. vol. 20. no. 10. pp. 6356-6370.
DOI: 10.1109/TWC.2021.3073623.

33. Gadaleta M., Chiariotti F., Rossi M., Zanella A. D-DASH: A deep g-learning framework
for dash video streaming. IEEE Transactions on Cognitive Communications and
Networking. 2017. vol. 3. no. 4. pp. 703-718. DOI: 10.1109/TCCN.2017.2755007.

34. Souane N., Bourenane M., Douga Y. Deep reinforcement learning-based approach for
video streaming: Dynamic adaptive video streaming over HTTP. Applied Sciences. 2023.
vol. 13. no. 21. DOTI: 10.3390/app132111697.

35. Xie Y., Zhang Y., Lin T. Deep curriculum reinforcement learning for adaptive 360 o
video streaming with two-stage training. IEEE Transactions on Broadcasting. 2023.
vol. 70. no. 2. pp. 441-452. DOI: 10.1109/tbc.2023.3334137.

36. Du L., Zhuo L., Li J., Zhang J., Li X., Zhang H. Video quality of experience
metric for dynamic adaptive streaming services using dash standard and deep
spatial-temporal representation of video. Applied Sciences. 2020. vol. 10. no. 5.
DOI: 10.3390/app10051793.

37. Mao H., Chen S., Dimmery D., Singh S., Blaisdell D., Tian Y., Alizadeh M.,
Bakshy E. Real-world video adaptation with reinforcement learning. arXiv preprint
arXiv:2008.12858. 2020. DOI: 10.48550/arXiv.2008.12858.

38. David E.J., Gutiérrez J., Coutrot A., Da Silva M.P., Callet P.L. A dataset of head and
eye movements for 360 videos. Proceedings of the 9th ACM Multimedia Systems
Conference. 2018. pp. 432-437.

39. Wu C., Zhang R., Wang Z., Sun L. A spherical convolution approach for learning
long term viewport prediction in 360 immersive video. Proceedings of the AAAI
Conference on Artificial Intelligence. 2020. vol. 34. no. Ol. pp. 14003-14040.
DOI: 10.1609/aaai.v34i01.7377.

Xyur Hryen Bner — mpernogaBatenb, dakyabteT HH(GOPMALMOHHBIX TEXHOJIOTHIA,
BocTrouHoasnaTckuil  TEXHOJOTMYeCKHMil yHuBepcuteT. OO1acTh HayYHBIX HMHTEPECOB:
MY/IbTUMENIAHbIE KOMMYHHKAI[MM, CeTeBasi OE30MaCHOCTb, HCKYCCTBEHHBI HHTEIUIEKT,
opraHu3anysi Tpauka B CETSIX HOBOTO IIOKOJIEHHMsI, TapaHTUsI KauyecTBA CETEBBIX YCIYT,
IKOJIOTMYHBIE CETH, MPHIOKeHHUs1. Yncio HayuHbIX myOiamkanmit — 23. hungnv @eaut.edu.vn; Ku
@y - Ku Anb, Xatuns, BeetHam; p.1.: +84(098)911-2079.

Hat ®am Tsaub — HayuHbIil COTPYJHUK, BOCTOUHOA3MATCKUIA TEXHOIOTMYECKUII YHUBEPCUTET.
OO6nacTh Hay4yHBIX WHTEPECOB: NPIJIOKEHUs, ceTH. UMCIO HaydHBIX NyOoiauMkammii — 1.
20212452 @eaut.edu.vn; By Hunb — Kben Croonr, Txaiiounp, BeetHam; p.1.: +84(036)239-6558.

Tan HryeH — HayuHblil COTPYAHUK, BOCTOUHOA3MATCKMII TEXHOJIOIMYECKUIl YHUBEPCHUTET.
O061acTh HaYYHBIX HHTEPECOB: NPHUIOKEHNS], aHAIM3 AAHHBIX. YHCII0 HAay4HBIX IMyOMKanuii — 3.
tan25102000 @ gmail.com; YsiHr 3yHr - TueH Jly, XbiHriteH, BeetHam; p.1.: +84(035)919-0216.

Kyan Hryen AHb — Hay4HblIil COTPYHHK, BOCTOUHOA3MATCKMIT TEXHOOTMYECKHIT YHUBEPCUTET.

O61acTh Hay4yHBIX HHTEPECOB: MNPIJIOKEHUs, ceTH. YUMCIO HayuHBIX myOiaukammii — 1.
anhq46724 @gmail.com; 3saii, XaHoit, BeeTHaMm; p.T.: +84(096)278-4293.
Tpanr Jle Txm Xyslien — npenopaBartenb, (akyIbTeT HH(DPOPMAIMOHHBIX TEXHOJOTHI,

BocTouHOa3MATCKUA  TeXHOJOrMYecKuid yHuBepcuteT. OO7acTh HAyYHBIX HHTEPECOB:
MyJIbTHMEeUIHbIe KOMMYHHKAIIUH, CUCTEMBl YIpaBlIeHUsl Oa3aMy [JaHHBIX, MCKYCCTBEHHBII
MHTEJUIEKT, pUIoKeHus. Ynciio HayuHbIX myOiukarmii — 2. tranglth@eaut.edu.vn; ®@yonr Tpu -
Txu Tpan IIxynr - lan ®@yonr, Xanoit, Beetnam; p.1.: +84(032)889-9334.

Informatics and Automation. 2025. Vol. 24 No. 1. ISSN 2713-3192 (print) 327
ISSN 2713-3206 (online) www.ia.spcras.ru



WCKYCCTBEHHbBII MHTEJJIEKT, MTHXKEHEPUS JIAHHBIX U 3HAHUI

Ham JIe Maii — nipenogaBaTeb, paky/pTeT HHGOPMALMOHHBIX TeXHOJIOI Ui, BocTouHOa3MaTCK Mt
TEXHOJIOrHYecKuil yHuBepcuteT. OOIaCTh HAyYHBIX HMHTEPECOB: pa3pabOTKa MPOrpaMMHOIO
obecrieueHUsl, MaTeMaTHKa ONTHMM3AlMM, IPUKJIAJHble IPOrpaMMbl. UHWCIO Hay4YHBIX
nyOmukanmii — 1. namlm@eaut.edu.vn; ®your Yynr - Txadp Oaii, Xanoii, BbeTHawm;
p.T.: +84(098)208-2117.

328  Undopmaruka u asromaruszanus. 2025. Tom 24 Ne 1. ISSN 2713-3192 (meu.)
ISSN 2713-3206 (onnaiiH) www.ia.spcras.ru



ARTIFICIAL INTELLIGENCE, KNOWLEDGE AND DATA ENGINEERING

DOI 10.15622/ia.24.1.12

A. AGEEV, A. KONSTANTINOV, L. UTKIN
ADA-NAF: SEMI-SUPERVISED ANOMALY DETECTION BASED
ON THE NEURAL ATTENTION FOREST

Ageev A., Konstantinov A., Utkin L. ADA-NAF: Semi-Supervised Anomaly Detection Based
on the Neural Attention Forest.

Abstract. In this study, we present a novel model called ADA-NAF (Anomaly Detection
Autoencoder with the Neural Attention Forest) for semi-supervised anomaly detection that uniquely
integrates the Neural Attention Forest (NAF) architecture which has been developed to combine a
random forest classifier with a neural network computing attention weights to aggregate decision
tree predictions. The key idea behind ADA-NAF is the incorporation of NAF into an autoencoder
structure, where it implements functions of a compressor as well as a reconstructor of input
vectors. Our approach introduces several technical advances. First, a proposed end-to-end training
methodology over normal data minimizes the reconstruction errors while learning and optimizing
neural attention weights to focus on hidden features. Second, a novel encoding mechanism
leverages NAF’s hierarchical structure to capture complex data patterns. Third, an adaptive
anomaly scoring framework combines the reconstruction errors with the attention-based feature
importance. Through extensive experimentation across diverse datasets, ADA-NAF demonstrates
superior performance compared to state-of-the-art methods. The model shows particular strength
in handling high-dimensional data and capturing subtle anomalies that traditional methods often do
not detect. Our results validate the ADA-NAF’s effectiveness and versatility as a robust solution for
real-world anomaly detection challenges with promising applications in cybersecurity, industrial
monitoring, and healthcare diagnostics. This work advances the field by introducing a novel
architecture that combines the interpretability of attention mechanisms with the powerful feature
learning capabilities of autoencoders.

Keywords: anomaly detection, random forest, attention mechanism, neural attention forest.

1. Introduction. Anomaly detection is a critical task in data analysis,
focusing on identifying rare events or observations that significantly deviate
from the norm in a given system or dataset [1]. Its importance spans numerous
fields, including finance, healthcare, manufacturing, and network security,
where anomalies often indicate critical issues or potential threats [2]. These
deviations can arise from various sources such as measurement errors,
deliberate attacks, equipment malfunctions, or rare natural phenomena.
Traditional anomaly detection methods, primarily based on rule-based systems
or statistical techniques, often struggle with complex, high-dimensional data [3].
This limitation has led to the development of more sophisticated approaches,
particularly in the realm of unsupervised and semi-supervised learning,
where the algorithms learn to identify anomalies with limited or no labeled
examples [4-6].

Unsupervised anomaly detection is particularly valuable when datasets
lack labeled anomalies or when the types of anomalies are not well-defined.
These techniques aim to learn the underlying structure and distribution of
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the data, enabling the identification of instances that diverge from learned
patterns [7]. The applications of such methods are wide-ranging, encompassing
areas like cybersecurity, fraud detection, network monitoring, manufacturing
quality control, medical diagnostics, and environmental monitoring [8,9]. In
recent years, significant advancements have been made in deep learning-based
approaches to anomaly detection. Autoencoders, a type of artificial neural
network, have shown remarkable success in this domain [10]. By learning
to reconstruct input data, autoencoders can effectively capture underlying
patterns and dependencies, allowing for the identification of anomalies based
on reconstruction errors.

In this article, we propose a novel semi-supervised anomaly detection
approach called ADA-NAF (Anomaly Detection Autoencoder with Neural
Attention Forest). This model uniquely adapts the Neural Attention Forest [11]
as an autoencoder to learn representations of normal data. We benchmark
ADA-NAF against prominent techniques such as Isolation Forest (IF) [12] and
its Deep extension (DIF) [13].

The primary aim of this research is to address limitations in existing
methods, particularly for semi-supervised scenarios and complex data
distributions. ADA-NAF leverages the strengths of neural attention mechanisms
and Random Forests within an autoencoder framework, offering potential
improvements in accuracy and interpretability compared to current state-of-
the-art methods.

Our key contributions are:

— Introduction of ADA-NAF, a novel anomaly detection model that
implements a pretraining step using Random Forest to cluster feature vectors,
enabling its use on unlabeled data.

— Development of a multi-head extension to ADA-NAF, enhancing
robustness through the adaptation of multi-head attention mechanisms.

— Comprehensive evaluation of ADA-NAF’s performance against other

models on benchmark datasets.
The paper is structured as follows: Section 2 reviews related work, Section 3
provides background on autoencoders and the Neural Attention Forest model,
Sections 4 and 5 detail our proposed approach, Sections 6 and 7 present the
experimental setup and results, and Section 8 concludes the paper.

2. Related works. Anomaly detection techniques. The field of
anomaly detection has evolved from traditional statistical methods to more
advanced machine learning and deep learning approaches. The authors in [14]
provide a comprehensive survey of network anomaly detection techniques,
covering statistical, classification-based, and clustering-based methods. Recent
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advancements in deep learning have led to promising results in anomaly
detection tasks [15, 16].

Deep learning in anomaly detection. Deep learning-based approaches
have gained significant traction in anomaly detection research. These include
self-supervised learning [17], One-Class Classification (OCC) [18], and
specialized techniques for time series anomaly detection [19]. Chalapathy and
Chawla [20] offer a thorough survey of deep learning methods for anomaly
detection, highlighting their effectiveness across various domains.

Specialized applications. The versatility of deep learning in anomaly
detection is evident in its application to diverse fields. For instance, the
authors in [21] focus on anomaly detection in log data, while the authors [22]
explore GAN-based methods. Suarez and Naval [23] investigate deep learning
techniques for video anomaly detection, and Tschuchnig and Gadermayr [24]
review anomaly detection methods in medical imaging, specifically for brain
MRI.

Attention mechanisms in anomaly detection. Attention mechanisms,
which enable models to focus on the most relevant parts of the data, have been
successfully applied to anomaly detection tasks [25,26]. Notable examples
include:

— Study [28] proposes a GAN-based approach with an attention
mechanism for detecting anomalies in semiconductor production sensor data.

— The authors in study [29] introduce a deep learning model with an
attention mechanism for anomaly detection in vector magnetic field data.

— Paper [30] presents a graph-based anomaly detection algorithm

utilizing an attention mechanism.
These attention-based models differ in their underlying architectures and
data representations. The GAN-based approach [28] focuses on generating
normal data patterns, [29] and [30] present different approaches to anomaly
detection using attention mechanisms. The model in [29] uses a multi-layer
neural network for vector magnetic field data, with its depth determined by
input complexity and desired feature abstraction. In contrast, [30] introduces a
graph-based algorithm, where depth refers to the number of graph convolution
layers. While both utilize attention mechanisms, they differ fundamentally in
data representation and processing: [29] uses vector inputs and traditional
neural networks, while [30] leverages graph structures to capture relational data
information, a capability that traditional deep learning models may lack. The
depth and complexity of these models are tailored to their specific application
domains and data types.

Autoencoder-based approaches. Autoencoders have proven
particularly effective for anomaly detection in high-dimensional and
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unbalanced datasets [5]. The authors in [6] explore the use of autoencoder
ensembles to enhance anomaly detection accuracy. These approaches leverage
the autoencoder’s ability to learn compact representations of normal data,
facilitating the identification of anomalies through reconstruction errors.

Random Forest in anomaly detection. The integration of attention
mechanisms with Random Forests has emerged as a promising direction in
anomaly detection research. Utkin and Konstantinov [32,33] introduced the
Attention-based Random Forest, which assigns attention weights to data in tree
leaves using neural networks. This approach, framed within Nadaraya-Watson
kernel regression [34], offers a novel perspective on combining tree-based
methods with neural attention mechanisms. Our work, ADA-NAF, builds upon
these foundations, particularly the Neural Attention Forest framework, to create
a unique autoencoder-based model for semi-supervised anomaly detection. By
integrating the strengths of Random Forests, neural attention, and autoencoder
architectures, ADA-NAF aims to address the challenges of detecting anomalies
in complex, high-dimensional data with limited labeled examples.

3. Preliminaries

3.1. Autoencoders for Anomaly Detection. Autoencoders are neural
networks designed to learn the internal representation of data by training it
on input and reconstructing itself as output [17,35,36]. One of the important
applications of autoencoders is anomaly detection, that is, the detection of
unusual or anomalous patterns in data.

Let there be training data x = (x1,X2,...,Xy), where x; € R%is a
d-dimensional vector, N is a count of training data. The task of anomaly
detection is to detect anomalous samples for this training dataset. Let
y = (y1,Y2,.-.,yn) be the label vector, where y; € {0,1} indicates
whether x; is an anomaly (y; = 1) or a normal pattern (y; = 0). The problem
of anomaly detection can be formulated as a supervised learning problem,
where it is required to build a model f : R — {0,1} that will classify
new samples as anomalies or normal. Autoencoders use only normal data for
training.

Autoencoders are a class of neural networks that allow you to model
non-linear dependencies and extract important features from input data. They
consist of two main components: an encoder and a decoder. The encoder
transforms the input data into an internal representation called the encoding,
and the decoder restores the data from the encoding back to its original space.

Mathematically, let x € R? be an input vector of dimension d and
z € R" be an encoding vector of dimension h, where h < d. The encoder is
modeled as a function £ : RY — R” and the decoder is modeled as a function
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D : R" — R?. Then the process of encoding and decoding can be written as
follows:

z =E(x), %= D(z), (1)

where % € R? is the reconstruction of the input vector x € R¢.

To train the autoencoder, we use a recovery method that minimizes the
recovery error between the input data and its reconstruction. Denote the loss
function as L(x, %), which measures the discrepancy between the input vector
and its reconstruction. Popular loss functions are root mean square error (MSE)
and binary cross entropy (BCE). The goal is to minimize this loss function.

In the context of anomaly detection, autoencoders can be used to detect
abnormal patterns based on differences between normal and abnormal data.
Training the autoencoder on a set of only normal samples allows the model to
learn the characteristics of the normal data and create a model that will have
a high reconstruction error for the anomalies since the anomalies will differ
from the expected normal distribution.

One of the popular approaches to anomaly detection using autoencoders
is the threshold approach. After training the autoencoder on normal data, we
can use it to reconstruct new samples and calculate the reconstruction error.
We then set a threshold ¢ above which samples are considered anomalous.
Samples for which the reconstruction error exceeds the threshold are considered
anomalies.

Formally, let Xy € R? be a new sample, and its reconstruction is
denoted as X € R?. Then the anomaly detection algorithm can be written as
follows:

Anomaly Score(Xest) = L(Xtest, Xtest)- 2)

If Anomaly Score(Xs) > 7, where 7 € R is the given threshold, then
sample X 1s considered anomalous.

However, the threshold approach has its limitations, as determining the
optimal threshold can be challenging. Several methods can be employed to
address this issue:

— Statistical methods: using measures of the reconstruction error.

— Percentile-based approach: setting the threshold at a specific
percentile (e.g., 95th or 99th) of the error distribution.

— ROC curve analysis: optimizing the threshold using labeled data to
maximize a chosen metric.
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— Cross-validation: determining a robust threshold that generalizes
across data subsets.

— Adaptive thresholding: implementing dynamic thresholds adjusting
to recent data patterns.

— Ensemble methods: combining multiple thresholds for a more robust
decision boundary.

The choice of method depends on the application context, available
data, and the relative costs of false positives versus false negatives.

3.2. The Neural Attention Forest. The Neural Attention Forest (NAF)
is a novel approach that integrates the attention mechanism into the Random
Forest [11]. The primary objective is to assign attention weights, computed
by neural networks of a specific architecture, to data in the leaves of decision
trees and to the Random Forest itself. This is achieved within the framework
of the Nadaraya-Watson kernel regression.

The attention mechanism in NAF is implemented by two distinct parts
of the neural network:

1. Tree-specific Attention. The first part consists of neural networks
with shared weights, trained for all trees. This part computes the attention
weights for data in the leaves. For each tree, the attention operation is
implemented as:

Ai(x) = Z a(x,x;,0)x;, 3)
JE€JIK (%)

Bi(x)= Y alx,x;,0)y;, “
FE I (x)

where Ay (x) € R, By(x) € R, x € R? and Ji(x) represents the set of
indices for which the feature vectors x; € R? fall into the same leaf of the k-th
tree as x € R?, y; € R is the output corresponding to the feature vector x;,
6 is a parameter of neural network. The attention weight a(x,x;,60) € Ris
calculated by a neural network with 6 parameters.

2. Global Attention. The second part of the neural network aggregates
all the keys A (x) and values By (x) from the tree-specific attention. The
global attention operation is:

<

= Zﬁ(vak(X)’w)Bk(X)v o)

k=1
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where Ay (x) and By (x) are the keys and values, respectively, computed for
each tree, 5(x, Ar(x),?) € R is the global attention weight calculated by
a neural network with v params, and 7' is the total number of trees in the
Random Forest.

It should be noted that the neural network here has a specific architecture
with scaled dot-product score output to implement the attention mechanism.
The first part computes the trainable attention weights for each tree’s data.
The second part then aggregates the weighted outputs to produce the final
prediction.

4. ADA-NAF for Anomaly Detection. ADA-NAF model uniquely
integrates the Neural Attention Forest framework into an autoencoder
architecture for anomaly detection. The key idea is to leverage ADA-NAF as an
autoencoder that compresses input vectors into encoded feature representations,
and then reconstructs the original input.

A schematic depiction of leveraging ADA-NAF for anomaly detection
is presented in Figure 1.

(xj,95), Xj, ¥j)s (xj,5),
;-ea{x{[,-smi
X §, X

ey o M it

Global
X

Fig. 1. The architecture of the proposed ADA-NAF model for anomaly detection
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The input feature vector x € R passes through the Random Forest
component to compute leaf node assignments Ji (x) and attention-weighted
aggregate representations Ay (x), By(x) for each k tree. The global attention
module uses these to produce a reconstructed vector X € R%:

T
x=> B(x,A(x), 1) - Ax(x). (6)
k=1

The distance between the input x and reconstruction X is computed,
such as the Euclidean distance:

D(x,%) = ||x — X]2. @)

If D(x,%x) > 7, where 7 is a threshold, then x is flagged as an anomaly.
The threshold 7 can be determined based on the distribution of distances for
known non-anomalous data or through cross-validation.

The neural attention focuses on modeling normal data during training.
At test time, anomalies result in larger reconstruction errors, allowing their
detection. The key differentiating aspects from NAF are

— end-to-end training solely over normal data samples by minimizing
reconstruction error;

— discovering a compressed feature encoding rather than performing
supervised prediction;

— detecting anomalies based on deviation between inputs and
reconstructions.

These structural modifications reshape the purpose of attention — instead
of predictive performance, the focus is shifted towards the characterization of
normality and subsequent identification of violations manifesting as anomalies
at test time. This repurposing of the neural attention framework is the core
innovation in ADA-NAF.

The general approach to training ADA-NAF for anomaly detection is
shown in Figure 2:

1. Training the Random Forest component on a small labeled dataset:

— Dataset Xapreq € R™* contains n examples with dimension d with
normal/anomalous class labels.

— Classification loss like cross-entropy is minimized:

min ‘C(eh ee) = min LOSSCE(eh ees Xlabled7 ylabled) (8)

gtree tree
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where yiqpieq € R™ are labels from dataset X;qp1eq-

— The trained Random Forest is used to compute Ji(x) - leaf indices
for input vector x.

2. Training ADA-NAF model parameters 6,?) by minimizing
reconstruction error on normal training set Xyrain:

— Xirain contains only normal class examples.
— Mean squared reconstruction error is minimized:

1
LO) =~ > lx=x|" ©)

XEXtrain

xd
Xlabeled eR” Xlruin € Xlabeled

minGt,.M E(etree) {(07 w)opl = arg min9,1/) L(ov 1/))

Fig. 2. ADA-NAF model training scheme for anomaly detection. Examples of normal
data are shown in blue, and abnormal data in red. First, the Random Forest component
is trained on a small labeled dataset. The entire ADA-NAF model is then trained to
minimize the autoencoder reconstruction error using normal class examples only

The complete training and anomaly detection process for ADA-NAF is
summarized in Listing 1. This algorithm outlines the two main stages of our
approach: first, training the Random Forest component on a labeled subset of
the data, and then training the whole ADA-NAF model on the normal data to
minimize reconstruction error.

Input: X _train, X _test, number of trees T
Output: Anomaly scores

// Train the Random Forest
Train the Random Forest on a labeled subset of X train
for each tree k in 1 to T:
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Compute leaf node assignmentsJy, (x) for all x in X_train
// Train ADA— NAF

Initialize neural attention weights 6, ¥
while not converged:
for each x in X _train:

Compute Ak (x) and B_k (x) using Egs. (3) and (4)
Compute reconstruction & using Eq. (5)
Update 6, ¥ to minimize ||x— &||~2

// Detect anomalies
for each x in X_test:
Compute reconstruction &
Compute anomaly score as ||x— Z||"2

Listing 1. Pseudocode of ADA-NAF training and anomaly detection algorithm

So the Random Forest component is first trained on labeled data, then
the whole ADA-NAF model is fitted on unlabeled normal data by minimizing
the autoencoder reconstruction error.

The neural network attention weights focus on normal examples during
training. At test time, anomalies are then unlikely to be properly reconstructed,
leading to larger errors that allow their detection.

Key advantages of the ADA-NAF anomaly detection approach
include:

— Handles tabular data effectively through the Random Forest base
model which stratifies the feature space.

— Learns a rich latent representation that captures boundaries between
normal and anomalous data patterns.

— Leverages an initial labeled set to pre-train the Random Forest
component for feature space stratification, then allows semi-supervised learning
on unlabeled data for attention tuning.

— Provides local example-based explanations by selecting training
points most influential for reconstructions based on learned attention weights.
ADA-NAF’s attention mechanisms assign importance weights to training
examples. By analyzing the nearest neighbors of reconstructions according to
these attention weights, we can extract influential examples that inform the
model’s predictions.

— Complementary to existing methods with competitive performance
across various benchmark datasets.

We experimentally evaluate the proposed ADA-NAF anomaly detection
method in Section 6.
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5. Multi-Head ADA-NAF for Anomaly Detection. In the Multi-Head
ADA-NAF (ADA-NAF-MH), we enhance the model by introducing multiple
heads, as commonly done in transformer architectures [37]. Each attention
head operates independently, with its own set of parameters, allowing for
diverse attention patterns and reconstructions. As introduced in [37], multi-
head attention projects the inputs into multiple subspaces and applies separate
attention layers in parallel, before concatenating the outputs. This multi-head
approach aims to capture complementary representations of the data, improving
the model’s robustness and accuracy.

Formally, for a given number of heads H, each head 1 is initialized with
its own set of parameters #(*) and 1)(?).

Each head computes its own attention vectors as

A,(j)(x): Z a(i)(x,xj,ﬁ(i))xj, (10)
JEJTk(x)

B (x) = Y a@(x,x;,00)y;, (1)
JEJTk(x)

where a(?) represents the attention weight computed by the i-th head.
The reconstruction for each head is given by:

T

£ =380 (x, AL (x). 0B (%), (12)

k=1

To aggregate the outputs of all heads, we compute an unweighted
average:

1z
. ND)
X=— Eﬂ X\, (13)

The model is trained to minimize the reconstruction loss on the normal
training data:

LOW, ..., 09D M ) = 37 [x - K|, (14)

X€ Xtrain
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Specifically for anomaly detection, the multi-head extension enhances
flexibility in capturing boundaries between normal and anomalous data points.
Crucially, edge cases might be flagged by specialized heads finetuned through
individual parameterizations. ADA-NAF-MHA architecture aims to fuse these
signals into a unified detector of higher sensitivity.

6. e-contamination attention regularization. We introduce
an e-contamination style regularization approach to impose robustness in the
learned attention distributions while retaining sensitivity for anomaly detection.
The global attention mechanism in ADA-NAF produces the reconstruction as:

T
x=> B(x,Ap(x), 1) - Ax(x). (15)

k=1

To enhance the robustness of this attention mechanism, we propose
modifying the reconstruction process as follows:

T
= 3 ((1 - 9B(x. Au(x), ) + € sofmaz(W)) - Ap(x),  (16)
k=1

where W € R” is a trainable parameter, randomly initialized. The
contamination ratio e controls the amount of mixing of W into the primary
attention distribution 3. This introduces a regularization effect that encourages
the model to discover additional informative patterns beyond those identified
by the original attention mechanism.

Experiments are conducted with ADA-NAF models trained using
different fixed € values.

We hypothesize that the e-contamination attention regularization
induces differing effects based on the € level:

1. Small € (0.1-0.2) introduces beneficial noise that improves stability
and robustness to distortions without sacrificing sensitivity. Attention retains
the focus on hidden features.

2. Large e (>0.3) overwhelms useful signals, over-regularizing
attention and reducing sensitivity to anomalies along with representations
losing usefulness.

3. An optimal e balances noise injection for desirable stability while
avoiding dilution of attention selectivity. This optimal point is expected to be
dataset and architecture-dependent.
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7. Numerical experiments. The aim of this chapter is to provide a
comprehensive evaluation of the proposed method using numerical experiments.
The experiments are designed to demonstrate the effectiveness of the method
in comparison to the other described in this article approaches, and to show
the impact of various parameters on the performance of the method. In the
experiments, we will compare the performance of the three models on a variety
of datasets and use standard evaluation metrics such as AUC-ROC to assess the
performance of each model. The results will be presented in the form of tables
and graphs to allow for a clear and comprehensive comparison of the models.

Gradient descent is used for optimization with the following parameters:
learning rate is 0.01, optimizer is AdamW, and the count epoch is 50.

ADA-NAF is implemented by means of software in Python. The software
implementing ADA-NAF is available at https://github.com/AndreyAgeev/
ada-naf.

7.1. Experimental Setup. In this section, we describe the dataset used
in the experiments, the evaluation metrics, and the implementation details.

7.1.1. Datasets. We experiment over the following public anomaly
detection benchmarks:

— Arrhythmia [38] — Collection of electrocardiogram (ECG) heartbeat
segments from UCI Machine Learning Repository annotated with cardiac
condition type.

— Credit Card [39] — Confidential credit card transactions dataset
shared by a financial services company on Kaggle for analytics purposes and
fraud detection.

— Pima [40] — Medical diagnostic measurements from Pima Indian
diabetes patients released as part of open dataset collection by the National
Institute for Diabetes and Digestive and Kidney Diseases.

— Haberman [41] — Historical dataset documenting breast cancer
survival study featuring age of patients, year of surgery and number of detected
axillary nodes. Hosted on UCI data repository.

— Ionosphere [42] — Radar data returns bounced off the ionosphere
layer labeled as good or bad structures based on evidence of turbulence/stability
patterns. Very common classification benchmark.

— Seismic bumps [43] — Recordings gathered from seismographic
sensors in coal mines indicating warning signs of impending seismic bumps or
just ambient tremors published as an open dataset.

— Shuttle [44] - System health data with sensor readings and component
fault status during simulated space shuttle flights released by NASA for
engineering challenges.
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— Annthyroid [45] — Patient records tabulating biomarker readouts,
test outcomes and diagnoses for differentiation of thyroid gland malfunction
symptoms.

— Bank Additional [46] — Financial customer data on marketing
campaign responses used for response modeling and fraud analysis hosted as a
public dataset.

— CelebA [47] — Large-scale face image dataset with celebrity photos
annotated for the presence/absence of multiple facial attributes like expressions,
hair color, age, etc.

Table 1 shows a dataset information table.

For large real datasets, data slices are taken and instead of the full data.
The slice size is indicated in the table with the description of the data. Before
applying the methods, data preprocessing was carried out on some of the
presented datasets, including data normalization and feature selection. The
dataset preprocessing code is in https://github.com/Andrey Ageev/ada-naf.

Table 1. A brief introduction about the datasets

Dataset normal anomal n feature
Arrhythmia 386 66 17
Credit 1500 400 30
Pima 500 268 8
Haberman 225 81 3
Tonosphere 225 126 33
Seismic bumps 2584 170 21
Shuttle 1000 13 9
Annthyroid 500 50 21
Bank additional 500 50 62
Celeba 500 50 39

7.1.2. Evaluation Metrics. In the experiments, we use the following
evaluation metrics to assess the performance of the method:

— AUC-ROC.

To evaluate the AUC-ROC, 66.7% of the data were randomly selected
for training and 33.3 % were randomly selected for testing. 33.3 % of the
training dataset is also allocated to validation, which saves the best model.

7.1.3. Implementation Details. The proposed method was
implemented using the programming language Python and the library PyTorch.

The following models were compared with each other:

- IF[12];

— DIF [13];
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— autoencoder model with 2 hidden layers of size d/2 with ReLU
activations;

— ADA-NAF (ADA-NAF-1) model with one hidden layer containing
d/2 units;

— ADA-NAF (ADA-NAF-3) model with 3 hidden layers each again d/2
width with Tanh nonlinearities;

— multi-head ADA-NAF (ADA-MH-3-NAF-1) extending above using
H=3 attention heads based on varied weight initializations (uniform, Xavier,
normal distribution) that integrate both local tree-attention and global
aggregation, with one hidden layer containing d/2 units;
where d is the input features for each dataset.

IF [12] is an unsupervised anomaly detection method based on the
principle that anomalies are few and different, and thus should be easier to
isolate in a dataset. The algorithm works by randomly selecting a feature and
then randomly selecting a split value between the maximum and minimum
values of that feature. This process is repeated recursively to create a tree
structure. Anomalies are points that require fewer splits to be isolated from the
rest of the data.

DIF [13] extends the concept of Isolation Forest by incorporating
deep learning techniques. Instead of using raw features for splitting, DIF first
transforms the input data using a neural network. This allows the model to
learn complex, non-linear feature representations that can potentially lead to
more effective isolation of anomalies. The depth of the model in DIF refers
to both the depth of the neural network used for feature transformation and
the depth of the isolation trees constructed on these transformed features. This
combination of deep feature learning and isolation enables DIF to potentially
capture more complex anomaly patterns than the original Isolation Forest.

8. Experimental Results. In this section, we present and discuss the
experimental results.

8.1. Comparison between models. To measure the performance, we
use the AUC-ROC score, which is a commonly used metric in anomaly
detection. We compare the AUC-ROC score dependence on several datasets.

The results are shown in Table 2.

For these experiments, the number of trees was taken as 100 and the
count epoch is 50. Mean squared error (MSE) was taken as a distance function
for ADA-NAF-based models.

We use 3 different seeds when building trees, and 3 shuffle train/test
datasets, and then average the results of the metrics. The results in Table 2
demonstrate that the proposed ADA-NAF approach is competitive with state-of-
the-art anomaly detection techniques across the diverse benchmark datasets. On
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the Credit Card, Ionosphere, Annthyroid, Shuttle, Celeba and Bank Additional
datasets, ADA-NAF models achieve the highest or near highest AUC-ROC
scores compared to the baseline methods. This underscores ADA-NAF’s
capability to effectively model the complex boundaries between normal and
anomalous data patterns for these domains.

Table 2. Comparison of AUC-ROC for different models on different datasets

Dataset IF DIF Autoencoder
Arrhytmia 0.791 £+ 0.02 0.780 £0.01 0.771 £0.01
Credit 0.968 £ 0.01 0.935 £ 0.01 0.962 £ 0.01
Haberman 0.658 + 0.08 0.602 £+ 0.07 0.571 +£0.07
Tonosphere 0.912 +0.03 0.909 £ 0.02 0.896 £+ 0.03
Pima 0.727 £ 0.03 0.689 £+ 0.03 0.689 £+ 0.01
Seismic bumps 0.690 + 0.02 0.710 + 0.02 0.680 &+ 0.02
Shuttle 0.842 +0.04 0.966 + 0.04 0.967 4+ 0.02
Annthyroid 0.848 +0.04 0.728 £ 0.03 0.697 £ 0.04
Celeba 0.732 4+ 0.06 0.772 £ 0.05 0.740 £ 0.01
Bank additional 0.731 +£0.03 0.717 £ 0.04 0.796 £+ 0.06
Average 0.790 0.781 0.777

Dataset ADA-NAF-1 ADA-NAF-3 ADA-NAF-MH
Arrhytmia 0.702 £+ 0.06 0.674 £+ 0.06 0.754 + 0.04
Credit 0.972 +0.01 0.941 £ 0.02 0.997 +0.01
Haberman 0.580 £ 0.10 0.569 £+ 0.09 0.567 £ 0.04
Ionosphere 0.960 £ 0.02 0.922 £ 0.02 0.961 +£0.01
Pima 0.641 +0.03 0.617 +£0.03 0.637 +0.03
Seismic bumps 0.695 £ 0.02 0.683 £ 0.02 0.704 £ 0.02
Shuttle 0.990 + 0.01 0.790 £0.11 0.936 + 0.09
Annthyroid 0.891 + 0.02 0.748 £ 0.05 0.867 +0.03
celeba 0.697 £0.10 0.672 £ 0.09 0.843 +0.04
Bank additional 0.721 +£0.03 0.700 £ 0.07 0.797 £ 0.03
Average 0.785 0.732 0.806

Notably, the DIF technique displays superior performance on the
Arrhythmia, Haberman, and Pima datasets as evidenced by the higher AUC-
ROC values. This indicates DIF’s particular suitability for modeling anomalies
in these medical-related tabular datasets. However, ADA-NAF variants still
produce reasonable scores, elucidating the promise of the neural attention-
based framework. An ablative analysis reveals that typically the multi-head
ADA-NAF configuration demonstrates a slight edge over the single-headed
version, corroborating the benefits of fusing diverse attention representations.
Comparing shallow and deeper ADA-NAF models, gains from additional
layers are dataset dependent — aligning with established knowledge that
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optimal depth is contingent on data complexity. In summary, ADA-NAF puts
forth a highly competitive semi-supervised technique for anomaly detection
grounded in cutting-edge neural attention architectures. The experiments
validate applicability to heterogeneous data domains with performance rivaling
current state-of-the-art approaches. This underscores the potential of innovating
tailored neural attention mechanisms for advancing anomaly detection.

8.2. Noise contamination of training set. Real-world datasets often
contain some degree of inherent anomalies or mislabeled points overlapping
with normal classes. It is vital to evaluate model robustness towards such
contaminated training data. We simulate this by injecting anomalies masked
as normal into the ADA-NAF training set in a controlled manner. To evaluate
the impact of contaminated training data, we construct noisy variants of the
normal set X,,omaq as follows:

1. We start with the completely normal training examples X, ,mq; With
size as | X anomalous|» Where Xanomaious 18 the anomalous samples.

2. Noisy normal sets are prepared by combining normal and anomalous
points:

X fﬁgmal: Take A% of the anomalous samples from X 40malous and
combine them with (100 - A)% of the normal instances in X,,ormai-

3. Train ADA-NAF separately on X, ormal» X(12'5) X (25)

( ) (50) normal’® normal’
37.5 50 . .
X, vmar and X0 while RF trains on balanced data.

The experiment evaluates how introducing different levels of noise into
the training set affects the performance of ADA-NAF models in detecting
anomalies. Understanding the impact of noise on ADA-NAF training is critical
to improving model robustness and reliability, especially in real-world scenarios
where the data often contains some level of noise or anomalies.

We use 3 seeds while building RF with 3 shuffle dataset cross-validation,
the count epoch is 50, number of trees is 100.

Results in Figure 3 — 5 showcase the impact on AUC scores for the
Tonosphere, Annthyroid and Celeba datasets. We compare 3 model variants:
single hidden layer ADA-NAF, 3 hidden layer ADA-NAF and 3 headed
attention with 1 hidden layer. Overall we observe performance degradation as
anomalous points increasingly pollute the normal class data. The Annthyroid
dataset displays the most graceful lowering of AUC compared to sudden
drops for Celeba, indicating robustness. The multi-head architecture appears
significantly more stable than standard ADA-NAF, retaining higher accuracy
despite up to 50% contamination. This underscores the flaw of diversified
attention heads in establishing reliable boundaries between normality and
anomaly. The findings highlight the variability in the impact of label noise on
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different models and datasets. For real-world anomaly detection, pre-filtering
training data to minimize contamination would enhance ADA-NAF’s detection
capability. Online learning schemes to continually adapt to new normal and
anomalous data are another strategy to offset declining performance over time.
The analysis provides vital perspectives on the reliability of semi-supervised
approaches in practice.

Annthyroid dataset

0s —3— ADA-NAF-1
ADA-NAF-3
—3— ADA-MH-3-NAF-1

Average AUC

o
Y

0.5

0.0 12.5 25.0 37.5 50.0
Percent of anomalies in ADA-NAF training data

Fig. 3. AUC graphs for the Annyhyroid dataset with different noise injection

Celeba dataset

—— ADA-NAF-1
o ADA-NAF-3
—— ADA-MH-3-NAF-1

°
3
~

T

Average AUC

|

0.5 =

0.0 12.5 25.0 37.5 50.0
Percent of anomalies in ADA-NAF training data

Fig. 4. AUC graphs for the Celeba dataset with different noise injection
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lonosphere dataset

Average AUC

—— ADA-NAF-1
088 ADA-NAF-3
—3— ADA-MH-3-NAF-1

0.0 12.5 25.0 37.5 50.0
Percent of anomalies in ADA-NAF training data

Fig. 5. AUC graphs for the Ionosphere dataset with different noise injection

8.3. e-contamination. To evaluate the impact of the proposed
regularization method, we conduct experiments with ADA-NAF models
trained using different fixed e values. We train multiple models while keeping
all settings identical except for the e hyperparameter controlling the admixture
amount of the random attention matrix W. Models are trained end-to-end on
the same normal training set for a fixed number of epochs. Specifically, we
select e values spread over the [0, 0.5] range. For each value, we train an
ADA-NAF variant regularized with the corresponding e contamination ratio.
We plot the metrics vs € to analyze the regularization impact. We hypothesize a
non-linear influence, with small e likely improving robustness hence detection
accuracy by balancing noise, while large values can overwhelm true signals.
The optimal € is expected to be dataset-dependent.

The key findings from the experiments are:

1. In the Celeba Dataset (Figure 6), we observe that the AUC score for
both ADA-NAF-1 and ADA-NAF-3 gradually decreases as the regularization
parameter € increases. ADA-NAF-1 demonstrates more stability, maintaining a
relatively consistent AUC score. On the other hand, ADA-NAF-3 experiences a
significant drop in performance, followed by a slight improvement. This pattern
suggests that ADA-NAF-1, with its potentially simpler architecture, is less
affected by increasing regularization, thereby indicating a steadier performance
against the variations in €. Conversely, the initial decline in ADA-NAF-3’s
performance up to a critical point € = 0.3 before it begins to recover slightly,
underscores its vulnerability to stronger regularization effects but also hints at
a possible resilience mechanism that kicks in beyond that point.
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Celeba dataset

—$— ADA-NAF-1

Celeba dataset

—$— ADA-NAF-3

075

Average AUC
Average AUC

055

Fig. 6. AUC graphs for the Celeba dataset with different e

2. Bank Additional Dataset (Figure 7). Both shallow and deeper ADA-
NAF variants exhibit a peak AUC at the 0.4 contamination level. Performance
is maximized with mild attention noise injection. The improvement suggests
that low € ratios serve more as useful perturbations rather than obstruction of
meaningful attention patterns. This accords with literature on carefully tuned
noise amplification improving generalization.

Band_additional dataset
077{ —3— ADA-NAF-1

Band_additional dataset

Average AUC
Average AUC

—$— ADA-NAF-3

oo o1 02 03 04 o5
£

0o o1 02 o3 oa 05
£

Fig. 7. AUC graphs for the Bank Additional dataset with different e

3. Annthyroid Dataset (Figure 8). The model with one layer shows
deterioration with increasing contamination, while the 3-layer model appears

to be more stable, one can note the influence of the architecture and the choice
of pollution level for different datasets.
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Fig. 8. AUC graphs for the Annthyroid dataset with different €

9. Conclusion. This research introduced ADA-NAF - an innovative
neural attention model for semi-supervised anomaly detection adapted from the
Neural Attention Forest framework. We structurally modify NAF to operate as
areconstructive autoencoder powered by neural attention. Experimental results
demonstrate that ADA-NAF provides a competitive approach rivaling state-of-
the-art techniques over diverse anomaly detection benchmarks. The integrated
architecture allows ADA-NAF to overcome the limitations of standard neural
networks concerning tabular data while benefiting from the representational
richness afforded by deep learning. By tuning neural attention, the model
focuses intrinsically on normal data characteristics. At test time anomalies
result in greater reconstruction errors enabling their detection without explicit
labels. An interesting opportunity for further research includes replacing the
neural network with a full-fledged transformer architecture. By tokenizing
training samples into input sequences, transformers can capture complex data
relationships through self-attention. This can potentially enhance the anomaly
detection accuracy and interpretability of reconstructions provided by the
ADA-NAF model. While our work focuses on adapting NAF for anomaly
detection, the flexibility and power of this architecture suggest potential
applications in various other semi-supervised learning tasks. The unique
combination of Random Forests with neural attention mechanisms in NAF
makes it particularly suitable for scenarios with limited labeled data. In many
real-world applications across different domains, obtaining large amounts of
labeled data can be expensive, time-consuming, or sometimes impossible.
NAF’s ability to leverage both labeled and unlabeled data effectively could
prove valuable in such contexts. The model’s capacity to capture complex
feature interactions and its interpretability through attention weights could be
beneficial in fields such as healthcare, finance, or industrial monitoring, where
understanding the model’s decision-making process is crucial. Furthermore,
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the hierarchical structure of NAF could be advantageous in handling high-
dimensional data or in tasks requiring multi-level feature extraction. While
these potential applications remain to be explored, they highlight the versatility
of NAF architecture and open up exciting avenues for future research beyond
anomaly detection, particularly in semi-supervised learning scenarios. In
conclusion, ADA-NAF contributes an interpretable semi-supervised technique
to complement existing methodologies. The work highlights the importance
of constructing innovative neural attention architectures tailored for anomaly
detection challenges.
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A 1O. ATEEB, A.B. KOHCTAHTUHOB, JI.B. YTKUH
ADA-NAF: [IOJIYKOHTPOJIUPYEMOE OBHAPY KEHUE
AHOMAJIMI HA OCHOBE HEMPOHHOTI'O JIECA BHUMAHU A

Azees A.FO., Koncmanwmunos A.B., Ymkun JI.B. ADA-NAF: IloaykoHTpoJjmpyemoe
oOHapy’KeHHe aHOMAJINI HA OCHOBE HEI[POHHOIO Jieca BHUMAaHUSI.

AHHOTanus. B sToM Hccie0BaHMU MBI IIPEICTABIAEM HOBYIO MOJEJb O] Ha3BaHUEM
ADA-NAF (aBTOHKOJEp OOHapyXeHUsl aHOMAaJMil C HEHPOHHBIM JIECOM BHHMAaHWs) IS
HOJTyKOHTPOJIMPYEMOT0 0OHApYKeHHsI aHOMAJIUiA, KOTOpasi yHUKaJIbHbIM 00pa30M HMHTETpUpyeT
apXUTEKTYpy HeiipoHHoro jeca BHUManusl (NAF), kotopast 6buta pazpaboTaHa 11l 00be IMHEHHS
ciydaiiHoro kjaccudukaTopa Jjeca C HEHpPOHHOH CeThblo, BBIYMCIAIOLIEH Beca BHUMaHUSA
JUIsl arperanyuy NporHo3oB aepesa peuienuii. KimoueBas upes ADA-NAF 3akmouaercsi B
BrioyeHnn NAF B CTpyKTypy aBTOHKOJEpa, I[le OH pealusyeT (PyHKLMH KOMIIpeccopa, a
TaKke PEKOHCTPYKTOpa BXOAHBIX BeKTOpoB. Haml nmoaxos npeacTapiseT HECKOIbKO TEXHUUECKUX
JOCTIDKeHUi. Bo-mepBhIX, IpejnaraeMasl CKBO3Hasi METONOJOTHs OOy4YEeHHs IO OOBIMHBIM
JAaHHBIM, KOTOpasi MHHMMU3MPYET OIIMOKM PEKOHCTPYKILMH NPU OOYYEHMH M ONTUMH3ALMH
HEHpPOHHBIX BECOB BHUMAaHHS A1 (DOKYCHPOBKH Ha CKPBHITHIX IPH3HAKaX. Bo-BTOPHIX, HOBBIi
MeXaHHU3M KOJMPOBaHHUsI, KOTOPbIH UCIIOJb3yeT uepapxuueckyto ctpyktypy NAF g 3axBata
CJIOKHBIX I1a0JIOHOB JAHHBIX. B-TpeThUX, aflanTUBHAst CTPYKTYpa OLIEHKH aHOMAJIUi, KOTOopast
00BbEINHSET OMMOKY PEKOHCTPYKIINK C BaKHOCTHIO IPH3HAKOB Ha OCHOBE BHUMaHMs1. braropapst
OOIIMPHBIM IKCIIEPUMEHTaM C pa3iMyHbIMH HaOopamu gaHHbIX ADA-NAF nemoHcTpupyert
MIPEBOCXOJHYI0 MPOM3BOAUTEILHOCTh MO CPaBHEHUIO C COBPEMEHHBIMH MeTojaMu. Mozens
JAEMOHCTPUpYET 0co0YyI0 CHiTy B 00pabOTKE MHOTOMEPHbIX JJAHHBIX H BBISBICHUN TOHKUX aHOMAJIHIA,
KOTOpBIE TPaJAULIOHHbIE METOIbl YaCTO He OOHAPYKUBAIOT. Halm pe3y/ibTaThl MOATBEPXKIAIOT
3¢pextuBHOCT, M yHUBepcalbHOCTh ADA-NAF Kak Ha/ile)KHOro perieHust A peasibHbIX
3a7a4 OOHApyXEHUs aHOMAJIMI C MEPCHEKTUBHBIMU MNPUIOKEHUSIMA B KHOepOe30macHOCTH,
MPOMBIIIICHHOM MOHUTOPYHIE U IMarHOCTUKE 3[]paBOOXPaHeHHsI. DTa paboTa IPOJBUTaET ITY
00J1aCTh, MPEJCTABIIsSE HOBYIO apXUTEKTYPY, KOTOpasi cOYeTaeT B cebe MHTepIpeTHPYEeMOCTb
MEXaHU3MOB BHUMAaHUS C MOIIHBIMH BO3MOXHOCTSIMH O0YUeHHs IPU3HAKAM aBTOIHKOJIEPOB.

KuroueBbie cJjioBa: OOHApyKEHHE AHOMAJIMM, CIIyYaiHBI JieC, MEXaHM3M BHHMAaHHsI,
HEHPOHHBIN Jiec BHUMAHUS.
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