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Abstract. Machine learning-based systems, or machine learning systems, are currently
attractive targets for attackers, since disruption of such systems can cause crucial consequences
for critical infrastructure, in particular, energy systems. Therefore, the number of different
types of cyber attacks against machine learning systems, which are called adversarial attacks, is
continuously increasing, and these attacks are the subject of study for many researchers.
Accordingly, many publications devoted to reviews of adversarial attacks and defense methods
against them appear every year. Many types of adversarial attacks and defense methods in
these review articles overlap. However, more recent studies contain information about new
types of attacks and defense methods. The purpose of this article is to analyze the research
conducted over the past six years in highly ranked journals, with an emphasis on review
papers. The result of the study is a refined classification of adversarial attacks, characteristics
of the most common attacks, as well as a refined classification and characteristics of defense
methods against these attacks. The analysis focuses on adversarial attacks that target energy
systems. The article concludes with a discussion of the advantages and disadvantages of
various adversarial defense methods.
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1. Introduction. Artificial intelligence (AI) and machine learning
(ML) are areas of computer science that are increasingly used to create
decision support systems that can process and analyze information in the
same way as humans do. The key idea behind the operation of ML systems
is that they are able to learn on their own by analyzing large amounts of
empirical data and then use the acquired knowledge to make decisions in
new situations. The effectiveness of ML systems is due to their ability to
find hidden patterns in data describing various processes or phenomena
much faster than humans. Due to this, ML systems are becoming
increasingly widespread in many areas of human activity [1]. However, it
should not be forgotten that this field, despite a large number of studies, still
remains insufficiently studied, and the number of papers in this area is
currently growing rapidly [2]. In view of this fact, it is logical to conclude
that an equally young area of informatics and computer science is
information security of applied artificial intelligence (AI) models [3, 4]. Al
is gradually being integrated into business structures and widely
implemented in specific applications [5], a trend which undoubtedly
presents new challenges for ML models developers [6].

Informatics and Automation. 2025. Vol. 24 No. 6. ISSN 2713-3192 (print) 1751
ISSN 2713-3206 (online) www.ia.spcras.ru



NHO®OPMAILIMOHHA S BE3OITACHOCTD

These trends are particularly relevant to energy infrastructure, which
is one of the most critical sectors in modern society [7]. The security of
energy infrastructure is essential for the well-being of society. Faults in
power grids can be caused by various factors, such as, for example, natural
phenomena (lightning, floods), contact with the external environment (trees,
birds, animals), wear and tear or aging of equipment. All of which can lead
to cascading effects that may harm the economy and safety [8]. Detecting
and classifying such faults with high accuracy are crucial for the safety of
society. For this reason, ML-based methods and approaches are currently
used for their detection and classification. ML models, especially those
based on deep learning (DL), are widely used in energy system
infrastructure due to the huge volumes of data covering energy
networks [9].

Simultaneously, smart grids have become prime targets for intruders
[10]. The complexity of ML models and methods introduces numerous
vulnerabilities which can be used to implement attacks against these models
and methods (adversarial attacks). The first cases of implementation of
gradient-based adversarial attacks were demonstrated in[11, 12]. These
attacks can violate the confidentiality, integrity, and/or availability of smart
grids (SG) [13, 14]. Adversarial attacks are implemented using adversarial
examples, which are subtle but non-random perturbations designed to force
the ML model to produce incorrect output, such as an incorrect
classification of an input sample containing data on the state of the power
grid [15]. It should be noted that adversarial attacks can be performed with
low computational costs. This is especially true for black-box attacks, which
do not require internal information about the operation of the ML system.
At the same time, defense methods, even against black box attacks, may
require different amounts of computing resources, which depends on the
type and object of the attack.

Figure 1 shows a general scenario in which a hacker attacks an ML
system that includes an intelligent power plant control system (in terms of
ML models) and datasets containing parameters of the state of the energy
infrastructure that are used for ML. A hacker performs data poisoning and
parameter tampering attacks on datasets used to train ML models (neural
networks), as well as evasion attacks and various types of adversarial
machine learning (AML) attacks that are aimed at changing the operating
parameters of ML models.

The hacker's goal is to force the ML model used in the fault
classification system of the Power Plant Management System (PPMS) to
incorrectly classify the input sample into an erroneous class. To do this, the
hacker changes the label of the target class in the training dataset or makes
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some other seemingly insignificant changes to the dataset or ML model. As
a result, PPMS begins to misclassify faults, which in turn leads to erroneous
identification of their causes and erroneous prediction of consequences.
Thus, adversarial attacks can cause potentially catastrophic damage to
energy infrastructure if they are not detected in time and adequate protective
measures are not taken against these attacks [16].

The number of papers addressing adversarial attacks and defense
methods against them grows considerably each year.

1
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ML Data Set

Power Plant
Management Servers

Fig. 1. Impact of adversarial attacks on ML system of energy infrastructure

At the same time, review papers appear every year that clarify the
algorithms for implementing such attacks and consider new solutions to
counter these attacks. The authors of this paper also proposed approaches
and solutions for protecting against attacks on ML systems [17, 18], where
an analysis of the existing situation in this area formed the basis of the
proposed solutions.

Additionally, it is undoubtedly valuable to conduct a more in-depth
analysis of known attacks and defense methods in ML systems. For this
purpose, the analysis focused on review papers on adversarial attacks and
methods of defense against them that have appeared in recent years. In total,
over 30 review papers were selected for analysis for the period 2019-2024.
In addition, the papers on adversarial attacks in the field of energy
infrastructure for the period 2020-2025 were selected and processed. By
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analyzing these papers, one can notice trends in the development of
adversarial attacks and defense methods which are very important to know
for efficient information protection of the infrastructure of energy systems.

The purpose of this paper is to consider attacks on ML systems and
methods of defense against them, based on the analysis of reviews devoted
to adversarial attacks as well as research papers devoted to the development
and evaluation of attacks and defense methods in the field of energy
infrastructure. Therefore, this analysis aims to provide a comprehensive
overview of the protection of power systems against attacks on ML systems.

The novelty of the work consists in the synthesis of the latest
achievements in the field of defense against attacks on ML systems within
one work. At the same time, generalized classification systems for attacks
and defense methods are proposed, taking into account known solutions for
such classification. In addition, the article provides a description of the most
popular adversarial attacks and defense methods. The consideration of the
most popular defense methods is performed at a formalized level. Thus, this
article serves as a consolidated resource and a practical guide for
researchers in the field of information security of ML systems.

The article has the following further structure. Section 2 provides a
general description of related papers that were analyzed. Section 3 is
devoted to the consideration of the most popular adversarial attacks. Section
4 considers methods of defense against adversarial attacks. The discussion
is held in Section 5. Section 6 contains the final conclusions.

2. Analysis of related papers. The analysis of related articles was
carried out for two purposes. The first purpose was to familiarize with
review papers on the topic of adversarial attacks and protection methods.
These studies, as a rule, provided a classification of adversarial attacks and
protection methods, and also characterized them. In this case, various areas
of application for ML systems affected by adversarial attacks were
considered. It should be noted that the classification of adversarial attacks
and protection methods in different review papers was different. The second
purpose was an attempt to generalize the articles that considered the results
of implementing adversarial attacks and protection in the energy field. Here,
it was of interest to identify the most popular approaches to performing
adversarial attacks and protection methods that were implemented in
various areas of managing and monitoring energy networks and their
elements.

The selection of review papers for analysis was carried out as
follows. The search engines Google.com and Scholar.google.com with the
term “Adversarial attack defense review” were used. The search period was
set as 2020-2025. As a rule, articles published in journals with quartiles Q1
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and Q2 in the index database Scopus were subject to selection (since a large
number of papers have been published on the topic, and the high quartile is
an indicator of a high level of publication). The quartile was determined
based on the data presented in the system https://www.scimagojr.com. A
total of 30 review articles were selected for analysis in this way. Table 1
provides general information about the selected review articles.

Table 1. General information about the selected review articles

Pl Pz P3 P4 P5 P6

Huang X. et al. [19] 2020 | QI 203 11 0.05 |Deep Learning

Martins N. et al. [20] 2020 | Q1 72 18 0.25 |Malicious Code

Oseni A. et al. [21] 2020 | Q2 139 25 0.18 |Machine Learning

Xu H. et al. [22] 2020 | Q2 136 12 0.09 |Images, Graphics, Text

Ren K. et al. [23] 2020 | Q3 115 4 0.03 | Deep Learning

Zhou X. et al. [24] 2020 | Q3 13 4 0.31 | Electricity, Smart Grids

Akhtar N. et al. [25] 2021 | Q1 450 339 0.75 | Computer Vision

Zhang H. et al. [26] 2021 | Q1 152 34 0.22 | Electricity, Smart Grids

Chakraborty A. etal. [27] | 2021 | QI 78 1 0.01 |Deep Learning

Rosenberg I. et al. [28] 2021 | Q2 | 163 38 0.23 | Cybersecurity

Tian J. et al. [29] 2021 | Q2 65 42 0.65 | Electricity, Smart Grids
Images, Text,

Kong Z. et al. [30] 2021 | Q3 | 132 75 0.57 Malicious Code

Zhou Sh. et al. [31] 2022 | Q1 185 121 0.65 |Deep Learning

Khamaiseh S.Y. etal. [32] | 2022 | Ql 128 45 0.35 |Deep Learning

Liang H. et al. [33] 2022 | Q1 52 21 0.40 |Deep Learning

Tian Q. et al. [34] 2022 | Q1 46 26 0.57 |Digital Signals

Anastasiou Th. et al. [35] 2022 | Q1 34 27 0.79 |Deep Learning

LiY.etal [36] 2022 | Q2 103 48 0.47 | Deep Learning

Tian J. et al. [37] 2022 | Q2 49 21 0.43 | Electricity, Smart Grids

Li H. et al. [38] 2022 | Q2 46 7 0.15 |Images

Girdhar M. et al. [39] 2023 | Q1 | 246 140 0.57 | Autonomous Vehicles

Goyal Sh. et al. [40] 2023 | QI 176 119 0.68 | Text

Al-Khassawneh Y.A. [41] | 2023 | QI 53 23 0.43 | Cybersecurity

He K. et al. [42] 2023 | Ql 166 64 0.39 | Cybersecurity

Sun L. et al. [43] 2023 | Ql 254 134 0.53 | Autonomous Vehicles

Qureshi A.U.H. etal. [44] | 2023 | Q2 179 48 0.27 | Graphics

Hoang V.-T. et al. [45] 2024 | Q1 173 136 0.78 | Deep Learning

Baniecki H. et al. [46] 2024 | Ql 179 131 0.73 | Deep Learning

Andrade E. de O. etal.[47] | 2024 | QL 65 54 0.83 |Images

Zhang Ch. Et al. [48] 2025 | Q1 130 122 0.93 |Images, Text

Table 1 presents the following indicators: P1 — reference; P2 — year
of publication; P3 — quartile according to the Scopus database; P4 — total
number of references in the article; P5 — number of references to sources
published since 2019; P6 — ratio of the share of references to sources
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published since 2019 to the total number of references (i.e., P6 = P5 / P4);
P7 — subject area.

Analyzing the data on the P3 indicator, we can conclude that review
papers on the topic of attacks on ML systems are of great importance and
are of undoubted interest. The vast majority of the analyzed papers were
published in highly ranked journals of the Q1 and Q2 quartiles. Only two
analyzed papers of 2020, [23] and [24], belong to the Q3 quartile.

The P4, P5, and P6 indicators characterize the power of the reviews.
In journals of the Q1 and Q2 quartiles, as a rule, the P4 indicator takes a
value greater than 100. The P5 and P6 indicators serve to characterize the
relevance of the reviews. For papers published in 2020, the P5 index has a
small value (not exceeding 20) which is expected, since the threshold for
the P5 assessment was set at 2019. This specific cutoff year was chosen for
the purpose of establishing a consistent six-year benchmark for analysis.
Publications from 2019 and later represent a six-year window of recent
research, which we classify as "fresh". For 2021-2025, the P5 index
increases, taking its highest value in 2025. The P6 index shows the degree
of "freshness" of the entire review work. As a rule, with an increase in the
year of publication of the article, the value of P6 also increases, especially
for papers of the Q1 quartile, for which the total number of references P4
exceeds 100. The growth of the values of P5 and P6 with an increase in the
year of publication of the article also indicates that, as a rule, in different
review papers one can find references to the same original studies, which
consider specific cases of the implementation of various types of adversarial
attacks and defense methods.

The analysis of the P6 indicator allows us to conclude that most
reviews have a broad subject area, which is marked as Deep Learning or
Machine Learning (11 reviews). At the same time, there are reviews
devoted to a specific subject areca. The following subject areas are
considered: Images, Graphics, Text and/or Malicious Code — 8 articles;
Electricity, Smart Grids — 4; Cybersecurity — 3; Autonomous Vehicles — 2;
Computer Vision — 1; Digital Signals — 1. Such a wide range of subject
areas in the review papers suggests that the topic of adversarial attacks and
defense against them currently affects almost all modern intelligent systems.

Each of the review papers considered the classification of attacks and
defense measures, and also provided characteristics and examples of their
implementation, taken from originals. It should be noted that the
classification of attacks and defense measures was updated from year to
year.
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Information on the studies that consider the implementation of
adversarial attacks and defense measures in the energy field is provided in
Tables 2 and 3.

Table 2. Studies on adversarial attacks and defenses in smart grids

Studies Description of attacks Description of defense Sco.pe (.)f
measures application
Adversarial evasion and Typical countermeasures .
[49] poisoning attacks against adversarial attacks Smart grids
The main attack surfaces .
[30] and a threat analysis ) Smart grids
Industrial Internet of
. Things (IoT) grchltecture Demand side
(51] Different levels of and a convolutional neural management in a
adversarial attacks network with a strategy .
. smart grid
based on continuous
wavelet transform
. . A new zero-sum game
[52] Gelﬁz&ﬁﬁ(‘gzﬁ?lal based on the Generative Engggfri):;tsem
Adversarial Networks P
An anomaly detector
'E'vas'lon attacks by combining an autoencoder, Electricity theft
[53, 54] injecting adversarial a convolutional-recurrent,
detectors
samples and a feed-forward neural
networks.
Evasion attacks:
Distillation, No- .
[55] Adversarial-Sample- Federated leamlng .(F.L) and Smart meters
L Adversarial training
Training, and False-
Labeling
Adversarial perturbation
-, i A fine-tuned Deep Neural Energy usage
[56] backdoor injection, DoS Network (DNN) model control systems
attacks
Universal adversarial Power qualit
[57] attack to deceive deep Advanced DL models . d y
. disturbances
learning (DL) models
. /_&dv_ersarl_al attaf:k DL monitoring method Phasor
injection with various
[58] S based on robust feature measurement
reality-imitating . . .
. engineering units
techniques
Fast Gradient Sign
Mgthod (FGSM)’ An artificial neural network The
Projected Gradient S
[59] Descent (PGD), and to analyze a dataset of IEC communication
L. ’ 60870-5-104 traffic data network of SGs
Carlini and Wagner
attacks
DOS. a.t tac}( s, backdoor Integration of ML and DL .
[60] injections, and techniques Smart grids
adversarial perturbations 4
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Continuation of the Table 2

Description of defense

Scope of

Studies Description of attacks o .
measures application
Novel attack method
[61,62] called Ensemble apd DL networks Demand Rgsponse
Transfer Adversarial mechanisms
Attack
[63] False data injection - Smart grids
Deep reinforcement
Adversarial attacks with learning with a var1gt10nal Dynamic pricing
[64] o auto-encoder, which
distribution . i system
constrains the deviation of
malicious samples
Misleading the Non-intrusive
[65] prediction of deep neural Deep neural networks -
load monitoring
networks
[66] Adverse.irlal machine DL models Distributed
learning attacks demand response
[67] Deep black box Quantum voting ensemble Smart Power
adversarial attacks models Grids
Generating advers.arlal Monitoring the observable Electricity
[68] attacks based on linear .
AP variables markets
optimization
Different detection ;e:lrfzgtcigr}l/
[69] Different cvyber techmqges, equipment transmission, and
adversaries protection plans, and L
o . distribution
mitigation strategies
sectors
. Security mechanisms The stability
[70] A novel adversarial against adversarial rediction system
attack GAN-GRID £aInst advet P Yt
manipulation of a smart grid
(71] Adversarial false data Unsupervised spatial- Data-driven
injection evasion attacks | temporal graph autoencoder detectors
(72] Inference and evasion GAN and an ML classifier Ve.lllcle—go—
attacks Microgrid
Targeted adversarial
[73] false data injection DL models Bad data detectors
strategy
Complex white-box Bayesian Neural Network Smart grid fault
[74] . >
adversarial attacks framework prediction
Overview of attack Overview of defense ToT-based smart
[75, 76] methods on ML-based methods in ML-based smart -
. . grid
smart grids grids
. . Mitigation strategy for
[77] Different adversarial adversarial attacks based on Measurement data

attack scenarios

causal theory

protection
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Table 3. Studies on adversarial attacks and defenses in energy sy

stems in general

Studies Description of attacks Description of defense Sco.pe (.)f
measures application
Renewable
[78] Adversarial learning attack DL models energy
forecasting
Targeted, semi-targeted, and . .. Wind power
[79] untargeted adversarial attacks Adversarial training forecasting
: Solar power
80] White-box attacks and black- DL models generation
box attacks .
forecasting
. Adversarial training, Power quality
[81] Targeted universal defensive distillation, disturbance
adversarial attacks . . .
and feature squeezing classification
(82] A novel attack in A "robustification" of Prosumer pricing
Reinforcement learning (RL) RL algorithms aggregations
FGSM, FGSM-variant, pGD, | Multi-Source Feature ) - 0, (i etion of
[83] and Stochastic Serial Attacks Detector to detect ower quali
adversarial attacks P quality
Limited-memory Broyden-
Fletcher-Goldfarb-Shanno Power Svstem
[84] (L-BFGS) and the Jacobian- DL models State Es tiﬁlation
based Saliency Map Attack
(JSMA)
Random Forest,
Civil (or Sybil) and Fast Extrem ¢ Grad}ept .
) . Boosting, Decision Wind power
[85] Gradient Sign Method X
attacks Tree., Support Vector forecasting
Machine, and k-Nearest
Neighbors.
[86] Adversarial algorithm attacks Investing in an energy- Power system
storage system load forecasting
Generative-adversarial- Diagnostics of
Synthetic minority class . . attacks and faults
[87] based semi-supervised . .
samples 1 . in electrical
earning framework
networks
. . - Bayesian training Electric load
[88] Various attacking objectives method forecasting
. . Power quality
[89] Momentum Iterative FGSM lterative a dyersarlal disturbances
training . -
classification
[90] Various naturally perturbed Physws-gonstrgmed Power grids
data adversarial training
Power
[91] Hidden FGSM attacks ML models distribution
systems
[92] F a}se data mje_ctlon attacks DL models Bad data
with adversarial examples detectors
FGSM and Zeroth Order Industrle}l loT P latform Power
[93] R combined with an
Optimization transformer

ensemble ML strategy
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Continuation of the Table 3

Description of defense

Scope of

adversarial attack

Studies Description of attacks o
measures application
. . . Base station
[94] MampulatlggN Iﬁput Data in DL models power
distribution
FGSM, Momentum Iterative .
[95 —-97] FGSM., PGD attacks DL models Power allocation
Data poisoning techniques:
[98] scaling and random noise FL models Energy
Forecasting
effects
[99] Different adversarial attacks Rea.ct.l ve power Distributed
injection energy resources
[100] Adversarial ML attacks ML models Solar .
photovoltaics
S An unsupervised Power
(101] False data injection attacks adversarial autoencoder | distribution grids
The massive interaction of . . The demand
L . The adversarial multi-
data inside and outside the . response
[102] agent reinforcement
demand response . management
learning framework
management system system
[103] Manipulating distributed Mitigation strategies to Power
energy resources thwart adversaries distribution grids
One-class Support Ph(;g:v(élrtalc
[104] Fast Gradient Sign Method Vector Machine and .
: Generation
Local Outlier Factor .
Forecasting
Adversarial ML algorithm Demand side
[105] powered by black-box DL models
Lol management
optimization
[106] An evasive deep black-box ML models Cyber—Physical

Power Systems

Table 2 presents information related to smart grids. The term
“Adversarial attacks defense smart grid” was used to select these studies.
Table 3 presents information related to energy systems in general. In this
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case, the term “Adversarial attacks defense power energy” was used. As a
rule, papers published in the period 2020-2025 were subject to selection.

The characteristics of the articles are carried out according to the
following criteria: (1) description of the attacks under consideration; (2)
description of the protection methods under consideration; (3) the area or
element in the energy system that was affected by the attack.

Analyzing the data presented in Tables 2 and 3, we can draw the
following conclusions.

1. Adversarial attacks in energy infrastructures can be aimed at
any elements or tasks in these infrastructures. For energy infrastructure
elements, the targets of adversarial attacks can be both monitoring and state
control tools (smart meters, theft detectors, quality violation detectors, bad
data detectors, etc.) and elements related to trade and marketing (demand
response and demand management mechanisms, pricing, electricity
markets, etc.). For the tasks to be solved, the targets of adversarial attacks
specified in the studies considered above are most often forecasting tasks
(stability and failures of the smart grid, wind energy, solar energy,
photovoltaic energy, electrical load, etc.).

The next most common task is the classification of power quality
violations. This fact is explained by the fact that forecasting and
classification problems in energy infrastructures are solved using various
ML models (shallow, deep, federated, reinforcement), the stability of which
is primarily targeted by adversarial attacks.

2.  The papers considered above examine both new types of
adversarial attacks (Ensemble and Transfer Adversarial Attack, GAN-
GRID, etc.) and well-known ones (FGSM, GAN, PGD, Carlini & Wagner
attack, False Data Injection, etc.). New types of attacks are proposed in
order to draw the attention of developers and researchers to the resilience of
energy infrastructure to adversarial attacks and encourage them to develop
new protection measures. Known attacks were considered in order to
demonstrate the capabilities of the proposed approaches to protection.

3. Among the protection methods, the most popular are measures
based on the use of ML and DL models. At the same time, there are also
original approaches, such as defensive distillation, feature squeezing,
continuous wavelet transforms, quantum voting ensemble models, physics-
constrained adversarial training and others.

In the next two sections, we consider the most common types of
adversarial attacks and defense methods against them.

3. Attacks against artificial intelligence (machine learning)
systems. To classify attacks against ML systems, various features are used
in review papers [19 — 48], in particular, the following:
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—  data area under attack (images, audio, text);

— ML system architecture level where the attack is implemented
(input, output, generation, gradient, features, application, authentication,
database, memory);

—  feature characterizing the attack (data redirection, inappropriate
data input, data corruption, weak authentication, overflow);

—  attack type (model extraction, poisoning, evasion, special type,
digital, physical);

—  attack method (attacks on parts of the ML model, direct attacks
on data);

— attack target (model compromise, evade of detection,
inappropriate data input);

—  input data type (continuous, discrete);

—  knowledge of the attacked system (“white box”, “black box”,
“gray box”).

The meanings of some features (data area under attack, feature
characterizing the attack, attack method, and input data type) are obvious.
However, the meanings of other features require explanation.

The main types of adversarial attacks are model extraction, data
poisoning, and evasion. Model extraction is an attacker's analysis of an ML
system in order to extract the data on which it was trained [107]. The damage
from such an attack is that the training data or the model itself may be
confidential. Data poisoning attacks are one of the main security threats at the
training stage of ML models. They compromise the integrity of the model by
polluting the training data. As a result, the resulting model may be distorted or
even unsuitable for further use [108]. Evasion attacks are a special type of
adversarial attacks in which malicious data is delivered to the ML system
without being detected by conventional security systems [109]. Attacks of this
type are particularly widespread in Smart Power Grids, where they can
generate adversarial evasion samples by altering malicious consumption data,
tricking detectors into classifying them as benign [110].

ML models are increasingly used in security systems, such as
Network Intrusion Detection Systems (NIDS). Therefore, attackers set goals
for adversarial attacks related to compromising ML models, evading
detection, or introducing unwanted data [111]. Compromising the model
leads to a decrease in confidence in the results shown by the NIDS and
errors in detecting network attacks. Evading detection or introducing
unwanted data allows, as mentioned above, one to introduce malicious or
unwanted data into the ML system, respectively.

The feature of “knowledge of the attacked system” is used in attack
classifications proposed by almost all review papers. The “white box” value
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means that the attacker has full knowledge of both the ML model and the
training datasets. The “black box” is the opposite case, when the attacker
knows nothing about either the ML model or the datasets. An intermediate
option is the "gray box", when the attacker has partial, incomplete
knowledge of the ML model and data sets.

Tables 4, 5, and 6 present the distribution of the most well-known
adversarial attacks by various classification features, taking into account
whether the attack belongs to the “black”, “white”, or “gray” box,
respectively. The full name of the attack, and its abbreviation, a brief
description of the attack, the parameters used by the attack, and the values
of the classification features of the attack are given.

The last column shows the S indicator, which characterizes the
popularity of the attack. The S value for each attack is calculated using the

following formula:
5= 4, M

where 4; is a parameter that shows how many times the value of the i-th
feature, that the attack has, occurs in Tables 4, 5, and 6.

For example, for the BA attack, the value of A, (feature of “Data”) is
18, A, (“Level”) is 4, A; (“Feature”) is 3, A, (“Type”) is 3, As (“Method”)
is 12, Ag (“Target”) is 19, A, (“Input type”) is 18. Therefore, for the BA
attack, the value of the .S indicator is 77.

Note that since the total number of attacks presented in Tables 4, 5,
and 6 is 31, and the number of classification features is 7, the maximum
possible value of S is 217. However, this value is not achievable in practice.
The maximum value of S is the “black box” attack OPA-98. The minimum
value of S = 40 is the “gray box” attack BOA.

Thus, each attack has an S indicator, which shows how often the
classification features corresponding to this attack are encountered.
Consequently, it is possible to distribute the list of attacks presented in the
tables into groups, including attacks with the most popular features, where
the S value is high (greater than 80), attacks with specific features, where S
is less than 70, and attacks with intermediate values. In this way, we can
identify groups of attacks, in each of which the set of features will be
specific or more general. This can help in designing methods of protection
against such attacks, since by identifying a group by features, we can design
protection against the entire group at once. And if the S indicator is small,
then an individual approach to protection is needed for such an attack.
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Table 4. Distribution of “black box” attacks by classification features

Name Description Parameters [Data| Level Feature Type Meth Target |Input typel S
Finding class Step of ct fma Output | Redirection [Extraction Direct | Model  [Continuou:
boundaries by the output value attacks [compromise

A%‘;;‘E‘};‘”/Y\) changing model |and t‘he ngmber on data 77
output values of iterations
slightly
Minimal input Number of  [[mage] Output [Redirection [Extractior| Direct Model  Continuou:
Zero-Query . .
data changes model queries attacks [compromise
Attacks . 2 77
(ZQA) without access to| and size of on data|
the model changes
- - i - - - - -
Generative | Generating new ] GAN mage|Generation [nappropriat Attack: nappropriat ontinuou
N . architecture and data input lon parts| data input
Adversarial | examples using .
number of Special | of the 69
Network | GAN to create training epochs ML
(GAN) attack samples 2 cp
model
Changing a single| Pixel selection [mage] Model  [Continuou:
One Pixel plxlzlgshai: 1:1:ge nd change valug ata Direct |cOmPromise

Attack .o v Input . Digital |attacks 98

significant impact corruption

(OPA) .\ on data|
on the model's

output
Estimating the | Step size and [Image| Redirection Attacks| Model [Continuoug
loss function | number of loss n parts|compromise
IZeroth Order| without function of the
Optimization]  computing evaluations Output [Extraction ML 73
(ZOO) gradients using model
stochastic
methods
Evolutionary | Population size [[mage] Attack: ypropriateContinuous
Natural . N
N algorithms for | and number of . n parts| data input
Evolution N . X . _[lnappropriatd .
. finding optimal | generations Generation| . Special | of the 69
Strategies . data input
(NES) changes to input ML
data model
Genetic Genetic Population size, [AudioGenerationlnappropriatg Special |Attack: ypropriate Discrete
Algorithms | operations for | mutation and data input n parts| data input
(GA) creating new crossover of the 50
audio samples to |  probability ML
introduce model
unwanted changes|
Improved |Improved genetic| Parameters are |AudioGenerationnappropriatd Special |Attacks|lnappropriatq Discrete
Genetic operations for | similar to GA, data input jon parts| data input
Algorithm | optimizing audio but with of the
(IGA) samples improved ML 50
selection and model
mutation
Real-World| Injecting real | Noise level and |Audiol Data IPoisoning| Direct Model  Continuous

Noise noise into audio | type of sound Input corruption attacks [compromise 77

(RWN) (data to manipulate] source P on data
model output

Probability Using Word Text Generatio Data Special | Direct | Model  (Continuou
Weighted [probabilistic word|probabilities and| corruption attacks [compromise
Word weighting to | their impact on on data 83
Saliency | generate attack the model
PWWS) texts
Greedy | A greedy search | Search strategy | Text [Generation Data Special | Direct Model  [Continuous
Search | algorithm to find | and criteria for corruption attacks [compromise 33
Algorithm [the weakest points| selecting words on data
(GSA) in text data
[Insertion andModifying text byl Number of | Text [Generation Data Special | Direct Model  [Continuous
Removal of adding or words corruption attacks [compromise
. L 83
Words | removing words finserted/removed on data
(IRW) to manipulate |and their context]
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Table 5. Distribution of “white box” attacks by classification features

Name Description Parameters | Data | Level | Feature | Type |[Method| Target |Inputtype| S
Fast Modify pixels based |The parameter| Image (Gradienff Data | Digital | Direct [ Model [Continuous| 97
Gradient |on the gradient of the| & determines corruption attacks compromi
Sign Method| model loss the rate of on data
(FGSM) change
Iterative Iteratively modify |[The number off Image (Gradienf Data |Digital | Direct | Model [Continuous| 97
Gradient | pixels, accumulating | iterations and corruption attacks compromisg
Sign Method| changes for stronger | the step of on data
(IGSM) attacks change
Jacobian | Modify pixels using | Determining | Image (Gradienff Data [ Digital | Direct | Model [Continuous| 97
Saliency | the importance of |the importance] corruption attacks compromisg
Map Attack |gradients to select the| of each pixel on data
(JSMA) most vulnerable
pixels
Block Input| Modify blocks of |The block size| Image |Gradientf Data | Digital | Direct | Model [Continuous| 97
Manipulationpixels using gradients| — and the corruption attacks compromisg
(BIM) to fine-tune the number of on data
changes iterations
[Undetectable{Invisible changes that| ~ Special Image Data  |Evasion| Direct [ Evade of |Continuous|
Perturbation| are not noticeable to |algorithms for Input corruption attacks | detection 85
(UP) humans but affect the| minimizing pul on data
model output distortions ns
Feature Changing features | Definition of | Image Data  (Evasion Evade of |Continuous|
Adversary | based on importance | important corruption Attacks detection
(FA) analysis to confuse |features of the - on parts
X [Features| of the 73
the model without model ML
changing the input model
data
Carlini and | Optimized changes | Weighting | Image |Gradienf| Data |Digital | Direct | Model |Continuous|
Wagner's | that minimize the factors for corruption attacks compromi
Attack |distance between the| different on data 97
(C&W) [original and modified targets
images
Iterative Minimizing the Number of | Image |Gradienf Data |Evasion| Direct | Evade of |Continuous|
Least-Likely| probability of the | iterations and corruption attacks | detection
Class correct class through | target class on data 86
Method | iterative changes to
(ILLCM) the input data
One-Step |Directed changes that| Defining the | Image Data  (Evasion| Direct | Evade of |Continuous
Target Class| cause the model to | target class corruption attacks | detection
Method misclassify data into a and changing Output on data 83
(OSTCM) | predetermined class | the input data
Deep Fool | Iteratively changing | Number of | Image |Gradienf Data | Digital | Direct | Model |Continuous|
(DF) the input data to | iterations and corruption attacks compromisd
minimize the distance| change step on data 97
to the class boundary
Hot/Cold |Temperature changes| Temperature | Image | Input Data  |Evasion| Direct [ Evade of |Continuous|
method | in the input data that | and exposure corruption attacks | detection 85
(HCM) affect the model's time on data
classification process
Ground- |Incorrect class labels|  Type of | Image | Input Data  [Evasion|Attacks| Evade of | Discrete
Truth Attack| fed to the model to | mislabeled corruption on parts| detection
(GTA) |manipulate its output| label and its of the 78
impact on ML
learning model
Targeted Audio adversarial Using Audio | Input Data |Evasion|Attacks| Evade of |Continuous|
Audio examples aimed at psychoacoustid corruption on parts| detection
Adversarial fooling speech principles of the
Examples | recognition systems ML 62
(TAAE) model
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Table 6. Distribution of “grey box” attacks by classification features

Name Description | Parameters | Data Level Feature Type |Method| Target [Inputtypel S
Cross-Site | Malicious Exploits Text | Application (Inappropriate|Poisoning| Direct | Model Discrete
Scripting codeis |vulnerabilities| data input attacks compromise

(XSS) introduced in web on data

through | applications;
ulnerabilitie§y parameters
in web may include

applications, [script type and| 65
allowing the | injection
attacker to location
execute
scripts on
behalf of the
user
Password Password | Parameters | Text |Authenticatior Weak  [Poisoning| Direct | Model | Discrete
Guessing (PG) guessing include uthenticatior attacks compromi:
through password on data
systematic length,
testing of hashing
. . 60
possible algorithm
combinations| complexity,
or using and
dictionaries | dictionaries
used
Cross-Site Forging Exploits | Text | Application |Inappropriate|Poisoning| Direct | Model Discrete
Request | requests to a [vulnerabilities data input attacks compromis
Forgery web in user on data
(CSRF)  ppplication onputhentication
behalfof a | parameters 65
user without | may include
their request type
knowledge | and target
page
SQL Injection| Inserting Parameters | Text | Database |Inappropriate|Poisoning| Direct | Model Discrete
(SQLI) malicious | may include data input attacks compromis
SQL code |database type on data
into database| and table
queries in  [structure; used| 64

order to gain to gain
access or | unauthorized
manipulate |access to data

data
Buffer Buffer Exploits All Memory Overflow [ Physical | Attacks Continuoug
Overflow | overflow by | memory on parts
Attack (BOA)| writing more | management of the
information pulnerabilities: ML
than parameters model | Evade of 40
allocated, | may include detection
which can  puffer size and
lead to vulnerability
larbitrary code type
execution
Weak Exploiting | Parameters | All [Authentication  Weak Physical | Direct Discrete
Authentication ~ weak may include puthenticatio attacks
Attack passwords or| password on data
(WAA) uthentication| complexity
ulnerabilitie: and Model 5
to gain  |authentication compromisd
unauthorized [methods; used
access to to bypass
systems security
systems

As a result, we obtain the following distribution of attacks by
popularity groups:
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—  Group 1 “High Popularity” (S > 80) includes 14 attacks: OPA,
PWWS, GSA, IRW, FGSM, IGSM, JSMA, BIM, UP, C&W, ILLCM,
OSTCM, DF, HCM;

—  Group 2 “Medium Popularity” (70 < S < 80) includes 9 attacks:
BA, ZQA, GAN, ZOO, NES, RWN, FA, GTA, TAAE;

—  Group 3 “Low Popularity” (S < 70) includes 8 attacks: GA,
IGA, XSS, PG, CSRF, SQLIL, BOA, WAA.

Thus, we have obtained 3 groups into which the above-mentioned
adversarial attacks are divided according to the set of features. Group 1
represents attacks that can be described by features that are often used to
describe attacks. This allows using a universal approach to detect them.
Attacks from Group 2 contain rarer features. Probably, approaches from
group 1 will be partially suitable for their detection. However, these attacks
have their own specifics. But to detect attacks from Group 3, separate
individual approaches are needed.

The proposed approach to classifying adversarial attacks can become
the basis for further research and practical experiments.

Let us consider in more detail the most popular adversarial attacks.

FGSM is a white-box attack against neural networks that is used to
fool models trained to recognize images. FGSM involves slightly altering
an image so that the trained model will mistakenly identify it as a different
class. This is done using the gradient descent method, which allows finding
the most sensitive pixels in the image. When using FGSM, the initial image
is considered as a point on the path from the original to the altered image
that provides the maximum change in the rate value of the target loss
function. This can be written as follows [112]:

Z*=Z+e-sign(V,J(6,Z,W)), )

where Z* — adversarial image, Z — original image, V, — gradient of the
image Z (it shows a directional change in the intensity or color in an image),
W — label associated with input image, € — applied noise, 8 — model's
parameters, and J — loss function.

The gradient of the loss is then calculated for each pixel in the
image, after which all pixels with the smallest gradient magnitude are set to
zero, and the rest are increased or decreased by an amount that is the sign of
the gradient. The FGSM method allows one to create fake images that look
almost identical to the originals, but carry altered information that can fool
an ML model.

There are several variants of FGSM, which differ in how the gradient
descent step size is determined. For example, FGSM can be used with a
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fixed step, or it can determine the step at each point using a backtracking
line search. FGSM has limitations. One of them is that the method can fool
the model only to a certain extent, after which the results are no longer
reliable, and the model begins to identify the altered image correctly. In
addition, FGSM can only be applied to models that use gradient descent for
training. It should also be noted that attack methods such as FGSM can be
used not only by attackers, but also for various research tasks related to
assessing the level of defense of neural networks and their behavior in
various scenarios. In particular, the FGSM method can be used to develop
new algorithms for protecting neural networks, allowing to increase the
level of defense against such attacks.

IGSM is a variation of the white-box attack method against neural
networks that extends the capabilities of a similar FGSM algorithm. It is
based on repeated applications of the FGSM method with several
modifications [113]:

Zy=7; Zjy = Clipg{Z;, + a - sign(V,](6,Z}, W)}, (3)

where & — step length, Clip, .{A} — the element-wise clipping of Z.

IGSM is an optimization algorithm that starts with an original image
and continues updating it through a series of iterations using FGSM. In each
iteration, the pixel values are changed in the direction of increasing the loss
of the target function. Unlike FGSM, which uses only one iteration to
generate fake images, IGSM repeats the attack procedure in each iteration,
which gives a better effect but requires more computational resources.
IGSM can be used for both targeted and non-targeted attacks.

JSMA is a white-box attack algorithm for image counterfeiting
detection systems based on deep learning methods. This algorithm
computes the sensitivity within the gradient of the loss function (Z£) for the
input image (.t), leading to favorable outcomes in white-box target-specific
attacks [114]. Their execution flow is as follows: AZ, = 0Z,/0x: Then, the
adversarial samples are calculated based on the algorithm's forward
derivatives by the Jacobi matrix, that is computed by

oL aL
(0, if () <0 or Z () >0,
axl- = 6xl-
x, )| = t , 4
o (x, t)[i] oL, () |01, () | 4
, otherwise,
Oxl- Bxl-
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where i represent the input feature. The matrix will compute the change in
positions of pixels to obtain the target ¢ in the input image.

As a result, JSMA can identify the most “important” features (parts)
of an image that influence the model's classification. JSMA starts by
selecting a target model to attack. It then calculates a gradient vector for
each part of the image, allowing it to identify those parts that influence the
classification of the image as a fake. It then increases the influence of these
parts of the image while decreasing the influence of other parts, leading to a
result where the neural network classifies the image as a fake.

BIM is based on introducing changes into the input data that is fed to
the trained model [115]:

vx, g(fo,x) # g(fg,x'),

v, f(x) % Fx), %)

fe"f@’ﬁg

where fy is a model with the model's parameters 6; g(:,-) denotes an
explanation function, for which both model and data are the input, where
the output domain varies between different explanation methods.

The results of an attack can lead to erroneous conclusions or
incorrect system actions, which can threaten security and create risks for the
business.

Examples of BIM attacks include changing the values of input
parameters when training ML models. For example, if a system is trained to
identify different patterns based on color, size, and shape, an attacker can
trick the system by providing it with input data that contains altered values,
such as changed colors or object sizes.

Another example of a BIM attack can be aimed at automated quality
control systems, when an attacker sends corrupted data, creating false error
signals. Such attacks can cause system failures, equipment malfunctions, or
dangerous disruptions in the manufacturing process.

To prevent BIM attacks, it is necessary to include security measures
in the design and configuration of Al systems, such as input data validation,
data integrity control, and training models on a large amount of data. It is
also worth using additional control methods, such as the use of one-time
PIN codes or two-factor authentication, in case the system interacts with
important data.

UP is a type of white-box attack that involves introducing minor
changes to the data or parameters of a model that lead to erroneous
conclusions and discredit the results [116]:
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9(fe, x) # g(fo, x"),

£ % F(). ©)

x—>x’=>{

The main goal of such an attack is to bypass the security system and
create distorted data so that it is accepted as correct. UP attack can be used
in various fields, for example, to manipulate voting results, change weather
forecasts, autonomous vehicles, medical diagnostic systems, etc. It is very
difficult to detect, as it creates minor changes in the data.

FA is aimed at allowing attackers to penetrate a system that uses ML
and change its behavior in order to gain unauthorized access to data or
perform other actions to suit their interests. FA attacks can be implemented
using various methods, including introducing false data into the system to
change its behavior, using black-box attacks on ML models, analyzing the
behavior of the system, etc. These attacks can be quite complex. They
require specialized skills and knowledge in the field of ML from the
attackers [117].

One way to protect against FA attacks is to install software that can
detect abnormal behavior of the ML system and block any attempts by the
attacker to interfere. It is also necessary to ensure the defense of personal
data, as well as control over the correct operation of the ML system. In
addition, it is possible to use secure algorithms and technologies to combat
built-in vulnerabilities.

BA is a typical black-box attack method based on the classification
boundary. Starting from the original adversarial image, it uses binary search
to find a sample point that is near the classification boundary. It performs a
random walk along the boundary between two opposite regions, thereby
decreasing the distance from the target image. According to this iterative
method, the distance from the original image is gradually reduced. In other
words, the classification result obtained by the input query of the classifier
is always the category to be misclassified [118].

The reason this type of algorithm is called a "boundary attack" is that
it generates adversarial examples by searching along the boundary until they
converge to produce an optimal or rational solution. The results obtained by
this method can satisfy the misclassification requirements of a "black box"
model. The total perturbation that is increased compared to the original
image depends on the performance of the algorithm.

ZQA is a black-box attack that is designed to transfer knowledge
between models without access to the input data [119]. They rely on
transferring knowledge between models using the outputs of the models
rather than the input data. Traditionally, transferring knowledge between
models requires access to the original model's input data, which can lead to
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the leakage of sensitive information. However, ZQA attacks can transfer
knowledge from one model to another using only the model's output data,
significantly reducing the risk of information leakage.

Attackers can use ZQA attacks to perform various tasks, such as
creating fake images and videos that fool Al-driven computer vision
systems or attacking secure facial recognition systems using data obtained
from other recognition systems. In addition, ZQA attacks can be used to
identify sensitive information. For example, attackers can use them to detect
keywords and phrases in documents that should not be publicly available.
They can use the knowledge gained from one model to train another model
that can identify this sensitive data.

At the same time, ZQA attacks can also be used for constructive
purposes. For example, they can be used to transfer experience between
models in the field of medicine or scientific research, allowing the model to
speed up the training process and create more accurate results.

Defenses against ZQA can be implemented based on anomaly
detection and supervised learning methods. These methods allow
identifying unusual output data that can be associated with ZQA. Another
possible direction of defense is to develop methods for detecting and
preventing experience transfer between models using only output data.
Additionally, defense can be strengthened by training models, which helps
to cope with attacks and slow down the process of transferring experience
between models.

NES is a family of numerical optimization algorithms for black-box
problems. Like all other evolution strategies, they iteratively update the
parameters of the search distribution, following the natural gradient towards
higher expected fitness [120]. The general procedure for implementing this
method is as follows. A parameterized distribution is used to generate a set
of search points. At each point, the fitness function is estimated. The
parameters of the distribution allow the algorithm to adaptively fix the
values of the fitness function. For example, in the case of a Gaussian
distribution, they include the mean and the covariance matrix. Based on the
samples, the search gradient towards higher expected fitness is estimated.
Then, an ascent step along the natural gradient is performed. This step is
crucial, as it prevents oscillations, premature convergence, and undesirable
effects arising from the given parameterization. The entire process is
repeated until the stopping criterion is met.

GAN is a black-box attack method that uses neural networks to
perform various malicious attacks on ML models. The principle of GAN is
to train two neural networks, a generator and a discriminator, which are fed
data sequentially to each other and learn from each other. In the first stage,
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the generator creates fake data examples that are fed to the discriminator
along with real examples from the training set [121]. The discriminator
learns to distinguish real data from fake, and the generator learns to create
data that is difficult to distinguish from real. In the second stage, the
generator uses the acquired knowledge about the structure of the data to
create malicious attacks on the ML model. These attacks can be different
depending on the type of model and the problem it solves. Once the attack
is generated, it can be used by an attacker to attack the ML model. Thus,
neural GAN allows generating different types of attacks against ML
models, which makes them more vulnerable to attacks. This can be used to
test the robustness of models and find vulnerabilities in their defenses.

OPA is a black box attack and is based on ML algorithms. It exploits
vulnerabilities in neural networks that identify images based on the color
values of each pixel [122]. The basic principle of this attack is to change the
value of just one pixel in the image so that the neural network incorrectly
classifies this image. For example, when editing a photo of a cat, the OPA
attack can change the value of the pixel in the place of the cat's nose so that
the neural network will believe that it is actually a dog. The OPA attack
uses evolutionary algorithms that allow one to determine the optimal pixels
and change their values in such a way as to deceive the neural network.
Using such algorithms allows one to achieve maximum attack efficiency
with a minimum number of changes to the image.

4. Methods of defense against attacks on ML systems. Possible
classification features for methods of defense against attacks on ML
systems, indicated in review papers [19 — 48], are:

—  direction of the defense method,;

—  implementation complexity;

—  applicability level;

—  protected data type;

—  impact character;

—  operating principle.

By direction, defense methods are divided into defensive and
counterattacking. Defensive methods are aimed at protecting against
specific types of adversarial attacks. Counterattacking methods are aimed at
preventing adversarial attacks in general.

By implementation complexity, defense methods are divided into
simple and complex. Simple methods are easy to implement and require
minimal computing resources. Complex methods require additional
calculations, a complex training process, or specialized implementation.

By applicability level, defense methods are divided into universal
and specific. Universal methods can be applied to various types of models
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and tasks. Specific methods require a specialized approach or are applied
only to certain architectures of machine learning systems.

By the protected data type, there are methods that defend input data
(images) and methods that protect neural network weights, i.e., defend the
parameters of the machine learning model.

By the impact character, defense methods are divided into active and
passive. Active methods change the data or model to increase stability.
Passive methods analyze data and detect anomalies without changing the
data or the model.

By operating principles, methods are divided into those that perform
data (image) transformations, model training, and attack detection and
filtering. Transformation methods change the input data. For example, they
add noise or perform compression. Methods that affect training change the
model training process. For example, these include adversarial learning and
distillation. Attack detection and filtering methods analyze and filter the
input data to detect attacks.

Table 7 displays the classification feature values for the most
common adversarial attack protection methods.

The last column of Table 7, by analogy with Tables 4-6, presents the
S popularity index of the protection method. It is calculated using a formula
similar to the popularity of adversarial attacks. The S index for protection
methods ranges from 45 (for the MagNet, DeepHunter, LID and PCA
methods) to 66 (for the Mixup method). Therefore, we propose dividing all
the protection methods into the following two groups by popularity:

- Group 1 “High Popularity” (S > 55) includes 8 attacks:
Randomized Smoothing, JPEG Compression, Bit Depth Reduction, Total
Variance Minimization, Feature Squeezing, Mixup, L2 Regularization,
Median Filtering;

- Group 2 “Low Popularity” (S < 55) includes 9 attacks:
Adversarial Training, Defensive Distillation, MagNet, DeepHunter, LID,
PCA, Weight Clipping, Dropout, Spectral Normalization.

The methods of the first group have a wider scope of application.
They allow detecting and counteracting a larger number of adversarial
attacks. At the same time, the implementation of these methods is usually
simple.

The methods of the second group are aimed at protecting against a
smaller number of attacks. They are distinguished by increased complexity
and specificity.

Let us consider in more detail the most popular adversarial attacks.
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Table 7. Classification feature values for the most common adversarial attack
defense methods

Defense I .. | Applicability | Protected | Impact Operating
method Direction | Complexity level data type | character principle S
Random{zed Defense Complex Universal Input Active | Transformation| 65
Smoothing
JPEG . . . .
. Defense Simple Universal Input Active | Transformation| 62
Compression
Bit De]?lh Defense Simple Universal Input Active | Transformation| 62
Reduction
TOt,al. Vfi 1anCe | npefense Complex Universal Input Active | Transformation| 65
Minimization
Adve'rs'a rial Defense Complex Specific Weights Active Training 54
Training
Fealurle Defense Simple Universal Input Active | Transformation| 62
Squeezing
Defensive . . . .
Distillation Defense Complex Specific Weights Active Training 54
Mixup Defense Complex Universal Input Active Training 66
MagNet Counterattack| Complex Universal Input Passive Detecnqn and 45
filtering
DeepHunter |Counterattack | Complex Universal Input Passive Detecthn and 45
filtering
Local Intrinsic Detection and
Dimensionality| Counterattack | Complex Universal Input Passive . 45
filtering
(LID)
Principal .
Component |Counterattack | Complex Universal Input Passive De;“?lctzroig and 45
Analysis (PCA) &
Weight . . S . L
Clipping Defense Simple Specific Weights Active Training 51
Dropout Defense Simple Specific Weights Active Training 51
Lz. . Defense Simple Universal Weights Active Training 58
Regularization
Spectral . o . L
Normalization Defense Complex Specific Weights Active Training 54
Med{an Defense Simple Universal Input Active | Transformation| 62
Filtering

The idea behind the Randomized Smoothing method can be
expressed by the following formula [123]:

N
y =%Zlf<xi ‘e, @

where €; ~ N (0,0?) is some noise introduced into the initial data vector
{x;}, which has a normal distribution law V' with a zero first moment and a
second moment equal to g?; f(-) is the model training function; § is the
result of logical inference on the model.
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In other words, Randomized Smoothing is a method for protecting
against adversarial attacks that relies on adding random noise to the input
data and then averaging the model's predictions.

In the formula, ¥ is the average prediction of the model after
applying noise. Each image x; is modified by adding random noise €; taken
from a normal distribution V' (0,02). In this way, the model receives
several noisy versions of the same image and makes predictions for each of
them. Averaging these predictions helps reduce the impact of small changes
that can be used to create adversarial examples. This method is effective
due to its ability to reduce the sensitivity of the model to small changes,
making the model more resilient to attacks.

Adding noise from a normal distribution allows the model to account
for the uncertainty in the input data and make more stable predictions. The
choice of the parameter ¢ plays a key role. Too small a value of ¢ may not
provide sufficient protection, while too large a value of ¢ may result in a
decrease in the accuracy of the model on normal data. Randomized
Smoothing also requires additional computation, since it must make several
predictions for each input image [124]. However, its versatility and ease of
implementation make it quite popular for improving the resilience of
models to adversarial attacks. This method is especially useful in situations
where protection is required against small changes that may be difficult to
detect with the human eye.

JPEG Compression is a defense method that is based on applying
the JPEG compression algorithm to images before feeding them to the
model input [125]. The idea of the method can be represented by the
following formula:

Ieompressed = JPEG(, q), ®)

where [ is the original image; ¢ is a parameter describing the image quality
after compression; Icompressea 18 the compressed image; JPEG (') is the
image compression algorithm.

The formula describes the process of transforming the original image
I'into a compressed image I ompressea With a given compression quality g.
JPEG compression removes high-frequency components of the image,
making it less sensitive to small changes that can be used to create
adversarial examples. This is because such changes are often in the high-
frequency region of the spectrum, which is removed by compression. Thus,
the model becomes less susceptible to such attacks, since it processes
already “averaged” data.
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The choice of the compression quality parameter ¢ is an important
aspect of this method. Too low a compression quality can lead to significant
information loss, which will negatively affect the performance of the model
on normal data [126].

At the same time, too high a compression quality may not provide
sufficient protection against adversarial attacks. Therefore, it is important to
find a balance between compression quality and model robustness. Despite
its simplicity, JPEG Compression can be a very effective defense, especially
if adversarial attacks exploit small changes that are easily removed by
compression.

Bit Depth Reduction is a method that reduces the bit depth of an
image's pixels, thereby reducing its sensitivity to small changes [127]. The
idea behind the method is represented by the following formula:

I - 2°]
Lrequcea = T ©)

where [ is the original image; I.cqyceq 1S the transformed image; b is the bit
depth.

The original image / is transformed into an image with a reduced bit
depth b. The rounding operation |I - 2P| replaces pixel values with the
nearest integers in the new bit depth, which significantly reduces the
number of possible pixel values. This makes the model less susceptible to
small changes that can be used to generate adversarial examples, since they
are simply lost in the limited range of values [128].

Total Variance Minimization (TVM) is a method aimed at
removing small variations from an image by minimizing pixel
variation [129]. The method is described by the following formula:

TVM = min || Vx||y + Allx = ylI3 . (10)

The formula describes the optimization process, where ||Vx||; is the
L1 norm of the image gradient that minimizes pixel variation, and
Allx — y||3 is a regularization term that controls the balance between
minimizing variation and preserving the original image y.

TVM uses regularization to remove small changes that can be used
to generate adversarial examples. This method is especially useful for
images containing noise or other unwanted changes.

The regularization coefficient A plays an important role in this
method. It controls how much we strive to preserve the original image y
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while minimizing variation. If 4 is too large, the model will tend to preserve
the original image with minimal changes, which may not provide sufficient
protection against adversarial attacks [130]. On the other hand, too small a
value of 1 can lead to significant blurring of the image, which can also
negatively affect the performance of the model. TVM requires solving an
optimization problem, which can increase computational costs, but its
results can significantly improve the model's resistance to various types of
attacks.

Adversarial Training is a method for training a model on a
combination of original and adversarial examples [131]. The method uses
two neural networks: a generator that generates adversarial examples, and a
discriminator that evaluates them [132]. The idea of the method is expressed
by the following formula:

L(6) = Exy)~p[l(fo (), W] + E (7 5)-p [1(fo (X7, Y] (11)

The formula describes a loss function that consists of two parts. The
first part corresponds to the loss on the original data D, and the second part
corresponds to the loss on the adversarial data D'. Training a model on
adversarial examples makes it more resilient to such attacks, since it has
already "seen" and processed such examples during training.

This method requires the creation of adversarial examples, which
may require additional computation and time. Adversarial examples are
created by making small changes to the original data so that they cause the
model to make erroneous predictions. The model is then trained on these
examples, which makes it more resilient to such attacks. One drawback of
the method is that it can lead to some decrease in the model's performance
on ordinary data. However, Adversarial Training remains one of the most
effective methods for protecting against specific types of adversarial
attacks.

The process of adversarial training can be broken down into several
steps:

1.  Creating two neural networks: a generator and a discriminator.

2. Training the generator to create fake data, such as images,
sounds, texts, etc. At the same time, the discriminator learns to distinguish
fake data from real data.

3. The generator and discriminator compete with each other
within the framework of the task that was defined for training the model
(for example, face recognition).
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4. The generator creates new fake data, and the discriminator
evaluates how similar it is to real data. The discriminator's assessment is
passed back to the generator so that it can improve its skills.

5. The discriminator learns to become more and more accurate in
recognizing fakes. The generator, in turn, learns to create better and better
fakes. This process is repeated many times until the fakes become almost
indistinguishable from real data.

6. The model obtained after training can be used to analyze new
data. For example, it can be used to recognize faces in photographs attached
to loan applications, to detect lies during a conversation with a client, etc.

Depending on the applications and areas where this method is
applied, the steps may vary slightly to achieve better results. However, the
general approach is to adversarially train two networks, a generator and a
discriminator, to create better fake data and protect ML systems from
attacks and hacks.

Feature Squeezing is a method that reduces feature diversity by
applying filters or bit compression [133]. The idea of the method is
reflected in the following formula:

z = |z-2°|/2>. (12)

The formula describes the process of reducing the bit depth of
features z. Features are image channel values or other data characteristics
that are used by the model for classification. Bit depth compression reduces
the number of possible feature values, making the model less sensitive to
small changes that can be used to generate adversarial examples. This
method is especially useful for models that are sensitive to small changes in
features.

Despite its simplicity, Feature Squeezing can be a very effective
defense. Reducing the bit depth of features limits the model's ability to
exploit small changes to manipulate classification results. However, too
aggressive compression can lead to significant information loss, which can
negatively affect the model's performance on normal data. Choosing the
right bit depth b is a key factor in the success of this method [134]. It is
important to find a balance between reducing the bit depth and preserving
the information needed for accurate classification.

Defensive Distillation is a method of training a model using
distillation to improve its robustness to adversarial attacks [135]. The
method is described by the following formula:
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_exp(z/T)
Pi= X exp(zj/T)' (13)

The formula describes the process of obtaining soft labels p; from
the model outputs. Here, z; are the logits (outputs before the activation
function) of the model, and T is the temperature, which controls the
"softness" of the output probabilities. Increasing the temperature makes the
probabilities softer, which helps the model become less sensitive to small
changes in the input. This method is especially useful for models that are
prone to overfitting and sensitive to small changes in the data.

Distillation involves training a model on soft labels obtained from
another model that was trained on the original data. Soft labels represent
probabilities of class membership. This approach helps the model learn
from more general representations of the data, making it more resilient to
adversarial attacks. However, choosing the right value of the temperature T
can be challenging, as too high a temperature can led to a decrease in the
accuracy of the model, while too low a temperature will not provide
sufficient protection [136]. Defensive Distillation requires a specialized
training process and can be more difficult to implement compared to other
methods. However, its results can significantly improve the resilience of the
model.

Mixup is a method that creates new training data by linearly mixing
two samples and their labels [137]. The idea of the method is shown in the
following formula:

F=Ax+(1-Dx, §=Ay+ 1=y, (14)

The formula involves mixing the input data x; and x; and their labels
y; and y; with weights 4 and (1—4). This method helps the model become
more robust to various types of attacks, as it has already "seen" and
processed such examples during training. Linear data mixing creates new
points in the feature space, which makes the model more robust and less
sensitive to small changes.

The Mixup method requires generating new data during training,
which can increase the overall training time. However, using it can
significantly improve the model's robustness to adversarial attacks, as it
learns from more diverse data. The parameter 4 plays a key role in this
method: it determines the degree to which the two samples are mixed.
Choosing the right distribution for A (e.g., Beta distribution) can help
achieve a better result [138]. Despite the additional computational costs,
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Mixup remains a popular method for improving the robustness of models to
various types of attacks.

MagNet is a method that uses autoencoders to reconstruct original
images and detect adversarial examples [139]. The method is described by
the following formula:

Min Expyoe [1X = 9o (fo (O)I7]. (13

The formula describes the training process of an autoencoder, where
0 are the model parameters, fg(x) is the encoder that transforms the input
image into a latent representation, and gg ( fo (x)) is the decoder that
transforms the latent representation back into an image. The goal of training
is to minimize the mean squared error between the original image x and the
reconstructed image gg ( fo (x)). This allows the autoencoder to efficiently
reconstruct the original images and detect adversarial examples.

Since adversarial examples often have noticeable differences from
normal data, they can be easily detected through large reconstruction errors.
The autoencoder is trained on normal data and then used to check the input
images for anomalies. This method requires significant computational
resources to train the autoencoder, but its effectiveness in detecting
adversarial examples makes it a valuable tool for defending artificial
intelligence systems [140]. In addition, MagNet can be adapted to different
types of data and models, increasing its applicability.

DeepHunter is a tool for automatic detection of adversarial
examples using ensembles of models and statistical methods [141]. The idea
is represented by the following formula:

N

4G == (A - F) (16)

i=1

The formula describes the process of calculating the standard
deviation of the models' predictions. Here, f;(x) is the prediction of the i-th
model, and f(x) is the average prediction of all models. If the models'
predictions diverge greatly, this may indicate the presence of an adversarial
example. DeepHunter exploits the idea that different models can interpret
the same data differently, and if most models agree on a classification, this
indicates a normal image.

Using ensembles of models allows DeepHunter to achieve high
accuracy in detecting adversarial examples. This method requires
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significant computational resources to train multiple models and analyze
their predictions, but its results can significantly improve the system's
resilience to attacks. DeepHunter is especially useful in cases where high
detection reliability is required, as it uses the combined efforts of multiple
models to detect anomalies [142]. This method is passive, as it analyzes the
data and detects anomalies without changing the data or the model.

Local Intrinsic Dimensionality (LID) is a method for estimating the
local intrinsic dimensionality of data to detect anomalies [143]. The method
is described by the following formula:

.~ logN (x,7)

The formula describes the process of estimating LID for a data
point x. Here N (x, r) is the number of points within a radius r of the point x.
Local intrinsic dimensionality is estimated by analyzing the distances
between neighboring points in the feature space. Adversarial examples often
have higher local dimensionality than normal data, which allows this
method to effectively detect them.

The LID method requires calculating the distances between all data
points, which can be computationally expensive, especially for large data
sets. However, its results can significantly improve the resilience of the
system to adversarial attacks. LID is a passive method, as it analyzes the
data and detects anomalies without changing the data or the model [144].
This method is especially useful in cases where high accuracy and
reliability of adversarial example detection is required, as it uses data
properties to detect anomalies.

Principal Component Analysis (PCA) is a method of principal
component analysis for anomaly detection [145]. The method is described
by the following formula:

Xpca = UZVT. (18)

In the formula, Xpcp is the original data, U is the matrix of
eigenvectors, ¥ is the diagonal matrix of singular values, and VT is the
transpose of the matrix of eigenvectors. PCA transforms the data into a
principal component space, where each component represents the direction
of maximum variance. This allows for anomaly detection, since adversarial
examples often reside in areas of high variance.
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PCA is a powerful tool for anomaly detection, since it can detect
data that deviates significantly from a normal distribution. However, it
requires performing singular value decomposition on the data, which can be
computationally expensive for large datasets. PCA is a passive method,
since it analyzes the data and detects anomalies without changing the data
or the model. This method is especially useful in cases where high accuracy
and robustness in detecting adversarial examples are required.

Weight Clipping is a method that limits the values of a model's
weights within a certain range [146]. The method is described by the
following formula:

w' = max(—c, min(c,w)). (19)

The formula describes the process of trimming the weights w to the
limits [—c, c], where c¢ is the weight limit. This method is based on the idea
that too large or too small weight values can make the model more sensitive
to small changes in the data. Weight clipping helps control this sensitivity,
making the model more resilient to adversarial attacks. This method is
especially useful for models that are prone to overfitting and sensitive to
large weight values.

Choosing the right value of the limit c is the key to the success of
this method. If the limit is too large, it may not provide sufficient protection,
while too small a limit can lead to a significant decrease in the model's
performance on normal data. Weight clipping is a simple method that is
easy to implement and apply to any model. Its advantage is that it does not
require significant changes to the model architecture and can be easily
integrated into an existing data processing pipeline. This method is
especially useful for problems where control over the scale of the model's
weights is required.

Dropout is a regularization method based on randomly switching off
neurons during training [147]. The method is described by the following
formula:

0 with probability p,
h; = Xi

(20)

otherwise.

In the formula, h; is the output of the neuron after applying the
Dropout method, p is the probability of the neuron being disconnected, and
x; is the input of the neuron. This method helps prevent overfitting and
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makes the model more resilient to adversarial attacks, as it forces the model
to use different paths to classify data.

The Dropout method is a simple and effective regularization method
that is widely used in practice. Its implementation requires minimal changes
to the model architecture and can be easily integrated into most neural
networks. However, choosing the right probability value p is an important
aspect of this method. If the probability is too large, it can lead to a
significant decrease in the model's performance on normal data. On the
other hand, too small a probability may not provide sufficient protection
against overfitting and adversarial attacks. Dropout is an active method, as
it modifies the model during training, making it more resilient to various
types of attacks.

L2 Regularization is a regularization method based on adding a
penalty for large values of model weights [148]. The idea of the method is
shown in the following formula:

L(6) = Loss(8) + AZ 62, @1

The formula describes a loss function that includes the main loss
function Loss(8) and a regularization term 1Y,; 7. The regularization term
adds a penalty for large values of the weights &, which helps control the
complexity of the model and makes it more robust to adversarial attacks.
This method is especially useful for models that are prone to overfitting and
use too large weights to classify data.

The regularization coefficient 1 plays a key role in this method. If 1
is too large, it can lead to a significant decrease in the performance of the
model on normal data. On the other hand, too small a value of 4 may not
provide sufficient protection against overfitting and adversarial attacks. L2
Regularization is an active method, as it modifies the model training process
by adding a regularization term to the loss function.

Spectral Normalization is a method of normalizing the spectral
radius of scales to control their scale [149]. The method is described by the
following formula:

_ w
T o(w)’

w’ 22)

The formula describes the process of normalizing the W layer
weights, where (W) is the spectral radius, which is the maximum singular
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value of the W matrix. This method normalizes the layer weights, which
helps control their scale and improves the robustness of the model. Spectral
Normalization is especially useful for models that are sensitive to the scale
of the weights and may be vulnerable to adversarial attacks.

Calculating the spectral radius requires performing a singular value
decomposition of the weight matrix, which can be computationally
expensive. However, the results of this method can significantly improve
the robustness of the model to various types of attacks. Spectral
Normalization is an active method, as it modifies the model weights during
training. This method requires a specialized approach and can be more
difficult to implement compared to other methods.

Median Filtering is a method that replaces the value of each pixel
with the median of the values in its neighborhood [150]. The method is
described by the following formula:

Iﬁltered = mEdian(Iwindow)' (23)

The formula describes the process of filtering an image. Here I,iyq0w
is the filtering window of pixels around the current pixel, and
median(ly;pqow) 18 the median value of the pixels in the window.

The method helps remove small changes, such as noise or
adversarial changes, making the model less susceptible to small changes.
Median Filtering is a simple and effective method for removing small
changes that can be used to generate adversarial examples. It does not
require significant changes to the model architecture and can be easily
integrated into an existing data processing pipeline. However, too large a
filtering window can result in significant blurring of the image, which can
also negatively affect the performance of the model. Median Filtering is an
active method, as it modifies the input data to improve the robustness of the
model.

5. Discussion. Summarizing the results of the conducted research,
the following conclusions can be drawn.

1. Currently, there are a considerable number of papers that study
adversarial attacks and protection methods against them. Moreover, the
number of such articles increases over time. This suggests that the topic of
protection against attacks on machine intelligence systems is highly
relevant. Moreover, many papers are of a review nature. They systematize
well-known and newly emerged attacks and protection methods, propose
classification features and classification systems for attacks and protection
methods. Therefore, numerous review articles on this topic, published
between 2020 and 2025 in journals ranked in the Scopus Q1 quartile, were
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selected as the initial data for the conducted research. A total of 30 such
review articles were selected [19 —48]. It was noted that, in general, the
material devoted to the analysis of adversarial attacks and protection
methods tends to be repeated across review papers from year to year.
Therefore, such a seemingly small number of review papers analyzed in the
conducted study seems to be quite sufficient.

2. In addition, papers in the field of adversarial attacks were
selected and studied, which are not review-based but research-based and are
devoted to the field of energy infrastructure. The analysis of these studies
showed that, firstly, adversarial attacks can affect any elements of smart
grids or energy systems in which ML models are used for monitoring and
control. Secondly, new adversarial attacks on energy infrastructure are
constantly appearing. Therefore, the search for defense methods remains
crucial. Thirdly, most of the protection methods against adversarial attacks
used in energy infrastructures are based on various ML models.

3. Analyzing the classification systems of adversarial attacks
proposed in [19 —48], it was noted that all of them were unique. They
differed both in classification features and in the values of these features.
However, in the course of the conducted study, we sought to identify the
general trends inherent in the classification of adversarial attacks and to
propose a generalized classification of such attacks that would cover other
known classifications. As a result, in this paper, a set of eight most relevant
classification features of adversarial attacks is proposed, which was tested
on a set consisting of 31 of the most well-known attacks. The dominant
classification feature is “knowledge of the attacked system”, which takes
the values “white box”, “black box”, and “gray box”.

4.  Analyzing the distribution of the selected attacks by the values
of classification features, it was found that all attacks can be divided into
groups with high, medium, and low popularity. To protect against attacks
with high popularity, a universal approach can be used to detect them, since
they are described by frequently used feature values. Attacks of medium
popularity contain rarer features. Therefore, on the one hand, approaches
from the previous group are partially suitable for their detection, and on the
other hand, these attacks have their own specifics. Low-popularity attacks
require separate individual approaches for their detection.

5. Analyzing the classification systems of protection methods
against adversarial attacks proposed in [19 — 48], it was also noted that all
of them are unique. Therefore, one of the goals of the study was to form a
generalized classification of protection methods against such attacks. A set
of six classification features was proposed, which was tested on a set
consisting of 17 of the most well-known protection methods. As in the case
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of the classification of attacks, an assessment of protection methods by their
popularity was carried out, and it was proposed to distribute protection
methods into two groups: high and low popularity. High-popularity
methods have a wider scope of application and are effective against a wider
range of adversarial attacks. At the same time, the implementation of these
methods is usually simple. Low-popularity methods provide protection
against a smaller number of attacks and are characterized by increased
complexity.

6. The conducted study provided a brief description of adversarial
attacks and protection methods against them, using, where possible, a
formal description of these attacks and methods. Thus, a formal theoretical
basis was laid for further research on assessing the capabilities of
adversarial attacks and improving protection methods against them.

7. In conclusion, it is important to highlight some features
inherent in the implementation of adversarial attacks and protection
methods against them, identified in the course of the conducted study.

Thus, the One Pixel Attack becomes ineffective if two or more
pooling layers are used in the basic design of the ML model. The specific
type of pooling used is irrelevant, since the combination of layers of this
type neutralizes the effect of pixel differences at the level of high-level
features [151].

The JSMA attack has the following very important feature: it cannot
function simultaneously with the ML model. Therefore, the correct
organization of data flows in the pipeline for constructing an applied Al
model will help to completely eliminate the negative effect of introducing
JSMA as a malicious component [152]. In this case, no additional add-ons
will be required to control the functioning of the main machine learning
model.

It is also worth noting that defense against FA attacks is quite non-
trivial: the ML model may malfunction when anomalous values appear in
the data set [153]. Anomalous indicators include not only hacking attempts
but also, most often, simply the rarest values. For example, an electrical
voltage of 5,000 V may seem abnormal to the generalization ability of the
algorithm if the model is most often operated with data of the average
statistical voltage. For this reason, the implementation of defense
components against FA attacks should be done with special caution, since
non-standard data can be interpreted by the defense system as an attempt of
unauthorized access to data.

Finally, it should be noted that the Defensive Distillation technique
has its own characteristics when protecting ensemble models. Thus, if an
algorithm with privileged information is used in the decision model, then
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the separate functioning of the student model and the teacher model can
lead to collisions during the normal operation of the base model.

It should be noted that the analysis of defense methods for ML
systems in the energy domain allowed the authors to identify three most
effective approaches: noise reduction, compression, and neural cleansing of
input data. Preliminary experiments demonstrated the high efficiency of the
approach based on a combination of these methods [154]. Optimization of
the parameters of combining these methods allows us to almost completely
eliminate the negative consequences of such popular attacks as FGSM,
Z0O0, and OPA. Further research in this direction is ongoing.

6. Conclusion. The article presents the results of a comprehensive
analysis of attacks against ML systems and defense methods against them.
Energy systems and networks, being an important element of the
infrastructure, are increasingly dependent on digital technologies. Modern
energy systems are no longer purely physical structures, such as power
plants and transmission lines. They are becoming more complex and
interconnected due to the introduction of digital technologies: automation,
the Internet of Things, and big data. Their integration with artificial
intelligence requires the introduction of more stringent security measures.

The presented classification of attack methods and techniques will
allow developers to identify the most vulnerable components of such
intelligent systems, as well as find a suitable defense method from those
proposed in this article. The compilation of the material discussed in this
article was carried out on the basis of the inclusion of the latest
achievements in the field of information security of applied ML models.
Therefore, the presented defense methods will be a relevant guide for
developers of Al models. Separately, it is worth noting that the integration
of applied Al models into applications may imply other risks to information
security that were not described in this article, due to the potential
vulnerabilities in the application's underlying software and hardware
complex.

The study identified several trends in the direction of attacks against
Al-based systems. The first is attacks using deep learning neural networks.
With the increasing computing power and availability of equipment, there
are more and more opportunities to carry out such attacks. They make
models vulnerable to attacks with the distortion of input data. The second
trend is subtle, difficult to distinguish attacks that involve making minimal
changes to normal data, making their detection even more difficult. The
third is compound attacks that occur in several stages. Attacks are becoming
more sophisticated, using multi-layered strategies that may include
preliminary training on real data before the attack.
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Studying the vulnerabilities of Al systems and developing threat
models is an important task for ensuring security in the context of rapid
technological development and the connection of Al to energy systems,
where reliable transmission and processing of real-time data plays a key
role. The creation of active monitoring and anomaly detection systems can
prevent malicious actions and reduce the risks associated with the use of Al
technologies in energy infrastructure. It is important to focus on the need to
improve knowledge in the field of artificial intelligence and cybersecurity,
namely the training of IT specialists servicing energy facilities. In the
context of the growing need for security measures, the development of
methods and algorithms for identifying yet-unknown attacks using Al also
remains important.

On November 7, 2024, Rafael Midkhatovich Yusupov, a prominent
scientist in the fields of computer science, information technology, and
control theory, founder and leader of scientific schools on the theoretical
foundations of the informatization of society and on the sensitivity theory of
complex information and control systems, Doctor of Engineering Sciences,
Professor, Corresponding Member of the Russian Academy of Sciences,
Honored Scientist and Engineer of the Russian Federation, Head of the
Research Department at SPIIRAS, St. Petersburg Federal Research Center
of the Russian Academy of Sciences, Director of SPIIRAS (1991-2018),
and Editor-in-Chief of the journal "Informatics and Automation," passed
away at the age of 90. Rafael Yusupov actively promoted the field of
cybersecurity and supported the work of the authors of this article.
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N.B. KOTEHKO, 1.b. CAEHKO, O.C. JIAYTA, B.E. CATOBHIKOB,
E.A. IYETOBKVH, B. JIn
AHAJIN3 COBPEMEHHBIX UCCJIEJIOBAHU 110 3AIIUATE OT
COCTA3ATEJIBHBIX ATAK B OHEPTETUYECKNX CUCTEMAX

Komenko U.B., Caenxo U.B., Jlayma O.C., Cadosnurog B.E., Huemosxun E.A., /lu B. Ananu3
COBpPEMEHHBIX HCCJIEN0BAHMII MO 3alMTEe OT COCTS3ATEe/IbHBIX aTaK B JHEPreTHYeCKHUX
cHucTeMax.

AnHotauus. CUCTEMbl HA OCHOBE MAIIMHHOTO OOYYEHUs B HACTOSIIEE BpeMs SBIISIOTCS
MPUBJICKATEIbHBIMA MHILICHIMH JJIsl 3J0YMBIIUICHHUKOB, IOCKOJBKY HapylIeHHE paboOThI
TaKHX CHCTEM MOXXET HMEThb Cepbe3Hble MOCIACACTBUS Uil OOBEKTOB KPHTHYECKOU
HHOPACTPYKTYPHI, B YACTHOCTH, JHEPTETHYECKHX CHCTEM. B CBS3M C 3THM KOIHYECTBO
pa3IMYHBIX THUIOB KHOEpaTak Ha CHUCTEMbl MAlIMHHOTO OOYYeHHs, KOTOPbIC Ha3bIBAKOTCS
COCTA3aTeIbHBIMU aTaKaMHM, IOCTOSIHHO PACTET, U 3TH aTaKW SBILIIOTCS MPEAMETOM H3y4YCHHS
MHOrux uccienonareneii. COOTBETCTBEHHO, €XKETOJHO IOSBISICTCS MHOXECTBO IMyOJIMKalMH,
MOCBSIIEHHBIX 0030paM COCTS3aTEIbHBIX aTaK M METOJOB 3aLIUTHI OT HHUX. MHOTHE BHIBI
COCTA3aTebHBIX aTak M METOABI 3AIUTHI B 3THX 0030PHBIX CTAaThiX mepecekatorcs. OqHaKo B
6oJiee MO3MHUX HMCCIEIOBAHUSIX COMCPKUTCS WHAOPMAIMS O HOBBIX THIAX aTak W METO/AaX
samuThl. [lenb JaHHOW CTaTbU — MPOAHAIM3UPOBATH HCCICIOBAHUS, IMPOBEIACHHBIC 3a
MOCIICIHUE LIECTh JIET U OMYOJIMKOBAHHBIC B BEICOKOPEHTHHIOBBIX XKypHaJaX, ¢ aKIIEHTOM Ha
0030pHBIE  PabOTBL. Pe3ynbTaToM HCCIIEMOBAHUS SBISIETCS YTOYHEHHAS —KITACCH(DUKAIMS
COCTSI3aTeNIbHBIX aTaK, XapaKTEpUCTHUKA Hauboliee paclpoCTpaHEHHBIX arak, a TaKKe
yTOYHEHHAs KIacCH(HKALUS ¥ XapaKTePUCTHKAa METOJOB 3alIUTHI OT 3THX arak. OCHOBHOE
BHHMAaHWE B aHAIN3€ YIEJSETCsl COCTS3aTENbHBIM aTakaM, HAleJIEHHBIM Ha DHEPreTHYECKHE
CHUCTEMBI. B 3aKJIFOUMTENIbHOM YacTH CTAThH PACCMATPHBAIOTCS MPEUMYIIECTBA U HEOCTATKH
Pa3INYHBIX METOJOB IIPOTHBOACIHCTBHUS COCTSI3aTEIbHBIM aTaKaM.

KioueBble cjoBa: KuOepaTakd, HMCKYCCTBEHHBIH HHTEIUIEKT, MalIMHHOE OOyd4eHHe,
COCTSI3aTeNIbHBIC aTaKd, MOJAENIb Yrp0o3, METOJbI 3aIUThI, 0030p, SHEPTETUYECKHE CHCTEMBI,
knaccudukanys.
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ueHtp Poccuiickoit akamemuu Hayk» (CII6 ®UI] PAH). OOnacte Hay4HBIX HHTEPECOB:
6e30macHOCTh KOMITBIOTEPHBIX CETEH, BKIIOYas YNPABICHHWE MOINTUKAMH Oe30macHOCTH,
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INFORMATION SECURITY

KOHTpOJIb JIOCTYMa, ayTeHTU(UKALHNIO, aHAIM3 Oe30M1aCHOCTH, 0OHAPYKEHHE KOMITbIOTEPHBIX
aTak, OpaHAMay3pBl, 3alUTY OT BUPYCOB M CETEBBIX YEpBEil, aHATN3 U POBEPKY IIPOTOKOJIOB
0e30macHOCTH W CHCTEM HMH()OPMAIMOHHOH 0e30MacHOCTH, 3allUTy HPOrPaMMHOIO
obecrieueHHs OT B3/IOMa H yHpaBlieHHe U(PPOBBIMU TIPaBaMH, TEXHOJIOTUH MOJEIHPOBAHUSA U
BU3yalIu3alMu A1t O00pbObl ¢ KuOepreppopusmMoM. UYucno HayuHbix myOaukamuid — 1000.
ivkote@comsec.spb.ru;  14-1  guaus B.O., 39, 199178, Cankr-IlerepOypr, Poccus;
p.1.: +7(812)328-7181; dhakc: +7(812)328-4450.

Caenxo Hrops BopucoBn4 — 1-p TexH. Hayk, npodeccop, ITIaBHbIH HAyYHBIH COTPYIHHK,
nabopatopus mpodneM KommbioTepHol 6e3onacHoctH, Cankt-IlerepOyprekuit denepanbHsiit
ucciuenoBaresnbckuil neHTp Poccuiickoii akagemun Hayk (CI16 ®ULL PAH). O6nacth Hay4HBIX
HWHTEPECOB:  aBTOMATU3HPOBAHHBIC  HMH(GOPMAIUOHHBIE  CHCTEMBI,  HH(OpPMaIHOHHAS
Ge3omacHocTh, 00paboOTKa U Mepefaya AAHHBIX [0 KaHalaM CBSI3H, TEOPHS MOACIHPOBAHUS U
MaTeMaTHyecKas CTaTHCTHKA, Teopuss MHGopmarmu. Yucno HayuHbix myOmukanuid — 500.
ibsaen@comsec.spb.ru; 14-1 smmaus  B.O., 39, 199178, Cankr-IlerepOypr, Poccus;
p.T.: +7(812)328-7181; chaxc: +7(812)328-4450.

Jlayra Ouer CepreeBM4 — J-p TEeXH. HayK, AOLEHT, mpodeccop kadenpel, Kadeapa
KOMILUIEKCHOTO ~ ofecreueHnst  mHGPOpPMAIMOHHOH  Oe3omacHocTH,  I'ocymapcTBeHHBIIH
YHUBEPCUTET MOPCKOro M peuHoro ¢uora umenu agmupana C.O. Maxkaposa. ObGnactb
HayY4HBIX MHTEPECOB: 3all[UTa OT KOMIIBIOTEPHBIX aTak. Yuciao HayuHbIX myOnukanuii — 200.
laos-82@yandex.ru; ymuna  [lBunckas, 5/7, 198035, Cankr-IlerepOypr, Poccus;
p.T.: +7(911)842-0228.

CanoBaukoB Bragumup EBrenbeBud — acnupaHTt jgabopatopuu, JadopaTtopus mpooiem
KommbloTepHOi Oe3onacHocTH, Caskr-IlerepOyprekuit ®enepanbHblii  MCCIIEN0BATENbCKUI
uentp Poccuiickoit akanemun Hayk (CI16 ®UI[ PAH). OGnacts Hay4HbIX HHTEPECOB: 3aIIUTA
OT KOMITBIOTEPHBIX atak. UWcio HaydHeIX myOmukanuii — 25. bladimirl 998@mail.ru; 14-s
muaus - B.O., 39, 199178, Caukr-IlerepOypr, Poccus; p.r.:  +7(812)328-7181;
bakc: +7(812)328-4450.

HueroBkun Erop AmnnpeeBHy — acnupaHt, Jabopartopust mpoGiieM KOMIBIOTEPHOU
6e3onacHoct, Cankt-IlerepOyprekuii denepanbHblil UcciIea0BaTENbCKUIM HEHTp Poccuiickoit
akagemun Hayk (CII6 ®UI] PAH). O6nacTs HaydHBIX HHTEPECOB: 3alIUTa OT KOMITBIOTEPHBIX
atak. Yncno HayuHsIx myOnukaumid — 7. egor.email@list.ru; 14-1 muausa B.O., 39, 199178,
Cankr-IlerepOypr, Poccus; p.1.: +7(812)328-7181; dakc: +7(812)328-4450.

Jlu Boii — mnpodeccop, KOMIEIHK KOMIBIOTEPHBIX HAyK M TEXHOJIOTWH, XapOWHCKHMi
HHXEHEpHbIN yHHBepcuTeT. O0NacTh HaydHBIX MHTEPECOB: 3allUTa OT KOMIBIOTEPHBIX aTak,
MAaIlIMHHOE OOy4YeHHE, MCKYCCTBEHHBIH HHTEIUIEKT. Uucino HaydHbiX nyoOsimkammii — 200.
weili@hrbeu.edu.cn; Nantong St., Nangang District, 145, 150001, Xapoun, Kuraii;
p.1.: 0086(0451)8251921.

Monnepxka uceaenosanuii. lccienoBaHue 4YacTHYHO HOANEPKAHO OIOKETHOM TeMoi
FFZF-2025-0016.
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