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MOJIb3OBATEJIEM UH®OPMAIIMOHHOM CUCTEMBbBI
3A CUET DJIMMUHAILIMA MAJIOBEPOSITHBIX TPAEKTOPUI
COIIUO-UHKEHEPHBIX ATAK

Asapoe A.A., Tynynves A.JI., Conosyos H.5., Tynynvesa T.B. YckopeHne pacueToB OLEeHKH
3alIUIIEHHOCTH M0/Ib30BaTelIeil HHPOPMAIMOHHOI CHCTEMBI 32 CUeT JJIMMHHALUN MaJIo-
BepPOSITHBIX TPAEKTOPHii COIIHO-UHKEHEPHBIX aTaK.

AnHoTamms. J{nst obecrieyeHnst AEATENBHOCTH CIELHAINCTOB B 0071acTH MH(OPMALHOHHOM
0e30IacHOCTH HEOOXOIMMO Pa3paboTaTh HAyYHO-OOOCHOBAHHEBIC H OTPAXAIONINE CIICHU(PUKY
HPEAMETHOH 00JIACTH MaTEMaTHYECKUE METOJbI M MOJIEIH, TO3BOJISIONINE aBTOMATH3HPOBATh
aHAIIM3 3alIMIIEHHOCTH MOJb30BaTeNeii MHPOPMALMOHHBIX CHCTEM OT COLMO-WHXXCHEPHBIX
aTak. llenplo HacToAIIeH PaOOTHI SIBIICTCS PACCMOTPEHHE METO/IA IIOUCKA BEPOSTHOCTH yCIIe-
Xa COLMO-WHKEHEPHOTO aTaKyIOLIEro BO3JCHCTBUA Ha KaXKJIOro IOJIb30BaTENs B KOMIUICKCE
«repcoHal - MHPOPMAIMOHHAS CUCTEMA — KPUTUYHBIC JTOKYMEHTBI», TI0JIb30BATEIH KOTOPOTO
U CBSI3M MEXIy HHMH IIPEACTaBICHBI BHIE rpada. ANrOpUTM IIpeIoiaraeT MOMCK BCEBO3-
MOJKHBIX aIMKJINYECKUX MyTel MEXy ABYMs MOJIb30BATEIAMH.

KurodeBble cjioBa: COLMO-MHXKEHEpPHas aTaka, MH(OpMaIMOHHAs CHCTEMa, IOJIb30BaTelb,
TPaeKTOPUsI COLUO-UHKEHEPHOH aTaKu.

Azarov A.A.,, Tulupyev A.L., Solovtsov N.B., Tulupyeva T.V. Acceleration of calculation of an
estimate of information system user's security at the expense of improbable ways of socio-
engineering attacks elimination.

Abstract. In the field of information security it is necessary to develop scientific and proved
and mathematical methods and the models reflecting specifics of subject domain for ensuring
activity of experts, allowing to automate the analysis of information systems user’s security
from socio-engineering attacks. The purpose of this paper is consideration of a method of of
success probability search of socio-engineering attacking impact on each user in the "personnel
- information system - critical documents" complex where users and communications between
them are presented as graph. The algorithm assumes search of various acyclic ways between
two users.

Keywords: socio-engineering attack, informational system, user, socio-engineering attack
way.

1. Beenenue. 3amuTa KoOHPUICHIIMATHHOH HHPOPMAIUK HEpPa3pHIBHO
CBsI3aHa KaK C MPOIPaMMHO-TEXHHYECKOH 3alIMIIEHHOCTHI0 HMH(pOpMAanu-
OHHBIX CHCTEM, TaK U C 3aIIUIIEHHOCTHIO NOJb30BaTeNIel TAKUX CUCTEM OT
HETaTHBHOTO BIIMSHHUS COLMOMH)KCHEpOB M3BHe. Bompocy aHanmsa 3amu-
IIEHHOCTH IPOrPaMMHO-TEXHHYECKOH COCTaBISIOMEH HH(OPMAIHOHHBIX
CHCTEM TIOCBAIICHO HeMano BHUMaHus [6, 21, 22—28]p To BpeMs Kak aHa-
T3 3AIUIEHHOCTH TOJIb30BaTeIeld HHPOPMAIMOHHBIX CUCTEM OT COIHO-
HHXCHEPHBIX (COLMOTEXHUYECKHX) aTaK HAXOIMTCS HA PaHHEH CTaauu HC-
cnenoBanuit [1-4, 13-16]/ns obecrieueHns AeSITETbHOCTH CIEIHATUCTOR
B oOmactu wnHOpManMOHHONH Oe30macHOCTH HeoOXoamMmo paspaborarh
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Hay4YHO-00OCHOBaHHBIC W OTPaXKAIOMINe CHEIMPUKY MPEAMETHON 00JIacTH
MaTeMaTHIeCKHe METOIbl M MOJENH, IO3BOJIIONINE aBTOMAaTH3UPOBAThH
aHaJIN3 3aIlUIIEHHOCTH I10Jb30BaTeNed NHOOPMAIIMOHHEIX CHCTEM OT CO-
[HO-HHKEHEPHBIX (COIMOTEXHUYECKHUX) aTaK.

Ienpio HacTosmIel pabOTHI SABISACTCS PAcCMOTPEHUE METOJA TIOHUCKA
BEPOSATHOCTH YCIIeXa COLIMO-MH)KCHEPHOTO aTaKyIoOLIero BO3JIEHCTBUS Ha
Ka)XJJOr0 TI0JIb30BATelIsl B KOMIUIEKCE <TIepCOHa] - MH(OPMALMOHHAS CH-
cTeMa — KpUTHYHbIE JOKyMEeHThI» [1—4, 13—16]monp30BaTenu KOTOPOro
CBSI3M MEXAY HHMH TpejcTaBieHbl Bune rpada [5. 7. 9—12, 17-20]Anro-
PUTM TIpeNnoiaraeT IOMCK BCEBO3MOXKHBIX AIMKIMYECKHUX ITyTEH MexIy
IBYMsI TIOJIb30BaTeNIsiMH. Taxoke OyneT mpHBeAeHa HWIUTIOCTPaLUs METOoZa
pacueTa MOJHOW BEpPOSTHOCTH CHCTEMbI Ha YIIPOLICHHOM (TSl JOCTYIMHOCTH
U KPAaTKOCTHU U3JIOKCHUST) IPHMEpE.

2. BeposITHOCTH YCIELIHOW peajM3alMy aTaKH HA MOJIb30BaTes.
IToacyeT BEpOATHOCTH OTBETHBIX ACHCTBUN OMpeeNIeHHBIX MOJIb30BaTeNeh
CeTH Ha COLMO-WH)KCHEPHBIC aTAKyIOIIUE BO3ACHCTBHS 3J0yMBIIUICHHUKA
MO3BOJIACT CYIAWTH O 3alIMIICHHOCTH NaHHOTO «y3JIa» CHCTEMBI, TO €CTb
HI0JIB30BATEJIs, HO HE O 3alIMIIEHHOCTH CHCTEMHI B IesoM. s moacuera
COBOKYITHOHM BEpOSTHOCTH 3AIMUIICHHOCTH MH(MOPMAIIMOHHOW CHUCTEMBI OT
COLIMO-MH)KEHEPHBIX aTaK 3JIOYMBIIUICHHUKA MOXKHO MOJB30BaThCS He-
CKOJIbKMMH 3BpPHUCTHKaMU. B HacTosmiel paboTe npeuioskeH moaxo1 K Hoa-
CYETY TaKOH BEPOSITHOCTH, CBOIIHUICS K OUCKY BCEBO3MOKHBIX ITyTEH B
rpade u nocieayoned KoMOMHaK BecoB ux pédep. OOmas cxema Kio-
YeBBIX [1aroB IOJOOHOTO AITOPUTMA BHITISIUT CIeAyomnM oopa3om. M3-
Ha4yaJbHO Y 3JIOYMBIIIJIEHHHKA €CTh OOMH KaHIUAAT i atakd. s ynoo-
CTBa, HE yMalsis OOIIHOCTH, NIPUCBOMM eMy Homep oxuH. Ilocie sToro
IpexnroaraeM, 4To y Jro00ro U3 MoJb30BaTeNIed MOXKET 0Ka3aThCsl NOCTYII
K TpeOyeMoMy 3JI0yMBIIUICHHUKY (aiiTy, ¥ UIIeM BEPOSATHOCTH YCIICIIHO-
CTH COLIMO-MH)XCHEPHOI aTaKy 3JI0YMBIIIJIEHHNKA Ha KaXKIOTO I0JIb30BaTe-
7SI, YYUTHIBas MPU 3TOM Beca mepexofa (Beca pédep) OT moyb3oBaTens K
MIOJIb30BATEIIO0; MPUYEM Beca BEPOSTHOCTh yCIleXa YCTAHOBIICHUS! KOHTAKTa
3JI0yMBIIIJICHHUKA CO BTOPBIM I10JIb30BATEIIEM.

Ha puc. 1 npencrasnen npuMep rpada, IPeICTaBISIONIETO CIOXKHB-
HIMecs COLMalbHbIE CBS3U MEpcoHana MH(POPMAIMOHHOW chcTeMbl. Kax-
JIOMY y311y Tpada COOTBETCTBYET MOJIB30BaTE)b WHPOPMAIIMOHHON CHCTe-
Mbl. [ToaTOMy Bec y3i1a — BEpOATHOCTH YCIICIIHOCTH COLMO-HHKEHEPHOTO
aTaKyIOIIero BO3ACHCTBHU 3JI0yMBIIUICHHUKA Ha TOTO MOJIB30BATEINs, KOTO-
pPOMy COOTBETCTBYET HaHHBIN y3eld rpada. B manHoM cirydae, mox Bepost-
HOCTBIO YCHENIHOCTH COLMO-HHKEHEPHOTO aTaKyIOLIEro BO3JIEHCTBHUS 3710-
YMBIIIICHHNKA TIOHUMAETCSI COBOKYITHAsI BEPOSTHOCTD YCIEIIHOCTH COLHO-
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UH)KEHEPHOW aTaky Ha IOJIb30BaTeNs B Cilydae MPUMEHEHHs BCEX aTaKylo-
mMX Bo3zeicTBuil. PeOpy rpada cooTBETCTBYIOT B3aMMOOTHOIICHHUS MEXTY
nonb3oBaressiMu. Kaxoe pedpo rpada, To ecTh CBSI3b MEXIY I10JIb30BaTe-
JSIMH, HUMEET COOCTBEHHBIH BEC, KOTOPBIH COOTBETCTBYET BEPOSTHOCTH
YCIIEIIHOTO Mepexojia MO ITOH CBSI3U B CIIydae COLMO-MHEXKEHEPHOTO BO3-
JICHCTBUS 3IOYMBIIUICHHNKA. B maHHOM Tpade MBI paccMaTpuBaeM JByHa-
TIpaBIICHHBIE CBSI3M Palyl YIPOIIEHHUS paccMarpuBaeMoil Moxaenn. Boobie
TOBOPS, B pealbHON CUTYAIllH, NP aHAIM3E 3aIUIIEHHOCTH II0JIb30BaTe-
JIeH, CBA3M MEXIY IBYMs TOJH30BaTEISIMH OJHOCTOPOHHHU M, MEPEXoas K
rpaoBOH CTPYKTYpe, KaKIast U3 HUX UMEET CBOIO BEPOATHOCTH YCIEITHOTO
Tepexoa B CIIydae COIMO-HHKEHEPHOTO BO3ICHCTBUS 3II0YMBIIIUICHHHKA.

0,61

0.10 0,34

0%

0,29
0,56
0
90 0,51
024 0,09
0,29

Puc. 1.TIpumep rpada connanbHbIX CBsI3el epcoHana HHPOPMAIIHOHHOW CHCTEMEI.

ITycth P; — BEpOSTHOCTh YCHEIIHOCTH aTaKd Ha i-TOTO COTPYIHHKA,
€CITH Y 3JI0YMBIIIICHHUKA €CTh HA HETO BBIXOA. P; j — BEPOATHOCTH BBIXO/IA
3JI0yMBIIIJIEHHAKA HA II0JIb30BATENS | Yepe3 IOJB30BATENS | €CIIH IOJB30-
BaTeNb | YK€ YCIENIHO aTakoBaH. Toraa BEpOSATHOCTh YCIEMIHOTO BBIXOA
3JI0yMBIIIEHHAKA Ha IIOJIL30BATENS | 4epe3 IyTh, MPOXOMIAIINIA uepes
[OJIB30BATENCH |y ¥ HAYMHAIOLIMICS C moib3oBaTens m. P .. ;=

B —
n-1
P k=1(Pik-ik+1Pik+1
POATHOCTH YCIICITHOTO BBIXO/a 3JIOYMBIIIJICHHHUKA Ha HOHBSOBaTeHﬂJ qepes3
Ienb T0MIb30BaTeNel, BEMUCIIM (GOpMyJTy aTakd depes3 HEeCKOJbKO Liemeil

), raei; = m,i, = j. Teneps, Koraa y Hac ecTh Be-

Tpyabl CMUUPAH. 2013. Bein. 2(25). ISSN 2078-9181 (neuv.), ISSN 2078-9599 (oHnaitH) 173
SPIIRAS Proceedings. 2013. Issue 2(25). ISSN 2078-9181 (print), ISSN 2078-9599 (online)
www.proceedings.spiiras.nw.ru



none3osateneil  P;i Pgymj =1 — Y=g x(P;). COOTBETCTBEHHO 4YTOOKI

Pgym j OblIa MOJTHOM BEPOATHOCTBIO yCIEXa aTakK Ha TONb30BaTeNs |, HykK-
HO, 9TOOBI T OBUTH TOJNHBIM AU3BIOHKTUBHBIM (C TOUKH 3PEHHS TCOPHH
BEPOSTHOCTEH) MHOXECTBOM BCEBO3MOKHBIX ITyTCH, MO0 armpoOKCHMHUPO-
BaJIH €ro.

3. IlpermymiecTBa U HEAOCTATKH paccMaTpWBaeMoro moaxona. B
HACTOSIIEH paboTe MPEATIOKCH IBPUCTUICCKUN TOIXO/, IPU KOTOPOM yUH-
THIBAIOTCS BCEBO3MOXHEIC MYyTH B rpad)e OTHOUICHUN TOJIh30BATENCH, HE
copepxkalue UUKIOB. [IpermymiecTBaMu TaKoro MoAaXofa SIBISiETCS TO,
YTO OH MO3BOJISIET PacCUUTaTh UMEHHO MCKOMYIO BEpOSATHOCTH ycIexa Co-
IHO-MHKEHEPHON aTaKM 3JI0YMBIIUICHHUKA Ha ITOJIB30BaTeNs HH(OpMAIH-
OHHOM CHCTEMBI 4epe3 CETh IOJIb30BaTeNeH, a TakKe MPOCT B MOHUMAaHHH,
MMOCKONBKY, (haKTH4eckd, CBOAWTCS K (opMyie CyMMBI BEpOSTHOCTEH
JIU3BIOHKTHBIX COOBITHH. B TO ke Bpems mpu OonbImmx oObeMaX NaHHBIX,
BO3HHKAET OTPOMHOE YHCIIO IeTieit ¢ HeGOMBIIMM BecOM (TO €CTh COOTBET-
CTBYIOIINX HHYTOXXHO MaJIOH BEPOSTHOCTH YCIHEITHOTO BBIXOJA 3JI0YMBIIII-
JICHHHKA HAa aTaKyeMmoro mojb3oBareis). Kpome Toro, s Kaxaoro u3s
[0JIb30BaTENel  BEPOSITHOCTh €r0  «IOPaXKEHUs», <«yclexa COLHUO-
WH)KCHCPHOW aTaKM» HY)KHO PaCCYUTHIBATH OTICIBHO.

[MomuepkHeM mapy 0COOCHHOCTEH MPEII0KESHHOTO MOIXO0/IA.

Csoticmeo 1. BeposiTHOCTh ycriexa aTakd Ha IMOJb30BATENs 3aBUCUT B
OOJBIICH CTEEHH OT MHHUMAIIGHOW JUTHUHBI IIETIOYKH, KOTOPYIO MOXKHO
MTOCTPOUTH MEXTY IEPBOH KEPTBOU 3JIOYMBIIIJICHHUKA U aTAKyEeMBIM OJIh-
30BaTeIIeM.

Csoticmeo 2. BeposITHOCTH YCIIEIIHBIX MEPEXO0/0B MO JJIHHHBIM IeroY-
KaM HHYTOKHO Majbl 10 CPaBHEHHIO C BEPOATHOCTSMH, BBIYHCICHHBIMU
1A 6ojee KOPOTKHX IIeIOYeK, COOTBETCTBEHHO, OHHM BHOCAT Maj03aMeT-
HBI{ BKJIaJl B HTOTOBYIO OILICHKY.

Onpeoenenue. JIMTMHHBIME OyIeM Ha3bIBaTh LEMOYKH, BEPOSATHOCTH
YCHEIIHOTO COIMO-UH)KEHEPHOTO aTaKyIOIIEro BO3AEUCTBUS MO KOTOPHIM
MeHblIe, ckaxeMm 1%, a TakKe MONYYAIOMIMECs U3 HUX ITyTeM J00aBICHUS
HOBEIX y3JIOB.

Ha ocHOBaHUM JaHHBIX CBOHCTB MOXHO MPEUTOKUTH KPUTEPHUil 0TOpoca
JUTMHHBIX [IEMOYeK, MMEIOMINX HHYTOKHO MAaJIBIi BeC B KOHECYHOM Pe3yib-
TaTe.

Kpumepuii. PaccMaTpuBaTh MOXHO TOJIBKO IIETIOYKH MHHHUMAaTHHOM
JUTMHBI U TIETIOYKH, JUTHHA KOTOPBIX OOJIBINIE ATOH [UTHMHEI HAa JBa—TPH 3BEHA.
[Ipu 3TOM U3 pacCMOTPEHHUS CIIEAYET UCKIIOUNTE OoJiee IUTMHHBIC IEeTTOYKH.
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[Ipn nmpuMeHeHHH JAHHOTO KPUTEpHUs pabdoTa aJropuTMa Ha OONBIINAX
o0beMax JTaHHBIX 3HAUUTEIHHO YCKOPSETCS B CHITY PACCMOTPEHHUST MEHBIIIE-
T'0 YMCJIa BAPHAHTOB Pa3BUTHUS COLMO-UHKEHEPHBIX aTak.

4. Ilpumep peaausanuu. PaccMOTpUM cXeMy B3aMMOOTHONICHUH TTOJThb-
30BaTesiei, B3ATHIX CO CIOy4alWHBIMH NaHHBIMH, ONMUCaHHYIO Ha puc.l. Kak
MBI YK€ JOTOBOPHIINCH, 3TOYMBIIIJICHHUK HAYMHAET aTaKy ¢ MEPBOTO TOJIb-
3oBarens. Paccuntaem BepoOsSTHOCTh aTakd HAa BTOPOTO MOJB30BATENs: aTaka
MOJKET MPOUCXOAUTH o mermsm: 1-2; 1-3-5-2; 1-3-6-5-2; 1-3-4-6-5-2; 1-4-3-
5-2; 1-4-3-6-5-2; 1-4-6-3-5-2; 1-4-6-5-Pa3bdepem mompoOHee, Kak pac-
cunthiBaercs uenb 1-4-3-5-2. Py, 3 s , = PP, ,P,P, 3PsP; P:P; P, =

095-0,60-0,29-0,51-0,11-0,38-0,34-0,10-0,61 = 0.000073085.

‘151_2 = 0,26078,

’pl—3—5—2 = 0,00017,
’pl—3—6—5—2 = 0,00001,

B,_; = 0,26098,

ﬁ1_2_5_3 = 0,02195,
‘151—2—5—6—3 = 0,00037,

ﬁ1_4 = 0,16530,
‘151_2_5_3_4 = 0,00005,

Py 5-3-6-4=
0,00000,

’1‘51_2_5 = 0,00887,
§1_3_5 = 0,00284,
§1—3—4—6—5 = 0,00001,

‘151_2_5_6 = 0,00023,
‘151_2_5_3_6 = 0,00002,
Py 5-3-4-6=
0,00000,

?1_3_6 = 0,00111,

Pl 3_4-6-5_, = 0,00000,

Pi_4-3-5-2 = 0,00007,
Pi_4-3-6-5-2 = 0,00000,

Pi_z-5-6-4-3 = 0,00001,

P,_4_3 = 0,00927,
Pi_4_6_3 = 0,00001,

Pl s_5_6-4 = 0,00002,
P,_3_4 = 0,00325,
Pi_3_5_¢-4 = 0,00001,

Pi_3_6_5 = 0,00011,
Pi_4_3_5 = 0,00120,
Pi_43-6-5 = 0,00005,

Pi_3_4_¢ = 0,00007,
Pi_3_5_¢ = 0,00007,
Pi_4_¢ = 0,00357,

Pi_4_3_¢ = 0,00047,

131—4—6—3—5—2 =
0,00000,

Pi_4_6-5-2 = 0,00002,
Poum 2 = 0,26098,

Pi_4_6-5-3 = 0,00000,

Poums = 0,03162,

P,_3_6_4 = 0,00000,
Poum 4 = 0,16814,

Pi_4_6_5 = 0,00035
Pi_4_6-3-5 = 0,00003,
Poum s = 0,01340,

Pi_4_3-5_¢ = 0,00003.
Poumes = 0,00556,

ITo uToram paboTHI paCCMOTPEHHOTO MOJIX0/1a KOHCOMUANPOBAaHHAS Be-
POSITHOCTh YCTIEUTHOW COIIMO-MH)XEHEPHOW aTaku Ha IMoJib3oBareleil co-
CTaBJISIET COOTBETCTBEHHO!

Poum2 = 0,26098,

Poums = 0,03162,
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Poumas = 0,16814,

Poums = 0,01340,

Poumes = 0,00556.

5. 3akawuenne. B HacTosmiel paboTe pacCMOTPEH MOAXOM K BBIYUCIIC-
HUIO OLUEHKHU BEPOSITHOCTU yCIeXa COLMO-WHKEHEPHOr0 aTaKyloIIero BO3-
JIEHCTBUS Ha KAXKIOTO IMOJIb30BATEIsl B KOMIUICKCE «IepCOHAN — HH(pOpMa-
LIMOHHASI CHCTEMa — KPUTWUYHBIE IOKYMEHTBI», NPEACTABICHHOTO B BUJE
rpada (asast U30KEHUsT OCHOBHBIX TPHUHIIUIIOB OBLJIO JOCTATOYHO OTPaHH-
yuTECS Tpad)OM COLMAIBHBIX CBA3€i IoNb30BatTelneit). IIpemnoKeHHbIN
MTOJIXO/T CBOJHUTCS K MOWCKY BCEBO3MOXKHBIX AMKIMYECKUX IyTCH MEXIY
IIByMS TTOJIB30BAaTEISIMU B Tpade. Brigenensr ocoObie cBoiicTBa moaX01a, Ha
OCHOBE KOTOPBIX TPEMIONKEH KPHUTEPH, IMO3BOJIIOMINHA YMEHBIIUTH BBI-
YHCIUTEIBHYIO CIO0XKHOCTH ITTOMCKAa IOJHON BEPOSTHOCTH yCIeXa COIHO-
WH)KCHEPHOTO aTaKyOMIETO BO3JCHCTBUS Ha MOJIB30BATEIs] HH(POPMAIIHOH-
HoW crucTeMbl. ClielyeT OTMETHTh, YTO Ha MPAKTHKE MOXKET MOTPeOOBaThCS
KpUTEpHii, 00JIee TOHKO XapaKTCPUIYIOIIUH <CIITMHHBIC IIETTOYKA U <MaJbIe
BEPOSATHOCTH»; OJTHAKO TaKas «HACTPOIHKa» KpUTCpHUs OYyAET B 3HAYUTECIb-
HOM cTeneHu onpeAesaThCs KOHKPETHOU cuTyanuei. [lpuHnumn xe onTumMu-
3alliU BBIYUCIICHUI 32 CUET 0TOpoca 0co00 JIMHHBIX IEMOYeK ¢ 0c000 Ma-
JIBIMH BEPOSTHOCTSAIMH YCIIeXa peasi3alliy aTaKyIONNX ACHCTBHHA B TAKOM
CITydae OCTaHETCS] HEU3MEHHBIM.
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PED®EPAT

Azapos A.A., Tynynves AJI., Conosyos H.b. Tyrynvesa T.B. YckopeHue
pacyeToB OLICHKM 3allMIIEHHOCTH MO0Jb30BaTe/eil MH(pOPMaluOHHOM
CHCTEeMBbI 32 CYeT JIMMHHALMU MAJOBEPOSITHBIX TPAaeKTOPUH COLHUO-
HHJKEHEePHBIX aTak.

3ammra KOHQUACHIMAIBHON MH(pOpPMaUKM HEpasphIBHO CBA3aHA KaK C IIPoO-
IpaMMHO-TEXHHUYECKOH 3aIUIICHHOCTHI0O MH()OPMAIOHHBIX CHCTEM, TaK M C 3a-
IIMIICHHOCTEIO II0JIb30BATENIed TAKMX CHUCTEM OT HETaTHBHOTO BIMSIHUS COILHO-
HIKEHEpOB M3BHE. Bompocy aHamm3a 3alMIIEHHOCTH IPOrPaMMHO-TEXHUYECKOH
COCTaBJISIONIEH MH(POPMALMOHHBIX CHCTEM MOCBSIIEHO HEMaJIO0 BHHMAHUS, B TO
BpeMsI KaK aHaJU3 3alIUIIEHHOCTH MONb30BaTeNneil MHQOPMAIIMOHHBIX CHCTEM OT
COLIO-MHKEHEPHBIX (COLIMOTEXHUYECKHX) aTak HAXOIAWTCS HAa PaHHEH CTaauu Hc-
cnenoBanuii. [l obecriedeHust ASATEIbHOCTH CHEMAIMCTOB B 001acTH HHpOpMa-
LMOHHOM 0€30macHOCTH HeoOX0auMO pa3paboTaTh HayYHO-OOOCHOBAaHHbBIE U OTpa-
KaloIUe CHeNU(UKY IpeIMeTHOH o0JIacTH MaTeMaTHYeCKHe METOIbl M MOJEINH,
MO3BOJIIONINE aBTOMATU3UPOBATh aHAIN3 3alMINCHHOCTH IOJb30BaTenell nHbop-
MaIMOHHBIX CHCTEM OT COLIHO-HHKCHEPHBIX (COLMOTEXHUYECKIX) aTaK.

Ienblo HacTOsIIEH PaOOTHI SBISCTCS PACCMOTPEHHE METO/Ia MOUCKA BEPOSITHO-
CTH yCIIeXa COLUO-MHKEHEPHOTO aTaKyIoLIEro BO3JEHCTBUS Ha KaXJO0Tr0 MOJIb30Ba-
Tels B KOMIUIEKCE <qIepCOHAN - MHPOPMALMOHHAs CHCTEeMa — KPUTHYHbIE TOKYMEH-
TBI», MOJIb30BATENIN KOTOPOTO M CBS3M MEXAY HMMH IPE/CTaBieHbI BHIe rpada.
AJNTOpUTM HpenonaraeT MOUCK BCEBO3MOXHBIX ALUKIMYECKUX MyTeH MEXIy ABY-
Ml IONIb30BaTesIMU. Taroke OyneT IpHBe/leHa WILTIOCTPANs METOAa pacdeTa Imoj-
HO#l BEpPOSTHOCTH CHCTEMbI Ha YIPOIICHHOM (I ZOCTYITHOCTH U KPATKOCTH H3JI0-
JKEHUSI) IpUMepe.

B macrosimei pabore paccMOTpEH IMOAXOJ K BBIUMCICHHIO OLICHKU BEPOSTHO-
CTH yCIIeXa COLUO-MHKEHEPHOTO aTaKyIoLIEro BO3JEHCTBUS Ha KaXJ0Tr0 MOJIb30Ba-
TeJisl B KOMITIEKCE <«I1epCOHal — MH(POPMAIOHHAsI CUCTEMA — KPUTUYHbBIE JOKyMEH-
TBI», IPEICTABICHHOTO B BUAE rpada (11 M3/I0KESHHS OCHOBHBIX HPHUHIAIIOB OBLIO
JIOCTATOYHO OTPAHHUYHTHCS IPadOM COLHANBHBIX CBs3e mMoib3oBateneil). [Ipemio-
JKEHHBII TTOJIX0J] CBOANUTCS K IIOMCKY BCEBO3MOXKHBIX alMKIMUCCKUX ITyTell MexIy
JIBYMsI TTOJIb30BaTeSIMU B Tpade. BrieneHsr ocoOble cBOKCTBA 1M0IX0/a, Ha OCHOBE
KOTOPBIX IPEIOKEH KPUTEPHH, MO3BOJIAIOMNI YMEHBIINTh BBIYUCIUTEIBHYIO
CJIOXKHOCTB ITOUCKA TIOJTHOI BEPOSITHOCTH ycIeXa COIHO-HHKEHEPHOTO aTaKyIOIero
BO3JICHCTBHUS Ha MOJIB30BaTeNd HHYOPMAIIMOHHOM cucTeMbl. ClieyeT OTMETHTS, 4TO
Ha TNpPaKTHKE MOXET MOTpeboBaThCs KPHUTEpHH, 00Jee TOHKO XapaKTepU3YHOIIHi
«IJIMHHBIE» IEMOYKH U «Malble BEPOSITHOCTU»; OJHAKO TaKasl «HacTPOMKa» KpHUTe-
pust OyzeT B 3HAYUTENILHOM CTEIIEHH ONPEAEIATHCS KOHKPETHOU cutyaruei. [Ipun-
LUI K€ ONTHMH3ALMU BBIYMCIEHUI 3a cyeT oTOpoca 0co00 AJIMHHBIX IEMOYEK C
0c000 MaJbIMU BEPOSITHOCTSMHE yCIeXa peaM3aliy aTaKylouX IeHCTBIH B TAKOM
ClTydae OCTaHeTCS! HeM3MEHHBIM.
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SUMMARY

Azarov A.A., Tulupyev A.L., Solovtsov N.B., Tulupyeva T.V. Acceleration of
calculation of an estimate of information system user's security at the
expense of improbable ways of socio-engineering attacks elimination.

Protection of confidential information is inseparably linked as watibut pro-
gram-technical security of information systems, and with security of users of such
systems from negative influence of socio engineer from the outside. A lot of atten-
tion is pay to the analysis of a program and technical component security of infor-
mation systems, while the analysis of information systems user’s security from so-
cio-engineering attacks is at an early stage of researches. In the field of information
security it is necessary to develop scientific and proved and mathematical methods
and the models reflecting specifics of subject domain for ensuring activity of ex-
perts, allowing to automate the analysis of information systems user’s security from
socio-engineering (sociotechnical) attacks.

The purpose of this paper is consideration of a method of success probability
search of socio-engineering attacking impact on each user in the "personnel - infor-
mation system - critical documents" complex where users and communications be-
tween them are presented as graph. The algorithm assumes search of various acyclic
ways between two users. Also the illustration of a method of a total probability cal-
culation of system on simplified (for availability and brevity statement) an example
will be given.

In the real work approach to calculation of an assessment of probability of suc-
cess of socio-engineering attacking impact on each user in the "personnel-
information system-critical documents" complex, presented in the form of the count
(for a statement of the basic principles was enough it will be limited to the count of
social communications of users) is considered. The offered approach is reduced to
search of various acyclic ways between two users in the column. Special characteris-
tics of approach on the basis of which the criterion, allowing to reduce computing
complexity of search of a total probability of success of socio-engineering attacking
impact on the user of information system is offered are allocated. It should be noted
that in practice the criterion can be demanded, is thinner characterizing "long"
chains and "small probabilities”; however such "control" of criterion will be defined
substantially by a concrete situation. The principle of optimization of calculations
for the account elimination especially long chains with especially small probabilities
of success of realization of attacking actions in that case remains invariable.
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