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Abstract. 2D and 3D digital multimedia files offer numerous benefits like excellent
quality, compression, editing, reliable copying, etc. These qualities of the multimedia files, on
the other hand, are the cause of fear including the fear of getting access to data during
communication. Steganography plays an important role in providing security to the data in
communication. Changing the type of cover file from digital multimedia files to protocols
improve the security of the communication system. Protocols are an integral part of the
communication system and these protocols can also be used to hide secret data resulting in low
chances of detection. This paper is intended to help improve existing network steganography
techniques by enhancing bandwidth and decreasing detection rates through reviewing previous
related work. Recent papers of the last 21 years on network steganography techniques have
been studied, analyzed, and summarized. This review can help researchers to understand the
existing trends in network steganography techniques to pursue further work in this area for
algorithms’ improvement. The paper is divided according to the layers of the OSI model.
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1. Introduction. With the enhancement in network technologies
multimedia files are used for the transfer of secret data using different
protocols. Various protocols are there which can be used to transfer required
data from one place to another place [1,2]. Network steganography is
gaining the attention of researchers day by day over other multimedia
steganography techniques. Because of increasing reliance on digital
communication and data transfer over networks, there is a growing need to
secure sensitive information from unauthorized access. Network
steganography offers a covert means of hiding data within network traffic,
providing an additional layer of security and privacy. Protocols from mostly
five layers (Physical, Data Link, Network, Transport, Application) of the
OSI (Open System Interconnection) model can be used to hide secret data
[3]. The presentation and session layers of the OSI model are responsible
for aspects such as data formatting, encryption, establishing and
maintaining communication sessions between network entities these two
layer does not deal with data hiding. The steganography technique which
uses a single protocol to hide secret data is known as intra-protocol
steganography. These types of techniques are based on modification in PDU
(Protocol Data Unit). Whereas, Inter-protocol steganography uses more than
one protocol to hide secret data [4, 5]. It includes padding steganography

Informatics and Automation. 2023. Vol. 22 No. 5. ISSN 2713-3192 (print) 1103
ISSN 2713-3206 (online) www.ia.spcras.ru



NHO®OPMAILIMOHHA S BE3OITACHOCTD

which uses more than one protocol to hide the existence of secret data
resulting in large embedding capacity, more security, and is highly robust. It
has many advantages over 2D and 3D multimedia steganography techniques
as follows [6, 7, 8]:

—  In network steganography, there are options to design hidden
channels on mostly five layers of the OSI model.

—  Init, hidden secret data flow in both directions which results in
more security and robustness.

—  Also, it has short life on the network during the transfer from
source to destination.

— In it, the network itself acts as the carrier file, unlike other
multimedia steganography techniques.

—  The bandwidth of the communication channel is affected by the
type of multimedia carrier file used. But bandwidth of network
steganography depends only on the type of protocol used to transfer secret
data from source to destination.

Steganography started in ancient Greece in the classical form
[15, 83, 84]. During that time secret data was embedded in the objects used
in daily life. These objects include hair, wax, printer ink, skin, wood table,
etc. After that digital steganography came into existence. In digital
steganography, multimedia files such as text, images, audio, and video were
used to hide secret data. Among multimedia steganography techniques,
video steganography has drawn the attention of researchers for many years.
But video steganography also has some demerits associated with it. These
demerits include low embedding capacity, chances of detection of secret
data, and poor visual quality of the stego file.

Classification of network steganography techniques is shown in
Figure 1. Intra-protocol network steganography techniques can be broadly
defined as updating network packet headers, updating network packet
payload, updating the structure of packets, and hybrid techniques. [10, 11].
In the packet header, specific fields of the header of the protocol are
modified for the embedding of secret data. Such types of techniques have
good embedding capacity but are not very robust against attackers.
Steganography techniques are based on the application layer of network
model update payload to embed secret data. These techniques have low
embedding capacities and are robust against attacks. Steganography
techniques based on the structure of the packet may embed data in both
headers and payload. In hybrid techniques, the header of the packet as well
as time dependencies are modified for the embedding of secret data.
Retransmission steganography is one of the best examples of this type of
technique.
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The efficiency of the network steganography technique can be
measured based on the evaluation parameters. These parameters are
embedding capacity, robustness, imperceptibility, and bandwidth
[12,13, 14].

—  Embedding capacity is the amount of secret information that
can be hidden in the protocol header.

—  Imperceptibility is the invisibility of secret data inside the cover
protocol.

—  Robustness is the ability of the stego file to remain unaltered
against attacks and stego file is a file that contains concealed or secret data
embedded within it.

—  Bandwidth is the average concealing capacity of every packet.

Updating Packet
Header

Intra-Protocol based Updating Structure of
Steganography Packet

Inter-Protocol based Padding
Steganography Steganography

Fig. 1. Network Steganography Classifications [9]

To overcome the demerits of 2D and 3D multimedia steganography
techniques, modern steganography came into existence. Network
steganography is the modern steganography technique for providing safety
to secret data. It provides the next level of security to secret data in a
modified way. It hides the secret data into various protocols used at the
different layers of the OSI model [17]. The proposed paper reviewed
various network steganography techniques based on different layers of the
OSI Model. A relationship was identified between the user's need and the
steganography techniques to find its applications in hidden communication
[6].

2. Methodology. Initially, 154 papers are selected for the review
process. Then by applying certain filters, some papers are excluded as
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shown in Figure 2. The network protocol-based papers are included for
further processing. These network steganography papers are further
segregated based on OSI model layers. An analysis of the reviewed
techniques is done based on various parameters such as energy efficiency,
bandwidth, visual quality of stego file, year-wise, layerwise,
implementation tools, the combination of steganography and cryptography
tools, etc.

The selected papers were published between the years 2002 to 2023.
Papers for the review process are selected from various databases like the
Web of Science, Science Direct, IEEE, Springer, Scopus, etc. Initial for the
selection of articles for the proposed review paper following two quality
assessment criteria have been set:

— Is the literature search likely to have covered all relevant
studies?

—  Are the review’s inclusion and exclusion criteria described and
appropriate?

Network Steganography or Protocol Steganopraphy or Hiding data in OSI Model/ TCP Model

[:]

Elimination of Duplicate Papers (51)

Filtering based on Title and Abstract (22)

Network or Could not Digital Carrier
Protocol Review find Steganography
Steganography Papers (18) Transcript Technique based
Techniques based (14) Papers (21)
Papers (62)

Exclusion Criteria:

»  Unclear process of concealing and extraction
»  Article is not in Enpglish language
»  Article published in low quality database

Fig. 2. Identification and selection of articles
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All the included articles are published in the English language.
Articles that satisfy the above-mentioned quality assessment criteria are
selected for the review paper and the required information is retrieved for
inclusion in our review paper.

In the research work, 84 articles have been studied and analyzed
based on the statistical values. The details such as which layer of OSI model
work has been done, which part of a protocol such as body or header has
been used to hide secret data, what is the outcome of work in terms of
bandwidth, whether work done is robust against attacks or not,
steganography technique is combined with cryptography or not, on which
tool implementation of work is done, etc. is being retrieved from the
selected articles.

The methodology is divided into four stages, as shown in Figure 3.

Collection of articles
Extraction of the required information
Analysis of collected information
Interpretation of findings

Fig. 3. Methodology Used

In the first stage, articles have been selected from different databases
such as IEEE, Scopus, Springer, Web of Science, Science Direct, ACM, etc.
for the review process. Duplicate papers are eliminated from the initial
selection of 154 papers. The selected papers have keywords like "protocol”
or "network steganography." Some papers are again eliminated based on the
title and abstract of the paper. Exclusion criteria also include some critical
points such as: the concealing and extraction processes are unclear, the
published article is not in English, the type of carrier file used to hide secret
data, the type of journal or conference, and so on. In the second stage, after
exploring the article, the required information is collected and retrieved.
The information is collected in the form of tables and diagrams with
explanations. The explanation includes where secret data can be concealed
and what the impact of hiding secret data has on the carrier file. In the third
stage, an analysis of the retrieved information is done based on various
evaluation parameters for the network steganography techniques. Various
charts have been plotted for the analysis of the work done in the reviewed
papers. Last, the statistical analysis was done for the survey of the protocol
steganography techniques.

Informatics and Automation. 2023. Vol. 22 No. 5. ISSN 2713-3192 (print) 1107
ISSN 2713-3206 (online) www.ia.spcras.ru



NHO®OPMAILIMOHHA S BE3OITACHOCTD

2.1. Hiding Secret Data in OSI Model. OSI model is the
reference model for communication over the web. It has seven layers and
each layer has its predefined functions. Each layer has a specific set of
protocols. These protocols can be used to hide secret data in a different
layer of the OSI model [15, 18]. Many papers have been reviewed in this
section based on the reference model to analyze how protocol
steganography is different from digital steganography.

2.1.1. Hiding Secret Data in Physical Layer. 1t is responsible for
providing all the necessary connections. Data may be transmitted either
through a wired connection or through a wireless connection. It decides the
mode of transmission of secret data. It converts data into binary form. It has
various protocols which can be used to hide secret data [19]. The protocol
has various fields in its header format, and these fields can be used to hide
secret data. Depending upon the size of the field used to hide secret data, the
amount of secret data varies [20]. Some of the papers based on the physical
layer protocol steganography are given in the section.

OFDM (Orthogonal Frequency Division Multiplexing) is used in
various telecommunication applications. OFDM was the procedure of
multicarrier modulation like sound, video, and images. In it, information
was sent serially. In OFDM, secret data was hidden in the cyclic prefixes
because cyclic prefixes are not read by any of the radio receivers. OFDM
converts cyclic prefixes into codes and then converts them into fragments.
Generally, prefixes were added earlier to the symbol communication but
afterward its modulation. So, the fragments of the secret data should be
modulated [21].

Because of modulation, the proposed method was not as effective
and secure. So, to improve the security, a pseudo-random number generator
(PRNG) was used by both the sender and receiver. With the PRNG, both
parties were well synchronised in terms of time. Both the sender and
receiver also used the private secret key to protect the data. In the proposed
research work, the cost of the steganography technique was increased
compared to the normal network. Implementation was done in MATLAB
with many configurations of the networks. For the work, SNR (Signal Noise
Ratio) was calculated as 4 DB. The embedding capacity was calculated at
3.25 Mbps to 19.5 Mbps, depending upon modulation [22].

In the previous paper, the concealing capacity achieved was very low.
So, to achieve high concealing capacity again, the OFDM protocol was
chosen by the author, and secret data was hidden in different parts of the
protocol. It comes under the 802.11 standards. Its transmission limit of only
100 meters exists in the absence of amplification. As OFDM has its own
specific format, fewer amounts of data can be hidden in it and transmitted to
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the destination. In the proposed research work, it hides secret data in the
padding field of the protocol. Padding carries three subfields, which are data
unit, service, and tail. The size of the service and tail is fixed in the case of
OFDM, but the size of the data unit may vary with the type of operation
performed by the user. OFDM takes input from the user in the form of a
signal. It then performed modulation on the given input signal. An Inverse
Fast Fourier Transform was applied to hide the secret signals. Again,
modulation was done to generate the OFDM signals. Now the transformed
data is travelling through the web for its delivery to its destination. A reverse
process was performed at the destination to get the original output data.

In the research work, it was considered that there were frames that
were ready to transmit. The error rate was fixed by the authors to maximise
the bandwidth. The rate of data transmission was also fixed for all the
stations in the network. All the frames were carried at a constant length.
Data frames and acknowledgment frames were exchanged between nodes
for communication purposes. For the work, the maximum bandwidth
obtained was calculated as 1.54 Mbps. For the data frame, it was calculated
at 1.1 Mbps and for the acknowledgment field, it was calculated at 0.44
Mbps. The bit error rate was calculated as 10-5 for the research work, which
was not noticeable by naked human eyes [23].

Worldwide Interoperability for WiMAX (Microwave Access) is a
broadband IEEE 802.16 standard model. It can deliver advanced data rates
with improved coverage. It works on the MAN (Metropolitan Area
Network). It efficiently encodes and decodes the signal without information
loss and then transmits it to the destination. It is commonly used in video
conferencing and streaming, VolIP (Voice over Internet Protocol), e-
learning, etc. WIMAX uses TDD (Time Division Duplex) and FDD
(Frequency Division Duplex) for bidirectional communication. In the
proposed work, WiMAX frame padding and the RS (Reed-Solomon) were
both used to hide the secret data. The efficiency of the proposed work
depends on the resources used and the network conditions. Implementation
of the work was done in MATLAB and its performance was evaluated
based on parameters such as duplex type, bandwidth, frame duration, guard
intervals, etc. In the padding field of 802.16, sequences of zeros were
stored. Sequences of zeros were replaced by the secret data and then
transmitted to the destination. The stego file was transmitted through
downlink frames. Each downlink frame has a header, a broadcast message,
and data. The data field was almost 2035 bytes long, and the header has a
length of 6 bytes.

The size of the secret data embedded depends on the network
conditions. On embedding a large amount of secret data, noise increases,
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resulting in the detection of secret data. WiMAX can operate on two
networks: ATM (Asynchronous Transmission Machine) and packet network.
cell has a size of 53 bytes, and the size of an IP (Internet Protocol) packet
varies from 40 to 1500 bytes. As IP packets have a very large size compared
to the ATM packet, they could hide a large amount of secret data without its
detection. Apart from that, RS codes were also used to hide and send the
secret data. This secret data was hidden in binary form in the sequences of RS
code. The RS encoder helped to hide the secret data, and on the receiver side,
the RS reader read the secret data. After reading secret bits of data, the
receiver side retrieved them. On hiding secret data in IP packets at the rate of
60.4 Kbps, SNR was calculated as 25 DB. But hiding secret data in RS code
at the rate of 0.8 Kbps SNR was calculated as 25 DB again [25].

ZigBee is the IEEE 802.15.4 standard PAN (Personal Area Network)
protocol. It has applications in home automation, radios, medical devices,
heating controls, smoking sensors, science, etc. ZigBee has four types of data
frames that could be used to hide secret data. The ZigBee protocol stores
secret data in the reserve bits of the protocol for security purposes in the
proposed research work. The process of secret data transfer must be hidden
from a third party; otherwise, hackers may detect it. Secret data was first
encrypted by using the public key, and at the receiver side, it was decrypted
using the private key. Secret data was taken in the form of text. ZigBee uses
AES 128-bit encryption for security purposes. It has a low embedding
capacity of 64 bits but has fewer chances of detection of secret data [26].

Figure 4 shows the summary of the work done on the physical layer
of the OSI model. For the analysis of the research, the authors have taken
different parameters like BER, Bandwidth, Embedded capacity, SNR, etc.
BER is the error rate per pixel. SNR is the signal-to-noise ratio in the carrier
file. Bandwidth is the amount of secret information that can be embedded
per unit of time. Embedding capacity is the total amount of secret
information that can be hidden in a carrier file.

20 17.5

15 11.375

15

10 ES
5 E. 154 u OFDM Steganography
; — | —

) 3 WiMax Protocol Steganography
EMBEDDING SNR(in DE) BER(inDB) BANDWIDTH (in
CAPACITY(in Mbps)
Mbps)

Fig. 4. Overview of Network Steganography in Physical Layer

2.1.2. Hiding Data in Link Layer. The data link layer is the
second layer of the OSI model. It carries data in the form of frames. It is
responsible for flow control, error control, and access control. It has many
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protocols such as stop and wait, selective repeat ARQ, aloha, slotted aloha,
CDMA, and many more to perform various tasks. Flow control, speed of
the source, and destination need to be synchronized to minimize the traffic
and to get the maximum throughput [27].

In the proposed work [28], DCT (Discrete Cosine Transform) and
CDMA techniques were combined to hide the secret data. DCT was used to
convert the given signal from the spatial to the frequency domain. DCT was
performed up to two levels for finding the most refined coefficients and the
noisy coefficients. Noisy coefficients were used to hide the secret data.
Each DCT transformed coefficient was able to hide 1 byte of secret data. On
increasing embedding capacity stego file might result in more distortion.
The proposed codebook steganography technique divided the secret data
into binary forms. A unique pseudo-random number sequence was used to
divide the secret data. CDMA generated the pseudo-random number by
utilising the concept of direct spread spectrum. With the help of pseudo-
random numbers generated, multiple accesses on the channel could be
performed without any interference. Pseudo-random numbers were
transformed to status bits-1 and 1[29]. These status bits were then
multiplied by bits of secret data to produce sequences of data. These
produced sequences were then added to get the complete data. The concept
of CDMA improved the embedding capacity of the proposed work. The
highest embedding capacity of the work was calculated at 9728 bytes, and
the highest PSNR (Peak Signal to Noise Ratio) was calculated at 53.80 DB.

With the advancement in computer technology, the day-to-day
security of online data is becoming a major concern among users. So, in this
paper, cryptography, compression, and steganography were combined by the
authors to provide security to the online data during communication. The
authors used the blowfish-448 encryption algorithm for the compression of
the file. Passphrase encryption was also applied to convert the secret
messages into the scrambled form. Then the stop-and-wait protocol was used
to hide the secret data inside the image. The amount of secret data embedded
was 255 Kb without compression. The proposed work was also analysed for
the security measure. The stop-and-wait protocol is the simplest protocol at
the data link layer of the OSI model. It synchronises the speeds of the sender
and receiver, resulting in low traffic and high throughput. In the proposed
work, secret data was embedded in the retransmitted frame [30].

JPEG (Joint Photograph Expert Group) image was taken as the
frame for the transmission of secret data. Secret data was taken as text in the
proposed work. A passphrase was generated by the sender to avoid the
detection of secret data. A key agreement was required between the sender
and receiver of secret data. The same key was used at both ends for
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encryption purposes. DH (Diffie-Hellman) key exchange protocol was for
the key. The keys were exchanged in the numerical form resulting in no
doubt to the third person. The encrypted secret data was then compressed
using the blowfish-448 algorithm. The blowfish algorithm could use the
variable key length varying from 32 bits to 448 bits resulting in the
improved security. Because of the compression the embedding capacity was
also improved. At last secret data was embedded into the image and it was
transferred to the destination in the retransmission frames. The blowfish
algorithm avoids the detection of secret data by applying different attacks.
The proposed work embedded the secret data of approximately 255 Kb.
Histogram was plotted for the original and the stego image. The histogram
showed the frequency distribution of both images. The quality of original
and stego images seemed to be almost equal resulting in less chance of
detection of secret data [31].

The utilization of steganography and cryptography together elevates
the complexity of the technique. However, when employed in combination,
this approach can enhance the security of the technique to a certain degree.
802.15.4 also works on the data link layer of the OSI model. It is a part of
the MAC (Media Access Control) layer under the data link layer. It is also
known as the low-rate wireless personal area network. It was defined in
2003, and it acts as the base for Zigbee. It has essential support for the
secure transmission of secret data. It is also able to manage the energy of
wireless networks [32].

The frames in it contain many fields like frame control, the sequence
number of data, source address, destination address, payload, reserved bits,
command type, acknowledgment, etc. Any of these fields could be used to
hide the secret data. Depending upon the size of the field secret data size
varies. For the implementation of the research work, the AvroraZ simulator
was used. The payload part of the frame has a large concealing capacity. In
the proposed work data was hidden in the data frame. All 5 fields of the data
frame were used to hide secret data one by one. The proposed work was
robust against attacks and carried good embedding capacity [33].

Figure 5 shows the summary of the papers reviewed at the data link
layer of the OSI model. For the evaluation of the work, different parameters
were used by the authors. Some of the parameters are also given in the table
such as concealing capacity, PSNR, energy consumption, histogram
analysis, etc. The histogram analysis showed the frequency distribution of
the stego and the original image. PSNR finds the error present between the
original and the stego file. Concealing capacity is the amount of secret
information that can be embedded inside the carrier. Energy consumption is
the amount of energy used to conceal and extract secret information.
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Fig. 5. Overview of Network Steganography in Data Link Layer

2.1.3. Network Layer Steganography Techniques. 1t is the third
layer of the OSI model. It is responsible for providing routing. Routing
helps to find the shortest path having low traffic. At the network layer
concept of IP address is introduced. The IP address is 32-bits long and can
be represented in either binary format or decimal format. Protocols such as
IPv4 (Internet Protocol Version 4), IPv6 (Internet Protocol Version 6), ARP
(Address Resolution Protocol), RARP (Reverse Address Resolution
Protocol), etc., at the network layer, can be used to hide the secret data
[34, 35]. Every protocol has its header format and various fields. More than
one field can be used to hide the secret data. Hiding secret data in more than
one field of protocol results in high security and large embedding capacity.

IPv4 works on the 3™ layer of the OSI model. It helps to find out the
shortest possible path with almost no traffic. IPv4 has routing protocols
such as border gateway protocol, routing information protocol, open
shortest path first algorithm, etc. IPv4 creates a routing table for all the
nodes in that particular network. Then smartly calculate the distance
between a set of nodes along with measuring traffic. In the proposed
research work, option field of the IPv4 protocol was used to hide the secret
data. LAN (Local Area Network) was chosen to hide the secret data. LAN
consists of a sender, receiver, router, and other intermediate nodes. The
nodes in the LAN are connected either by wireless connection or through a
wired connection. The sender has chosen 20 bits of input from the customer
and then decomposes these 20 bits into 5 parts of each 4 bits. These
decomposed bits are converted into a timestamp for sending data to the
destination host. The overflow field was used to find the number of routers
that are ideal in the network. Ideal routers did not create any timestamps.
So, these timestamps were used to deliver secret data to a destination.

IPv4 used UDP (User Datagram Protocol) to transmit the packet
from the sender to the receiver. To send secret data port number 11234 was
used. At the receiver end, a Python script was used to retrieve secret data
from the timestamps. In Python, the Scapy library is suitable to examine the
packets and retrieve the secret data. All the five-time stamps were examined
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to retrieve complete secret data. 10-time stamps were also created with the
help of the same protocols to check the variation in the result. In the
research work overall, bandwidth was calculated at almost 20 bits/packet. In
the research work, packet loss was found to be almost zero [12].

In the above research work, the bandwidth was used to measure the
performance of the work. The bandwidth was found to be very low for the
mentioned work. So, to overcome the issue of low bandwidth some other
protocols from the same layer were used. At the network layer, both ARP and
RARP work. ARP has the IP address of the destination node and calculates
the physical address of the same node. As the name suggests RARP is the
reverse of the ARP protocol. Both ARP and RARP send the multicast request.
Multicast means the request is sent to all the nodes connected to the network.
The reply is unicast in the case of both protocols [36].

ARP network steganography was proposed in the local area network.
LAN has sender and receiver nodes with lots of intermediate nodes. Secret
message length was calculated and then the encoding of the secret message
was done in hexadecimal notation. An unallocated IP address was searched
for steganography. For finding an unallocated IP address a request was
broadcasted to all the nodes in the local area network. Based on the reply an
unallocated list of IP addresses was created. This process is repeated to
make sure about the unused IP addresses. Then a seed value was entered to
produce a set of random numbers. Seed value again helps to find the
unallocated IP address. Now the receiver sends the ARP broadcast reply to
the nodes in the network. The source host sends the unicast reply with the
embedded bits of secret data on the physical address of the sender. At a
time, the source node sends only 11 bits of secret data. On the receiver side,
the same procedure was repeated to find the list of unallocated IP addresses.
Then the value of the seed was inputted to confirm the unallocated IP
address. Both source and receiver nodes put the same seed values. Now the
receiver node retrieves the secret message. By using the ARP protocol 44-
bit message was embedded in the ARP reply [37].

Hidden communication that does not depend on direct traffic
between a sender and receiver is known as a "dead drop." In this proposed
paper, ARP and SNMP (Simple Network Management Protocol) were used
to hide the secret data. SNMP is the most commonly used protocol for
reading information about the configuration and status of network devices.
It can also modify the information of the network devices to change the
behaviour of the network. Network devices commonly include cables,
routers, switches, hubs, bridges, computers, servers, printers, and many
more.
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ARP cache was used to hide the secret data for the research work. The
Sender’s IP address and the physical address were utilized to hide the secret
data. The complete process was done in a LAN environment. The IP address
was controlled in the LAN environment due to the explicit subnet and isolated
IP range. Along with that sender also monitor the traffic so that the existing
address does not collide. The physical address has 48 bits so out of these bits
last three bytes could be used to encode the secret data. As physical address
was less controlled in the LAN resulting in a low chance of detection of secret
data. Secret data was also decomposed into multiple parts to fit into the
available space in the physical address of the ARP packet. Now at the receiver
end, SNMP read the secret data that were hidden by ARP. Retrieved secret
data by the SNMP was combined back to obtain the complete secret data. The
hidden secret data was not detectable by any steganalysis technique [38].

A very less amount of secret data that is 11 bits per packet were
hidden in the above research work. Steganography is not a simple task. It
takes a lot of time and computer resources to hide the secret data. So to justify
the research work a reasonable amount of secret data needs to be sent to the
third party. IPv4 is the older version of internet protocol and its position is
overtaken by IPv6. Several covert channel options were available in internet
protocol to hide the secret data [39]. IPv6 could be used to hide secret data.
The size of secret data hidden varies with the size of the field chosen.
Bandwidth is also affected by the selection of fields for hiding secret data. As
IPv6 has many fields and any field can be used to hide data. In the proposed
research workflow label field was chosen to hide secret data. The flow label is
20 bits so the maximum of 20 bits can be hidden at a time. RSA (Rivest-
Shamir-Adleman) encryption was applied to scramble the secret data. Chaos
theory was also used to encode the secret data. Chaos theory is subtle to the
initial settings, it is non-repeating and constrained. It introduces randomness
in the input secret data. By using encryption and chaos theory along with
network steganography security of the system was improved.

At the side of the sender, secret data was inputted as shown in
Figure 6. On the input data, the fifth-order chaotic map was applied to encode
the data. On the generated encoded data RSA was applied for scrambling.
Generated ciphertext was converted to ASCII value first and then into
hexadecimal. Again, the hexadecimal was converted to the binary value. The
binary value was converted into sets of 20 bits each. Then one by one these
sets were embedded into 20 bits’ flow label field of IPv6. The packet number
of IPv6 was sent to the destination and at the destination, the receiver retrieves
secret data by applying a decoding algorithm. During decoding reverse
process takes place. The proposed work was robust against attacks [40].
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Fig. 6. Secret Data Hiding in IPv6 Flow Label [40]

Figure 7 shows the performance of the network layer protocol
steganography techniques. For the evaluation of the work concealing
capacity, concealing and retrieval time were used by the authors.
Concealing time is the amount of time used to hide the secret data inside the
carrier file. Retrieval time is the amount of time required to extract the
secret data hidden in the stego file. Concealing capacity is the amount of
secret data that can be embedded inside the carrier. Network steganography
is most commonly used by many researchers to hide secret data.

100 92
50 - u [Pv4 Steganography
0 | ARP
Bandwidth(in Bpp) Accuracy(in %)

Fig. 7. Summary of Network-Layer Protocol Steganography Techniques

2.14.  Transport Layer Protocol Steganography Techniques. 1t is
the heart of the OSI model. On this layering concept of a port, address is
introduced. It has protocols like TCP, UDP, SCTP (Stream Control
Transmission Protocol), and many more. This layer provides both types of
services such as connection-oriented and connectionless. TCP is a reliable
protocol as its receiver after receiving a message sends an acknowledgment
to the sender [41]. On the other hand, UDP is a connectionless and
unreliable protocol. Again, the protocol header, as well as the data part, can
be used to hide the secret data at this layer also.

The limitation of low embedding capacity can be enhanced by taking
video as a carrier file. Popular social networking sites like Facebook, Skype,
YouTube, and Wireless network are the focus of attackers for the detection
of secret data. Along with carrier file protocols are also used to provide
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security to personal data. In the proposed research work network
steganography was performed by the authors to hide data. PRNG was used
to minimize the chances of detecting secret data. For decoding secret data
secret key was used which was generated using PRNG. This processed data
was hidden in the header field of the TCP/IP protocol. Proposed techniques
include sender, receiver as well attacker for the detection of secret data.

After embedding of data compression of stego file was done to reduce
its size back to normal. Secret data embedding was done in the various fields
of TCP/IP protocol. Embedding data in more than one part of the carrier file
results in good embedding capacity as well as improved security.

The introduction of random number generation increased the
security of the system. Along with that, the concept of the fake key was also
introduced to mislead the attacker in case they got access to concealed
information. Secret data and keys, along with fake keys, were sent to the
receiver. The generated key and location of bits of secret data were shared
by the sender with the receiver. At the receiver end, the same key was used
to encode data that was previously generated by the sender. The Stego file
was decrypted and decompressed to retrieve the secret data. The quality of
the recovered secret data is high [4].

The mechanism of using keys in steganography increases the
security of the techniques, but along with that, complexity also increases.
The security of secret data also varies with the size of the packet used to
hide it. Secret data can be distributed randomly over the UDP protocol,
resulting in more security. The secret message was decomposed into N 4-bit
numbers. A matrix with 16 rows was created to store the decomposed
numbers. The 4-bit number was converted to binary form before being sent
to the destination. This binary secret data was sent successively through the
chatting system. The length of the original cover file as well as the stego file
was calculated by the receiver. For the retrieval of secret data, modular
arithmetic was calculated by the receiver [9].

Research work was simulated for the 50 different chat models. The
length of the original and stego files was calculated for all 50 chat files.
Time series were performed for both original and the stego files. Time
series has shown the difference in packet length pattern of both files. So,
secret data could be detected with the help of time series performed on the
chat group. By using the UDP protocol difference in the packet length
pattern could be reduced. Because UDP introduces randomness in the
packet length resulting in more security [9].

Detection of secret data has become easy on concealing a large
amount of secret data. The proposed research work used TCP and UDP for
concealing secret information as shown in Figure 8. Hiding data into two
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protocols avoid network traffic and increases randomness. Randomness
results in high robustness for the proposed work.

Encodingand Compressionof Secret Creation of Sending Matrix by
Secret Data Data using Zigzag Scan Hiding Secret Data mn Protocol
Matrm Modificaton. Receiving Stego File
Protocols
No
LaztCell of
Matrix?
Yes
Matrix is FooP
Full? Betransmission Request

The Protocolis Decomposed into 0 's
andl's

Eeassemble Secret Data

Fig. 8. Embedding and Retrieval of Secret Data [42]

The feasibility test as well as the bandwidth of the proposed work was
calculated to analyze imperceptibility. For checking feasibility secret image
was converted into binary form. These binary values were stored in the
matrix. Each cell of the matrix has a decimal number that was equal to a pixel
in the secret image. The dimensions of the matrix were reduced by using the
zigzag method. This reduced matrix was sent to the receiver under TCP or
UDP protocol. The receiver first converts the reduced matrix to the original
matrix then-secret data was retrieved. The retrieved data was compared to the
original secret data to compare the quality of the research work. The process
was repeated 100 times for the set of images. The average bit error rate was
calculated as 0%. The relationship between bandwidth and undetectability
was also found by the authors in the proposed work. To provide no packet
loss and almost no traffic bits of secret data need to be embedded is 1 bit per
packet. In case of loss of secret bit, retransmission of a particular packet takes
place resulting in low bandwidth. The bandwidth for the proposed research
work was calculated as 0.998 Bpp [42].
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In the world of the computer, everyone tries to transfer data in digital
form. Transfer of online data also results in concerns about security issues.
Using steganography, secret data can be transferred to the destination without
the third party's knowledge. RSTEG (Retransmission Steganography) is
applied when retransmission of packets is required. If TTL (Total Time to
Leave) expires and no acknowledgment is received from the destination, then
retransmission of the packet takes place. The RSTEG was applied to the TCP
as it is the most reliable protocol. RSTEG comes under the hybrid class of
network steganography techniques. Its main objective is to check the number
of retransmissions, not to recognise the received packets.

In the process of sending secret data through RSTEG, both the
sender and the receiver should be aware. When retransmission of the packet
was required, then-secret data was encapsulated inside the packet itself. On
the other hand, the receiver extracts secret data from the packet. Depending
upon the amount of secret data embedded and the retransmission rate, the
performance of the technique can be measured. RSTEG was implemented
in the Linux environment. Its performance was measured through
bandwidth, retransmission differences in packets, and the throughput of
TCP. The proposed method has high bandwidth and embedding capacity
compared to other existing network steganography techniques [44].

SCTP (Stream Control Transmission Protocol) was developed in
2000 and is the replacement for the TCP protocol. It is also a reliable
protocol like TCP and sends data in sequence. It is also able to provide
congestion control at the transport layer of the OSI model. SCTP overcomes
the demerits of the TCP protocol. It sends a packet in the same order in
which it receives the packets. It informs the receiver in advance about the
non-transmission of a particular packet. In TCP, complete data is sent in one
stream, but in SCTP, data can be sent into multiple streams. These multiple
streams are independent of each other and can be transmitted independently.

The author proposed 13 chunks in the paper to hide the secret data,
which were: init, ack, data, authorized, pad, etc. In the second method, SCTP
packets were updated to hide the secret data. Multihoming was the main feature
that could be updated. In this method, first, a path was tried to send the hidden
secret data; when communication failed through this path, another path was
chosen to transmit the data. Multi-streaming is another way to transmit secret
data. SCTP used multiple streams to transmit the data. The value of the data was
different for different streams. The last method was a hybrid of both the above-
mentioned methods. Steganalysis techniques were also tried in the proposed
work to identify the hidden secret data. But the hidden data was not exposed by
any of the steganalysis techniques. Bandwidth was calculated to measure the
quality of research work. The maximum bandwidth of 320 Bps was calculated
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for the variable parameters under the category of the content modification
method of SCTP. The minimum bandwidth calculated was 4 bits per chunk for
authenticating parameters [45].

Improvements in the concealing capacity or the bandwidth of the
technique may result in the loss of secret data because of compression.
LACK (Lost Audio Steganography) was created in 2008, as shown in
Figure 9 [46]. has its application in telephony steganography? To hide the
secret data, it updates the RTP (Real-time Transport Protocol) packet in
terms of audio and time dependencies. The sender chooses RTP from the
audio stream and then its payload is replaced by the bits of secret data. RTP
was an extremely overdue packet, and such types of packets were not used
in the reform of secret data. These chosen RTP packets were intentionally
overdue before transmission took place [47].

Sender Receiver

Selection of RTP Packet from Audio
Sample for LACK purpose

‘ ASS | | AS4 | - | AS2
3 B |

‘ ABL ‘

AS

Secret Data was Embedded into
Audio Sample 3 Received RTP Packets were used for Audio
Reconstruction
A

|
EmEe e

Receiver

|:\Sl|

Sender

Delayed RTP Packets with Embedded
Secret Data

Sender Receiver

i----

Retrieval of Secret Data from the identified
LACK Packet

Fig. 9. LACK Steganography Process [46]
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When these packets reach the receiver then he/she ignores these
packets unaware of the hidden data. In case when the receiver is aware of
the hidden data then he/she must retrieve it. LACK followed the hybrid
method as it was the combination of time and storage. Time helped in the
selection of RTP packets and storage would be responsible for hiding secret
data. LACK could also be combined with the VoIP technique [48, 49]. In
LACK with VoIP worked with a sequence number and the timestamp field.
This technique was further extended by many authors. LACK was also
combined with TCP protocol.

StegBlocks-based network steganography technique was proposed by
the authors. Using it secret data was hidden in the network traffic. The
performance of the research work was checked against malware. Static and
dynamic analysis was done for the exposure of secret data. The behaviour of
the network traffic was also studied for the detection of secret data. StegBlock
used transport layer protocol to hide the secret data. It used two guards or the
uniquely created packets which act as the separation between the characters.
In the given Figure 10 block 1 and block 5 acted as the guards. Sending no
packet between the guards means the value field has 0. Next time 4 packets
were sent between blocks 1 and 5 which means value field=5.

9 - @
g HC/O0CEO00]

Sender Receiver

Fig. 10. StegBlock Process [50]

In the process of StegBlock, originally the SCTP protocol was used,
and then many researchers used the TCP protocol as well. It usually
transmits secret data in the form of text. It converts text data into binary
form and then transmits it in the form of 0 and 1. In the SCTP protocol,
guards act as the streams of blocks. One guard acts as the encoder and the
second acts as the decoder. The proposed work has a low bit rate as
compared to the existing research work. The bitrate depends on the traffic
of the network. It was also carried out through lossy compression, in which
case part of the secret data might be lost. As the bitrate increased, the
chances of detection of secret data also increased. One more thing that
needed to be taken care of was the involvement of the client [50].

In network steganography, secret data is hidden in protocols. It is a
trend since 2003 and is growing among researchers. In this research article,
the concept of the dead drop was applied to hide the secret data. When
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secret data is not passed directly between sender and receiver but comes
through a third person, that process is known as a "dead drop". But in Dead
Drop, the third person is not aware of the hidden secret data. A dead drop is
also known as the broadcast of secret data. NTP (Network Time Protocol) is
the most commonly used protocol for providing time synchronisation for all
the devices connected to the network. The data transmission of the NTP
protocol is based on the routing protocols. NTP can also handle the
monitoring and configuration mode using UDP protocol.

The NTP client and server carry data about the communication
partner in the variables. These variables are of two types: system variables
and peer variables. System variables carry data about themselves, but the
peer variable has info about its surrounding system also. In this paper, the
peer variables were used. Peer variables carry the IP address, physical
address, port number, subnet mask, etc. The proposed work represents two
methods that were discussed for reading and writing secret data to and from
the NTP protocol based on a dead drop [51].

Data Hiding in Refid: In NTP refid field was used for hiding the
secret data. The refid field carried the complete information of synchronizing
the time of the server and the associated devices. Primary servers are
connected to the secondary servers and so on. Through the mentioned
connectivity complete information of time synchronization was provided for
all the devices connected in the network. The IP address of the devices helps
to synchronize the time of the whole network. Secret data was hidden in the
IP address and no one was aware of it except the sender and receiver. As the
IP address is 32 bits so a total of 32 bits of secret data can be hidden. Now
NTP utilized broadcast mode which was: the client might have the broadcast
IP address in that case all the packets sent to the broadcast address were
accepted by the client.

Data Hiding in MRU (Most Recently Used) List: This method used
a list of the most recent client and servers for hiding the secret data. For
editing and writing data to the MRU list a request needed to be sent to the
dead drop. MRU list has all the information about the request made by the
client. So, no association was required between the drop and the sender of the
data. NTP clients were requested to share the data about local time with
everyone on the list. The address field of the MRU list was used to hide the
secret data. 4 bytes of secret data could be hidden in the address field. Port
addresses could also store 2 bytes of secret data. For retrieval of secret data at
the receiver end, the receiver needs to answer some queries. After getting a
satisfactory answer from the receiver within 20 seconds secret data can be
retrieved.
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Both the proposed covert channel was implemented into the Python
language using the Scapy library. The reliability of the proposed work was
also checked by the authors. The throughput of the proposed work was
measured in the number of bits transferred per unit of time. Throughput was
calculated as 240 bytes per minute. It is the secret data communicated with
the number of entries on dead drops. A detectability test was also performed
by the authors to check the robustness of the proposed work [52].

Figure 11 shows the summary of the transport layer protocol
steganography. Different evaluation parameters were used to evaluate the
research work. The evaluation parameters used were BER, bandwidth,
variance, skew, mean, median, and payload capacity. All the parameters
measure the quality of research work in different aspects. The original cover
protocols were studied and then secret data was hidden in the suitable fields
which are less exposed to the third person. Transport layer protocols are
very useful in hiding secret data in various fields.
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Fig. 11. Summary of Transport Layer Steganography Techniques

2.1.5.  Hiding Data at Application Layer. The application layer is
the uppermost layer of the OSI model. It is responsible for the user
interface. With the help of the application, layer users interact with the
system for performing various applications. It has many protocols like
HTTP (Hyper Text Transfer Protocol), SMTP (Simple Mail Transfer
Protocol), DNS (Domain Name Server), FTP (File Transfer Protocol), POP
(Post Office Protocol), SNMP, Telnet, and many more [54]. Header as well
as data part of these protocols can be used to hide the secret data.
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HTTP is the best option to hide secret data. The web is growing
dynamically these days so the use of HTTP protocol is also increased.
HTTP is the binary protocol having many features such as [55, 56]:

— At a time, several HTTP requests can be transferred through
TCP connections as distinct streams. HTTP reply might be received in some
other order. HTTP can use the same connection to transfer more than one
request at a time.

— It can perform server push. In server push, if the server knows
that some resources are needed by a particular website then it can fulfill the
request.

— It can compress the header size of the file drastically.

— It can set priority among the multiple requests sent by the
client.

—  Itis bidirectional or it can transfer data in both directions.

—  The padding field of HTTP protocol can also be used to hide
the secret data.

DNS-based network steganography was performed in the paper. DNS is
the protocol that converts the domain name of any website into an IP address.
Any field from the header format of DNS can be used to hide the secret data
like name, type, class, TTL, message length, IP address, etc. In the proposed
work secret data was hidden in more than one above-mentioned field. Secret
data was converted to the binary form and then the complete message was
divided into the block of 4 bits each. The DNS application was written in Java
language. Java helps to manage the network tasks and supports multithreading.
It is a real-time algorithm with no delay. Testing was done on a virtual machine
having window7. LAN having a router was used to experiment. Users browse
the web according to his/her interest. He/she searches the content on the web
and then moves to another website. In this way, many web pages were visited
by the user. During web browsing, the malware was launched. The malware
sent a number of packets carrying secret data to cooperating server every
second. The process of browsing was monitored by malware continuously. In
600 seconds, 17.3 Kb of secret data was sent by the proposed technique. The
proposed research has high security [57].

In the proposed paper, DNS transmits secret data by establishing a
connection. As it worked along with TCP so it guarantees the delivery of
packets. After the connection was established, the selection of secret data was
done. A personal ID was generated for the user. The seed was generated that
helped in producing a random number. The secret message was checked for its
type. HMAC (Hash-based Message Authentication Code) was applied to
encrypt secret data. The encrypted message was encoded by a random number.
The complete process on the client-side is explained with the help of Figure 12.
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Network Analysis and Selection Generation of ‘Generation of Seed Set Data Type
of Candidate Record ID or ISN and HMAC Key
Send Packet Encode Encrypt Compute
Packet Secret Data HMAC

Fig. 12. Data Transmission from Client-Side [58]

At the receiving end, decoding of the secret data was done as shown
in Figure 13. Then it was decrypted using the HMAC algorithm. The
retrieved secret data was matched with the original secret data. HMAC
helped in checking the integrity and authenticity of secret data.

Packet Received Decoding of Generation of Generation Seed and
Packet New ID HMAC per ID
Match Secret Data Decrypt Secret Data Decode Packet

Fig. 13. Data Transmission at Server-Side [58]

Simulation of work was done in Python programming. User records
used were of character and integer type. Two datasets were taken to check
the traffic and other characteristics of the channel. One dataset was chosen
from the home network and the other from the xDSL network. Different
sizes and format files of secret data were tried to check the performance of
the work. The average embedding capacity of 2.65 bytes of secret data was
hidden in a packet. About 72 packets were transferred in 30 seconds [58].

Energy efficiency is also the most important parameter in network
steganography. It is a new concept that uses the protocol to hide secret data.
CoAP (Constrained Application Protocol) is a unique protocol that can
constrain the devices in the network. CoAP works on the client-server
model. The client sends the request to the server and then the server search
for the result in its database. After collecting a response, it sends back the
reply to the client. It describes 4 categories of communications:
Confirmable (CON), Non-Confirmable (NON), Acknowledgment (ACK),
and Reset (RST). Reliable service provided by this protocol is known as
CON and unreliable services are known as NON [59].

The version field represents the current version of the protocol and
requires two bits. The 2-bit Type field represents the 4 categories of
communication i.e., CON, NON, RST, and ACK. 4-bit token length field
and represent the error in the message format. The 8-bit code field is
divided into two parts: the most significant and the least significant bit. It
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determines the type of message: client request, client error response, server
response, server error response. 16-bit message perceives matching
communication and acknowledgment. 64-bit token field used to associate
request and response. The 64-bit option field represents a set of options for
the request and response query. Payload is another field in the protocol
which represents the request and responses from users. Any of the fields of
the CoAP protocol can be used to hide the secret data. If a particular field is
represented in more than one way that means secret data can also be hidden.
The embedding capacity and robustness of the technique change as the
covert channel changes. The quality of the research work was measured in
terms of PRBR and concealing capacity. A maximum of 2040 PRBR was
obtained for the case-insensitive part of URI in 10 seconds. A low of 1
PRBR was calculated for many options such as delete, conditional request,
piggybacking, re-transmission and accept in 10 seconds [60].

Complexity is also one of the major concerns in steganography.
Because of the increased complexity, concealing time, retrieval time, key
management, cost, etc. need to be adjusted. SCONeP (Steganography and
Cryptography over Network Protocols) is the process of hiding secret data
inside network protocols. It utilises the protocols ICMP (Internet Control
Message Protocol) and UDP for its work. The proposed research work
provides additional security through the encryption process. Before
embedding the secret data, it was encrypted using Huffman coding. Then
secret data was hidden inside either ICMP or UDP. After hiding secret data,
compression was done, which resulted in improved embedding capacity. At
last, an active warden was used to avoid the attacks [61]. The proposed
work of the SCONeP model is shown in Figure 14.

Sender Receiver
Comprtsion Demm:msiom
" t
Eneryption Decryption
v i
Secret Data Embedding Secret Data Extraction

B

Fig. 14. SCONeP Working Model [61]
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Compression was done using the Huffman coding algorithm. This
algorithm converts the given file into binary form. A list of binaries was
created and then transmitted for the next process. The next process was the
compression module first; two bytes of the file contain information about
whether compression is needed or not. If the value carried out by the first
byte was the negative value that means no compression was done. The
value between 1 to 7 represents the number of bits changed in the original
file. Now in the second module encryption took place using both the private
and the shared keys. Private key encryption was done using RSA and shared
key encryption was done using triple-DES (Data Encryption Standard) or
Vigenére algorithm. For both, the algorithm OpenSSL library was used. A
random value generated at run time was used to decide which one shared
key algorithm is needed to apply. If the random value was found to be odd
that means the Vigenére algorithm will be required. Even the value
generated means the RSA algorithm was used. To make the encryption
module more general 24 bits’ keys were used.

SCONeP was used to embed the secret data into the header of any of
the protocols TCP, IP, UDP, and ICMP. In TCP, ISH (Initial Sequence
Header) was used to hide the secret data. In ISH 32 bits of secret data were
embedded. On the receiver side, the same processes take place in the reverse
direction. The receiver first extracts the secret data from the protocol. The
extracted secret data was then decrypted using the Huffman coding algorithm.
At last decompression of secret data was done to get the complete secret data.
Warden was used to checking the delectability of the proposed work. Both
active and passive wardens were used to test the delectability. SCONeP was
able to hide a maximum of 6 bytes of secret data [62].

MKIPS (Master Key Identifier-based Protocol Steganography), was
proposed by authors in this research work. Initially, VoIP was developed to
transfer audio over the web but these days its applications are increasing. It
is used in traffic management, security, online gaming, video conferencing,
and many more. SRTP (Secure Real-time Transfer Protocol) could also be
used for providing all the mentioned applications along with confidentiality,
replay protection of messages, and authentication. SRTP working was based
on the random keys generated by MKI (Master Key Identifier). With the
help of MKI, it did encryption and decryption of secret data and revived key
values after a time interval. It worked efficiently when used in video
conferencing with multiple users. It decreased the chance of detection of
secret data because of refreshing the master key periodically. A refreshment
table of the MKI was provided to the list of users. MKI was added to every
packet before its transmission. At the destination, the receiver has chosen
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the key from the MKI for the decryption of secret data. Depending upon the
value of the master key size of secret data varies.

In the proposed work SRTP packets were used to hide the secret data.
Secret data was concealed in the MKI field of the SRTP protocol. SRTP
maintained the replay protection, confidentiality, and authorization of secret
data. The receiver needs to first select the correct key from the set of keys and
then retrieve the secret data. After retrieval of secret data, it was decrypted.
The research work was implemented in Python using a Wireshark analyzer.
The flow chart in Figures 15 and 16 represent the embedding and extraction
of secret data. In the work maximum of 128 bytes were provided for the MKI
and 80 bits were provided for the authentication purpose.

Resizing and Padding of
ExtraData

Selection of Master Key
Identifier

Eneryption
Complet

Entraction of Payload from
RTP Packet

Extraction of Header from.
RTP Packet

Stego Packet Transmission SRTP Packet Creation

Fig. 15. Embedding of Secret Data using MKI [63]

Searching for Master Eey [dentifier Master Eey Determined

Extraction of Secret Data Using Master Eey

Fig. 16. Extraction of Secret Data using MKI [63]

Experimental results were compared with the existing work as well. The
research work has a high embedding capacity with almost no disturbance in the
cover protocol. The data communication speed of the work is dependent upon
the chosen MKI field. The size of the MKI field varies from 1 byte to 128 bytes
but it was fixed for a specific session. An embedding capacity of 128 bytes was
provided by the proposed work along with authentication, confidentiality, and
replay protection. It provided a double level of security because of the
combination of encryption and steganography techniques [63].
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In today's world communication of digital information through
email, the system is most common. So steganography in email does not
result in the detection of secret data. SMTP and POP work on the
application layer of the OSI model. Both protocols are used by email
systems to send and transmit the data. Initially, SMTP was handling only
the text files but now it handles MIME (Multipurpose Internet Mail
Extension) files as well. Secret data transmission can be done through an
email system. In the proposed work secret data was hidden in the body of
the email. As email has some hidden field where secret data could be
embedded. Part of email like headers and some other fields are not visible to
the user as well to the intermediate agents. So, these fields were neither
used by the agents nor updated by anyone. These fields just look like the
ASCII strings and their usages were also restricted to end-users. These
fields could be used to hide the secret data following certain rules for the
integrity, confidentiality, and authentication of secret data. It does not
matter where the sender and receiver are sitting and sending mail messages
to each other. For retrieval of secret data embedded receiver must have prior
information.

SMTP has two parts body and the header. The body may have
normal text or a MIME file as the attachment. The complete mailing system
is divided into four parts. Both sender and receiver were required to run
MAU (Mail User Agent) on their machine. The sender prepared the
message body and then established a connection with MAU. MAU checked
the header part of the mail for finding the recipient's mailing address. MAU
then requested DNS for resolving the IP of the destination. The receiver
side MAU then sends mail to the particular user. With the help of the POP
protocol receiver later on, after login can download the mail. Secret data
could also be sent through spam mail. MAU directly sends them through
their anti-spam scanners. Spam was considered unwanted stuff and it was
stored in the spam folder directly by the MAU.

Figure 17 represents the complete flow of the process of embedding
and retrieval of secret data. Secret data was compressed using Deflate
compression algorithm. The compressed data was divided into parts and
converted to binary form. Using the PBKDF2 encryption algorithm two
keys were generated. The hash function was selected using the MDS5
hashing algorithm. After applying hashing and encryption on the secret
data, segregated secret data were combined back to get the complete
message. HMAC was used to provide integrity, authentication, and
confidentiality to the secret data. Timestamp was also used to verify the
time of each operation performed and to avoid the attacks. Secret data was
embedded in the header of the email. The index field contains the sequence
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number of the segregated secret data and it was required during the process
of obtaining the complete secret data through concatenation. At the time of
retrieval of secret data reverse process of encryption takes place.

Secret Data inside Head Part of Email Protocol Passphrase for Key Derivation

v

Cryptography '« Key =

!

Decomposition of Concealed Secret Data

\ | 2 v L 4
Index HMAC Timestamp Secret Data
l /\ d
- ¢ HMAC
Yes No
Compressed Secret Data having Error

Index and Timestamp

Fig. 17. Retrieval of Secret Data from Email Header [64]

HMAC, timestamp, and secret data retrieved were compared for
finding whether any error was present or not. Bandwidth, embedding
capacity, and detection of secret data all are directly related to each other.
Bandwidth can be defined as the number of bits of secret data embedded per
unit of time. So, on increasing bandwidth embedding capacity automatically
increases. The improved embedding capacity increases the chances of
detection of secret data. For the proposed research work embedding
capacity was calculated as 50 bytes per second [64].

In almost all the steganography techniques author compromise with
the concealing capacity because on increasing concealing capacity chances
of detection of secret data increase. SSH (Secure Shell) is the protocol for
providing secure remote login. It has built-in encryption techniques for
security purposes. It works on the client-server architecture. SSH client
sends the request to its server. They establish a connection and then
communicate through that connection. SSH uses public-key cryptography
and hashing for the security of data transmission. It provides the following
functionality to the users [65]:

— It first establishes the connection and then transmits data
through that connection.
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— It can provide remote login using some set of commands.

— It is the authentication protocol. With the help of a password or
some other option, it provides an authentication mechanism.

The packet size field is 32-bits long and represents the size of the
packet. Padding size is the length of the packet to represent the padding in
the packet. The payload is the real information inside the packet. Random
padding is the additional data required to provide security. MAC provides
the required authentication code for security. As shown in the figure first
four fields are already encrypted. Packet payload and random padding fields
are already encrypted.

In the research work, secret data was hidden in the traffic generated
by the network. For traffic analysis, PT (Packet Transmogrifies) was used
which was written in C language. It has been calculated that SSH in a
session has 48 to 80 bytes to hide the secret data. PT selected a random
packet for hiding secret data and at the receiver side, it was retrieved. PT
used many protocols precise packet converters as the connector modules for
selecting specific packets to hide secret data. 12 octets of secret data were
hidden in the payload field of the packet. Before hiding secret data, it was
divided into smaller chunks and converted into binary form. The CRC
(Cyclic Redundancy Checksum) was used to check the integrity of secret
data. The bandwidth for the proposed research work was found to be good
as compared to other existing work [65].

A trade-off exists between bandwidth, security, and robustness in
network steganography. VoIP is the most commonly used network
steganography technique these days. VoIP uses the LSB (Least Significant
Bit) technique to hide secret data. Embedding capacity can be improved by
hiding secret data in voice packets during transmission. Random numbers in
the selection of LSB bits improve the security of the research work.
Embedding capacity varies from sample to sample of voice packet [66, 67].
Analysis of a few VoIP steganography techniques is shown as follows:

—  Another way to hide secret data in the voice packet was using
G.711 codec. The process includes compression of secret data and then it
results in less embedding time. By doing so embedding capacity that is
bandwidth can also be improved. By selecting 4-bits modification in the
carrier can be reduced [68, 69, 70].

—  In the proposed work Partial Similarity Value (PSV) between
LSB of G.729a speech and secret data. This proposed combination resulted
in high security and robustness. Concealing capacity was calculated by the
number of similar bits and threshold. Embedding capacity was calculated at
1444 bits in 126 frames [71].
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— A covert transmission scheme on G.711 stream over VolIP was
proposed by the authors. It used sharp blocks to hide secret data for
avoiding exposure. It carried an embedding capacity of 7.34 Kbps. It also
avoided attacks from exposure to secret data [72].

The author proposed a real-time system for hidden transmission in
VoIP using the LSB technique. First encryption of secret data was done and
then embedding of encrypted secret data was done. The research work
embedded 0.8 Kbps [73].

Figure 18 shows the summary of the work done at the application
layer of the OSI model. Many papers have been published using the
application layer protocols. Evaluation of the work published was done
based on various parameters like bandwidth, concealing capacity, entropy,
etc. Entropy is the measure of randomness in the carrier and the stego file.
The higher is the randomness high are the chances of detection of secret
data.

140 128
120
100
o o B S5H (Secure Shell) Steganography
N SMTP Steganography
60
Bit Torrent Steganography
40— DNS Steganography
| 12
20 7 736 = SRTP Steganography
o ‘ . . ‘
Bandwidth(in ~ Detection Entropy (in  Concealing Embedding
Bps) Rate(in %) %) Capacity (in ~ Capacity(in
Bpp) Bps)

Fig. 18. Summary of Application Layer Steganography Techniques

3. Analysis of Research Trend in Network Steganography.
Analysis of research trends is done on network steganography technique
based on many parameters. The parameters include layer-wise analysis of
the paper reviewed, year-wise analysis of the paper reviewed, bandwidth
measure of the paper reviewed based on the layer of the OSI model,
analysis based on steganalysis technique, the tool used to implement the
research work, and, the combination of steganography with cryptography,
etc. Analysis trend is explained in detail based on the mentioned parameters
shown as follows:

3.1.1. Layer-Wise Analysis of Paper Reviewed. In the research
work as shown in Figure 19, 73 papers related to network steganography
techniques have been studied. Mainly three (Network, Transport, Application)
layers of the OSI model are used by researchers to hide the secret data.
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Fig. 19. Layer-wise summary of Steganography Techniques

These three layers are commonly used by steganography techniques
to hide data but steganography can also be applied to other layers depending
on the specific requirements and limitations of the application or system.
The choice of layers depends on factors such as ease of implementation, the
likelihood of detection, and the desired level of security or covert
communication. The amount of secret data embedded depends on the type
of protocol and the field used to hide it. Figure 20 is presenting the
summary of all Layers based on the Steganography Techniques.

< <
g
©
: I

Physical Layer Data Link Layer Network Layer Transport Layer Application Layer
Research Trend in Layer of OSI Model

Number of Paper Reviewed

Fig. 20. Layer-Wise Count of Paper Published

TCP, UDP from the transport layer, and IP from the network layer
are the mainly used protocols to hide secret data. Mainly during the
retransmission of particular frames secret data is hidden in TCP protocol.
Padding and option fields are mainly used by researchers to hide the secret
data in IP and UDP protocols. It has been observed that physical and data
link layer protocols are less used to hide the secret data.
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3.1.2.  Year-Wise Paper Reviewed. To prepare this research article,
a total of 73 papers are reviewed. Network steganography has been
investigated in 2003. Figure 21 shows the year-wise analysis of some of the
papers from network steganography. These days’ researchers are moving
from digital steganography to modern steganography techniques. Modern
steganography uses protocols of the OSI model to hide secret data.
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Fig. 21. Total Paper Reviewed

Papers are selected using network or protocol steganography
keywords from several academic databases. As per a proposed paper lot of
papers are published in the year 2020 and 2023. It has been observed that
still; some issues exist with the network steganography techniques.
Bandwidth and visual quality of the stego file are the issues of concern in
the network steganography. On increasing the bandwidth of a particular
technique visual quality of the stego file got compromised.

3.1.3. Layer-wise Bandwidth Measure of Reviewed Network
Steganography Techniques. The performance of the network steganography
techniques was measured by the authors in terms of bandwidth. In some
papers, the correlation coefficient was also calculated to evaluate the research
work. In this section, layer-wise evaluation of the research work is done based
on the bandwidth. In some papers, steganography and cryptography
techniques were combined to get better security.

Figure 22 showed the bandwidth achieved at the physical layer of the
OSI model. Bandwidth is measured in the number of megabits per second
for the physical layer steganography techniques. The value of bandwidth
varies from protocol to protocol on the same layer. The maximum
bandwidth is achieved by the OFDM technique and lowest by the ZigBee
protocol steganography technique.
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Fig. 22. Performance Measure at Physical Layer

Again, the performance of the data link layer protocols is calculated in
terms of bandwidth as shown in Figure 23. This layer is responsible for flow
control, access control, and error control. It has many protocols to provide the
above-mentioned responsibilities. Bandwidth is measured in kilobits per
second for the data link layer. Stop and wait protocol has a maximum
bandwidth of 255 Kbps and CDMA has a minimum bandwidth of 77.8 Kbps.
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wn
=]

=}

CDMA STEGANOGRAPHY STOP & WAIT STEGANOGRAPHY
Data Link Layer Steganography

Fig. 23. Performance Measure at Data Link Layer

It mainly has IPv4, ARP, RARP, and IPv6 protocols. This layer
works on the concept of IP address. Among the reviewed papers ARPNet
has the highest bandwidth. As shown in Figure 24 bandwidth is measured in
bits per second for the network layer. Bandwidth varies from protocol to
protocol and the field was chosen to hide the secret data as well.
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Fig. 24. Performance Measure at Network Layer
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This layer provides reliable service as well as non-reliable service.
Bandwidth is measured in kilobits per second for the transport layer.
Maximum bandwidth is achieved by the combination of TCP and UDP
protocols. Depending upon the application, the protocol is used to transfer
data from source to destination. Figure 25 shows the bandwidth of the
protocols used at the transport layer.
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Fig. 25. Performance Measure at Transport Layer

Analysis of application-layer steganography techniques is shown
with the help of Figure 26. The performance of these techniques is
measured in terms of bandwidth. Bandwidth is the amount of secret data
embedded per unit of time. The bandwidth of the technique depends on the
size of the field of the protocol in which the secret was embedded.
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Fig. 26 Performance Measure at Application Layer

3.14. Analysis based on Steganalysis Technique. As we
thoroughly reviewed different network steganography techniques. Some
steganalysis techniques also exist to detect the hidden secret data. In some
of the papers along with steganography, steganalysis techniques were also
covered by the authors. In Table 1, 7 steganalysis techniques are analysed.
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Table 1. Analysis of Steganalysis Techniques

Paper Title Year Method Applied to
A Lightweight Opnsense 17.1 Open Sense and Suricata were run on the
Adaptable DNS Fﬁrewall an(.i client-server machine. The firewall was
Channel for Covert 2020 . installed on the same machine. When stego
- Suricata 3.2.1
Data Transmission DS file was transferred, the firewall was not able
[58] to detect the hidden message.
A Multimode
Network
Steganography for The regularity of data traffic is measured. The
Covert Wireless 2020 | Entropy Test |irregularity of traffic represents a high chance
Communication of detection of secret data.
Based on BitTorrent
[53]
An Approach of
Covert
gg;r(glg:llltc}iletlon RS RS steganalysis is used to detect the hidden
. 2011 . | secret data. It is not able to detect the hidden
Adaptive Steganalysis 4 . . .
ata specifically in audio files.
Steganography
Scheme on Voice
over [P [72]
Each layer used a different approach to detect
Multilayer Detection Multilayer :Ee thlddet?l secret dalta. ft ?a(sl tt)eetr} cor}cluded
of Network 2020 | detection of at on e upper layers defection 1S casy
Steganography [2] RSTEG compared. to the lowF:r laye.rs. For
steganalysis, machine learning algorithms are
applied.
Gaussian Mixture and Mel Frequency
Cepstral Coefficients Model was used to
Network detect the hidden secret data. The average
Steganography and 2013 | GMM Model |detection possibility was found to be
Steganalysis [74] approximately equal to 89% in different
formats of audio. Statistical properties were
used to detect secret information.
In this paper, storage-based and timing-based
covert channels were analysed to detect the
Covert channel - . .
detection: A survey- 2012 II.Tegulanty in §ecret message. It is very difficult or almost
. Time Intervals | impossible to detect the hidden message. The
based analysis [75] . IR .
irregularities in time intervals were used to
detect the data.
Steganalysis was done based on codebook
Steganography and destruction. Correlation between the pulse
steganalysis in voice 2021 VoIP position of audio was calculated to detect
over ip: A review Steganalysis | secret messages. CNN and RNN models were
[76]. also used to detect the hidden data but the
presence of secret data was not detected.

For analysis paper title, year of publication, the method used, and
work is included. For analysis statistical properties, traffic irregularities,
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correlation, and many other parameters were used by the authors. It has
been concluded from the analysis that it is not possible to detect the secret
data.

3.1.5. Analysis based on Implementation Tool. Figure 27 shows
the analysis of the tool used for the implementation of the reviewed
techniques. Work is implemented using MATLAB, Python, and a network
simulator as well. In most of the papers, the UNIX environment is used for
implementation. Different simulators are used for the implementation of the
work. Simulators have a component library and these are object-oriented.
Simulators are wireless and discrete. By predicting the behaviour of a
particular network on which the researcher is working secret data is
concealed in protocols. Simulators are fast in calculating results. But
simulators are difficult to build and also costly.

30
4
2 20 16
[
E:, 10 | — |
=]
5 0
'E Matlab Simulator Python
2 Tool Used

Fig. 27. Tool-wise Analysis

Python has very strong libraries as compared to MATLAB
libraries [77]. Python can run on any type of platform. It has a good
interface to all the databases. It is user-friendly and easy to maintain.
MATLAB also has many built-in functions for plotting, visualization,
numerical computation, and application development. MATLAB functions
are written in C, C++, and Java. One major difference between mentioned
two tools is that MATLAB treats every input as an array but Python takes
input as objects [78, 79].

3.1.6. Analysis based on Combination of Cryptography and
Steganography. A lot of work has already been done in the field of
cryptography as well as steganography for security separately. Figure 28
shows how much work is done separately on steganography and how much
on the combination of both steganography as well cryptography for the
proposed paper based on the papers reviewed. Out of 73 papers reviewed
for the proposed work, 43 are based on only steganography techniques and
21 are based on the combination of both techniques.
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Fig. 28. Analysis based on Technique used

RSA, MD5, Digital Signature, DES, AES, HMAC, Blowfish, etc. are
the most widely used cryptography techniques along with steganography
[80, 81]. By combining these two techniques security is improved to some
extent but complexity in terms of time and cost also increased [82]. So, to
overcome the increased time and cost further research is required and that
can be suggested as future research work.

4. Observations and Findings. A study of the last 21 years of
network steganography techniques has been done in research work. A lot of
pros and cons are associated with these techniques. These observations and
findings are listed and will help researchers in future research. A few of the
observations and finding are given as follows:

—  Overview of Network Steganography Techniques: The paper
would likely provide an introduction and overview of different network
steganography techniques used to hide information within network
communications.

—  Analysis of Steganography Methods: The study examined
different steganography methods employed in network environments, such
as covert channels, protocol-based steganography, or payload-based
techniques.

—  Evaluation of Security and Detection: The researchers
examined the security aspects of network steganography techniques,
including the vulnerability of different methods to detection and
countermeasures.

—  Challenges and Limitations: The challenges or limitations
associated with network steganography, including the potential for
increased network traffic, limited payload capacity, or the risk of detection
are highlighted in this paper.

—  Bandwidth and Detection of Secret Data: Bandwidth and
detection of secret data played an important role in all layers of the OSI
model. Bandwidth is observed to be very low in the case of network
steganography. Improvement in the bandwidth of a particular technique
results in increased chances of detection of secret data.
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—  Hybrid Technique: To balance bandwidth and secret data
detection, a hybrid of cryptography and steganography has also been
implemented by the researchers. A hybrid of these two techniques improved
the security, but the bandwidth was not improved.

5. Conclusion. In conclusion, various aspects of network
steganography have been explored and examined its importance in securing
data during communication. The paper has presented an in-depth analysis of
existing network steganography techniques of the last 21 years. Exploration
and examination of network steganography techniques have been done
based on many parameters. The parameters include year-wise analysis of
the reviewed paper, layer-wise analysis of the reviewed paper, bandwidth
measure of the reviewed paper based on the layer of the OSI model,
analysis based on steganalysis technique, analysis of the tool used to
implement the research work, and the combination of steganography with
cryptography. By examining and summarizing these techniques, researchers
and practitioners can gain valuable insights into the current trends and
advancements in the area of network steganography. This review serves as a
foundation for future work, encouraging further research and development
in network steganography algorithms and methodologies.
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V. TIiaaust, M. KyMAP, T. Poxut, H. HAHJIAI
KPATKHUI OB30P METOI0OB CETEBOM CTETAHOTPA®UHA

Tlunanua Y., Kymap M., Poxum T. Hanoan H. Kpatkmii 0030p MeToI0B ceTeBOii
creraHorpadgum.

AunHoramusi. IludpoBbile  MynpTHMenmitHble ¢aiiet 2D w 3D oGnagmarort
MHOTOUHCJICHHBIMH ~ IIPEHMYIIECTBAMH, TaKMMH Kak OTIAMYHOE KadyecTBO, CXKaTHe,
peOaKkTHpOBaHUE, HaJeKHOe KomupoBaHHe U T. O C Jpyroil CTOPOHBI, JTH KadecTBa
MyJIbTUMEIUITHBIX (HaiiJIoB SBISAIOTCS NPUYNHON OINACEHWH, B TOM 4HCle OOS3HM IMOIYYHTh
JIOCTYI K JAHHBIM BO BpeMs oOmieHus. Creranorpadus urpaeT BaxHyIO pOib B 00eCIeUeHUH
0e30IaCHOCTH IepefaBaeMbIX JaHHBIX. V3MeHeHue Tuma aiia IOKPHITHA € IH(MPOBBIX
MyJIbTHUMEIUIHBIX (aillIoB Ha IPOTOKOJBI MOBBIIAET OE30MACHOCTh CHUCTEMBI CBSI3U.
ITpOTOKOIBI ABIAIOTCSI HEOTHEMIIEMOH YaCThIO CHCTEMBI CBS3H, M 3TH IPOTOKOJIBI TAKXKE MOTYT
UCTIONB30BAThCA OIS COKPBHITUS CEKPETHBIX [JAHHBIX, YTO CHIDKAeT BEPOATHOCTb UX
OoOHapyXeHUsI. ITOT JOKYMEHT IPU3BaH IMOMOYb YIIYYIIUTh CYIIECTBYIOIIHE METOIBI CETEBOM
cTeraHorpa@uu 3a CUET YBEIUYCHUS MPOIYCKHOH CIOCOOHOCTH M CHIDKEHUS CKOPOCTH
OOHapy)XeHHsI TyTeM aHalu3a Npeablayliell CBA3aHHOW paboThl. bBbutn  u3ydeHsl,
MIPOAHAIM3UPOBAHEl M 00OOIIEHBI MOCIEIHNE CTAThH O METOJaX CETeBOi creraHorpaduy 3a
nocneanuid 21 rog. DToT 0030p MOXET MOMOYb HCCIEAOBATENSM IOHATH CYILECTBYIOIIUE
TEHJICHIMHM B METO/IaX CETEeBOH cTeraHorpaduu, 4ToObl MPOJOIKUTH PadOTy B ATOH 00IacTH
JUIsl yaydieHus: anroputMoB. CTaTes pasjeneHa mo yposHsam mojenn OSL

KiroueBble ciioBa: cereBast cTeraHorpadusi, MOAEIb B3aUMOCBS3U OTKPBITHIX CHCTEM,
IIPOTOKOJI, MHPOIYCKHAs CIOCOOHOCTb, BO3MOXKHOCTH BHEAPEHHUS, (U3HUECKHI YpPOBEHD,
KaHaJIbHBIN yPOBEHb, CETEBOU YPOBEHb, YPOBEHD IIepeladll, IPUKIATHOH YPOBEHb.
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