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ABPAMEHKO B.C., KO3JIEHKO A.B.
MOJEJIb JJI1 KOJTMYECTBEHHOM OLIEHKH
SAIMIMEHHOCTHU UH®OPMALIUU
OT HECAHKIIMOHUPOBAHHOT O JOCTYIIA
B ABTOMATHU3UPOBAHHbBIX CUCTEMAX
IO KOMIIVIEKCHOMY ITOKA3ATEJIIO

Aspamenko B.C., Kosnenxo A.B. Mopeib sl KOJHYECTBEHHOH OLEHKH 3aLIULIEHHOCTH
uHpopmamuu ot HC/I B AC no KOMIIEKCHOMY NOKa3aTeJIo0.

AHHoTanus. B pabore nokaszana akTyaabHOCTb MPOOJIEMbI OLIEHKH 3aLMIIEHHOCTH nH(pOopMa-
UM OT HecaHkumoHuposaHHoro nocryna (HCI) B aBromarmsupoBaHHbIX cuctemax (AC).
Ilenbio paboTHl sBIsIETCS pa3pabOTKa MOJESNH KOJIMYECTBEHHOW OICHKH 3aIMIIEHHOCTH HH-
tdopmammu ot HC/I, obecrieunBaroiieil noBbiuieHne 3PHEKTHBHOCTH YIPABICHHS 3aLIATON
nHbopManyu B opraHu3anusax. s pemeHus 3aJa4i KOJMYECTBEHHOH OEHKH 3allUIIeHHO-
cTi MHGOPMAIMU TPEIOKEH KOMIUICKCHBIH IMOKa3aTelb — KOd()OHUIHMEHT 3allUIeHHOCTH
AC. Ha ocHOBe JaHHOTO HOKa3aTelisi IMPOBEJICH CPaBHUTENbHBIH aHanu3 THHOBBIX AC mpen-
NIPUATHH, IPUBEIECHBl PEKOMEHIAITHH 10 MOBBIIIEHHIO UX YPOBHS 3aIUIICHHOCTH.

KaroueBnle cioBa: nHbOpMAIHs, OLEHKA 3aIMIICHHOCTH, HECAaHKI[MOHHPOBAHHBIH JIOCTYII,
ABTOMATH3UPOBAHHAs CHCTEMA, KO3(D(HUIIMEHT 3aIHIICHHOCTH.

Avramenko V.S., Kozlenko A.V. Model for a quantitative estimation of information security
from unauthorized access in the automation system on a complex metric.

The summary. In this article the urgency of information security estimation problem from
unauthorized access in the automation system is shown. The purpose of the article is working
out a model for a quantitative estimation of information security from unauthorized access,
which provide increasing efficiency management of information security in the organizations.
For solution of the information security quantitative estimation task the complex metric is
offered — security coefficient of the automation system. On the basis of the given metric the
comparative analysis for the standard automation systems of firms is carried out, guidelines on
rise of their level of security are resulted.

Keywords: information, security estimation, unauthorized access, automation system, security
coefficient.

1. Beegenue. OneHka ypoBHS 3aIIUIIEHHOCTH JOJDKHA IPOU3BOAUTECS
Ha BCEX dTallax >KM3HEHHOTO IMKJa aBTOMaTH3npoBaHHOW cucteMbl (AC),
IIPY Pa3IMYHON CTETICHM IIOJHOTHI M JJOCTOBEPHOCTH MMeloleiics nHdop-
Manuu. HcenenoBanne BONPOCOB OLEHKU 3AIUIIEHHOCTH MH(OPMALMH OT
HecaHKoHupoBanHoro pocryna (HCH) B AC sBiseTcss OCHOBO#H [uisl pas-
pabOTKH KOJMYECTBEHHBIX TPEOOBAHUH K CO3/1aBa€MbIM CHCTEMaM 3allUThI
nHopmanmu ¥ ux nojcucremam. Llenbro paboThl sBisieTCs pa3paboTka
MOJICNIH JUIsi KOJIMYECTBEHHOHW OIICHKH 3alUIEHHOCTH HWH()OPMAIMU OT
HC/, oGecnieunBaromieil moppimeHne YGGEKTHBHOCTH YIPABICHUS 3alllH-
Toi MH(OpMALMK B OpraHU3alMsIX 3a CYET KOMIUIEKCHOTO IOKa3aTels,
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YYUTHIBAIOIIET0 KaK XapaKTEePUCTUKH TIpoIiecca HapymeHni 0€3011acHOCTH,
TaK ¥ XapaKTEePUCTUKH MPOIECcca 3alHTHI.

2. OcHoBHas 4YacTh. B Hacrosmiee BpeMsl CTaHOBJICHHE HAYIHOTO
HaNpaBJICHUs, CBSI3aHHOTO C MCCICIOBAHNEM M OICHUBAHMEM 3aIUIICHHO-
ctu maaaex or HCJI B AC, ciepkuBaeTcsi OTCyTCTBHEM €IHHOTO TTOHATHIA-
HOro ammapara B o0xactu 3aumtel nHpopMmanuu ot HCJI, npeobnanannem
B PYKOBOISIIUX JOKYMEHTAaX KaueCTBEHHBIX IMOJXOAOB K OIICHKE 3alllu-
mennoctu ot HCJl B AC, opueHTanuei Ha CTaTUUECKUE YCIOBUS (YHKITH-
oHupoBaHust cucteM 3amuThl. Jns arrecraumu AC u ceprudukanmu
CPEACTB BBIYUCIUTENHHOM TEXHUKU COTIACHO TPEOOBAHMSAM JEHUCTBYIOIIMX
B P® HOpMaTUBHBIX JOKYMEHTOB (PyKOBOZSIIUX HOKyMeHTOB denepansb-
HOW cHoyxkOBl 1O TEXHHUYECKOMY M O3KCIOPTHOMY KOHTpomo Pd
I'OCT P UICO/MBK 15408—2002, TOCT P UCO/M3BK 17799—2005)
HEOOXOIWMBI BBICOKAs KBaU(PHUKANWSA TepcoHana, oOpaboTka OONBIINX
00BEMOB JTaHHBIX ¥ 3HAYUTEIIBHBIC 3aTPaThl BPDEMEHH. Y W3BECTHBIX OTEde-
CTBEHHBIX M 3apyOE€KHBIX METOJUK KOJMYCCTBEHHOTO OICHHWBAHMS 3allly-
meHHocTH nH(popmanuy (moaxon Ha 0a3ze aHanM3a HHPOPMAIIMOHHBIX PHC-
KOB [1], moxxox Ha OCHOBE MOJENH CHCTEMBI OOecreueHHs1 OEe301acHOCTH
Krnemenrca [2, 3]) ecTh psia HEAOCTATKOB, HE MO3BOJIAIOIIAX HAMPAMYIO
HCTIOJB30BaTh UX JUIsS OLIEHKHU 3aIUIIEHHOCTH, 8 IMEHHO:

— HE YYUThIBaeTCs peaibHas cTtpykTypa AC,;

— oLeHMBaeTcsi cTouMocTh noteps o HCJL k nHpopMauuu B JeHEX-
HBIX €JMHMIIAX, 9TO IIpHemMiIeMo He 1yt Bcex AC;

— HE TOJIHOCTBIO YYUTHIBAIOTCSI BAPUATHBHOCTH CIICHAPUEB pean3a-
i HCJI v inHaMudeckue XapakTeprCTHKH Tpoliecca 3aluThl HHpopMa-
UM

Sammmenaocts nHbpopMmarmu B AC ot HCJ] onpenensercs 3amumeH-
HOCTBIO €€ pecypcoB. [l OIEHKH 3alIUIIEeHHOCTH 1IeJIeCO00Pa3HO UCIIOJb-
30BaTh €€ KOMIUIEKCHBIC ITOKa3aTell, YIUTHIBAIONINE U IPOIECCH HapyIie-
HUs 6e30macHOCTH pecypcoB B AC, M MPOLECCH KOHTPOJIS U BOCCTAHOBIIE-
HUS UX 3alIUIICHHOTO COCTOSHUA. B KadecTBe Takoro moxasaTess mpesia-
raercs MCHosb30BaTh koddduiment 3anpuienHoct uHpopmanuu AC ot
HC/l, ananoru4Helii HCHOJIB3YEMOMY B TEOPHH HAJIC)KHOCTH KOA(hPHULIUECH-
Ty TOTOBHOCTH.

[Ipr HaNMYKMK BO3MOXKHOCTH BOCCTAHOBIICHUS 3aIIUIICHHOCTH TOJBKO
OJIHOTO pecypca Ul pacdyera Ko HUIMeHTa 3alHIIeHHOCTH HH(POPMaIN
ot HC/] B AC MoeT UcTionb30BaThes ciaeaytomas Gpopmyia:
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pasmemennit u3 N, mo i, A,; — MHTEHCHMBHOCTh HapyuwleHui Gesomac-
HOCTHU PECYpCOB, [, — HHTEHCUBHOCTb BOCCTAHOBIJIEHHUS 3aI[ULIEHHOCTH

pecypcos.

IIpu ycioBHO HEOrpaHHMYEHHBIX BO3MOXKHOCTSIX IO BOCCTaHOBJICHHIO

3alIMIIEHHOCTH PECYpPCOB HUcHonb3yeMas hopmyna OyaeT UMeTh BUI:
N,

_ Hm )
i=1 ﬂ’HG * M

[TpoBeneM CpaBHUTENBHBIH aHAIN3 3aIUIIEHHOCTH HWH(OpMalMu OT
HC/] na npumepe tpex AC, MOCTpOESHHBIX HA OCHOBE JIOKAJILHBIX BBIUMCIIH-
TEJIBHBIX CeTel M OTIMYAIONIMXCA MacIITaboM M BO3MOXKHOCTSAMH CHCTEMBI
3amuThl. KaxXIbplii COTpPYIHHK OpraHM3alliM HMeeT pabodylo CTaHIUIO,
(bYHKIMOHHUPYIOIIYIO TI0J] YIPaBJICHUEM OMEpanHoHHOM cucteMbl Microsoft
Windows 7, Ha KOTOpOl HaXOJATCS ero MOJIB30BaTeIbCKHE aHHbIe. Paboune
CTaHIMK OOBEIMHEHBI B BBIYHUCIUTEIBHYIO CETh C HECKOJIBKHMH CEpBEPAMH
Ha 0a3e oneparonHoit cucrembr Microsoft Windows 2008 Server, Ha koto-
phiX GYHKIHOHHUPYIOT IouTOBBIH cepep, CYB]I, Web-cepsep npennpusitus,
MTHOBEHHasl cUcTeMa OOMeHa COOOIIeHWH Ul COTpYIOHUKOB U T. A. ITycts
AC mepBoro mpennpuatusi uMeeT 50 KPUTHUECKH BaXKHBIX 3alUIIAEMBIX
pecypcoB (5 o0muxX pecypcoB, pacloJOXKEHHBIX Ha cepBepax, 45 pecypcos
— MOJIb30BATEJIbCKUE TAaHHBIC HA X pabouux craniwmsx), AC BToporo mpej-
npustusg nMeeT 100 KpUTHIeCKH BaXKHBIX 3aluiiaeMbIX pecypcos (10 obmux
pecypcoB, 90 pecypcoB — moJb30BaTenbckue gaHHbie), AC TpeThero mpenu-
npusTHsa uMeeT 150 KpUTHIeCKH BaXKHBIX 3allHIIaeMbIX pecypcoB (15 obmux
pecypcoB, 135 pecypcoB — 1oJb30BaTeNbCKUE IAaHHBIE).

B pacuere Ha HaMXyqmIMH ciydaidl NpearosioKuM, YTO HapYHINTENb
«upeanseH» (MMeeT BBICOKYIO KBaJM(UKALMIO, IOCTOSHHO OTCIIEKUBACT I10-
SIBIEHUE HOBBIX YSI3BUMOCTEH, a TaK:Ke UMEET BO3MOXKHOCTb MIHOBEHHO HC-
nonb30BaTh uX Ut ocymectienus HCJ x nadopmarmu, o6padbaTbiBaeMoi
B AC paccMarpuBaeMbIX opranu3anuii). [Ipu ncronb3oBaHun Takoi Mozenn
HapyIINTeNs WHTEHCHBHOCTh HapymIeHWH Oe3zomacHoctn mHpopMammu AC
COOTBETCTBYET HMHTCHCHBHOCTH TOSIBICHHS YSA3BHMOCTEH B IPOrPaMMHOM

K3111AC =
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obecrreuennn AC. AHanmu3 OOIIENOCTYITHOM CTaTHCTHKH N0 OOHApYKEHUIO
yszeumoctei B AC Ha ocaoBe OC Windows mokasa, 4To HHTEHCHBHOCTD B

CPEIHEM COCTABIISICT JIEBATh HAPYIICHMH OE30MacHOCTH B MecCdl, T.c.
Ay = 0,013/ gac . O6braHO agMuHuCcTpaTop Ge3onacHocTn AC opraHu3anun
MOXET B KaX/Iblii MOMEHT BPEMEHH BOCCTAHABIIMBATD 3aILUILICHHOCTD JIHILb

onHoro pecypca. Toraa, ucronssyst popmyiy (1), MOXKHO MOJTYYUTh 3aBHCH-
MOCTh Kod(durmenTa 3amuimeHHocTd uHpopmanur B AC OT MHTEHCHBHO-

CTH BOCCTAHOBJICHUS €€ 3alIUIIICHHOCTH B JJaHHBIX YCJIOBUAX (pI/IC 1)
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HurencHeHOCTE BOCCTAHOBNEHHA
— S0 pecypcoE ++++ 100 pecypooE == 150 pecypcoE
Puc. 1. 3aBucumMocts KO3 dunuenTa 3amumeHHocTH nHpopmamu B AC ot

MHTCHCUBHOCTH BOCCTAHOBJICHUA 3alIUIIIECHHOCTH PECYPCOB IIPU OTPAHUYECHHBIX
pecypcax Ha BOCCTaHOBJICHUE.

[IpennonoxuM, 9TO B OPraHU3aINH UMEIOTCS IPAKTHIECKH HEOrpaHu-
YeHHBIE BO3MOKHOCTH IT0 BOCCTAHOBJICHHIO 3aIIUIIEHHOCTH WH(OPMAITIH.
Torma, nucons3ys ¢opmyiny (2), MOKHO HMOIYIUTh 3aBHCUMOCTH K03(du-
LMEHTAa 3al[UIIeHHOCTH nHpopMamu B AC OT HHTEHCUBHOCTH BOCCTaHOB-

JICHUS 3aLIMILEHHOCTH pecypcoB (puc. 2).
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w50 pecypcoe  ++++ 100 pecypcoR ==« 150 pecypcoe

Puc. 2. 3aBucumocts ko3 durpienta 3ammumienHoctr uHGopmanuu B AC ot
WHTEHCUBHOCTH BOCCTAHOBJICHHS 3aIUIIIEHHOCTH PECYPCOB MPU YCIOBHO He-
OTPaHUYCHHBIX pecypcax Ha BOCCTaHOBJICHHUE.

BrisicHum, kakas JOJKHAa ObITh MHTEHCUBHOCTH BOCCTAaHOBIIECHUS 3a-
IIUIIEHHOCTH pecypcoB B AC aAMHHHCTPATOPOM O€30MaCHOCTH CPEIHETO
npeanpusatus (100 3amumaeMeIx pecypcoB) HpH CIEIyIOIUX TpeOyeMbIX
3HAYCHUAX Kod(dummenTa 3amumeHHocT uHpopmarmu ot HC/ B AC:
Kamac =09, Ky ,ac =095, Ky ac =0.99. Tlpeanonoxum, uro ax-

MuHHKCTparop OesomacHocT AC mpeanpusTHs UMEeT OrpaHWYEHHBIE pe-
CypCHI Ha BOCCTAHOBJICHHE 3aIIUIIEHHOCTH HH(OpPMALNH, TOTIa JUI pacde-
TOB OyzeT ucnonb3oBathkest hopmysa (1). Pe3ynbTaTsl pacueToB npuUBeCHBI

Ha puc. 3.
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Puc. 3. IHTEHCHBHOCTH BOCCTAHOBJICHHS 3aIlUIIEHHOCTH PECYPCOB TIPU

Ko 1AC T 09, K3m LAC = 0.95, K3u13 ac =0.99.

Pe3ysprarhl pacyera BpeMEHH Ha BOCCTAHOBJICHHUE 3aLUIICHHOCTH pe-
CypcoB aaMUHUCTpaTOpoM Oe3omacHocTu AC mpeacTaBieHbl B TaOIuIIe.

Bpemsi Ha BoccTaHOBJIeHHe 3AIMINEHHOCTH MPH TPeGyeMbIX 3HAYEeHUSX
K03 pHuMeHTa 3a1MILEHHOCTH

Bpewms Ha BoccTaHOBiIeHUE
Ksmac Hy a3 | a2 3£IL[HIJ.ICHHOCTI/I pecypcoB
0,9 12,5 4,8 MuH
0,95 25 2,4 MuH
0,99 125 28,8 ¢

3. BeiBoasbl. Kontpouns 3ammuiieHsocty uapopmaiyu B AC 1o xpute-
puto npurognoct K, Ac =0.99 nmo3somser caenars caeyromie BEIBOIBL:

1. 3aBucumocTs ypoBH: 3amumenHocTH nHpopmarmu ot HCJ[ B AC
OT PECypCOB, BBIAEISEMBIX Ha BOCCTAHOBJICHUE 3AIUIEHHOCTH, HOCHUT sIp-
KO BBIpaKEHHBIM HenuHelHbI xapaktep. g kxaxgoi AC cymecTByer
IIOPOTOBOE 3HAYEHUE BBIIEIAEMBIX PECYpPCOB, IPEBBIIIEHUE KOTOPOIO
MIPAKTUYECKH HE NIPUBOAMT K MOBBIIIEHHUIO YPOBHS 3aIMIICHHOCTH.
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2. lns obecrieueHus TpeOyeMOoro ypoBHS 3alUIICHHOCTH HEOOX0ANMO
UCTIONH30BATh JOTIOJIHUTEIBHBIE U allbTEPHATUBHBIE CPEICTBA 3aIIUTHI.

3. be3 ucnonp30BaHUs aBTOMaTHYECKUX CPEACTB OOHAPYXKEHHS Hapy-
IIeHNH 0€30ITaCHOCTH PECYPCOB M BOCCTAHOBJICHHS 3alUIICHHOCTH PECyp-
coB AC, cnocoOHBIX (PYHKIIMOHMPOBATH B MacmTade BpeMeHH, OJIM3KOM K
peaIbHOMY, B YCIOBHSAX 3KCIUTyaTalllM BBICOKHH YPOBEHb 3aIIUIICHHOCTH
TPYZAHOJOCTHKHM.

[To MHeHHIO aBTOPOB, 11eb pabOThl JOCTUTHYTA. J|aHHBIH MOIX01 MO-
KET MPEACTaBIATh MHTEpeC Kak il pa3pabOTUNKOB CHCTEM 3allUThl MH-
(dopmanuu, Tak M Ui JOJDKHOCTHBIX JIMI, OTBETCTBEHHBIX 32 3alUTy WH-
¢dopmaruu ot HC/I B opranuzanusx.
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PE®EPAT

Aspamenxo B.C., Kosrenko A.B. Moaeapb 1Jsl KOJU4YeCTBEHHOH OLEHKH
3amumesHocTy nHpopmanuu ot HCJ B AC no KoMImjieKCHOMY MOKa-
3aTeio.

OmueHka ypoBHS 3aIIUIIEHHOCTH JODKHA MPOU3BOAUTHCS HA BCEX ITAMAX KH3-
HeHHoro nukiaa AC mpu pa3snTuyHON CTENEHH MOIHOTHI U JOCTOBEPHOCTH MMEOIIEH-
cs1 uHopMarmn. VicenenoBaHue BOIPOCOB OIEHKH 3aIHIIEHHOCTH HH)OPMAIIHH OT
HCH B AC sBnsercs OCHOBOH Al pa3paOOTKH KOJMYECTBEHHBIX TpeOOBaHUMA K
CO371aBaeMBIM CHCTEMaM 3aIUThl HH}popMayy 1 ux mojacucreMam. Llemsro paGoTs
SIBISIETCS pa3pabdOTKa MOJENH JUIS KOJIMYECTBEHHOH OIEHKH 3aIIUINEHHOCTH WH-
¢opmanun or HCJI, oGecneunBaromieil moBbinieHue 3)(EKTUBHOCTH YIpaBICHHUS
3aIIUTON MH(POPMALUH B OpraHU3AINIX.

3ammmienHocTs nHGopMarmu B AC ot HCJl ompenensercs 3alIMIIEHHOCTHIO
ee pecypco. s peuieHHs 3agadd OLEHKU 3alUIIEHHOCTH IeNecoo0pa3Ho Hc-
I0JI630BaTh KOMIUICKCHBIE ITOKa3aTelH 3alUIIEHHOCTH, YYUTBHIBAIOLIIHE MPOIECCH
HapyuieHus: 6e3onacHocTH pecypcoB B AC, a Takke MpoIeccs KOHTPOJS M BOCCTa-
HOBJICHHS MX 3alUIIEHHOTO COCTOSHMS. B KauecTBe Takoro mokasareisi mpejyiara-
€TCs UCTOJIBb30BaTh K03 ¢uimeHT 3anmnieaHoctr uapopmarmu AC ot HC/. Ilo-
Ka3aHa 3aBHCUMOCTHh Kod(duuuenrta 3amumeHHoctd nHpopmanun AC oT ymcia
3aIUIAeMbIX PECYpCOB, MHTCHCHBHOCTH HapyIICHUH O€30IIaCHOCTH PEcypcoB H
HMHTEHCHBHOCTH BOCCTAHOBJICHHS 3aIIUIIEHHOCTH PECYPCOB IIPU OTPAaHWYEHHBIX H
YCIIOBHO HEOTPaHWYEHHBIX pecypcax Ha BOCCTAaHOBJICHHE 3amuiieHHocTH. Ha ocHo-
BE JIAHHOTO TI0Ka3aTessi MPOBEAEH CPaBHUTENbHBIN aHamu3 TUIOBBIX AC mpeanpus-
THH, KOTOPBIiT TO3BOJIMII CJIETATh CIIEIYIOIINE BBIBOIBI.

1. 3aBucumocTh ypoBHs 3aruiineHHoctd uHdopmarmu or HCII B AC ot pe-
CypCOB, BBIAGISEMBIX HA BOCCTAHOBIICHHE 3alIUIIEHHOCTH, HOCUT SIPKO BBIPAXKEH-
HBI HenmHeHHbI xapaktep. [dns kaxnoit AC cymiecTByeT HOpOTOBOE 3HAuCHHE
BBIZIETIIEMBIX PECYPCOB, NPEBBIICHHE KOTOPOTO MPAKTHYECKH HE MPUBOAUT K MO-
BBIIICHHIO YPOBHS 3aIUIIIEHHOCTH.

2. Jlna obecreveHust TpeOyeMOro YpOBHsS 3alMICHHOCTH HEOOXOJUMO HC-
T0JIb30BATh JAOTOJHUTEIBHBIEC M AIbTEPHATUBHEIE CPEACTBA 3aIHUTHI.

3. be3 uCmomb30BaHUS aBTOMATHUYECKUX CPEACTB OOHAPY)KCHUS HapyIISHHWH
0€30IacHOCTH PECYPCOB U BOCCTAHOBIICHUS 3aLIMIIEHHOCTH pecypcoB AC, criocob-
HBIX (DYHKIMOHHPOBATH B ONM3KOM K peansHOMYy Macmtaly BpEMEHH, B pPealbHBIX
YCIIOBHSX AKCILTyaTaI[MN BEICOKHH YPOBEHb 3aMUIIEHHOCTH TPYIHOMOCTIKIM.

[lo MHEHHIO aBTOPOB, LeNb PabOTHl NOCTUrHyTa. J{aHHBIA MOIXOJ MOXET
MIPE/ICTABIIATh MHTEPEC Kak JUIsl pa3pabOTINKOB CHCTEM 3aIINTH HH(OPMAIINH, TaK
Y JUIs IOJDKHOCTHBIX JIMILI, OTBETCTBEHHBIX 3a 3amuty nHdopmarmu ot HCJI B opra-
HU3AILUIX.
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SUMMARY

Avramenko V.S., Kozlenko A.V. Model for quantitative estimation of in-
formation security from unauthorized access in the automation system

on a complex metric.
The security level estimation should be made at all stages of automation sys-

tems life cycle at various degree of completeness and reliability of the available
information. Research the questions of an estimation of information security from
unauthorized access in the automation system is a basis for working out of quantita-
tive requirements to create information security systems their subsystems. The pur-
pose of the article is working out a model for a quantitative estimation of infor-
mation security from unauthorized access, which provide increasing efficiency man-
agement of information security in the organizations.

Information security from unauthorized access in the automation systems is de-
fined by security of its resources. For solution of the security estimation task it is
expedient to use the complex security coefficient considering both processes of re-
sources security violation in the automation systems, and processes of the control
and restoring of their defended status. As such metric it is offered to use security
coefficient of information security from unauthorized access in the automation sys-
tems. Dependence of security coefficient of information from unauthorized access in
the automation systems from quantity of defended resources, intensity of security
violations of resources and intensity of resources security restoring is shown for
limited and is conditional non-limiting resources on security restoring. On the basis
of the given metric the comparative analysis of the standard automation systems of
firms which has allowed to draw following outputs is carried out:

1. Dependence of information security from unauthorized access in the auto-
mation systems level from the resources selected for security restoring, has pro-
nounced strongly nonlinear character. For every automation system exists a thresh-
old value of the allocated resources which excess practically does not lead to in-
crease the security level.

2. For ensuring of demanded security level it is necessary to use additional and
it is desirable alternative protection frames.

3. Without using automatic sensors of resources security violation and re-
sources security restoration in the automation system, capable to function in close to
a real time scale, in real conditions of operation it is hard to mount the high security
level.

According to authors, the work purpose is reached. The given approach can be
of interest both for developers of information security systems, and for the officials
responsible for information security from unauthorized access in the organizations.
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