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Mewepsakoe P.B., Hcxaxoe A.FO., Esciomun O.0O. CoBpeMeHHble MeTOABI ofecmeyeHus
1eJOCTHOCTH JAHHBIX B POTOKOJIAX YNIPaBJIeHUsI KHOep(PU3NUECKHX CHCTEM.

AHHOTanus. B Hacrosiiee BpeMst OCTPO CTOMT MpoOieMa CO3AaHHs METO0IOTHYECKOro
obecrieueHusi 06e30macHOCTH KUOEp(U3MYECKUX CUCTEM, B YAaCTHOCTH INPOCKTHPOBAHUS H
peanH3anuy HOJACHCTeM HHGOpManuoHHON OezomacHoctd. IIpum sToM mampmadgrt yrpos u
YSI3BUMOCTEH, XapaKTepHBIX I NMPUMEHSEMOTO0 B KHOEP(H3NYECKHX CHCTEMax IIHPOKOro
CIIEKTpa anmapaTHBIX M MPOrpaMMHBIX TEXHOJIOTHH, YPE3BBIYAITHO MIHPOK H CIOXEH. B aToM
KOHTEKCTe 0e30IIacHOCTh IIPOTOKOJIOB IIPHUKJIAJHOTO YPOBHS HMEET IEPBOCTEHECHHOE
3Ha4YCHHWE, IIOCKOJBKY OTH IPOTOKONBI JIeXKaT B OCHOBE B3aUMOJCHCTBHS MEXIY
NPUIOKCHUSAMH W CIykOaMu, paboTaloNMMH Ha pPA3IMYHBIX YCTPOMCTBAaX, a TaKXKe B
o0nayHbIX HHOPACTPYKTypaX. B yCIOBHAX IOCTOSHHOTO B3aHMOJCHCTBHS HCCIETYEMBIX
CHCTEM C peanbHOH (u3udeckoil HMHOPACTPYKTypoil akTyanbHa NpoOiieMa OIpeleleHHs
9((eKTUBHBIX Mep 0 OOECHEYCHHIO LEIOCTHOCTH IIEPEAaBacMbIX KOMAHJ YIIPaBICHH,
IIOCKOJIbKY HApYIICHHUE BBIIOIHAEMBIX KPHTHYECKU Ba)KHBIX IIPOIECCOB MOXET 3aTparuBaTh
KHM3Hb M 310poBbe mozeil. IlpencraBineH 0030p OCHOBHBIX METOHOB OO€CIICUECHHS
L[EJIOCTHOCTH JaHHBIX B MPOTOKOJIAX YIpaBICHHs KNOepHU3MIECKUX CHCTEM, a TaKxKe 0030p
YA3BEMOCTEH IMIPOTOKOJOB MPUKIAAHOTO YPOBHS, LIMPOKO MCIOJIB3YyeMBIX B Pa3IMYHBIX
KnOeppu3MIecKux  CHCTeMaX. PacCMOTpeHBI  KJIACCHYECKHE  METOABl  OOecriedeHHs
L[EJIOCTHOCTH U HOBBIE METO/BI, B YaCTHOCTH OJOKYEHH, a TAK)XC OCHOBHBIC HAIPABICHUS
HOBBIICHHUS  A()PEKTHBHOCTH  HPOTOKOIOB  OOECHEYCHHsI LEIOCTHOCTH  JAHHBIX B
KnOeppu3MIecKuX CcHcTeMaxX. AHaNIU3 YSA3BUMOCTEH INPHKIAJHOIO YPOBHS IIPOBEJCH HA
npumepe Haubosee momyisapHeix crnenupukaumii MQTT, CoAP, AMQP, DDS, XMPP, a
TaKXKE MX pealu3aldil. YCTaHOBJIEHO, YTO HECMOTpSl Ha HAJIMYME BO BCEX MEPEUHCICHHBIX
MIPOTOKOJIaX 0a30BBIX MEXaHU3MOB 00eCIIeueHNUs Oe30MacHOCTH, HCCISI0BATENN IPOIOIIKAIOT
PEryJIIpHO BBISBIATH YSI3BHMOCTH B IOMYJISPHBIX PEATM3alHsAX, Y4TO 3a4acTyI0 CTaBHUT IIOJ
yIpo3y CepBHCHI KPUTHIECKOH HH(PACTPyKTYphl. B x0/1€ moAroToBku 0630pa CyIECTBYHOMINX
METONOB O00ECIeUeHUs] LENOCTHOCTH IaHHBIX U HCCIEAYyeMOro Kiacca CHCTeM Obun
OIIpe/Ie/ICHbI KIFOUEBBIC TTPOOIEMbI HHTETPAI[MH 3THX METO/JI0B H CIOCOOBI UX PELICHHS.

KioueBble ci10Ba: kubepdusnyeckasi CHCTEMa, HHTEPHET BEILICH, IPOTOKOJI, OIOKYEHH,
1 (pOBbIC BOASHBIC 3HAKH, ayTCHTH()UKAIHS

1. BBenenne. lccnenoBaHue MeTONOB M HMOJXOAOB K obecreye-
HAIO WHGOPMANHMOHHOW 0E30MacHOCTH B KHOEp(U3MUECKHX CHCTEMax
SIBJISIETCSl BaXKHOHW 3a7jadeid Ha MyTH (GOPMHPOBAHUS €IHHON METOIOJIO-
THH Pa3BUTHUS CPEJCTB aBTOMAaTH3AlMH M YIPABICHUS B CIOXKHBIX IeTe-
POTEHHBIX CHCTEMaX, MEPEX0 ] K KOTOPBIM MO3BOJIUT YEJIOBEUYECTBY BbIH-
TH Ha OoJyiee BBICOKHH YPOBEHb MHAYCTPHAIN3AINH, CHU3UTh KOJTUYECTBO
U YPOBCHb HOCHG}ICTBI/Iﬁ TEXHOICHHBIX IMPONU3BOJACTBCHHBIX KaTaCTpOd) n
MOBBICUTH Kau€CTBO KHU3HHU.

AKTyalbHOCTh 3a/1a4 00CCIICUCHUST KOMILICKCHOW O€30MacHOCTH KH-
Oep(U3MIECKIX CHUCTEM 3a CUET CIEIUATM3UPOBAHHBIX HAyYHO O0OCHOBaH-
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HBIX METOJIOB OpraHM3alluK 3allUIIEHHOTO B3aUMOJIEUCTBUSI KOMIIOHEHTOB
00YyCJIOBIIEHA CTPEMHTEIBHBIM POCTOM KHOEpaTak Mo BCEMY MHUPY — CIIOXK-
HBIX, MHOTOLIArOBBIX M 3a4acTyl0 aAalTUPOBAaHHBIX MO/ IIENEBYIO0 HH(pa-
crpykrypy. Tak, nocie HamrymeBuied Mirai [1] qBymMs ApyruMHU KpYITHBIMA
6otHeT-aTakamu cranu Hajime u Reaper, koTopbie HanpaBieHbl Ha OOJIbIIOE
KOJIMYECTBO YMHBIX ycTpoicTB. B ampene 2020 rona ncenenosarenu B o0na-
CTH KHOepOe30macHOCTH 3a(pUKCHPOBANIM MHO)KECTBEHHBIC aTakd OOTHeTa
«Dark Nexus», UCIIONB3YIOMIETO VSI3BIMBIC TaKeTHl MIHTepHeTa Bemmel s
BBITIOJTHEHUSI PACTIPEICIEHHBIX aTaK «OTKa3 B oOCHyxwuBaHum». Ha maHHbINA
MOMEHT artaka Bkiodaet Oonee 1400 60TOB, QyHKIMOHUPYIOMIUX B PEKIME
00paTHOro MPOKCH-CEPBEPa, U HAIPABIECHA HA KPUTHUYECKH BaXKHBIE OOBEKTHI
Kuras, Taunauna, bpazummn, FOxuoit Kopen u Poccun [2].

ITomoOHele BTOpKEHHS B KHUOEpPHU3MUECKHE CHUCTEMBI IPOHM3BOJ-
CTBEHHBIX MPOLIECCOB, 3aMYIICHHBIX B KPUTHYECKOH MH(ppAcTpyKType, He-
JOnycTUMBbl. IMEHHO TI03TOMY OOCY)KJCHUIO JaHHOM MPOOJIeMbl U BBIJBH-
JKCHUIO COOCTBEHHBIX MOAXOAOB U METOJOB HOCBSIIEHO MHOXXECTBO MyO-
JIMKaUi POCCUHCKHX M 3apYOEKHBIX aBTOPOB, a TAK)KE MaTepHAJIOB JIOKJIa-
J0B nporibHBIX KoH(epeHmii. Takas akTHBHOCTD MOKA3bIBAET 3aHMHTEPE-
COBAaHHOCTh MHPOBOT'O HAayYHOTO COOOIIECTBa B CO3/IaHMU KOMIUIEKCHBIX
pelIeHU B JAHHOW 00JTacTH.

K umcny oTIMUUTENbHBIX 0COOCHHOCTEH MOJABIISIONIETO OOJIBIINH-
CTBA peIICHUH s KHOePPU3MUECKUX CUCTEM SBISIOTCS BBICOKHE TpeOoBa-
HUSI K YPOBHIO (DYHKIIMOHUPOBAHUS, OE30IaCHOCTH M HaJAEKHOCTH MPOTO-
KOJIOB YNPAaBJIEHUS, a TAaK)K€ HEOOXOJMMOCTh COUYETAHHS MHOTOIPO(HIb-
HBIX 33/la4 B paMKax OJHOTO NPOM3BOACTBEHHOIO Mpoliecca, BEICHUS He-
MIPEPHIBHOIO MOHUTOPUHTA M aHAJIN3a COCTOSIHUSA cucTeMbl. Hapsiny ¢ atum
HE MEHEe BaXHOM OTIMYUTEILHOM OCOOCHHOCTBIO SIBIAETCS MHpobiiemMa
NPUMEHUMOCTH COBPEMEHHBIX CPEJICTB M METOZOB olecrieueHHs: Oe3omnac-
HocTu. [lepcriekTHBHBIE HANpaBICHUS aJaNTalli METOJOB U JIITOPUTMOB
3amuThl MHQOPMAIMK AJIsl UX HCIIOJIb30BaHUs B KHOEP(PHU3NUECKUX CHCTE-
Max 3ay4acTyl0 OOYCIIOBJICHO HHU3KOW BBIYHCIUTENHLHOH CIIOCOOHOCTBHIO
KOMITOHEHTOB TaKHX KOMIIJICKCOB.

PesynbraTel uccnenoBanuii [3-5] roBopsAT 0 TOM, 4TO HauOOJIBIICH
TMIOITYJISIPHOCTBIO Y 3JIOYMBIIIIEHHUKOB ITOJIB3YIOTCSI MMEHHO IPOTOKOJIBI
mpuKIagHOTO YpoBHSA (Application layer), B pamMkax KOTOPBIX pa3paboTdu-
KH peau3yloT MPOIpHETapHbIe IIPaBUIa U MEXaHN3MBI ((hOpMaThI 3aIIpOCOB
W OTBETOB, INpOTpaMMHBIE WHTepdeich mnpumoxkeHwmi (application pro-
gramming interface, API), 3ampocs! k ypoBHIO mpencTaBieHus, 00padboTyn-
KM OIUOOK | T.1.). DTO CBS3aHO C BBICOKOW BEPOSTHOCTHIO HAIWYHS YS3-
BUMOCTEIl HYJIEBOTO [HsI, 4TO OOYCIIOBJICEHO HH3KOH CTENEHBIO 3aIlUThI
MIPUMEHSIEMBIX METOJIOB BCJICACTBHE WTHOPUPOBAHMS Pa3pabOTUMKAMM He-
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00XOJMIMOTO aHaJli3a CO CTOPOHBI HAYYHOTO COOOINECTBa U HCCieoBaTe-
neil B cdepe MHPOpPMAIIMOHHON M KuOepHeTnueckon Oe3omnacHocTH. B [6]
MIPEACTaBICHO MCCIIEI0BAHUE TUTIOBBIX MTPOTOKOJIOB Oe3onacHoctu DTLS n
IPSec, nmpumeHsieMBIX B KOHTEKCTE 3alllUTHl paccMaTpUBaeMbIX HH()pa-
cTpyktyp. [IpuBeieHHBIN B BhINIEyKa3aHHOI paboTe aHANN3 MOYEPKUBAET,
YTO 3TH MPOTOKOJIBI HE OTBEYAIOT HEKOTOPHIM TPeOOBaHMAM O€30MaCHOCTH,
KpOME TOTO, CYIIECTBYET NMpobiieMa BHICOKOW Harpy3Kd M MacuITabupoBa-
HUS, KOTAAa pedb 3aXOMUT O mpuMeHeHuH mpoTokonoB DTLS u IPSec B
ycrpoticTBax nHppacTpykTypsl MaTepHeTa Bemel (Internet of Things, [oT)
C HU3KAMH BBIYHCIUTENBHBIMU CIIOCOOHOCTSAMH. YKa3aHHBIE OOCTOSITENb-
CTBa BBIHY)KITAIOT pa3pabOTUMKOB emie pa3 3agyMaTbcs 00 obecrmeueHHun
0€30IaCHOCTH HETOCPEICTBEHHO Ha YPOBHE NMPHIIOKEHHU. B 3Toi cBs3M B
paMKax JaHHOHW CTaTbU 0030p OyJIeT OPUEHTHUPOBAH HA METOJbI 3AIIUTHI,
NpeAHasHAYCHHBIC [JId MPUMCHCHUA Ha IMPUKIaJHOM YPOBHE MOJCIIU
OSI (The Open Systems Interconnection model). B kadecTBe mepcreKTHB-
HBIX MEp [0 HEUTpaJIM3alluy YIpo3 HapyLICHUs LIEJIOCTHOCTH JaHHBIX IIPU-
BOJIUTCSl aHAIM3 MUPOBOTO OIIBITA 11O MPUMEHEHUIO TEXHOJIOTHU OJIOKYEHH
1 OUQPOBBIX BOJSHBIX 3HAKOB B KaueCTBE MEXaHM3MOB OOECHEUeHHUsS] WH-
(opManoHHOW 06€301acHOCTH KHOEPPHU3NIECKUX CHCTEM.

Cratbsi OpraHu3oBaHa clexylonmM obpasoMm. B paznmene 2 mpen-
CTaBjJeHa o0Omas XapaKTepHCTHKAa PacCMaTPUBAEMBIX IPOTOKOJIOB IIPHU-
KIIQHOTO YPOBHS, KOTOPBIE NMPHUMEHSIOTCS [UIS YIpaBIeHHS OOBEKTaMU
KuOep(HU3NIeCKNX CHUCTEM M JIIEMEHTaMH WHQpPacTpykTypsl WHTepHeTa
Bemeil. B pazgene 3 paccmarpuBaioTcs MOTEHIMAIBHBIE PUCKH O€30MacHO-
CTH, OCHOBaHHBIE HAa KOHCOJUIALIMH 3amucei n3 6a3 ganueix Common Vul-
nerabilities and Exposures (CVE) u 6anka manusix yrpo3 ®CTIK Poccun,
XapaKTePHBIX IS UCCIEAYEMBIX IPOTOKOJIOB, a TAK)K€ MUPOBBIX MPAKTHK U
Hay4YHBIX HccienoBaHuil. B paszmene 4 mpencraBiieH 0030p COBPEMEHHBIX
Hay4YHBIX MyOJIMKAlUi B KOHTEKCTE 00ECTIeYeHHsI IETIOCTHOCTH JAHHBIX IS
BBIOpaHHOW MpPEAMETHOH 00JacTH, B TOM 4YHMCIie TIPUBOAUTCS 0030p Hayd-
HBIX MyOJMKaLUi, paccMaTpUBaIOIIMX MHTETPALMIO TEXHOJIOTHN OJIOKYECHH
B Kubep(du3nuecKre CHCTEMBI, a TaK)Ke 0030p METOJ0B BCTpauBaHUS LU]-
POBBIX BOJSHBIX 3HAKOB B KaUeCTBE MEXaHW3Ma 00eCIeUeHHs 1IeTIOCTHOCTH
n ayTeHTH(UKaMy JaHHBIX. B paszaene 5 o0cykmaroTcss OCHOBHBIE Pe3yib-
TaThl aHAJIM3a aKTyaJbHBIX METOMOB MPOTUBOAEHCTBUS yrpo3aM obecrieye-
HUSI LEJIOCTHOCTH JAaHHBIX, NIEPEIaBaeMbIX B IIPOTOKOJAX YIPABICHUS KH-
0eppU3NIECKUX CUCTEM.

2. Kpatkuii 0630p uccieayeMbIX NPOTOK0J0B. HeoOxoxnmo oT-
METHTbh, YTO PACCMATPHUBAEMBIE B CTAThE MTPOTOKOJIBI 3a4acTyI0 OTHOCST U K
npoTokosiaM MHTepHeTa Bemieil. DTo CBA3aHO C T€M, YTO B HAy4yHOHU cpene
unppactpykrypsl [oT u knbepdusnueckux cUCTEM HMEIOT CXOXKHE OIpe-
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nenenusi. O0a MOHATHS COOTBETCTBYIOT TEHICHIIMH WHTErpaluy HU(PPOBBIX
BO3MOKHOCTEH, I10/Ipa3yMeBalolleil TeCHOe B3aUMOJISHCTBIE MEXTYy (pu3u-
YECKUMH Y BBIYHCIIUTEIBHBIMHU MIPOIIECCAMH, B TOM YHUCIIE C MPUMEHEHHEM
COOTBETCTBYIOIINX CHCTEM M CeTeBOM MHPpacTpykTypsl. [Ipu sToM B X018
aHaiM3a MyOJIMKAIMi 10 COOTBETCTBYIOIIEH TEMaTHKE y Pa3HBIX HCCIENO-
BaTeJiell TPOCIC)KUBAIOTCS PAa3HOINIACHS B apXHUTEKType IPEICTaBICHUS
JAHHBIX KOHIENuuil. Tak pa3nuyHble 3KCIEPTHl HCIONB3YIOT TPOTHBOPEYH-
BbIE ONpE/ENEHHs O Pa3HOTO poja MEpeKphITHN MOoHATHH «HTepHeT Be-
mei» U «kudep(u3NIecKne CUCTEMBD» — YaCTUYHOE WIIM MOJTHOE BKIIOUE-
HHE OJHOTO MHOXKECTBa B JIPyroe, OOpaTHBIC BKJIIOYEHHS, SKBHBAICHT-
HOCTh. TeM He MeHee HaOMIONaeTCsl TEHICHLMS COMMKEHUS 3THX TEPMH-
HOB [7] — HECMOTpS Ha pa3NUyYUe B MPOUCXOXKICHUH, COBPEMEHHBIE CHCTE-
MBI, paccMaTpUBaeMble C TOUYKU 3peHHsA (YHKIMOHAIBHOCTH, IONAJaroT
noz (hopManbHOE Onpe/ielieHHe 000X MOHSATHH.

HccnenoBanusi, HarpapieHHbIE HA CHCTEMaTH3ALUIO PA3IMYHbIX Ka-
Teropuil kndepduznueckux cucrem [8, 9], mpuUMeHsSIOT pa3HOOOpa3HbIE
MOJXO/IBI K MX KIaccu(uKamu:

—II0 YPOBHSIM MHTETrpanuu (connection, conversion, cyber u 1.1.);

—T0 JIOMEHaM INpHMEHEHUs (IHEepreTrka, poOOTOTEeXHHKA, TPaHC-
TIOPTHBIE 3a]1a4H, BOCHHBIE 00BEKTHI, CHCTEMBI 3/[paBOOXPAHEHUS U T.11.);

— 10 CTETIEHH B3aUMO/ICHCTBUS C YEIIOBEKOM.

OueBHAHO, YTO MHOrooOpa3ue W T'€TEePOreHHOCTh HCIIOJIb3YEeMOTro
000pyIOBaHKSA B TOM WJIM MHOM OONAaCcTH NMPHUMEHEHUS, a TaKKe Pa3IHIHBIC
APXHUTEKTypHBIE MOJENN KHOep(HU3NUECKUX M COMMOKHOCPPU3NICCKUX CH-
creM TpeOyroT audhepeHIMPOBAHHOIO MOAX0a B MOA00PE ONTUMAIBHOIO
HIepeYHs] METOJ/IOB U CPEJCTB OOecreueHns] HHPOPMAIIHOHHON 0€301aCHOCTH.
B nanHOIl cTathe 0030p NMPOTOKOJIOB OTPaHUYUBACTCS HauboJee MOIyJIAp-
HBIMH CTaHAapTaMH U peanuzaiusamu [10], npuMeHsieMbIME TIpH pa3paboTKe
kubepuznueckux cucreM u loT-pemennii:

—CoAP;

—MQTT;

—DTLS;

— Eddystone;

—HTTP2;

—iBeacon;

—PJON;

—STOMP;

— Websocket;

— XMPP.

Kak Obu1o oTMedeHO paHee, MPOTOKONBI CBS3M Ha HPHUKIAJTHOM
YpOBHE SBIAIOTCSA (PyHIAMEHTANBHBIM 3JEMEHTOM KHOep()HU3WIecKOl HKO-
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CHCTEMBI, TIOCKOJIbKY OHH JIe)KaT B OCHOBE BCEX B3aMMOJEHCTBHH MEXIy
anemenTamu loT, a Taxke Mexy ycrpoiictBamu u o0sauHON UH(ppacTpyk-
Typoii [11-12]. Tunuunele GpyHKUMH, peann30BaHHbIE STHMU NPOTOKOJIAMH,
CBSI3aHbI C 0OOMEHOM COOOLICHUSIMU U OOHApY)KEHHEM CepBHCOB. B wacTHO-
CTH, OOMEH COOOILEHHUIMH OTHOCUTCS K Tepeade HHopMauy (IaHHBIX U
YTIPaBISIFONIMX BO3ACHCTBUIT) MEXIy yCTpOWCTBaMH, a OOHapyXXeHHe — K
JIETEKTUPOBAHMIO TIpEUIaraeMbIX yCTPOWCTB M cepBUCOB. B Tabmmme 1 npu-
BEZICHBl OCHOBHBIE XapaKTEPHCTHKH HanOoJiee MOIMYJSIPHBIX MPOTOKOJIOB
obmMeHa coobmenusaMu, a umeHHo: MQTT, CoAP, AMQP, DDS u XMPP.
[Iportokoner o0Hapy)eHus ciyk6 (Takume kak mDNS u SSDP) me mpeno-
CTaBIAIOT (YHKIIMOHAN Mepeiadi KOMaH]| YIPaBlICHHUS, TOITOMY HE SIBIIS-
FOTCSI IPEAMETOM HACTOSIIIEr0 UCCIIEI0BAHMS.

Tabnuna 1. OCHOBHBIE XapaKTEPUCTUKU MPOTOKOJIOB NPUKIATHOTO YPOBHS

IIpoTokon MQTT CoAP AMQP DDS XMPP
Crangapr OASIS IETF OASIS OMG IETF
Ilen- en- en-
Apxurextypa Tpayu- Tpaju- Tpayu- Jlenentpa- Ilentpanu-
30BaH- 30BaH- 30BaH- | JIM30BaHHAs 30BaHHas
Has Has Has
Mopens B3aut- | o g b | Req/Resp | Pub/Sub | Pub/Sub | Lub/Sub,
MOJICHCTBUS Req/Resp
Tpancnopt TCP UDP TCP TCP / UDP TCP
ObecrnieueHue
KOH(HICHIIU- TLS DTLS TLS TLS/DTLS TLS
aJbHOCTH
IIpo- IIpo-
Ayrentidu- npue- npue- SASL Tponpue- SASL
Karus TapHas
TapHas TapHas
AwTopusamus ) ) ) IIpompue- [Ipompue-
TapHas TapHas

Conepxxumoe TaOnuIbl 1 JEMOHCTPHPYET, YTO MPOTOKOJBI Pa3iIH-
YaIOTCS 110 MHOTUM aCleKTaM, TAKUM KaK apXUTEKTYPHBIE MOJIEIH U MOJIe-
JM B3aUMOJICHCTBUS, PEXKHUMBI TPAHCIIOPTA JAHHBIX M BCTPOCHHBIC Mexa-
HU3MBI o0ecrieueHnst 0e30macHOCTH. HeKoTophle MPOTOKONBI UCHOIB3YIOT
LEHTPAIN30BAHHbBIE, TO €CTh KJIMEHT-CEPBEPHbIC apXUTEKTYPhI, B TO BpeMs
KaKk JIpyrde OCHOBaHbI Ha TOJHOCTBIO PACIpPEACICHHBIX apXUTEKTypax.
Hanpumep, ams takux mnpotokonoB, kak MQTT u AMQP, 6pokep urpaer
pOJib CepBepa M B3aMMOICHCTBYET C KIMCHTAMH, IOJIydas M Iepechuias
coobmenus. OOMeH cooOIIEeHUSIMH, KaK TPaBHUIIO, OCYIIECTBISETCS B COOT-
BETCTBUHM C MOJEISIMU ITyONMKAIMK/TIOANUCKE WM 3anpoca/oTBera. He-
CMOTpS. Ha TO, YTO BCE PACCMOTPEHHBIC MPOTOKOJBI MpeIHA3HAYCHBI IS
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HOJKITIOUYEHHST YCTPOMCTB B PacrpelielieHHOW CeTH, BEIOOP TOTO WIJIM WHOTO
NPOTOKOJIA ONpEeAETAeTCd HCXOAS W3 HEOOXOIUMOCTH BBINOJIHEHHS KOH-
KPETHBIX OINEPAallMOHHBIX CIEHAPUEB M apXUTEKTYPbl BHEAPEHHUS, OCOOCHHO
KOTJla NPUHATH BO BHUMAaHHE KJIIOUEBBIE CUCTEMHbIE TPeOOBaHUs, TakKHe
KaK TpOM3BOAUTEILHOCTh, KAuecTBO OOCITY>KHUBaHUS, WHTEpOIepadesb-
HOCTB, 00ECIIeUeHUE 0TKA30yCTONUNBOCTH 1 Oe3omacHocTH [13].

3. AHau3 ysizBuMocTeil. HecMoTpsa Ha To, 4TO BO BcexX Iepednc-
JICHHBIX TPOTOKOJIaX B TOM MJIM MHOW CTEIEHH HPEITyCMOTPEHBI 0a30BbIC
MEXaHHU3MBI 00ecTIeYeHUs] 6E30ITacCHOCTH, UCCIEIOBATENN PETYISIPHO HaX0-
JSIT ySI3BUMOCTH, KOTOpBIE CTaBST ITOJ YIPO3bI CEPBUCHI KPUTHIECKOW WH-
¢dpactpykrypsl. Ha pucynke | mpezncraBieHa CTaTHCTHKA HAIMOHAIBHOMN
6a3p1 nannbix ys3BuMocreid CIIIA (National vulnerability database, NVD)
3a TocneHue 2,5 roja Mo yKa3aHHbIM IPOTOKOJIAM.

CratucTuka OHy6J’II/IKOBaHHBIX yﬂBBHMOCTeﬁ
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Puc. 1. CtatucTuka no KoIu4ecTBy yA3BUMOCTEH NPOTOKOJIOB (peann3aruii),
omy6aukoBaHHBIX B 6aze NVD ¢ 2018 roga

[IpoBenennsiii aBropamu aHanu3 CVE, CB3aHHBIX C cepBUCAMU U
CUCTEMaMH, KOTOPBIC UCHOJIB3YIOT MpoTokol MQTT, mo3BosnseT CyauTh He
TOJILKO O XapaKTepe BBISBICHHBIX yrpo3 0e30macHOCTH [14] B KOHKPETHBIX
UHPPACTPYKTYPaxX, HO U BBIIBUTH OOIIYIO0 TCHJACHIMIO YSI3BUMBIX TOYCK
JMAHHOTO CTaHIapTa. Tak, B XOJI¢ aHaJI3a OMCKOBOH BBIIAYH CIICIHAIII3H-
poBaHHO# cucTeMbl vulners.com Obuto HaiieHo Oonee 70 3ammceit (B ToM
YHCIIe SKCIUIONTHI, OIOJUIETEHN 0E30IIaCHOCTH M IpyTHUe ITyOIMKaIiN), TIpsi-
MO WM KOCBEHHO CBSI3aHHBIC C HCCIEAYEMBIM IPOTOKOJOM. [lomck mo
NVD mnoxka3zan, uro u3 6oxee 36 TeMaTHUECKUX 3amlHCeH, OMyOIMKOBaHHBIX
HaunHas ¢ 2018 roma, OONBIIMHCTBO YSI3BUMOCTEH CBA3aHO C HEIOCTATOU-
HOW MPOBEPKOH coolIIeHuit cepBrucamu U ciyx6amu. Hanpumep, «ommndka
HeyuteHHoW emmHunpy (CVE-2020-10070) B mekomepe IUIMHBI TIaKeTa
MQTT mnpoekra Zephyr MOXKET HPUBECTH K MOBPEKACHHUIO NAMSATH U BO3-
MOKHOMY yJaJleHHOMY BBINOJHEHUIO Kkoja. Ysa3BuMmocTh (CVE-2019-
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11779) xapakTtepuszyeT BO3MOXKHOCThH BpeaoHocHoro kiueHta MQTT BbI-
3BaTh IEPENOIHEHNE CTEKa, MPOCTO OTIPaBUB subscribe-naker, coiepka-
i Temy u3 He MeHee 65400 «/» CUMBOJIOB. AHAJIOTHYHO MAKET connect B
COYETaHWH C BPEIOHOCHBIM IAKETOM 3ampoca unsubscribe Moxer OBITh
HCIIOJIb30BaH JIIsl TOTO, YTOOBI BBI3BATh aTaKy THIA «OTKa3 B 0OCIy)XHBa-
aum» (DoS) na 6pokepa (CVE-2019-6241). [Ipyrue Bompocsl 6e30macHo-
CTH OTHOCSTCSI K KaTeTOPUAM ayTeHTHU(QHUKAMK U aBTopu3annu. llupoko
mBecteH spkuil mpumep (CVE-2017-7650), xorga KIMEHTHI, OTpeners-
IOIIME UMsI IOJIB30BATENS KaK «#», MOJHOCTHIO HTHOPHPYIOT MEXaHU3MBI
KOHTPOJIISL JocTyna U moanuckiBaroTces Ha Bce TeMbl MQTT. B myb6nuka-
nuu [15] obcykmaercs HECKOJNBKO MPHUYMH TOrO, MOYEMY CYIIECTBYET
MHOXecTBO cucteM [0T mHa ocHoBe MQTT, B KOTOpPHIX HE peann30BaHBI
aJIcKBaTHbIE MEXaHU3MBbl OE€30MACHOCTH, a TAKXKE MPEJICTABJICHBI JEMOH-
CTpallMOHHBIC CIICHAPHM THUIOBBIX aTtak. VHTepec mpejacraBisieT ucclie-
JnoBaHue [16], B paMKkax KOTOPOTrO aBTOPHI MPOBEIM OIEHKY aTak OTKa3a
B 00CIy>XMBaHHUHU, HAIICJICHHBIX Ha OpPOKEPOB PA3JIMUYHBIX pealu3aluii
JAHHOTO IIPOTOKOJIA, @ TaK)Xe NPEICTaBHIM KOHCOJIHIWPOBAHHYIO MO-
nenb yrpo3 MQTT. CtouT OoTMETHTH 0030p MOMYJSPHOW Cpemau 370-
YMBIIIJICHHUKOB cXeMbl DoS-aTaku TOCPEICTBOM OTIPaBKH OpoOKepy
co00MIeHNH ¢ BEICOKUM ypoBHEM QoS.

0030p myOnukaruii, obodmaromux ys3umocta CoAP [17-19], a
taoke bBIY ®CTOK (BDU:2019-00925, BDU:2020-02424) u NVD (CVE-
2020-12884, CVE-2020-10063, CVE-2019-17212, CVE-2018-12679,
CVE-2018-12680) mo3BomnsieT yTBepKIaTh, YTO HanOoJee gacras mpodiema
0€30MacHOCTH B pealn3alyix CBsI3aHa C HEKOPPEKTHOH NPOBepKoi oObeMa
NIOZaBaeMbIX TaHHBIX M COIEP)KUMOTO cooOmmeHui. Vcronap3oBaHue 3THX
YSI3BUMOCTEH MOXET IPUBECTH K TAKUM IIOCIEACTBUSIM, KaK yTeuKa IMaMsITh
U yJaJICHHOC BBIMIOJHEHHE KOJZIA, YTO CTaBHT IOJ Yrpo3y paboTocmocos-
HOCTh Bcell kubepdusnueckoit cucremsl, ucnonbsypomeid CoAP. Taxke
U3BECTHBI YSI3BUMOCTH TONYJSIpHBIX OuOnmuorek CoAP, mozsossroniie B
pe3ysbTare MOJMEHBI aJpeca MCTOYHHKA W HEKOPPEKTHOW 00pabdOTKH OT-
BeTHBIX coobmennit (CVE-2019-9750) BBIMOMHATE pacnpeieNieHHYIO aTaKy
THIIa «OTKAa3 B 00CITy>KUBaHUM.

CornacHo 6a3e manabix NVD u mHayunoro coobmectsa [5, 20] cep-
BHCHI KHOEpPPHU3MUECKUX CHUCTEM, ucmonb3ytomme AMQP, HeomHOKpaTHO
MIOJBEPTAINCH KPUTHKE CO CTOPOHBI HcCienoBareneii B obaacti nHpopma-
LMOHHOM Oe3omacHOCTH. Tak B X0#€ M3y4YEHUs MPAKTUYECKHX HCCIIEA0Ba-
Hult 6e3omacHocTr poTokora AMQP OGbIIO BEISBIEHO MHOXKECTBO (PaKTOB
HEKOPPEKTHON HACTPOIKH OpoKepa, 4TO 3a4acTyio MPUBOAUT K CEPbE3HBIM
yrpo3am i 00bekTa. Kpome TOro, cam mojipb30BaTe/IbCKuil BeO-uHTEpdEiic
YIPaBIEHUS  3a4acTyl0  CTAHOBUTCSI  HCTOYHUKOM  KPHUTHYECKHUX
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yrpos (mampumep, CVE-2015-0862, CVE-2016-0734, CVE-2017-4965).
besycnosno, B otnnure oT MQTT u CoAP Takue 3amuTHbIE MEXaHU3MBI,
kxak TLS u SASL, xak npaBuiio, BKJIIOYEHBI [10 YMOJTYAHHIO, YTO CHHXKAET
MOTEHIIMATIbHBIE PUCKH 0e30IacHOCTH. TeM He MeHee MOCIECTBUS YSI3BH-
MocTel (B OOJIBIIMHCTBE CJIydaeB, CBA3aHHBIX C KOMIIOHEHTOM Opokepa)
TO3BOJISIIOT 3JIOYMBIIUICHHUKAM HCIIONIb30BaTh MOBBIIICHUE MPUBHIETHH,
BEITIOJHATE TIepexBaT Tpaduka B 00XOX ayTCHTU(MUKAIMA U BBIIOIHSITH
aTaK¥ THIA «0TKa3 B obciyxuBanum» (CVE-2015-7559, CVE-2017-15699,
CVE-2015-0224, CVE-2015-1499) u MiTM. B wacTtHOCTH, HEKOTOpHIE
yszeumoctu (CVE-2018-11087, CVE-2018-8119, CVE-2016-4467, CVE-
2019-3845), cBsi3aHHBIE ¢ OTCYTCTBHEM IPOLEAYpP MPOBEPKH UMEHH XOCTa U
CepTU(HKATOB, a TAKXKe KOHTPOJIEM JOCTYIa B O4epeIsXx COOOIIeHUH, 03~
BOJIAIOT 3JIOYMBIIIJICHHUKAM MO/ICTIBIBAaTh HACHTU(UKAIMOHHBIE JaHHBIC U
HepexXBaThIBaTh KOMAH/Ibl yIIPABJICHUSL.

DDS mnporoxon moxnepxxkusaer TLS, DTLS u apyrue mexaHHU3MBI
6e3omacHoctu. Ilocnmemnsis crnemudukanus OesomacHocty DDS OMG
OIIpeJIeTIsIET apXUTEKTYpPy, OCHOBaHHYIO Ha Ha0Ope BCTPOEHHBIX IIIarMHOB.
Tak miarvHbl TpeIaraloT MEXaHU3Mbl ayTeHTU(HUKAIUK W aBTOPU3ALNU
DataWriters u DataReaders, 4To mo3BosieT u30exarh HECAHKITMOHUPOBAH-
HOW TyOJIMKaIuy W TMOAMMCKU. TeM He MeHee Kak crenu(uKays, Tak U
IUTaTHHBI TIOJBEPKCHBI YSI3BUMOCTSIM. B 4acTHOCTH, MPOTOKOJI PYKOIOXa-
TS, CTOJB3YEMBIA JJISI aBTOPW3AIlNH, Kak MpencTaBieHo B [21], Moxer
MTO3BOJIUTH 3JIOYMBIIIUIEHHAKAM OOHAPYXHUTH MOTCHIIHAIFHO KOH(MUACHITH-
anpHy0 nH(pOopMarmio o goctynmHoctd B cetd DDS (CVE-2019-15135). Ha
npakTuke [22] gameko He Bce MPOAYKTHI U cepBUCH DDS COOTBETCTBYIOT
creudukanu 0e30IacHOCTH, U JaKe COBMECTHMbBIE peaii3aldi MOTYT
OBITH TTOIBEPKEHBI YSA3BHMOCTSIM.

[Mporokon XMPP Bxirouaer nognmepxky TLS mis obecneuenus
KOH(HICHIIMATBHOCTA M IIEJIOCTHOCTH JaHHBIX, a TaKXKe 00CCIeYnBacT
nojuepkky SASL st poriecca ayrentudukayu. [10100HbIe MEXaHHU3MBI
BCTPOEHBI B OCHOBHBIE CIIEIM(UKAINY TPOTOKOJIA ¥ BKIIOUEHBI 110 YMOJI-
yaHuto. TeM He MeHee OTCYTCTBHE CKBO3HOM MOJJICPKKH MH(PPOBaHUS Jie-
JaeT MPOTOKOJ YS3BUMBIM JUISl Pa3IMYHBIX THIOB yrpo3. B nomosinenue
3TOMY 3a mocienaue 5 yer 6puto oOHapyxeHo 6osee 90 CVE, xotopsie B
OCHOBHOM OTHOCSITCS K MPOIEcCcaM ayTCHTU(GHUKAIINH U MIPOBEPKH CO0OIIIe-
HUI B TeX WM MHBIX cepBucax (Hampmmep, CVE-2019-1845, CVE-2019-
12855, CVE-2014-3451, CVE-2018-15720, CVE-2016-1307). B [23] pac-
CMaTpPUBAIOTCSl YS3BUMOCTH, CBsizaHHble He ¢ XMPP Hanpsmyto, a ¢ mosb-
30BaTeNbCKUMU  (DYHKLMSIMH, BCTPaMBaeMbIMU pa3pabOTUMKaMH IOBEPX
MPOTOKOJIA, @ TAaKXKe MPOBEACHO MOJCTUPOBAHME aTak THIIA «OTKa3 B 00-
ClIyKUBaHUM» Ha cepep XMPP.
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4. MeToasbl 3alIUTHI JAaHHBIX B MPOTOKOJaX KHOeppU3HYeCKHUX
CHCTeM.

4.1. Knnaccuueckue MeTo/bl o0ecrneyeHnsl KOHTPOJISI LEJIOCTHO-
c¢TH JaHHbIX. CyliecTByeT ABa OOJBIINX HAYYHBIX HAIPaBJICHHS, 3aHUMA-
IOLIMXCS [EJIOCTHOCTBIO JaHHBIX B TEJICKOMMYHUKAIIMOHHBIX CHCTEMax:
Teopusi KogupoBaHus U kpunrorpadus. OTHON U3 KIIOYEBBIX 3324 TEOPHU
KOJIMPOBAHUS SIBIISIETCS] OOHApYKEHNE M MCIpaBJICHHE OIMOOK B repeiaBa-
eMBIX M XPaHUMBIX AaHHBIX. OOHapyKeHHe OMHUOOK 00ecIeunBaeT KOH-
TPOJIb LIEJIOCTHOCTH JaHHBIX, B TO BPEMs KaK HCIIpaBiieHHue OIUOOK obec-
MIEYMBACT CaMy LEJOCTHOCTh. Bo BTOpOM ciydae peds HIET O TaK Ha3bIBae-
MOM [TOMEXOYCTOHYHBOM KOJUPOBAHUH.

I[TomexoycTOWYNBOE KOAWPOBAHHE TPEACTABISIET COOOW METOI,
BBOJSIIUI M30BITOYHOCTD B IIEpEaBaeMyl0 HH(GOPMALMIO IS MTOCIIeay-
FOIET0 BOCCTaHOBJICHMs ee IenoctHoctH [24]. Kpome Toro, mmew, ie-
JKalue B OCHOBE IMOMEXOYCTOWYMBOI'O KOIWPOBAHUS, MO3BOJSIOT CTPO-
WTh HA €r0 OCHOBE KPUNTOrpa)UIecKHe CHCTEMBI, yCTOHUMBEIEC K aTaKaM
C HUCIOJIb30BaHMEM KBAaHTOBOTo kommbioTepa [25]. TlomexoycToiunBbie
KOJIBI MOXKHO Pa3/IeJINTh HA ABE OCHOBHBIEC TPYHIBI: OJIOKOBbIE (0JI0UHBIE)
KOJbI [26] 1 cBepTOUHBIC KOJbI [27]. OCHOBHOE OTIHYHE OJOUYHBIX KOJIOB
OT CBEPTOYHBIX 3aKJI0YAETCS B TOM, YTO OJOYHBIC KOABI ONEPUPYIOT HH-
q)OpMaHI/IOHHI)IMI/I IMOCJaCA0BATCIBbHOCTAMU KOHEYHOU JJIUHBI, B TO BPEMs
KaK JUIMHA WH(OPMAIMOHHOW ITOCJIEOBATEIBHOCTH OISl CBEPTOYHOTO
KOJla HEe orpaHu4eHa. Ha mpakTHKe HIMPOKO HCIOJB3YIOT CIEIyHOIUe
KJIACCHI OJIOUHBIX KOJIOB: KOJBI ["ajutarepa ¢ Majioil IIIOTHOCTBIO MPOBE-
pox Ha yeTHOCTH (aHrin. LDPC), 0CHOBHBIM CBOMCTBOM KOTOPHIX SIBIIAET-
Csl pa3pexeHHasl CTPYKTypa UX MOPOXKAAIOUIEH MaTpHUIIbl, YTO ONTUMHU3HU-
pyeT mporenypy ux AexomupoBaHus [28]; TypOo-Koabl, 00BEAMHSIONINE
B ce0e e CBEpPTOYHOrO M OJIOYHOTr0 KOJUpoBaHus [29]; monspHbIe KO-
Iel, TIpemioxeHHsie ApukanoM B 2008 Toay M JOCTHTAIONINE MPOITYCK-
HOM criocoOHOCTH JBOMYHOrO KaHana 0e3 mamartu [30]. Takxke U3BeCTHBI
KacKaJHbIe KOBI, IMO3BOJISIONNE KOMOMHHPOBATH Pa3IMYHBIC METOIBI
KOHCTPYHPOBaHUS OJIOUHBIX KOJOB C LIEJIbIO MOCTPOSHHSI MOLIHBIX KOJIOB
C XOpoIIei KOppeKTUPYIOIEeH crtocoOHOCTRIO [31].

Kpunrorpadus npencrasnser coboi HayKy, 3aHUMAIOIIYIOCS TIOMC-
KOM M HCCIIEIOBAaHHEM MAaTeMaTHYECKHX METOJI0B MpeoOpa3oBaHMs WH-
(opManuy ¢ 1embio ee 3aluThl. B oTiuie oT Teopun KOJUPOBAHMS KPHII-
Torpadus HE MO3BOJSIET 00eCcIeunBaTh IEIOCTHOCTH IAHHBIX, a MO3BOJISET
JIMIIb €€ KOHTPOJIUPOBaTh. [IpyruM OTIIMYMEM KpUNTOrpadHYECKUX METO-
JIOB OT METOJIOB TEOPHH KOJHPOBAHMS SIBISAETCS OPHUECHTHPOBAHHOCTH Ha
3aIUTYy OT LIEJICHAIPABICHHBIX BPEIOHOCHBIX ACHCTBUM, B TO BpeMs Kak
IIOMEXOYCTOWYMBOE KOJMPOBAHHWE IPEIHA3HAUCHO IS 3aIIUTHl OT €cTe-
CTBCHHBIX IIOMEX, MPUCYHINX KaHaJIaM I€pe€aadn JaHHbIX.
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Beiensior Tpu rpynmsl METOIOB, MIPEAHA3HAYSHHBIX IS obecrede-
HUS KOHTPOJISA [EIOCTHOCTH:

— XEIINPOBaHUE;

—KoJIpI ayTeHTUYHOCTH coobmenuit (MAC);

— DIIEKTPOHHAS TOJIIHCE.

ITockoapKy 00MacTh KPUOTOTPAPHISCKUX METOMOB 3aIIUTH HHPOP-
Malll{ Ha MPAKTUKE JI0CTATOYHO KECTKO OTPaHHYMBACTCS HEMHOT'OUHCIICH-
HBIM TI€PEYHEM TOCYIAPCTBEHHBIX CTAHAAPTOB, AJNM OIPEICIICHUs Tepe-
YHCIICHHBIM METOJaM U TIPUBEIEM COOTBETCTBYIOIINAE CTAHAAPTEL.

XemupoBaHHEM Ha3bIBAETCSl MPeoOpa3oBaHUE BXOJHOW OMTOBOU
CTPOKH MPOM3BOJILHON JUIMHBI B BBIXOJHYIO OMTOBYIO CTPOKY (HKCHPO-
BaHHOU unHBL. OYyHKIWSA, peanu3yromas JaHHOe IpeoOpa3oBaHUe, Ha3bI-
Baercst Xem-pyHKiued. 3HaueHWe Xem-(QyHKIMW Ha3bIBAIOT Xell-
3HaUYEHHUEM, XEII-KOJOM. XeII-KOJ[ ABJSETCS CBOETO pOJia XapaKTePUCTH-
YECKUM MPU3HAKOM BXOIHOMU IMTOCIIEOBATEIFHOCTH JaHHBIX, 10 KOTOPOMY
9TH JaHHBIE MOXHO BIIOCJIEJICTBUHM UACHTHU(QHUINPOBATH, @ TAKXKE yCTAaHO-
BHUTH PakT UX U3MeHeHHs. J{sg 3Toro Xem-ko qo0aBiseTcs K nepeaanae-
MBIM WJIM XPaHUMBIM JAaHHBIM M TPH HEOOXOAMMOCTH PAacCUUTHIBACTCS
MOBTOPHO. JIeHCTBYIOIIMM OTEUYECTBEHHBIM CTAaHAAPTOM XEIIUPOBAaHMUS
spisietcss TOCT P 34.11-2012 [32].

Komom ayTeHTHYHOCTH COOOIICHHS (MMHUTOBCTaBKOW) Ha3bIBACTCA
KOHTpOJIbHAsE KOMOMHAIIHSL, 3aBUCSIIAs OT OTKPHITOI'O TEKCTA U CEKPETHOTO
KJIFOYa, M MCTIOJIB3YOLIasAcs il OOHApY)KEHHsI BCeX CIIyYailHBIX WU Tpeji-
HAaMEpPEHHBIX U3MCHEHUH B OTKPHITOM TekcTe. OTIMYME OT Xem-Koja 3a-
KIIIOYAeTcsl B TOM, YTO B BBIPAOOTKE MMHUTOBCTABKH yYaCTBYET CEKPETHBIN
wirou. [ToaToMy paccunTarh MIMUTOBCTaBKY MOXKET JIMIIb 3aKOHHBIH MOJb-
30BaTelb, 3HAOIINH 3TOT KiIto4. OCHOBHBIE COBPEMEHHBIE CXEMBI BEIPAaOOT-
KM MUMHTOBCTAaBKH CTPOSITCS HAa OCHOBE CUMMETPHYHBIX OJOYHBIX HIH(POB
IPU KCIOJIB30BAaHUU TMOCICIHUX B CHELUAIBLHOM pekuMe. Takod pexum
ommcad B oredectBeHHOM cranmapte [OCT P 34.13-2015 [33].

Haxkoner, 351eKTpOHHOMN TOMMTUCHI0 COOOIICHUS HA3hIBACTCS HEKOTO-
past OuTOBasi CTPOKA, 3aBUCSILASl OT CAMOT'O COOOIICHUS U CEKPETHOTO KIIFO-
Ya, W3BECTHOTO TOJIBKO aBTOPY TMOAMHUCH. [Ipy BOSHMKHOBEHHH CIIOPHOU
CHUTYaIlH, CBI3aHHOW C OTKa30M ITOJIHCHIBAIOIIECTO OT (haKTa IOAMICH UM
HEKOTOPOTO COOOMIEHHs MO0 C MOIBITKOW TOANEIKH MOIIUCH, TPEThs
CTOpoHa (apOWTpP) HODKHA WMETHh BO3MOXHOCTH pa3pemuTs crop. Cyte-
CTBYIOT JJB€ OCHOBHBIE CXEMBI ITOCTPOEHHS IEKTPOHHOH nU(pOBOii moamnu-
CH: Ha OCHOBE CUMMETPUYHBIX KPHIITOCHCTEM M HA OCHOBE KPUNITOrpadyH C
OTKPBITBIM KITI0YOM. Ha mpakThke OOBIYHO HCHOJB3YeTCsl BTOpas CXeMa.
OteuecTBeHHBIN cTaHAAapT snekTpoHHoM noamucu ['OCT P 34.10-2012
MOCTPOEH HAa MAaTEMAaTUYECKOM armapaTe SJUIMITHYECKUX KPUBBIX [34].
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4.2. OcHOBHbIE HANPABJIEHUs PA3BUTHS M ONTHMH3ALUH METOI0B
3alIMTHI JaHHBIX B M2M npoTokoaax. MoxHO BBIAEIUTE OOJIBIIOE KOIHUYe-
CTBO HCCJICIOBAaHUH, MOCBSILEHHBIX Pa3IMYHBIM BapHUaHTaM MOJEPHU3ALMAM
TLS u paspabotke penieHHi, afanTUpPOBAaHHBIX JJI MHTETPALMU B PECYpCHI
kubepdusnyeckux cucreMm ¢ nopuepxkkoir MQTT [35-41]. Hanpumep, B [38]
TIpe/IararoT MOAXO0/, OCHOBaHHBIN Ha anroputMme Blake2 [42], koTopbrii mo3-
BOJIICT 00ECHEUNTh LIETIOCTHOCTh W KOH(MICHINATFHOCTD TIepeaBaeMbIX CO-
o0mieHnil. DTOT MOAXOJ OYCHBb NMEPCHEKTUBHBINA C TOYKH 3PEHHMS IPON3BOIH-
TETBHOCTH HAa YCTPOWCTBAX C OrPAaHWYCHHBIMH BO3MOXKHOCTSIMH, OCOOECHHO
TIOAXOJUT TSI IPOMBIIIIEHHBIX YCIIOBHUIA, B KOTOPBIX JATYMKH M KOHTPOJUIEPHI
O0OMEHHMBAIOTCSl 3apaHee ONpPENeICHHBIMH 00beMaMH JIaHHBIX. ABTOpHI [37]
npemiararor 6e3omacHyio Bepcro MQTT, koTopast HCIONB3yeT HOBBIN ITaKeT
yIpaBJieHus], Ha3piBaeMblii Spublish, mis myOnukanmu 3amdpoBaHHbIX J1aH-
HBIX C IIOMOILBIO JIETKOBECHON KPUITOrpauyl Ha OCHOBE AJUTMITUYECKUX KPH-
BbIX [43, 44]. I BHeApEeHUs] YCOBEPLIEHCTBOBAHHOTO MEXaHU3Ma KOHTPOJIS
JIOCTyTIa Ha YCTPOWCTBAX C OTPaHUUEHHBIM JOCTYIOM, Ilie nmpuMmeHenne TLS
OrpPaHNYEeHO, aBTOPHI [35] paspaboTany OOJErdeHHBI MEXaHU3M ayTeHTH(hH-
Kaipy. AHamormdHeIM 00pasoM B [39] mpemnararor apxurekrypy MQTT, oc-
HOBaHHYI0 Ha MomudunrpoBanHoi Bepcun OAuth framework [45], B koTopoii
JBa Habopa YYeTHBIX JAaHHBIX HCIIOJIB3YIOTCSl YCTPOHCTBAMHU JUIS JOCTyNa K
6poxepy. C 1e/bi0 BHEAPSHUS TPABII NOJMUTHK Oe30macHocTH B padote [46]
TIpeyIaracTcs pea3aysl CenHaIbHOTO KOHHEKTOpa, KOTOPBIN MepeXBaThl-
BaeT CoOoOMIeHNsI OT Opokepa. JTO MO3BOJSIET HE TOJIBKO TEHEPHPOBATH COOT-
BETCTBYIOIIMIEC YBEAOMIICHHS OE30MAacHOCTH, HO W CIOCOOCTBYET BBIOJIHE-
HHUIO OTIPE/ICTICHHBIX KOHTPMEp. B OCHOBE KOHHEKTOpa JIEXKUT IIpUMEHe-
HHE TeXHOJIOTUH ITIPOKCH-CEPBEpa, OTCIIE)KUBAIOIIET0 OOMEH NaHHBIMH MEX-
Jly KIIMEHTaMH 1 CepBEpPaMU.

UccnenoBanue [47] MOCBSAIIEHO BONMpOCaM ayTCHTH(HKAIIMHU, IIe-
JIOCTHOCTH, KOH(HIICHINAIbHOCTH, HEOTKa3yeMOCTH M KOHTPOJISI JOCTYyIIa
Juisl npuMeHeHus nporokona XMPP B paMmkax mepefadd JaHHBIX IO CEH-
copHbM ceTsiM. CBsi3b Ha ocHOBe XMPP B cencopusix cetsax ISO/IEC/IEEE
21451 ucnonp3yet Mapkep 0€30IMacCHOCTH UMEHH TOJIb30BATElNs U MapoJs, a
TaKKe MHTETPUPOBAHHBIC TEXHOJOTHU MyOiIMKaruu/moAnucku (pub/sub) n
YIpaBICHUS TOCTYIIOM Ha OCHOBE posieil. C HCIIOIb30BaHNEM IPEAIIOKEH-
HOro Mexanm3Ma oomer coobmenusmu [SO/IEC/IEEE 21451 ocymiectsis-
eTcs Ha OCHOBE MOJIENH pub/sub ¢ MCIONB30BaHIEM PACIIUPEHHOTO MPOTO-
KOJIa JOCTyHa K MpocToMy 00BeKTy OezomacHocTH uepe3 XMPP.

Wurepec BbI3biBaeT pabora [48], rae aBTOpbI CpaBHUBAIOT OMONHO-
teku DTLS, momnepkuBaemsble peanuzamusmu CoAP, xotopeie Hambomee
4acTO BCTPEYaroTCsl B MPOMBIIUIEHHBIX cpenax [oT. B padore [49] cpaBHU-
BalOT cepBHCH Oe3omacHocTH, mpenocraBiusiemblie [PSec, TLS m DTLS.
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JlaHHOE HCClleoBaHME IMOKa3bIBAET, YTO HECMOTPSI Ha IMOIYJISIPHOCTH U
MIPU3HAHNE MUPOBBIM COOOIIECTBOM alTOPUTMOB, 3aliokeHHBIX B IPSEC n
TLS, ux peanuzauuu B KNOep(U3NIECKUX CUCTEMAX 3a4acTyI0 MPUBOJST
K CYLIECTBEHHBIM Harpys3kam, YTO MOXXET 3HAYUTEIbHO CHU3UTH BBIUHC-
JIUTEJIbHBIE PECypChl YCTPOHWCTB. B Heckonbkux paboTax 3TH NpoOIeMBbI
OBUIN PEIIEHBI MTyTEM COCPEAOTOYCHUS BHHUMAHUS Ha Pa3pabOTKe JETKUX
pemeHuni aus obecnieueHust 0E30MACHOCTH KaHalla CBS3M MEXIY KIIHMEH-
TaMu U cepBepamu. B wactHoctH, B [50] mpeacraBieHa apXWUTEKTypa
FDTLS, kotopas couetaeT B cebe 0€30MacHOCTh HA YPOBHE XPAHHIIHUINA U
CETH/CBSA3M ISl YCTPOMCTB C OTPaHWYCHHBIMH pECypcaMy IPH HCIIONb30-
Banuu DTLS. Otmeueno, uro npumensiemas cxema FDTLS pemraer mpo-
6s1eMBbI N30BITOYHBIX OIEpPaIMii 32 CYET MCIIOJIb30BaHMS TeHEepaIH acuM-
METPUYHBIX KIIOYeH, BUPTYaJIbHOTO OJHOPAHTOBOIO y3J1a U ONTUMH3ALNU
XpaHEeHHs] HA OCHOBE COKpaIleHHs 3arojoBKOB. IloiydeHHBIE aBTOpamu
pe3ynbTaThl ¢ UCMOJIB30BaHUEM peanu3aiuu Ha ocHoBe Contiki Ha ruiaT-
¢dopmax OpenMote 1MOKa3bIBAIOT, YTO 0 CPABHEHHIO C HCIOJIb30BAHUEM
XpaHWINIIa U ceTeBoi OezomacHoctu otnensbHo FDTLS moxer ymens-
IIMTH 33JCPKKY OTBETOB MIPH Nepeiade MakeToB, a TaKKe ClIocoOCTBOBAThH
SKOHOMHH JHEpTHHU. YcoBepiieHcTBoBaHMe mpoTokosa DTLS c Touknm
3peHHs MOJIEpHHU3AIMH HEMOCPEICTBEHHO KPUNTOTpaUIecKuX anropur-
MOB SBIIIETCS aKTyaIbHOU HaydHOH 3amaueil. B wactHOCTH, B padote [51]
IpeaaraeTcs cxemMa yMeHbllleHus uucna pykomnoxatuil ams DTLS. Kax
mokasano B [52, 53], unterpamus DTLS moBepx CoAP Ha ocHOBe KpwIl-
Torpaduu SJUTMNTUYECKHX KPUBBIX IIOMOraeT CBECTH K MHHUMYMY
Harpy3Ky Ha BBIYHCIUTEIBHBIE PECYPCHI IIPH NMPEOOPA30BAHUAX IAHHBIX.
3amaud ONTHMHU3AIMK TPOTOKOJA KOCHYJIUCH U BOIPOCOB dHEProdddex-
TUBHOCTH BBIYHCIUTENBHBIX allapaTHBIX ycTpoicTB [54]. [lo 3asBieHuto
aBTOPOB, WX ammaparHas peanuszanus nporokoija DTLS 1.3 mossimaer
sHeproaddexTuBHOCTh B 438 pa3 1Mo CpaBHEHHIO C NMPOrPAaMMHBIM 00ec-
HeYyeHreM, HapsLy ¢ pa3MepoM KOJa M MCIOJIb30BaHUEM MaMsITH JaHHBIX
Bcero 8 Kb u 3 Kb cootBerctBenno. Kpunrorpaduueckue yckopurenn
coeauHeHsbl ¢ mporeccopoM RISC-V ¢ HU3KUM dHEpromoTpedIeHHeM Ha
KpHUCTaIe A TECTUPOBAHUS INPUIOKEHUH, BRIXOAAIHKX 3a paMku DTLS,
C DKOHOMMEHN 3HEPrUU A0 ABYX MOPSAAKOB. TECTOBBIM 4HUIl, U3TOTOBJICH-
Hell Ha 65-HM CMOS, nemonctpupyer ceancsl DTLS ¢ anmapaTHbiM
yckopenueM mipu mnorpebiernn 44,08 M)k Ha KBUTHpOBaHHE U
0,89 u/lx Ha GaiiT 3amudpoBaHHbIX JaHHEIX npu 16 MI'u 0,8 B.

4.3. [lpuMeHeHUe TEXHOJIOTMU OJIOKYEeHH Il MOATBEP:KIEHHS
JOCTOBEPHOCTH TpaH3akuuii B kuOeppusnuecknx cucremax. OTHOCH-
TENILHO HOBBIM HAallpaBJICHHEM B KHOEpOE30MacHOCTH SIBJISETCS HaIpasiie-
HUE, CBSI3aHHOE C CO3J]aHWEM MEXaHHM3MOB W CHCTEM 3allUThl HA OCHOBE
TEXHOJIOTUH OJIOKYEHH.
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bnokueitn npeacrariser co0oi ACIECHTPATH30BAHHYIO TEXHOJIOTHIO,
KOTOpasi 00ecredynuBaeT MeIOCTHOCTh TPAH3aKIMA 0e3 yJ9acTHs JOBEPEHHO-
ro ueHtpa. [Tox TpaH3aKIUAMU TOHUMAKOTCS HEKOTOPBIC JICHCTBUS U3 3apa-
HEC OINPCACICHHOI0 NEPECYHSA, NPOU3BOAMMBIC HaJ MaTCpHUAIbHBIMU WU
HEMaTePHAJIbHBIMI aKTHBaMH, KOTOPHIMH BJAJCIOT TMOJB30BATEIH CHCTE-
Mbl. MH(OpManus o Mpou3BeIeHHBIX TPaH3aKIUAX 00BbEUHACTCS B OJIOKH,
KOTOpBIE, B CBOIO OYEpEllb, CBSI3BIBAIOTCS PYT C JIPYrOM 4epe3 XeLInpoBa-
Hue. s pacmpocTpaHeHHsI OIMHAKOBBIX KOMHH OJIOKOB MEXKIy BCEMH
YYaCTHHKAMHU CHCTEMBI UCTIONBb3YEeTCS HEKOTOPBIH CHeNNaIbHBIA alNrOpUTM,
Ha3bIBAEMBIH aJITOPUTMOM JIOCTIIKEHUS! KOHCEHCYca M HalpaBJieHHBIH Ha
TO, YTOOBI KOMIIPOMETAITHS LIETTOYeK OJIOKOB Oblia CIOXKHOW JIsT TIOTEHITHU-
IFHOTO 3JI0yMBIIIJICHHUKA 337a4el.

OCHOBHOE IPEUMYILECTBO OJIOKYEiHA, KOTOPOE JIEJIaeT TEXHOIOTHIO
MPUBIIEKATSIFHON 7Sl pa3HOOOPa3HBIX MPHUIOKEHUN 3aIIUTHI JAHHBIX, CO-
CTOUT B CIIO)KHOCTH HApYIICHHUS IEIIOCTHOCTH COXPAaHCHHBIX TPaH3aKIIHH.
LenenanpasneHHOe U3MEHEHHE OJI0OKa CKOMIPOMETHPYET Bce Apyrue Ouo-
KH B I[ETI0YKE, TIOCJIE Yero BCIO IEMOYKY HYKHO OyAET TMOCTPOUTH 3aHOBO.
OpmHaKo BBIUHCIUTEIbHAS CII0)KHOCTh JTAHHOW 3a/1a4d MUHUMHU3HUPYET BEPO-
SITHOCTh B3JI0Ma OJIokueiiHa [55].

B nacrosiee BpeMsi TEXHOJOTHS ONOKYEHH CTajla aKTHBHO MpHUMe-
HATBCS B KHOEPPHU3MUECKUX CHCTEMaxX Pa3UIHOTO Ha3HaueHHs. Kak yxke
OBUIO OTMEYEHO, IIaBHAs LIEHHOCTb JAHHOW TEXHOJIOTHM 3aKJI0YaeTcsl B
TOM, YTO OHa T03BOJISIET 00ECIEYHUTh MOJTBEPKACHHE PA3HOTO poOJia TpaH-
3aKILMH, TPOM3BOJMMBIX B HEJOBEPEHHOH cperie. MHOTrouMCIeHHbIE Uccie-
JIOBaHHsI 00OCHOBBIBAIOT BAYKHOCTh TEXHOJIOTMU OJIOKYEWH /ISl YeTBEPTOU
npomsbiiieHHo# pepomonuu (Industry 4.0), nanpumep [56, 57].

Kpome Toro, B pamkax WMumyctpuu 4.0 OMOKYEHH NIPOABUTACTCS
COBMECTHO C HWHBIMU IIEPCHEKTUBHBIMH TEXHOJIOTHSMH HAIero Bpeme-
nu [58]. K aHum oTtHOCsTCs MHTepHeT Bemel [59], 6onpmme manubie [60],
TyMaHHBIE BEUUCIEHHS [61], momomHeHHast peambHOCTH [56]. B memom
OJIOKYElH paccMaTpuBaeTCsl KaKk OJHA M3 KIIOYEBBIX TEXHOJOTMH WHIY-
cTpuasnibHOro VHTepHeTa Bemiel, crocoOCTBYIONIass MOACPHU3ALNN TPaIH-
OUOHHBIX (paOpWK B COBpPEMEHHBIC WHTEIUICKTyalbHBIC (DaOpUKH, WCTIONb-
3YIOIIUE OCIIETHIE JOCTH)KEHHS B 001aCTH IIM(POBBIX TEXHOJIOTHH.

OTMeTHUM HEKOTOphIE IIPUMEPHI COBPEMEHHBIX HCCIIEI0OBaHUMN, IIpe-
JaralomuX KOHKPETHBIE HAYYHO-TEXHUYCCKHE PEIICHUs, CBI3aHHBIC C MPH-
MEHEHHEM TEXHOJIOTUH OJOKYEHH /I pelieHus 3a1a4 0e30IMacHOCTH B KH-
O0ephU3NIECKUX CUCTEMAaX.

CymecTBeHHas: 9acTh M3BECTHBIX pabOT CBsi3aHa ¢ MpobieMoit 6e3-
OITaCHOTO YIPAaBJICHUS Pa3IMYHBIMHU aKTHBaMH, B TOM 4HCIe B KuOeppmusu-
YEeCKMX CHCTeMax. JTO CIIeAyeT M3 Toro (hakrTa, YTo MEepBOE MPHMEHEHHE
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TEXHOJIOTUH OJIOKYEeWH OBUIO CBSI3aHO C KPHITOBANIOTOW OMTKOMH. [lajb-
Helee pa3BUTHE TEXHOJIOTHH OJIOKYEHHA TakKe IO B 3TOM HampaBie-
HUH, CPOPMHUPOBAICS PHIHOK KPUIITOBAIIOT, KOTOPBIH ceiyac urpaer 3a-
METHYIO POJIb B )KHM3HU 00IIECTBa.

C TeyeHHEM BpEMEHH KOJIMYECTBO NMPHUIOKEHUH TEXHOJIOTHH OJIOK-
YelH 3HAUYMTEIbHO pacIIMpiIock. Tak HenaBHssA padoTa [62] aHaIM3MpYyeT
TI0JIE3HOCTH OJIOKYEHHA B PEICHUH MPOo0OJIeM 0e30IacHOCTH «yMHOTO TOpo-
J1a», KOTOPBIH ABISETCS IPUMEPOM MacIITaOHOH Kubepduzndeckoit cucte-
MBI. ABTOpPBI pacCMaTpHBAIOT TAaKWE COCTABIAIOMNE (DYyHKIIMOHHPOBAHHMS
«YMHOTO TOpO/a», KaK 3APaBOOXpPaHEHHE, TPAHCIOPT, MHTEIIICKTyalbHbIE
CEeTH, YIpPAaBJIECHHE LENOYKaMH IIOCTaBOK, (PUHAHCOBBIE CHUCTEMBI M CETH
LIEHTPOB 00PabOTKH TaHHBIX, 00CYKAAI0T BO3MOXKHOCTH TEXHOJIOTHH OJOK-
YeHH MPUMEHHUTENBHO K KaXJIOW M3 MEPEUHUCIICHHBIX COCTABIIIONINX U BbI-
JISTISIFOT HaIpaBJIeHHst OyAyIMX UCCIIEIOBaHHMH.

B nenom muccnenoBaHus, NOCBAIICHHBIE MPUIOKEHUAM TEXHOJIOTHU
OJIOKYEIH, MOXKHO Pa3JeUTh Ha HECKOJIBKO OOLIMPHBIX TPYIII.

IlepBas rpynmna uccienoBaHUI CBsi3aHa C yNpaBJIEHUEM LENOYKaMU
MOCTaBOK C WCIIOJBb30BaHWEM TEXHOJOruu OiokueiH. K nmanHoi rpymme,
MIpeXJIe BCETO, OTHOCSTCSl MCCIEJOBAaHMS OOIIEro Xapakrepa, KOTOphIE He
BBIJICNISIIOT KaKyl0-TO KOHKPETHYIO 00JacTh WM KOHKPETHBIH Kilace KH-
O6epdusnueckux cucTeM, a IpeaaraioT odlee pemeHne Mo 0e30macHoOMy
YNPaBICHUIO TOCTaBKaMH C HCIHOJIb30BAaHMEM OJIOKUEHHA M OOCYXIaroT
HEKOTOpbIE acTeKThl JaHHOHM MpoOieMbl. B HEKOTOPBIX Cilydasx mpeaiara-
€MbIE PEIICHNs PACCUNTAaHbl Ha MPIMEHEHNE B KNOep(hnu3nieckux cucremax
Pa3IMYHOIO HA3HAYCHUS, B HEKOTOPBHIX — SIBHO HE OrOBapUBAIOTCS TaKOU
cepoit HCIoIp30BaHUS.

Tak, B paboTe [63] mpencTaBieHa Kiaccudukanus 6aphepoB, orpa-
HUYMBAIOIIMX BHEIPEHUE TEXHOJIOTUH OJIOKYEHH B yIpaBleHUE LIENOYKaMHU
NOCTaBOK. HekoTopble BOIPOCH! IIPEOIOJICHUS] TAKUX 0apbepoB IPeJCTaB-
neHbl B [64]. B 00oux city4asix KOHKpPETHbII akTUB He yrouHsiercs. K aToii
K€ TPYIIE MOXHO OTHECTH MCCIICIOBAaHUS, B KOTOPBIX paccMaTpHBacTCs
OYeHb IHMPOKUI MepeueHb YCIyr W TOBApOB B IEMOYKax MocTaBok. Cra-
Ths1 [65] onMCBIBaET peajybHbIC CTydyan NMPUMEHEHUs OJOKYelHa JUIs OTcie-
KHUBAaHHS CHIPHEBBIX PECYpPCOB, MHI'PEANCHTOB WJIM 3allaCHBIX KOMILIEKTY-
IOIIMX B Pa3lIMUHBIX OTPACISIX NMPOMBIIUICHHOCTH. AKIIEHT JAelaeTcs Ha
WCIIOJIb30BAHNH TEXHOJIOTHUH OJIOKYEHH COBMECTHO ¢ TexHosormsmMu MH-
TEpHETa BEIIEH, JIEKAIMMHI B OCHOBE MHOTHX KHOEP(PHU3NIECKUX CUCTEM.

K mepBoii rpymrie, ecnu He BBOIUTH OoJiee MOAPOOHYIO Kiraccu(u-
KaIlMi0, MOKHO OTHECTH HCCIIEIOBAHUS, IMOCBAIIEHHBIE CMEXHBIM 3aJa-
4yaM, BO3HUKAaIOUIMM B cepe opraHu3alMd W YIpaBICHUS NPOU3BOJI-
cTBOM. B kauecTBe mpumepa otmeTuM paboty [66], B KoTOpoil mpencras-
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JICHO apXHUTEKTYpPHOE pelleHHE MO 3alUTe IEeJIOCTHOCTH JAHHBIX B KH-
O0epusnueckux NMPOU3BOJCTBEHHBIX CHCTEMax, MCIOJb3yeMbIX B chepe
COBMECTHOTO ITPOU3BO/ICTBA.

Bropas rpymmna nccienoBaHuii HarpasieHa Ha pelIeHue 3a1a4n 0e3-
OIIACHOTO YINPABJICHUSI KOHKPETHOH Pa3HOBHIHOCTHIO aKTHBOB HJIM BHIOM
yCIyT, B TOM YHCJ€ YIPABJIEHHE COOTBETCTBYIOIIMMHU IIENOYKAMH ITOCTa-
BOK. B HacTosimee Bpems mepedeHb MOJOOHBIX MPUIIOKEHUH CTal BechMa
MUPOK. brok4yeH mpuMEHsIOT AT KOHTPOJIS 32 MPOAAKaMH WM PacIpe-
JeNIeHNeM JJIeKTpodHeprun [67, 68], Tommusa [69, 70], BEUHCIUTEIHHBIX
pecypcos [71], mporpammuOTO 0OecnieueHus [72].

Bce nepeuncieHHble HCCIeA0BaHNS 00bEANHSET TO, YTO B HUX IPH-
CYTCTBYET TOBAapHO-IEHEKHBI 0OMeH. [loaToMy mpennaraemeie 6JI0K4YEiTH-
pELICHNS BO MHOTOM HacleIyIOT U KPUIITOBAIIOT.

K cnenyromieii rpyrnmne MOXXHO OTHECTH HCCIIEJIOBaHUS, TOCBSIICH-
Hble npoliieMe OpraHU3allK JOBEPEHHOTO B3aWMOZEHCTBUS MEXIY MHO-
JKECTBOM HEKOTOPBIX ycTpoiicTB. KOHKpeTHbIe 3a/mauu, cBsi3aHHbIE C o0ec-
MICYCHNEM HEJIOCTHOCTH TEeX WM HMHBIX JaHHBIX, KOTOPBIMH OIEPUPYIOT
TaKHe yCTPOWCTBA, MOTYT pa3INuaThCsl.

Bo mMHOTHX paboTax HMAeT pedb O B3aMMOAEHCTBUU MPOU3BOJBHBIX
ycrpoiictB MHTepHeTa Bemieid 0e3 NPUBS3KM K KOHKPETHBIM THIIAM KH-
O6epdusnueckux cucreM. B KkadecTBe HEKOTOPBIX MPUMEPOB MOCIEAHUX
paboT B JaHHOM HaNPaBICHUH MOXKHO OTMETHTH [73-76].

B GompmmHCTBE Takux pabOT memaeTcss akIeHT Ha dHeprodddex-
THBHOCTH apXHUTEKTYPHBIX PEIICHMH, NMpEeIHa3HAYEHHbBIX Ul HCIOIb30Ba-
Husl B cucteMax MHTepHeTa Bellel, U MpeiaraloTcs pas3iudHble CIIoCOObI
JOCTHKEHUSI OTOTO CBOWCTBA.

B uactu pemaeMsIX 3a1a4 paccMaTpuBaeMble pabOThI MOXKHO pasJie-
JIUTh Ha T€, B KOTOPBIX peyb HIET TOJIBKO 00 00ECHEeYeHUH 1IeJI0CTHOCTH
TPaH3aKIUH, U T€, B KOTOPBIX MIOMHUMO 3TOr0 oOecrnedynBaeTcss KOH(pUICH-
UAIBbHOCTh JAHHBIX, COAEPXKALIMXCA B TpaH3akuusax. Tak, B McclelnoBa-
Hu [77] B KayecTBe 00BEKTa 3AIIUTHl PACCMATPUBAIOTCS JaHHBIE O MECTO-
TIOJIOKEHHUH ycTpoiicTB MHTepHEeTa Bemieil. ABTOPHI YKa3bIBalOT Ha HE00XO-
JMMOCTh oOecredeHuss KOH(QUACHIMANEHOCTH 3TUX AAaHHBIX, ITO3TOMY B
MIpeayIaracMoi IMU cxeMe OJIOKYCHH 00beIMHsIETCS ¢ MH(POBAHUEM.

[Tepexons oT 00ImMKX pEeIIeHUH 10 MPUMEHEHHUIO TEXHOJIOTHH OJI0K-
YeWH [UIA 3alUThl JaHHBIX B KHOEPPHU3MUECKUX CHCTEMaX, KOTOpBIE MO-
CTPOCHBI HA OCHOBE TEXHOJIOTMH VIHTEpHETa BEWEH, K YaCTHBIM CIIydasm,
HE0OXOIMMO OTMETHTh TaKOW KIACC KUOEePPU3NIECKUX CHUCTEM, KaK IOA-
KIIIOYCHHBIE TPAHCIIOPTHBIE CPEICTBA, B TOM HHciie beciunoTHeie [78-80].
B 2019-2020 rogax HabmioaeTcsi «B3PBIBHOW» POCT YKCIa KYPHAIbHBIX
Hy6HHKaHHI7], TOCBAIICHHBIX COOTBCTCTBYIOIIHUM HCCICAO0OBAHUAM, IMO3TO-
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My MOXHO CKa3aTh, YTO oOecrieueHre 0e30MacHOCTH JIaHHOTO Kilacca KH-
0ephHU3MUECKUX CHCTEM C MOMOIIBIO TEXHOJIOTHH OJIOKYCHH MpeacTaBiis-
€T co0OH NpHMep MEepCIEeKTUBHOIO HAIpaBJIEHUS B paccMaTpUBaeMOM
poOJIEeMHO# 00J1acTH.

4.4. AyTeHTH(UKAIMA JAaHHBIX B KHOeppU3NUECKUX CHCTeMax ¢
NMOMOIIbI0 HU(POBBIX BOASIHBIX 3HAKOB. DKCIUTyaTaius kudbepdusnue-
CKHX CHCTEM, BKJIIOYAIOMINX B ceOs aBTOHOMHBIE YCTPOWCTBAa MHTEpHETA
BeIIeH, COMpsKeHa ¢ He0OXOAMMOCTBI0 SKOHOMHUH Pacxo/ia YHEPTUH, B TOM
Yuciie NpU BBIOOpE 3alIMTHBIX MEXaHW3MOB. B wactHOCTH, 3TO siBiIsieTcs
OJTHOW M3 OCHOBHBIX NPHUYUH CYIIECTBOBAHHUS TaK Ha3bIBAEMOMU «JIETKOBEC-
HOW KpunTorpapum».

AnbrepHaTHBON KpHunTorpaduu sSBISIFOTCS METO/bl 1H(poBO cTe-
raHorpaguy ¥ OUQPPOBBIX BOASHBIX 3HAKOB. YKa3aHHbIE METOJbI ITO3BOJISA-
0T CKpPBIBaTh JAONOJTHHUTENBHYIO WH(POPMANUIO PAa3ITUYHOTO Ha3HAYCHHS B
IUQpOBEIX 00beKTaX. OOBIYHO 1IEIBI0 MPUMEHEHHSI CTEraHorpadpuIecKoro
COKDBITHS SIBJISIETCS o0ecrieueHne KOH(UISHIMAIBHOCTH JaHHbBIX, a BHE/I-
peHne nnupOBBIX BOJSIHBIX 3HAKOB B HU(POBbIE 00HEKTHI B OOJBIIMHCTBE
CITydaeB IMPUMEHSETCS C IEeNbI0 MX ayTeHTU(UKAIIH.

[enecooOpa3HOCTh MCIIONB30BAaHHUS METONOB BCTpaMBaHUsI MHQPOP-
Maru B KuOep(r3udecknx cucTeMax, TpeOOBaTENbHBIX K 3HEPromoTped-
JICHUI0, OOBSICHAETCS CIIETYIONIMMH OCOOEHHOCTSIMH STHX METOIOB: HU3KOM
BBIYHCIIATEIEHON CIIOKHOCTBIO B OOINEM clydae W HalpaBIICHHOCTHIO Ha
paboTy ¢ U30BITOYHBIMHU TAHHBIMH.

[IpuMeHeHe METOIOB BCTpanBaHUs HHPOPMAIMH B IIU(POBEIC TaH-
Hble B KHOEpP(U3MYECKUX CHCTEMax SIBJISETCS MNPEIMETOM HCCICA0BaHHUI
MHOTHX YYEHBIX, YTO ITOJJYCPKHBACT aKTyaIbHOCTh JAHHOTO HAINpaBJICHHSL.
CooTBeTCTBYIOIIHE padOTHI MOYKHO pa3IeNIuTh Ha JIBa OOJIBIIHX KJacca:

—BCTpanBaHWe HMH(OPMAIMH B MYyJIbTHMEAMA-TaHHbIC (LH(POBHIE
M300pakeHusl, ayIn0- U BHJIEOMOCIIEIOBATEILHOCTH), BhIpabaThIiBaeMble H
repeiaBacMble B KHOEPPU3NIECKUX CHCTEMAX;

—BCTpauBaHHe WHGOPMALWHU B JaHHBIE MHOI NMPHPOJBI, HE OTHOCS-
myecst K MyJIbTHMeana (CeHCOpHbIe JaHHble, HH(GOpMalMOHHbIE W yIIpaB-
JISIOIINE CUTHAJIBI B KHOEpPHU3NIECKIX CUCTEMAX ).

OueBHIHO, YTO TIEPBBIH Ciydall MPUMEHUM He KO BCeM KHOeppu3u-
YECKHUM CHCTEMaM, a TOJIBKO K TeM, KOTOpBIE ONepupyroT HH(popMmarmen
1ojo6Horo THna. TeM He MeHee TaKhe CUCTEMBI He SIBISIOTCS PEJKOCTHIO U
mo100HBIE MCCIIEOBAHMA MIPECTABICHBI B JOCTATOYHO OOJBIIOM KOIHYE-
crBe. Bo MHOTOM 3TO 00yCOBIEHO TeM ()aKTOM, YTO OOJIACTh COKPBITHS
nH(pOpMANU B MyJTBTHMEAa UMEET JOCTATOYHO OOTaTyI0 HCTOPHIO U JaeT
XOpo1yto 0a3y AJIsl HOBBIX HaIpaBJICHUH HCCIIeIOBAHHM.

B cBoro ouepens, BcTpanBaHue WHPOPMALIUHN B IPOU3BOIBHBIC TaH-
Hble B KnOep(u3nuecknx cucTeMax IMpeicTaBisieT co0oi Ooliee MMPOKUI
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Clly4yaild, OJTHAKO 3TO HallpaBJIEHHE IPEJCTaBIICHO CYIIECTBEHHO MEHBIINM
KOJINYECTBOM HCCIICAOBAHUI.

B [81] mpuBoguTcs 0030p METOAOB BCTpaWBaHHUs HH(POPMAIMH B
uugpoBeie 1aHHble B MHTEpHETE Beliel, akTyanbHbli Ha koHer 2018 rona.
[TosToMy B HacrosiieM 0030pe COCPEOTOUMMCS Ha HOBBIX MCCIIEIOBAHMSX,
TIOSIBUBLIMXCS 3@ MOCIIETHAE HECKOJIBKO JIeT. [Ipu 5TOM oTMeTHM, 4TO B pam-
Kax HacTosimero od3opa OyayT pacCMOTPEHBI TOJIBKO METOJbI BCTPaUBaHHS
M (POBBIX BOJSHBIX 3HAKOB, IOCKOJIBKY METOABI IIM(PPOBOH cTeraHorpadun
B O0OLIEM CITydae He CBS3aHbI C 3a7a4eii 00ecTieueHns! eJIOCTHOCTH JaHHBIX.

[Ipexne Bcero, ciaeayeT BBIICIUTH JOCTATOYHO MIMPOKHH KJIacc Mc-
CJICIOBAHUM, KOTOpBIC IOCBSIIECHBI pa3paboTKe METONOB M aIrOPUTMOB
COKpHITHSL WH(pOPMAUU B IMH(PPOBBIX M300paKECHUAX (M MHBIX MU(POBBIX
00BEKTaxX), MpeJHa3HAYCHHBIX JIs 3allUTHl JAHHBIX B KHOep()H3MUECKIX
chcTeMax, HO He 00JIa/IafolX KaKUMHU-TH00 crennpruuecKuMi 0COOEHHO-
CTSMH, KOTOPBIC CBSI3aHbI C 3aBICHHOIN oOsacTeio npumeHeHus. K nanHo-
My KJIacCy OTHOCSTCS, Hanmpumep, padotel [82-84]. Mx aBTOpHI yTBEepKaa-
10T, YTO NpeJJlaraeMble MMHU PEUICHHs TperHa3Ha4eHbl VIS 3allUThl JIaH-
HBIX B VHTepHeTe Belleid, 0JJHAKO HE YKa3bIBAIOT Kakue-Tnbo crenuduy-
HBIE JUIA JaHHOM 00JacTH CIEHapHH HCIIOJb30BAaHMS CBOMX alTOPHUTMOB.
MHorue paboThl, KOTOPbIE MOYKHO OTHECTH K JaHHOH IpyIIIe, MOCBSIIEHBI
BOIIpOcaM 0€30MacHOCTH B TEJIEMEANIIMHCKIX CUCTEMAX.

[TockonbKy Takue MccIeI0BaHMS TPEICTABICHBI JOCTATOYHO MINPO-
KO, UX CJIEZlyeT OTMETHTh KaK OTAeJbHBIN Kiacc. OHaKko paboThl yKa3zaH-
HOTO KJIacca (paKTHUECKH HE BBIXOMAT 3a MPEJeITbl KIIACCHYECKOTO BCTPaH-
BaHMS B MyJIbTUMEINA-IaHHbBIC U JJAJIee PACCMaTPUBATHCS HE OYAyT.

Crenyromas rpymma paboT TaKKe OXBaTBHIBAET KIIACCHUECKOE BCTPaA-
VBaHME JaHHBIX B MYJIbTUMEIHA-00BEKTHl. OTIHYNE 3aKI0YaeTCsI B TOM,
YTO aBTOPBIL, 3asBJIAS IPHMEHUMOCTh CBOMX PEIICHUH B KHOEp(PH3HIECKHUX
CHCTEMaX, OMNPEAENAIOT HEKOTOphIE CHeNU(pHUUECKHE CLEHApUU Iepera-
Y{ IaHHBIX, XapaKkTepHbIE Uil TaKMX CUCTEM, M YKa3bIBAIOT CBS3aHHBIE C
HUMH OTPaHUYCHHSI.

PaboTb!I yka3aHHO IpyNITbI IPEICTABICHBI HE CTONb MIUPOKO, HO TEM
HE MEHee X ClIelyeT OT/JEJUTh OT padoT, COCTABIISIOIINX MEPBYIO TPYIITY.

B [85] Taxke mpemuiaraeTcsi cxema 3alllMIIEHHON Hepenayl u3oopa-
JKCHUH B TEJIEMEIUIMHCKUX cUcTeMax. 3amu(poBaHHble KOHPHUICHIHATb-
HBIE N300paXKeHHsI BCTPAMBAIOTCS B M300paKeHMS, COAECPIKUMOE KOTOPBIX
He sBIseTcs KOH(UICHIMATLHBIM. J{OTMOJHHUTENPHO B HM300paXKeHUE-
KOHTEHHEp BCTPAWBACTCs OTIEYaTOK (MEpPLENTHBHBIA Xell) KOH(UAEHIH-
AIBHOTO M300pakeHUs C LENbI0 ero mocienyromeil ayrenTudukammun. Ot-
JMYHUTENILHON OCOOEHHOCTBIO JaHHOM CXEMBI SIBJISIETCSI OTCIICKHBAHHE I10-
psaka nepenadyn n3o6pakeHui. [y 3TOro aBTOPH BBOAST MOHITHE HETI0Y-
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KU OTIEeYaTKoOB M300pakeHui (image fingerprint) Mo aHanoruu ¢ MOHATHEM
LIeTToueK OJIOKOB, JIEKAIMX B OCHOBE TEXHOIOTHUH OJIOKYECHH.

HUccnenoBanme [86] HOCUT HECKONBKO CHEIM(PUIHBIN XapaKTep, IMo-
CKOJIbKY B HEM HJICT pedb O BCTPAaUBAHUH CKPBITHIX BIOKEHUH B H300paxe-
HUsI, UCTIONB3YEMBIe B ITedaTHO! npoaykiun. OHaKko B 3Tol pabore rocra-
TOYHO SICHO OIPEIENICHBI TPHIOKEHHUS TIPEIaracMoro MoAX0a B CHCTEMax
WHTepHeTa Bemel 1 COOTBETCTBYIOIINE CIEHAPUH NPUMEHEHHS, B YaCTHO-
CTH 11l OOECIICUCHNS Ay TCHTU(PHUKAIINN JaHHBIX C [EJIBI0 3aIIUTHI IPOIYK-
UM OT MOAJEIKH, IOATOMY OHa COOTBETCTBYET TEME HACTOSIIETO 0030pa.
31ech TakXkKe HyKHO OTMETHUTb, YTO aBTOPHI pabOThI TOBOPST O CTEraHOIpa-
(u4yecKoM BCTpaMBAaHMH, OJHAKO NEJTAIOT aKLEHT Ha CBOWCTBE PoOacTHO-
CTH, YTO XapaKTEPHO JJIsl BCTpauBaHMsl HU(PPOBBIX BOSHBIX 3HAKOB.

Crnenyromasi rpynmna paboT MOCBSINECHA BCTPAUBAHHUIO IH(POBBIX
BOJSIHBIX 3HAKOB B JIaHHBIE, BbIpa0aThIBAEMBIX W IepeJaBaeMbIX B KH-
Oepdusnueckux cucTeMax M HE OTHOCALIMXCS K MynbTHMeaua. B cymie-
CTBEHHOI1 YacTh padOT, OTHOCAIINXCS K 9TOH IpyIIe, pedb HIET O BCTpau-
BaHMM IM(POBBIX BOASHBIX 3HAKOB B JAaHHBIE OECIPOBOIHBIX CEHCOPHBIX
ceTeil 1 oOecTiedeH st KOHTPOJIS LIEIOCTHOCTH.

[TonoO6HEINA anropuT™ mpeIaraeTcss B TOM YHCIIE W B OZHOW U3 pa-
60T aBTOpPOB HacTosmiero o63opa [87]. OTnMUnTENBEHONH OCOOEHHOCTHIO
JAHHOTO aJITOPUTMa SIBIISIETCS BO3MOKHOCTH YIIPABIIATh YPOBHEM HCKaXKe-
HUH, BHOCUMBIX B PE3yJbTaTe BCTPAUBAHUA. DTO JETAET €ro IPUMEHNMBIM
K CCHCOPHBIM JIAHHBIM Pa3IMYHON (PH3UUECKON PUPOIBI.

B [88] mpeacraBieH aaroput™M BCTpauBaHHs IM(PPOBBIX BOISHBIX
3HAKOB B JJaHHBIE OECIPOBOJHBIX CEHCOPHBIX CETEH, OCHOBHOE HAa3HAUEHHE
KOTOPOTO 3aKJI0YaeTcsi B 00ECIICUeHUH 3allluThl OT aTaKW, HalpaBJICHHON
Ha KJIOHMPOBaHUE CEHCOPHBIX Y3JI0B. BcTpanBaHMe OCHOBaHO Ha TpeodOpa-
30BaHUM, CXOKEM C FaMMHPOBAaHHEM HaJ IBOMYHBIM aiipaBUTOM. B Kaue-
CTBE IIPEUMYIIECTBA AJITOPUTMA 3asBJIECHA JIETKOBECHOCTb.

ANTOPUTMBI BCTPaWBAIOT JJIEMEHTH HU(PPOBOTO BOJSHOIO 3HaKa B
CCHCOPHBIE JJaHHBIC MOCJICAOBATEIFHBIM M HE3aBUCHMBIM 00pa3oM, Io-
CKOJIBKY OH HE 3aBHCHT OT 3HAYCHUI 3THX CEHCOPHBIX AAHHBIX HIIM HEKO-
TOPBIX MX XapakTepuctuk. Maes ¢popmuposath 1udpoBoi BOASHON 3HAK B
3aBUCHMOCTH OT CaMUX 3aIlMINACMbIX AAHHBIX SBIAETCA JOCTATOYHO pac-
MIPOCTPAHEHHOHN KaK JUIA KJIACCHYECKHX METOJOB M aJTOPUTMOB HU(POBBIX
BOJSHBIX 3HAKOB, TaK M ISl paccMaTpUBaeMOW MpoOIeMHON o0macTH 3a-
HIMTHI JAHHBIX OECIPOBOIHBIX CEHCOPHBIX CETEll U MHTEpHETA Belllei.

B Oosee mpocroM ciyuae 3jeMeHThI HU(BPOBOTO BOASHOIO 3HAKa
BBIPA0ATHIBAIOTCS TOJILKO Ha OCHOBAHMW 3HAYCHUIl DJIEMEHTOB CEHCOPHBIX
JaHHbIX. [IpumepoM sBiIsieTCS cXxeMa BCTpauBaHUs, NpeICTaBIeHHas B [89].
B cootBeTcTBHHM ¢ JaHHOI cXeMOM OMT U(GPOBOTO BOASHOTO 3HAKA, BCTpa-

1106 WHdbopmaTuka 1 asTomatuaaums. 2020. Tom 19 Ne 5. ISSN 2078-9181 (neu.)
ISSN 2078-9599 (oHnainH) www.ia.spcras.ru



INFORMATION SECURITY

UBaeMbIIl B OYepeIHOE CEHCOPHOE 3HaueHHe, BBIPA0aThIBAaeTCS HAa OCHOBE
HECKOJIBKUX MPEABITYIINX CEHCOPHBIX 3HAYCHUH.

Takoil moaxon obOnamaer ONpeAeNIeHHBIMA HPEHMYILIECTBAMU I10
CPaBHEHHIO C HE3aBUCHMBIM BCTPANBAHHUEM JIEMEHTOB IIM(POBOTO BOASHO-
T'O 3HaKa, OJHAKO TPUBOJAUT K MOSABJICHUIO POOIeMbl cCHHXpoHM3aun. Ec-
JIM TIPH TIOJYYEHHH COOOIIECHHUS MOPSAOK 3JIEMEHTOB JTAHHBIX OYAET Hapy-
IIEH, 3TO MPHUBEAET K OMIMOKAaM INPHU M3BJICYCHUH IM(POBOrO BOJISHOTO
3HAKa Jake IPU OTCYTCTBUH Ha KaHaJe CBSI3M aKTHBHOTO 3JI0yMBIIIICHHH-
ka. HekoTopelii crmoco0 pereHust TaHHOH TpoOaeMbl TpeacTasieH B [90].
ABTOpBI TIpeIJIaraloT cxeMy LHUQPOBBIX BOISIHBIX 3HAKOB C JABYMS LIEIOY-
KaMH, B COOTBETCTBHM C KOTOPOI CEHCOpHBIE IAHHBIE PA3JCIIIOTCA Ha
IpyIBI IEPEMEHHOHN JUTMHBI, 3aBHUCSILIEH OT Kitoda. BeipaboTka u BecTpau-
BaHME LENOYEK HU(POBBIX BOASHBIX 3HAKOB OCYLIECTBIICTCS I Map
CMeXHBIX rpynmn. OfHa 1enovka MU(POBEIX BOASHBIX 3HAKOB CITYXXHT IS
ayTeHTH(UKAIIMKM CaMUX CEHCOPHBIX NaHHBIX. BTopas menouka mudpoBbIX
BOJISTHBIX 3HAKOB KOJUPYET pa3/esIUTEIN MKy IpyNIaMu 1 00ecrieunBacT
CHHXPOHH3ALUIO MEX/y OTIIPABUTEIIEM H MOIy4aTeIeM JTaHHBIX.

B Oouee cinoxHOM citydae B popMHUpOBaHUM LIU(PPOBOTO BOASIHOTO
3HaKa y4acTBYIOT HE TOJbKO 3HAUCHMS CEHCOPHBIX BEJIIUYMH, HO M HEKO-
TOpBIE WX XapaKTepUCTHKH. Tak pabora [91] mocesmieHa mpoOiieMe
ayTeHTHU(QUKAIMK JTaHHBIX, TOCTYNAIOIIUX OT yCTpoWcTB MHTepHeTa Be-
mei. J[nsg sToro mpennaraercss M3BIEKAaTh CTOXaCTHYECKHE XapaKTepu-
CTHKH TTOTOKOB JaHHBIX U ()OPMHUPOBATHh HAa WX OCHOBE IH(POBBIE BOIS-
HbIe 3HaKW. B kauecTBe MeTOJa BCTpanBaHUS U(PPOBBIX BOJASHBIX 3HA-
KOB B IIOTOK JTaHHBIX HCIIOJIb3YETCS METOJ PACIIMPEHHs CIeKTpa. B pa-
6ote [92] Takxe MAET pedb O TOM, YTOOBI MCIOIB30BATh MPH HOPMHUPO-
BaHWHU IH(POBOTO BOISHOTIO 3HAKA Pa3IMUHBIE XapaKTEPUCTHKH 3axBa-
YEHHBIX IAHHBIX: JUIMHY JaHHBIX, YaCTOTY MOSBICHHS M BpeMs 3axBara.
B [93] undposoit BoasHON 3HAK hopMHpyeTCs Ha OCHOBE HH(pOpMAITIH O
koJum3usx mpotokoida CSMA/CA u cityXHT ISl OTpaXKeHUsI aTaku KJIo-
HUPOBAHMS CEHCOPHBIX y3J0B. Kpome TOro, oTiIMYUTENLHOH OCOOEHHO-
CTBbIO PabOTHI SABISETCS CIOCOO MPEACTABICHHUS CCHCOPHBIX JaHHBIX. M3
HuX (opmMmupyercss marpuna, nojaodOHas nudpoBoMy nzoOpakeHuio. B
o0lIeM cllydae Takoe pelleHHe I03BOJSeT HCIOIb30BaTh INpU padoTe ¢
CCHCOPHBIMM JIaHHBIMHU IIOAXOJIbI, KOTOPBIE YCIIEIIHO 3apEKOMEHOBAIH
ce0s MPUMEHUTENFHO K NU(POBBIM HU300paKECHHUSIM.

ANTOpUTMBI, TIPEAICTaBICHHBIE BO BCEX OTMEUCHHBIX HMCCIEOBAaHU-
SIX, paboTaroT ¢ U(POBBIMU BOASHBIMH 3HAKaMHM, HPEICTABIISIIOLINMH CO-
0011 1BOWYHBIE TIOCIIENOBAaTENLHOCTH. KpoMe Toro, cymecTByeT Kiacc pa-
00T, MOCBSIIEHHBIX BCTPAHMBAaHHIO BOISIHBIX 3HAKOB B aHAJOTOBBIE CHI'HA-
7Bl (B YaCTHOCTH, B MOJYJIMPOBAHHBIC CHTHAJbBI) UL PELICHUS 33/1ad
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ayTeHTH(UKAIIMK CUTHAJIOB WJIM UX UCTOYHHKA. PeleHus, KOTopble MOYKHO
HalTH B JaHHBIX paboTax, MAEHHO CXOXH C PEIICHUSMH MO BCTPANBAHHIO
IU(POBEIX BOASHBIX 3HaKOB. OTIIMUME 3aKIOYAETCs JHIIb B opMe mpe-
CTaBJICHUSI CUTHAJIA U, KaK CJICICTBHE, B CIIOCO0ax ero 00paboTKH.

HUccnenoBanme [94] mocBAIeHO 3aAade ayTeHTH(QUKAIINHA OTIPABHU-
TeNst B cHCTeMax, cooTBercTByrommx cranmapty NB-IoT (Narrow Band
Internet of Things). B nccnenoBannu ncnons3yercs MOHATHE PagrovacToT-
HOTO BOASHOTO 3HaKa. V3HadaipbHO BOASIHOW 3HAaK (POpMHpPYETCs Kak Lud-
POBOIA, O/IHAKO Jlajiee BCTpanBaHKME OCYIIECTBISIETCSI HE YPOBHE JBOMYHBIX
MOoCJeI0BaTeNbHOCTEH, & Ha YPOBHE MOJXYJIHPOBAHHBIX CUTHANOB. OCHOB-
HBIM TIPEUMYIIECTBOM MpEJIaraéMoi CXeMbl Ha3bIBa€TCs MOBBIIICHHAS
Ha/Ie)KHOCTh 33 CUET YCTPAHEHHMs B3AaUMHON IIOMEXH MEXIY IOJIE3HBIM CHT-
HaJIOM M CUTHAJIOM BOJISTHOTO 3HaKa.

B ompeneneHHBIX coydasx BOJSHBIC 3HAKH CIIYXaT IUIST OTPAaKEHMS
KOHKpPETHBIX BHUIIOB arak. Pabora [95] mocBsineHa WICHTU(PHUKAIINHA KHOe-
parak BOCIIPOM3BENICHUsI, HAIPABJICHHBIX Ha CETEBbIC MPOMBIIUICHHBIE CH-
crems! yrpasienus (networked control industrial systems). Ilog stim mozapa-
3yMeBaeTCs MOMBITKA 37I0YMBIIUICHHUKA BMEIIATHCS B YIPABICHHE CHCTEMON
TIOCPEJICTBOM BOCHPOM3BEICHHS paHee IePEeXBaueHHBIX IOCIIEIOBATEIHFHO-
creil maHHBIX. OCHOBHBIM BKJIAJIOM JAHHOH paOOTHI SIBISIETCS HE alrOPUTM
BCTPanBaHUs, KOTOPBIA B3ST U3 NPEIIECTBYIONINX padoT, a CTpaTerus mpu-
MEHEHHS! JAaHHOTO aJrOpUTMa IS 3alUTHI OT 3JI0yMBIIIIEHHUKA.

B pabote [96] nmpeacTaBieH aaropuTM BCTpauBaHUsI OOpaTUMBIX BO-
JSHBIX 3HAKOB B CHTHAJBI, Iepe/aBacMble B IPOMBIIIICHHBIX CHCTEMax
YIPaBJICHUS C «OKECTKHM» peajibHBIM BpeMeHeM. B kauecTBe mpHopHUTET-
HOM 00JIaCTH TIPUMEHEHUsI aBTOPBI YKa3bIBAIOT CYAOBBIE CUCTEMBI yIIpaBie-
Husl. BerpauBanue sBisieTcs aAgUTUBHBIM M OCYIIECTBISIETCS IO YIPaB-
JICHUEM CEKPETHOTO KIIF0Ua, KOTOPBIH MPEIBapUTENBHO JJOIDKEH OBITh Iepe-
JaH T0 3alUIEHHOMY KaHally cBA3U. IIpemnaraemslil anropiut™ Mo3BoseT
BBISBIIITH aTaKH, HAIIPABJICHHBIE Ha 33J€PKKY 1 NCK)KEHHE CUTHAIIA.

B 3aBepuieHre OTMETHM, YTO CTAIM IIOSBISITHCS HCCIIEIOBAHMUS,
OOBEAMHSIONNE PACCMOTPEHHYIO B MPEAbILYLIEH CEKIUHM TEXHOJIOTHIO
OIOKYEHH M TEXHOJIOTHIO NN(POBBIX BOJSIHBIX 3HAKOB. biok4elH u mudpo-
BbIE BOJISTHBIE 3HAKW HAIlPaBJIEHBI Ha PEIIeHNE pa3HbIX 33/1a4 0e301acHOCTH
B knbOepduznueckux cucremax. X coBMecTHOE HCIOJIb30BaHHUE TOTEHIIH-
JIFHO TI03BOJIUT AOOUTHCS OOJIBIIETO YPOBHS OE30MacHOCTH, YEM HPH HC-
MI0JIb30BAaHHUH JITAHHBIX TEXHOJIOTHH 10 OTIENBHOCTH. JTa Ujes YK€ Halia
OTpakKeHHE B MPEALICCTBYIONINX HCCIEIOBAaHHUAX, OIHAKO IpEeHMyIie-
CTBEHHO TOJIBKO B OIHOM HaIlpaBJIEHHUH, CBSI3aHHOM C MPOOIEMO yrpaBie-
HUA 1nupoBeIMU ITpaBamu [97-99]. CoBMeCTHOE NMPUMEHEHHE JaHHBIX TeX-
HoJlorMi B WHBIX mnpuiaoxeHusx [100-103] sBngercss mnepcreKTUBHBIM

1108 WHdbopmaTuka 1 asTomatuaaums. 2020. Tom 19 Ne 5. ISSN 2078-9181 (neu.)
ISSN 2078-9599 (oHnainH) www.ia.spcras.ru



INFORMATION SECURITY

HarpaBjeHUEM UCCIIeJOBAaHHMH, Pa3BUTHE KOTOPOTO MTO3BOJIUT BHECTH BKJIA]
B 00acTs KubepOe30macHOCTH.

5. 3akiouenne. CTpeMUTENbHBIA MpOrpecc B 00JacTH BBIYHCIIH-
TENBHBIX M KOMMYHHMKAIMOHHBIX TEXHOJOTHH OOYCIIaBIMBAEeT WHTEpEC
Hay4YHOTO COOOIIECTBa W MPOMBIIIICHHOCTH K KHOEp(U3MUECKUM CHCTe-
Mam [100-103]. Micnionp3ysi ceHCOpHBIE, BBIYUCIUTEIBHBIC M CETEBBIC BO3-
MOJKHOCTH, KHOEp(PU3NIECKHAE CHCTEMBI CIIOCOOCTBYIOT CTaHOBIICHHIO HO-
BOT'O TOKOJICHHS HAYYHO-TEXHWYIECKUX PELICHUH, 00ECIICUNBAIONINX aBTO-
MaTHYECKUE IPOLECCHl NMPUHATUS PEIICHUH B Pa3IMYHBIX 00JAcTAX — OT
aBTOMATH3aLUKM MEJKHX OBITOBBIX IPOIECCOB JI0 TPAaHCIIOPTUPOBKU Mare-
puainoB, Gpabpuk OymyInero U KpUTHYECKH BayKHBIX MPOU3BOACTB. MHTErpa-
U] METOJO0B WH(POPMALMOHHBIX TEXHOJOTMHA C (DU3MYECKOW CHUCTEMOI,
TaKOW Kak 3JIEKTPOCETh, TPAHCIIOPTHAsI CHCTEMa M IETOYKa IMOCTaBOK, JUIs
(hopMHUpOBaHUsS «yMHOI» MH(PACTPYKTYphl — 3TO 3ai0r Oonbliei 3ddex-
THUBHOCTH, HaJIe)KHOCTH M YCTOHYUBOCTH.

[IpencraBien 00630p OCHOBHBIX METOJOB OOECIEYECHHS IIEIOCTHOCTH
JIAHHBIX B TIPOTOKOJIAX YIPABJIECHUS! KMOEP(MUMIECKHX CHCTEM, a TaKkKe 00-
30p YSI3BEMOCTEH IPOTOKOJIOB TIPHKIIAIHOTO YPOBHS, IIMPOKO UCTIOIb3YEMBIX
B KHOEpPH3NUECKNX CHCTEMaX Pa3INYHOI MpUpozbl. PaccMOTpeHsI Kiaccu-
YEeCKHe METOJbI OOECIICUeHNs IEIIOCTHOCTH, HOBBIE METOJBI, B YaCTHOCTH
OTIO0KYEIH, a TaK)Ke HAIPaBICHHS Pa3BUTHS M ONTUMU3ALNH METOIOB 3aIUTHI
B M2M mporokonax. Macmrab mpeacTaBIeHHBIX CBEIEHUH 00 YsI3BIMOCTSIX
U yrpozax 0€30macHOCTH UIS MPOTOKOJIIOB KHOEPPHU3WIECKHNX CHCTEM
HaWTy4IIM 00pa3oM IO0JYEPKUBAET MOTPEOHOCTh B HOBBIX METO/IaX M MeXa-
HHU3Max obecrieyeHus 0e30MacHOCTH, aJaTUPOBAHHBIX /I PEJOTBPAIICHHS
TaKUX yrpo3 0e3 MpernsTCTBUA B paboTe MOJJOOHBIX HHPPACTPYKTYP.

JanbHeiie HanpaBieHUs] UCCIEAOBaHUN OyIyT CBSI3aHBI C MOBBI-
meHueM 3(QQPEeKTUBHOCTH METOJ0B OOecreueH sl LEeNOCTHOCTH JaHHBIX B
Knbepduzndeckux cucremax. B gacTHOCTH, HHTEpeC NPeACTaBIsIET THOPH-
JM3aLusl TEXHOJIOTHH OJIOKYEHH M IH(POBHIX BOJSIHBIX 3HAKOB JJISI TOCTPO-
eHnsi 3((GEeKTUBHBIX METOAOB AyTEHTHU(HKAIMH JAHHBIX M HCTOYHHUKOB
JAHHBIX B MyJIbTHMEIHA-CHCTEMAX.

JlutepaTtypa

1. Suastegui Jaramillo L.E. Malware Detection and Mitigation Techniques: Lessons
Learned from Mirai DDOS Attack // Journal of Information Systems Engineering &
Management. 2018. vol. 3(3). no. 19. pp. 1-6.

2. Mahbub M. Progressive researches on IoT security: An exhaustive analysis from the
perspective of protocols, vulnerabilities, and preemptive architectonics // Journal of
Network and Computer Applications. 2020. vol. 168. no. 102761. pp. 1-26.

3. Luo J.-Z., Shan C., Cai J., Liu Y. 1oT Application-Layer Protocol Vulnerability Detec-
tion using Reverse Engineering // Symmetry. 2018. vol. 10. no. 561. pp. 1-13.
4. Johnson D., Ketel M. 10T: Application Protocols and Security // International Journal

of Computer Network and Information Security. 2019. vol. no. 11. pp. 1-8.

Informatics and Automation. 2020. Vol. 19 No. 5. ISSN 2078-9181 (print) 1109
ISSN 2078-9599 (online) www.ia.spcras.ru



NHPOPMALIMOHHAA BEE3OMNACHOCTb

10.

11.

12.

13.

14.

17.

18.

20.

21.

22.

23.

1110

Nebbione G. Calzarossa M.C. Security of IoT Application Layer Protocols: Challeng-
es and Findings // Future Internet. 2020. vol. 12. no. 55. pp. 1-20.

Alghamdi T., Lasebae A., Aiash M. Security Analysis of the Constrained Application
Protocol in the Internet of Things // Second International Conference on Future Gen-
eration Communication Technologies (FGCT 2013). 2013. pp. 163-168.

Bamamaniok U.B., Axoereé P.H. O000IICHHBIE TEOPETUUECKUE MOJEIH KHOephu3n-
yeckux cucteM // 3sectus FOro-3amagnoro rocynapcrseHnoro yausepcurera. 2019.
Ne 23(6). C. 161-175.

Korzun D. et al. Ambient Intelligence Services in IoT Environments: Emerging Re-
search and Opportunities // IGI Global. 2019.

Zavyalova Y.V., Korzun D.G., Meigal A.Y., Borodin A.V. Towards the Development of
Smart Spaces-Based Socio-Cyber-Medicine Systems // International Journal of Em-
bedded and Real-Time Communication Systems (IJERTCS). 2017. pp. 45-63

Kayal P. Perros H. A comparison of IoT application layer protocols through a smart
parking implementation // 2017 20th Conference on Innovations in Clouds, Internet
and Networks. 2017. pp. 331-336.

Dizdarevic J., Carpio F., Jukan A., Masip X. A Survey of Communication Protocols
for Internet of Things and Related Challenges of Fog and Cloud Computing Integra-
tion / ACM Computing Surveys. 2019. vol. 51. no. 6. pp. 1-29.

Naik N. Choice of effective messaging protocols for IoT systems: MQTT, CoAP,
AMQP and HTTP // Proceedings of the 2017 IEEE International Systems Engineering
Symposium. 2017. pp. 1-7.

Cenesnég C.I1., Aroenes B.B. ApxuTekTypa HPOMBILUICHHBIX NpuiaoxeHud loT u
npotokonsl AMQP, MQTT, JMS, REST, COAP, XMPP, DDS // International Journal
of Open Information Technologies. 2019. Ne 5. C. 17-28.

Dinculean D. Vulnerabilities and Limitations of MQTT Protocol Used between IoT
Devices // Applied Sciences. 2019. vol. 9. no. 848. pp. 1-10.

Andy S., Rahardjo B., Hanindhito B. Attack scenarios and security analysis of MQTT
communication protocol in IoT system // 2017 4th International Conference on Elec-
trical Engineering, Computer Science and Informatics. 2017. pp. 1-6.

Firdous S.N., Baig Z., Valli C., Ibrahim A. Modelling and Evaluation of Malicious
Attacks against the IoT MQTT Protocol // Proceedings of the 2017 IEEE International
Conference on Internet of Things (iThings) and IEEE Green Computing and Commu-
nications (GreenCom) and IEEE Cyber, Physical and Social Computing (CPSCom)
and IEEE Smart Data (SmartData). 2017. pp. 748-755.

Jarvinen I., Raitahila I., Cao Z., Kojo M. 1s CoAP Congestion Safe? / ANRW '18:
Proceedings of the Applied Networking Research Workshop. 2018. pp. 43—49.
Roselin A.G. et al. Exploiting the Remote Server Access Support of CoAP Protocol //
IEEE Internet of Things Journal. 2019. pp. 9338-9349.

Park C. Security Architecture for Secure Multicast CoAP Applications // IEEE Inter-
net of Things Journal. 2020. vol. 7. no. 4. pp. 3441-3452.

Wani S.Y. Internet of Things(IoT) Security and Vulnerability // Research proposal.
2018. pp. 1-9.

White R. et al. Network Reconnaissance and Vulnerability Excavation of Secure DDS
Systems // Proceedings of the 2019 IEEE European Symposium on Security and Pri-
vacy Workshops. 2019. pp. 57-66.

Michaud M., Dean T., Leblanc S. Attacking OMG Data Distribution Service (DDS)
Based Real-Time Mission Critical Distributed Systems // Proceedings of the 2018
13th International Conference on Malicious and Unwanted Software. 2018. pp. 68—77.
Malik I. et al. XMPP architecture and security challenges in an IoT ecosystem // Pro-
ceedings of the 16th Australian Information Security Management Conference. 2019.
pp. 62-73.

Wnopmatyka n aBTomatunsaums. 2020. Tom 19 Ne 5. ISSN 2078-9181 (ney.)
ISSN 2078-9599 (oHnainH) www.ia.spcras.ru



INFORMATION SECURITY

24.

25.

26.

217.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

Blahut R.E. Principles and practice of information theory. Part 1 / Addison-Wesley.
1987.458 p.

Ivanov F., Kabatiansky G., Krouk E., Rumenko N. A New Code-Based Cryptosystem
// Code-Based Cryptography Workshop. 2020. pp. 41-49.

Bahl L., Cocke J., Jelinek F., Raviv J. Optimal decoding of linear codes for minimiz-
ing symbol error rate (Corresp.) / IEEE Transactions on Information Theory. 1974.
vol. 20. no. 2. pp. 284-287.

Ivanov F., Kreshchuk A., Zyablov V. On the Local Erasure Correction Capacity of
Convolutional Codes // 2018 International Symposium on Information Theory and Its
Applications. 2018. pp. 296-300.

Zyablov V.V., Ivanov F.I., Potapov V.G. Comparison of various constructions of bina-
ry LDPC codes based on permutation matrices // Journal of Communications Tech-
nology and Electronics. 2012. vol. 57. pp. 932-945.

Berrou C. et al. An overview of turbo codes and their applications // The European
Conference on Wireless Technology. 2005. pp. 1-9.

Arikan E. Channel Polarization: A Method for Constructing Capacity-Achieving
Codes for Symmetric Binary-Input Memoryless Channels // IEEE Transactions on In-
formation Theory. vol. 55. no. 7. pp. 3051-3073.

Zhilin 1., Ivanov F., Zyablov V. Generalized Error Locating Codes with Soft Decoding
of Inner Codes // Proceedings of European Wireless 2015; 21th European Wireless
Conference. 2015. pp. 1-5.

T'OCT P 34.11-2012. UnpopmarmonHas TexHoiorus. Kpunrorpadudeckas 3amura
undopmaru. yHkuums xsmmposanus / M.: loccrannapt Poccun. 2012.

T'OCT P 34.13-2015. Wudopmanuonnas TexHojorus. Kpunrorpaduueckas 3amura
undopmanyu. Pexxumbl padotel 610unbIX mdpos // M.: F'ocecranaapt Poceun. 2015.
T'OCT P 34.10-2012. Nudopmanuonnas TexHojorus. Kpunrorpaduueckas 3amura
uHdopmaryu. [Iponeccsl GpopMupoBaHHS U MPOBEPKH AIEKTPOHHOU HM(PPOBOI moa-
mucu // M.: Toccrangapt Pocenn. 2012.

Bali R.S., Jaafar F., Zavarasky P. Lightweight Authentication for MQTT to Improve
the Security of IoT Communication // Proceedings of the 3rd International Conference
on Cryptography, Security and Privacy. 2019. pp. 6-12.

Malina L. et al. A Secure Publish/Subscribe Protocol for Internet of Things // Pro-
ceedings of the 14th International Conference on Availability, Reliability and Securi-
ty. 2019. pp. 1-10.

Singh M., Rajan M A., Shivraj V.L., Balamuralidhar P. Secure MQTT for Internet of
Things (IoT) // Proceedings of the 2015 Fifth International Conference on Communi-
cation Systems and Network Technologies. 2015. pp. 746-751.

Dinculeana D., Cheng X. Vulnerabilities and Limitations of MQTT Protocol Used
between IoT Devices // Applied Sciences. 2019. vol. 9. no. 848. pp. 1-10.
Niruntasukrat A. et al. Authorization mechanism for MQTT-based Internet of
Things // Proceedings of the 2016 IEEE International Conference on Communications
Workshops. 2016. pp. 290-295.

Calabretta M., PecoriR., Veltri L. A Token-based Protocol for Securing MQTT
Communications // Proceedings of the 2018 26th International Conference on Soft-
ware, Telecommunications and Computer Networks. 2018. pp. 1-6.

Bisne L., Parmar M. Composite secure MQTT for Internet of Things using ABE and
dynamic S-box AES // Proceedings of the 2017 Innovations in Power and Advanced
Computing Technologies. 2017. pp. 1-5.

Aumasson J.P., Neves S., Wilcox-O'Hearn Z., Winnerlein C. BLAKE2: Simpler,
Smaller, Fast as MD5 // Proceedings of the Applied Cryptography and Network Secu-
rity. 2013. pp. 119-135.

Kuchta V., Sharma G. Lattice - Based Cryptography and Internet of Things // IoT
Security: Advances in Authentication. 2020. pp. 101-118.

Informatics and Automation. 2020. Vol. 19 No. 5. ISSN 2078-9181 (print) 1111
ISSN 2078-9599 (online) www.ia.spcras.ru



NHPOPMALIMOHHAA BEE3OMNACHOCTb

44,
45,

46.

47.

48.

49.

50.

S1.

52.

53.

54.

55.

56.

57.

58.

59.

60.

61.
62.

63.

1112

Porambage P., Braeken A., Schmitt C. Public Key Based Protocols — EC Crypto // IoT
Security: Advances in Authentication. 2020. pp. 85-99.

Hardt D. The OAuth 2.0 Authorization Framework. URL: https://tools.ietf.org/html/
rfc6749 (nata obpamenus: 15.03.2020).

Colombo P., Ferrari E. Access Control Enforcement Within MQTT-based Internet of
Things Ecosystems // Proceedings of the 23nd ACM on Symposium on Access Con-
trol Models and Technologies. 2018. pp. 223-234.

Guo L., Wu J., Xia Z., Li J. Proposed security mechanism for XMPP-based communi-
cations of ISO/IEC/IEEE 21451 sensor networks // IEEE Sensors Journal. vol. 15.
no. 5. pp. 2577-2586.

Iglesias-Urkia M., Orive A., Urbieta A., Casado-Mansilla D. Analysis of CoAP im-
plementations for industrial Internet of Things: A survey // Procedia Computer Sci-
ence. 2017. vol. 109. pp. 188-195.

Hussein A. Elhajj 1., Chehab A., Kayssi A. Securing Diameter: Comparing TLS,
DTLS, and IPSec // 2016 IEEE International Multidisciplinary Conference on Engi-
neering Technology. 2016. pp. 1-8.

Boo E., Raza S, Hoglund J., Ko J. Towards Supporting [oT Device Storage and Net-
work Security Using DTLS // MobiSys '19: Proceedings of the 17th Annual Interna-
tional Conference on Mobile Systems, Applications, and Services. 2019. pp. 570-571.
Shah V. Exploit DTLS Vulnerabilities & Provide a Novel approach to Protect DTLS
in CoAP based IoT // International Journal for Research in Applied Science and Engi-
neering Technology. 2020. vol. 8. pp. 216-221.

Albalas F., Al-Soud M., Almomani O., Almomani A. Security-aware CoAP Application
Layer Protocol for the Internet of Things using Elliptic-Curve Cryptography // Interna-
tional Arab Journal of Information Technology. 2018. vol. 15. no. 3A. pp. 550-558.
Capossele A., Cervo V., Cicco G.D., Petrioli C. Security as a CoAP resource: An
optimized DTLS implementation for the IoT // Proceedings of the 2015 IEEE Interna-
tional Conference on Communications. 2015. pp. 549-554.

Banerjee U. et al. An Energy-Efficient Reconfigurable DTLS Cryptographic Engine
for Securing Internet-of-Things Applications // IEEE Journal of Solid-State Circuits.
2019. vol. 54. no. 8. pp. 2339-2352.

Nakamoto S.  Bitcoin: A Peer-to-Peer Electronic Cash  System. URL:
https://bitcoin.org/bitcoin.pdf (nara obpamenus: 15.05.2020).

Ferndndez-Caramés T.M., Fraga-Lamas P. A review on the application of blockchain
to the next generation of cybersecure industry 4.0 smart factories // IEEE Access.
2019. vol. 7. pp. 45201-45218.

Alladi T., Chamola V., Parizi R.M., Choo K.-K.R. Blockchain Applications for Industry
4.0 and Industrial IoT: A Review // IEEE Access. 2019. vol. 7. pp. 176935-176951.
Aceto G., Persico V., Pescapé A. A Survey on Information and Communication Tech-
nologies for Industry 4.0: State-of-the-Art, Taxonomies, Perspectives, and Challeng-
es // IEEE Communications Surveys & Tutorials. 2019. vol. 21. no. 4. pp. 3467-3501.
Fernandez-Caramés T.M., Fraga-Lamas P. A Review on the Use of Blockchain for
the Internet of Things / IEEE Access. 2018. vol. 6. pp. 32979-33001.

Zhaofeng M. et al. Blockchain-Enabled Decentralized Trust Management and Secure
Usage Control of IoT Big Data // IEEE Internet of Things Journal. 2020. vol. 7. no. 5.
pp. 4000-4015.

Baniata H., Kertesz A. A Survey on Blockchain-Fog Integration Approaches // IEEE
Access. 2020. vol. 8. pp. 102657-102668.

Bhushan B. et al. Blockchain for smart cities: A review of architectures, integration trends
and future research directions // Sustainable Cities and Society. 2020. vol. 61. pp. 1-27.
Saberi S., Kouhizadeh M., Sarkis J., Shen L. Blockchain technology and its relation-
ships to sustainable supply chain management // International Journal of Production
Research. 2019. vol. 57. no. 7. pp. 2117-2135.

Wnopmatyka n aBTomatunsaums. 2020. Tom 19 Ne 5. ISSN 2078-9181 (ney.)
ISSN 2078-9599 (oHnainH) www.ia.spcras.ru



INFORMATION SECURITY

64.

65.

66.

67.

68.

69.

70.

71.

72.

73.

74.

75.

76.

71.

78.

79.

80.

81.

82.

83.

FuY., Zhu J. Big production enterprise supply chain endogenous risk management
based on blockchain // IEEE Access. 2019. vol. 7. pp. 15310-15319.

Kshetri N. 1 Blockchain’s roles in meeting key supply chain management objectives //
International Journal of Information Management. 2018. vol. 39. pp. 80-89.

Yu C., Jiang X., Yu S., Yang C. Blockchain-based shared manufacturing in support of
cyber physical systems: concept, framework, and operation // Robotics and Computer-
Integrated Manufacturing. 2020. vol. 64. pp. 1-15.

Li M. et al. Blockchain-enabled Secure Energy Trading with Verifiable Fairness in
Industrial Internet of Things // IEEE Transactions on Industrial Informatics. 2020.
vol. 16. no. 10. pp. 6564—6574.

Han D., Zhang C., Ping J., Yan Z. Smart contract architecture for decentralized energy
trading and management based on blockchains // Energy. 2020. vol. 199. pp. 1-14.

Lu H., Huang K., Azimi M., Guo L. Blockchain technology in the oil and gas industry:
A review of applications, opportunities, challenges, and risks // IEEE Access. 2019.
vol. 7. pp. 4142641444,

Anwar H., Arasu M., Ahmed Q. Ensuring fuel economy performance of commercial
vehicle fleets using blockchain technology // Proceedings of SAE World Congress
Experience (WCX 2019). 2019. pp. 1510-1516.

Pan J. et al. EdgeChain: An edge-IoT framework and prototype based on blockchain and
smart contracts // IEEE Internet of Things Journal. 2018. vol. 6. no. 3. pp. 4719-4732.
Seitz A. et al. Fog computing as enabler for blockchain-based IIoT app marketplaces-
A case study // Proceedings of the 2018 Fifth international conference on internet of
things: systems, management and security. 2018. pp. 182—188.

Koshy P., Babu S., Manoj B.S. Sliding Window Blockchain Architecture for Internet
of Things // IEEE Internet of Things Journal. 2020. vol. 7. no. 4. pp. 3338-3348.

Luo J., Chen Q., Yu F.R., Tang L. Blockchain-enabled software-defined industrial
internet of things with deep reinforcement learning // IEEE Internet of Things Journal.
2020. vol. 7. no. 6. pp. 5466—5480.

Ge C, Liu Z., Fang L. A blockchain based decentralized data security mechanism for
the Internet of Things // Journal of Parallel and Distributed Computing. 2020.
vol. 141. pp. 1-9.

Chi J. et al. A secure and efficient data sharing scheme based on blockchain in indus-
trial Internet of Things // Journal of Network and Computer Applications. 2020.
vol. 167. pp. 1-10.

LiD., Hu Y., Lan M. 10T device location information storage system based on block-
chain // Future Generation Computer Systems. 2020. vol. 109. pp. 95-102.

Cebe M. et al. Block4Forensic: An Integrated Lightweight Blockchain Framework for
Forensics Applications of Connected Vehicles / IEEE Communications Magazine.
2018. vol. 56. no. 10. pp. 50-57.

Rathee G. et al. A blockchain framework for securing connected and autonomous
vehicles // Sensors. 2019. vol. 19. no. 14. pp. 1-15.

Qian Y. et al. Blockchain-Based Privacy-Aware Content Caching in Cognitive Inter-
net of Vehicles // IEEE Network. 2020. vol. 34. no. 2. pp. 46-51.

Esciomun O.0., Koxypuna A.C., Mewepsxoe P.B. O630p METOJI0B BCTPaUBAHUS HH-
(hopmanuu B 1MppoBbie 0OBEKTHI Il 0OecreueHns: 0€30IaCHOCTH B «UHTEPHETE Be-
meit» // Komnblorepras ontuka. 2019. T. 43. Ne 1. C. 137-154.

Al-Shayea T.K., Mavromoustakis C.X., Batalla JM., Mastorakis G. A hybridized
methodology of different wavelet transformations targeting medical images in [oT in-
frastructure // Measurement. 2019. vol. 148. pp. 1-14.

Prasetyo H., Hsia C.-H., Liu C.-H. Vulnerability attacks of SVD-based video
watermarking scheme in an IoT environment // IEEE Access. 2020. vol. 8.
pp. 69919-69936.

Informatics and Automation. 2020. Vol. 19 No. 5. ISSN 2078-9181 (print) 1113
ISSN 2078-9599 (online) www.ia.spcras.ru



NHPOPMALIMOHHAA BEE3OMNACHOCTb

84.

85.

86.

87.

88.

89.

90.

91.

92.

93.

94.

95.

96.

97.
98.

99.

100.

101.

1114

Liu J. et al. Robust Watermarking Algorithm for Medical Volume Data in Internet of
Medical Things // IEEE Access. 2020. vol. 8. pp. 93939-93961.

Peng H., Yang B., Li L., Yang Y. Secure and Traceable Image Transmission Scheme
Based on Semitensor Product Compressed Sensing in Telemedicine System // IEEE
Internet of Things Journal. 2020. vol. 7. no. 3. pp. 2432-2451.

PuY.-F., Zhang N., Wang H. Fractional-Order Spatial Steganography and Blind Ste-
ganalysis for Printed Matter: Anti-Counterfeiting for Product External Packing in Inter-
net-of-Things // IEEE Internet of Things Journal. 2019. vol. 6. no. 4. pp. 6368-6383.
Evsutin O. et al. Algorithm for Embedding Digital Watermarks in Wireless Sensor
Networks Data with Control of Embedding Distortions // Proceedings of the 2nd In-
ternational Conference on Distributed and Computer and Communication Networks
(DCCN 2019). 2019. pp. 574-585.

Hoang T.-M., Bui V.-H., Vu N.-L., Hoang D.-H. A Lightweight Mixed Secure Scheme
based on the Watermarking Technique for Hierarchy Wireless Sensor Networks //
Proceedings of the 34th International Conference on Information Networking (ICOIN
2020). 2020. pp. 649-653.

Xiao X., Gao G. Digital Watermark-Based Independent Individual Certification
Scheme in WSNs // EEE Access. 2019. vol. 7. pp. 145516-145523.

Wang B., Kong W., Li W., Xiong N.N. A dual-chaining watermark scheme for data in-
tegrity protection in internet of things / Computers, Materials and Continua. 2019.
vol. 58. no. 3. pp. 679-695.

Ferdowsi A., Saad W. Deep Learning for Signal Authentication and Security in Mas-
sive Internet-of-Things Systems // IEEE Transactions on Communications. 2018.
vol. 67. no. 2. pp. 1371-1387.

Hameed K. et al. Towards a for-mally verified zero watermarking scheme for data
integrity in the Internet of Things based-wireless sensor networks // Future Generation
Computer Systems. 2018. vol. 82. pp. 274-289.

Nguyen V.-T. et al. A lightweight watermark scheme utilizing MAC layer behaviors
for wireless sensor networks // Proceedings of the 3rd International Conference on
Recent Advances in Signal Processing, Telecommunications and Computing (SigTel-
Com 2019). 2019. pp. 176-180.

Huang H., Zhang L. Reliable and Secure Constellation Shifting Aided Differential
Radio Frequency Watermark Design for NB-IoT Systems // IEEE Communications
Letters. 2019. vol. 23. no. 12. pp. 2262-2265.

Rubio-Hernan J., De Cicco L., Garcia-Alfaro J. Adaptive control-theoretic detection
of integrity attacks against cyber-physical industrial systems // Transactions on
Emerging Telecommunications Technologies. 2018. vol. 29. no. 7. pp. 1-17.

Song Z., Skuric A., Ji K. A Recursive Watermark Method for Hard Real-Time Indus-
trial Control System Cyber-Resilience Enhancement // IEEE Transactions on Automa-
tion Science and Engineering. 2020. vol. 17. no. 2. pp. 1030-1043.

Zhao B. et al. Y-DWMS: A Digital Watermark Management System Based on Smart
Contracts // Sensors. 2019. vol. 19. no. 14. pp. 1-17.

Qian Y. et al. Blockchain-Based Privacy-Aware Content Caching in Cognitive Inter-
net of Vehicles // IEEE Network. 2020. vol. 34. no. 2. pp. 46-51.

Zhang C. et al. Blockchain-Enabled Accountability Mechanism Against Information
Leakage in Vertical Industry Services // IEEE Transactions on Network Science and
Engineering. 2020.

Chen J., Gupta V., Quevedo D., Tesi P. Privacy and security of cyberphysical sys-
tems // International Journal of Robust and Nonlinear Control. 2020. vol. 30.
pp. 4165-4167.

Lin H., Alemzadeh H., Iyer R. Challenges and Opportunities in the Detection of Safe-
ty-Critical Cyberphysical Attacks // Computer. 2020. vol. 53. no. 3. pp. 26-37.

Wnopmatyka n aBTomatunsaums. 2020. Tom 19 Ne 5. ISSN 2078-9181 (ney.)
ISSN 2078-9599 (oHnainH) www.ia.spcras.ru



INFORMATION SECURITY

102. Iskhakov A., Meshcheryakov R. Intelligent System of Environment Monitoring on the
Basis of a Set of IOT-Sensors // 2019 International Siberian Conference on Control
and Communications. 2019. pp. 1-5.

103. Iskhakov A., Iskhakova A., Meshcheryakov R. Dynamic Container Virtualization as a
Method of IoT Infrastructure Security Provision. Cyber-Physical Systems and Con-
trol. Lecture Notes in Networks and Systems. 2020. vol. 95. pp. 482—490.

Memepsikos Poman BajepbeBu4 — 1-p TE€XH. HayK, JOLEHT, 3aBEAYIOLMI J1abopaTopuei,
naboparopust kudephuzudeckux cucreM, deneparbHoe TOCYIapCTBEHHOE OIOMKETHOE ydpe-
kKJieHne Hayku MHcTuTyT npodiem ynpasnenus um. B. A. TpanesnukoBa Poccuiickoii akane-
mun Hayk (MITY PAH). OGnacte HayuyHbIX HMHTEpecOB: MH(pOpPMAIMOHHAs OE30MacHOCTb,
CHCTEMHBIH aHanu3, poOoToTeXHHKa. Uncno HaydHbIX myOnukamuit — 500. mrv(@ieee.org; yir.
TIpodcorosnast, 65, 117997, Mockaa, Poccust; p.1.: +7(495)334-89-10.

HcxakoB Auapeii FOHycoBHY — KaH[. TEXH. HAYK, CTAPIIMN HAYyYHbIH COTPYIHUK, T1ab0paTo-
pus kubepdusnueckux cucreM, deneparbHOe TOCYIapCTBEHHOE OIOMKETHOE YUPEIKICHHE
Hayku HMHctutyt npobnem ynpasinenuss um. B. A. TpamesnukoBa Poccuiickoil akanemuu
Hayk (MITY PAH). OGnacte Hay4HBIX MHTEpECOB: MH(OpMaOHHas 0€30MacHOCTb, ayTeH-
TAQUKALMS,  BBIYMCIMTENbHBIE  CeTH.  Yucno  HayyHbIX — myOnmukammii  — 55,
iskhakovandrey@gmail.com; yn. Ilpodcorosnas, 65, 117997, Mocksa, Poccus;
p.1.: +7(923)421-58-28.

EBcrotun Ouier OuieroBHY — KaHJ. TEXH. HAyK, JOLEHT, 3aBeayronmii kadenpoii, kadeapa
uHpOpMaLMOHHOW OGe30nmacHOCTH KuOep(hu3Myeckux cucreM, MOCKOBCKMHA HMHCTHTYT 3JIEK-
TpoHHKH U Maremaruku (MUOM HUY BIIID); crapmmii HaydHBIH COTPYAHHK, Ta00OpaTOpHs
kubeppusnueckux cucreM, denepalbHOE rOCYIaPCTBEHHOE OFOJKETHOE YUPEKICHUE HAYKH
Huctutyt npobnem ynpasnenus uM. B. A. TpanesnukoBa Poccuiickoit akanemun Hayk (UITY
PAH). OGuacTb HayYHBIX HHTEpECOB: HH(pOpPMAMOHHas 6e30macHoCTb, IuppoBas 06paboTKa
n300paxkeHuid, nudpoas creraHorpadus, HUGPOBbIC BOASHBIC 3HAKH. YHCIO HAYYHBIX My0-
mukanmii — 70. evsutin.oo@gmail.com; yn. Tammmnckas, 34, 123458, Mocksa, Poccus;
p.T.: +7(495)772-9590*12675.

Monnepaxka uccienroanmii. Pabora BeinonHeHa npu ¢GuxancoBoit nognepxxke PODU (npo-
ekt Ne 19-17-50248).

Informatics and Automation. 2020. Vol. 19 No. 5. ISSN 2078-9181 (print) 1115
ISSN 2078-9599 (online) www.ia.spcras.ru



NHPOPMALIMOHHAA BEE3OMNACHOCTb

DOI 10.15622/ia.2020.19.5.7

R. MESHCHERYAKOV, A. ISKHAKOV, O. EVSUTIN
ANALYSIS OF MODERN METHODS TO ENSURE DATA
INTEGRITY IN CYBER-PHYSICAL SYSTEM MANAGEMENT
PROTOCOLS
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Integrity in Cyber-Physical System Management Protocols.

Abstract. At present, the problem of creating methodological security of
cyberphysical systems, in particular, the design and implementation of information
security subsystems is acute. At the same time, the landscape of threats and
vulnerabilities typical for a wide range of hardware and software technologies used in
cyberphysical systems is extremely wide and complex. In this context, the security of
application layer protocols is of paramount importance, as these protocols are the basis
for interaction between applications and services running on different devices, as well as
in cloud infrastructures. With the constant interaction of the systems under study with the
real physical infrastructure, the challenge is to determine effective measures to ensure the
integrity of the transferred control commands, as disruption of the performed critical
processes can affect human life and health. The paper provides an analytical review of the
main methods of data integrity assurance in management protocol of cyberphysical
systems, as well as an overview of application layer protocols vulnerabilities widely used
in cyberphysical systems of different types. Classical methods of data integrity assurance,
new methods, in particular, blockchain, as well as the main directions of increasing the
efficiency of data integrity protocols in cyberphysical systems are considered. Analysis of
application layer vulnerabilities is carried out on the example of the most popular MQTT,
CoAP, AMQP, DDS, XMPP specifications and their implementations. It is established
that despite the presence of basic security mechanisms in all these protocols, researchers
continue to regularly identify vulnerabilities in popular implementations, that often
endangers critical infrastructure services. In the course of preparing the review of the
existing methods of data integrity assurance for the examined class of systems, the key
problems of these methods integration and ways of their solution were defined.

Keywords: Cyberphysical System, Internet of Things, Protocol, Blockchain,
Watermarking, Authentication

Meshcheryakov Roman — Ph.D., Dr.Sci., Associate Professor, Head of Laboratory, Laborato-
ry of Cyberphysical Systems, V.A. Trapeznikov Institute of Control Sciences of Russian Acad-
emy of Sciences (ICS RAS). Research interests: information security, system analysis, robot-
ics. The number of publications — 500. mrv@ieee.org; 65, Profsoyuznaya str., 117997, Mos-
cow, Russia; office phone: +7(495)334-89-10.

Iskhakov Andrey — Ph.D., Senior Researcher, Laboratory of Cyberphysical Systems, V.A.
Trapeznikov Institute of Control Sciences of Russian Academy of Sciences (ICS RAS). Re-
search interests: information security, authentication, computer networks. The number of pub-
lications — 55. iskhakovandrey@gmail.com; 65, Profsoyuznaya str., 117997, Moscow, Russia;
office phone: +7 923 421-58-28.

Evsutin Oleg — Ph.D., Associate Professor, Head of Department, Department of Cyber-
Physical Systems Information Security, Moscow Institute of Electronics and Mathemat-
ics (MIEM HSE); Senior Researcher, Laboratory of Cyberphysical Systems, V.A. Trapeznikov

1116 WHdbopmaTuka 1 asTomatuaaums. 2020. Tom 19 Ne 5. ISSN 2078-9181 (neu.)
ISSN 2078-9599 (oHnainH) www.ia.spcras.ru



INFORMATION SECURITY

Institute of Control Sciences of Russian Academy of Sciences (ICS RAS). Research interests:
information security, digital image processing, digital steganography, digital watermarking.
The number of publications — 70. evsutin.oo@gmail.com; 34, Tallinskaya str., 123458, Mos-
cow, Russia; office phone: +7(495)772-9590*12675.

Acknowledgements. This research is supported by RFBR (19-17-50248).

12.

13.

14.

15.

16.

References

Suastegui Jaramillo L.E. Malware Detection and Mitigation Techniques: Lessons
Learned from Mirai DDOS Attack. Journal of Information Systems Engineering &
Management. 2018. vol. 3(3). no. 19. pp. 1-6.

Mahbub M. Progressive researches on IoT security: An exhaustive analysis from the
perspective of protocols, vulnerabilities, and preemptive architectonics. Journal of
Network and Computer Applications. 2020. vol. 168. no. 102761. pp. 1-26.

Luo J.-Z., Shan C., CaiJ., Liu Y. IoT Application-Layer Protocol Vulnerability Detec-
tion using Reverse Engineering. Symmetry. 2018. vol. 10. no. 561. pp. 1-13.

Johnson D., Ketel M. IoT: Application Protocols and Security. International Journal
of Computer Network and Information Security. 2019. vol. no. 11. pp. 1-8.

Nebbione G. Calzarossa M.C. Security of IoT Application Layer Protocols: Challeng-
es and Findings. Future Internet. 2020. vol. 12. no. 55. pp. 1-20.

Alghamdi T., Lasebae A., Aiash M. Security Analysis of the Constrained Application
Protocol in the Internet of Things. Second International Conference on Future Genera-
tion Communication Technologies (FGCT 2013). 2013. pp. 163—168.

Vatamaniuk 1.V., Iakovlev R.N. [Generalized Theoretical Models of Cyberphysical
Systems). Izvestija Jugo-Zapadnogo gosudarstvennogo universiteta — Proceedings of
the Southwest State University. 2019. vol. 23(6). pp. 161-175. (In Russ.).

Korzun D. et al. Ambient Intelligence Services in IoT Environments: Emerging Re-
search and Opportunities. IGI Global. 2019.

Zavyalova Y.V., Korzun D.G., Meigal A.Y., Borodin A.V. Towards the Development
of Smart Spaces-Based Socio-Cyber-Medicine Systems. International Journal of Em-
bedded and Real-Time Communication Systems (IJERTCS). 2017. pp. 45-63

Kayal P. Perros H. A comparison of IoT application layer protocols through a smart
parking implementation. 2017 20th Conference on Innovations in Clouds, Internet and
Networks. 2017. pp. 331-336.

Dizdarevic J., Carpio F., Jukan A., Masip X. A Survey of Communication Protocols
for Internet of Things and Related Challenges of Fog and Cloud Computing Integra-
tion. ACM Computing Surveys. 2019. vol. 51. no. 6. pp. 1-29.

Naik N. Choice of effective messaging protocols for IoT systems: MQTT, CoAP,
AMQP and HTTP. Proceedings of the 2017 IEEE International Systems Engineering
Symposium. 2017. pp. 1-7.

Seleznev S., Yakovlev V. [Industrial Application Architecture IoT and protocols
AMQP, MQTT, JMS, REST, CoAP, XMPP, DDS]. International Journal of Open In-
formation Technologies. 2019. vol. 7. no. 5. pp. 17-28. (In Russ.).

Dinculean D. Vulnerabilities and Limitations of MQTT Protocol Used between IoT
Devices. Applied Sciences. 2019. vol. 9. no. 848. pp. 1-10.

Andy S., Rahardjo B., Hanindhito B. Attack scenarios and security analysis of MQTT
communication protocol in IoT system. 2017 4th International Conference on Electri-
cal Engineering, Computer Science and Informatics. 2017. pp. 1-6.

Firdous S.N., Baig Z., Valli C., Ibrahim A. Modelling and Evaluation of Malicious
Attacks against the IoT MQTT Protocol. Proceedings of the 2017 IEEE International
Conference on Internet of Things (iThings) and IEEE Green Computing and Commu-

Informatics and Automation. 2020. Vol. 19 No. 5. ISSN 2078-9181 (print) 1117
ISSN 2078-9599 (online) www.ia.spcras.ru



NHPOPMALIMOHHAA BEE3OMNACHOCTb

20.

21.

22.

23.

24.
25.

26.

217.

28.

29.

30.

31.

32.
33.
34.

35.

36.

1118

nications (GreenCom) and IEEE Cyber, Physical and Social Computing (CPSCom)
and IEEE Smart Data (SmartData). 2017. pp. 748-755.

Jarvinen L., Raitahilal., Cao Z., Kojo M. Is CoAP Congestion Safe?. ANRW '18:
Proceedings of the Applied Networking Research Workshop. 2018. pp. 43-49.
Roselin A.G. et al. Exploiting the Remote Server Access Support of CoAP Protocol.
IEEE Internet of Things Journal. 2019. pp. 9338-9349.

Park C. Security Architecture for Secure Multicast CoOAP Applications. [EEE Internet
of Things Journal. 2020. vol. 7. no. 4. pp. 3441-3452.

Wani S.Y. Internet of Things(IoT) Security and Vulnerability // Research proposal.
2018. pp. 1-9.

White R. et al. Network Reconnaissance and Vulnerability Excavation of Secure DDS
Systems. Proceedings of the 2019 IEEE European Symposium on Security and Priva-
cy Workshops. 2019. pp. 57-66.

Michaud M., Dean T., Leblanc S. Attacking OMG Data Distribution Service (DDS)
Based Real-Time Mission Critical Distributed Systems. Proceedings of the 2018 13th
International Conference on Malicious and Unwanted Software. 2018. pp. 68-77.
Malik I. et al. XMPP architecture and security challenges in an IoT ecosystem. Pro-
ceedings of the 16th Australian Information Security Management Conference. 2019.
pp. 62-73.

Blahut R.E. Principles and practice of information theory. Part 1. Addison-Wesley.
1987. 458 p.

Ivanov F., Kabatiansky G., Krouk E., Rumenko N. A New Code-Based Cryptosystem.
Code-Based Cryptography Workshop. 2020. pp. 41-49.

Bahl L., Cocke J., Jelinek F., Raviv J. Optimal decoding of linear codes for minimiz-
ing symbol error rate (Corresp.). IEEE Transactions on Information Theory. 1974.
vol. 20. no. 2. pp. 284-287.

Ivanov F., Kreshchuk A., Zyablov V. On the Local Erasure Correction Capacity of
Convolutional Codes. 2018 International Symposium on Information Theory and Its
Applications. 2018. pp. 296-300.

Zyablov V.V., Ivanov F.I., Potapov V.G. Comparison of various constructions of
binary LDPC codes based on permutation matrices. Journal of Communications
Technology and Electronics. 2012. vol. 57. pp. 932-945.

Berrou C. et al. An overview of turbo codes and their applications. The European
Conference on Wireless Technology. 2005. pp. 1-9.

Arikan E. Channel Polarization: A Method for Constructing Capacity-Achieving
Codes for Symmetric Binary-Input Memoryless Channels. /[EEE Transactions on In-

formation Theory. vol. 55. no. 7. pp. 3051-3073.

Zhilin L., Ivanov F., Zyablov V. Generalized Error Locating Codes with Soft Decod-
ing of Inner Codes. Proceedings of European Wireless 2015; 21th European Wireless
Conference. 2015. pp. 1-5.

GOST R 34.11-2012. [Information technology. Cryptographic data security. Hash
function]. M.: Gosstandart Rossii. 2012. (In Russ.).

GOST R 34.13-2015. [Information technology. Cryptographic data security. Block
ciphers operation modes]. M.: Gosstandart Rossii. 2015.

GOST R 34.10-2012. [Information technology. Cryptographic data security. Signature and
verification processes of (electronic) digital signature]. M.: Gosstandart Rossii. 2012.

Bali R.S., Jaafar F., Zavarasky P. Lightweight Authentication for MQTT to Improve
the Security of IoT Communication. Proceedings of the 3rd International Conference
on Cryptography, Security and Privacy. 2019. pp. 6-12.

Malina L. et al. A Secure Publish/Subscribe Protocol for Internet of Things. Proceed-
ings of the 14th International Conference on Availability, Reliability and Security.
2019. pp. 1-10.

Wnopmatyka n aBTomatunsaums. 2020. Tom 19 Ne 5. ISSN 2078-9181 (ney.)
ISSN 2078-9599 (oHnainH) www.ia.spcras.ru



INFORMATION SECURITY

37.

38.

39.

40.

41.

42.

43.

44,

45.

46.

47.

48.

49.

50.

S1.

52.

53.

54.

55.

Singh M., Rajan M.A., Shivraj V.L., Balamuralidhar P. Secure MQTT for Internet of
Things (IoT). Proceedings of the 2015 Fifth International Conference on Communica-
tion Systems and Network Technologies. 2015. pp. 746-751.

Dinculeana D., Cheng X. Vulnerabilities and Limitations of MQTT Protocol Used
between loT Devices. Applied Sciences. 2019. vol. 9. no. 848. pp. 1-10.

Niruntasukrat A. et al. Authorization mechanism for MQTT-based Internet of Things.
Proceedings of the 2016 IEEE International Conference on Communications Work-
shops. 2016. pp. 290-295.

Calabretta M., Pecori R., Veltri L. A Token-based Protocol for Securing MQTT
Communications. Proceedings of the 2018 26th International Conference on Software,
Telecommunications and Computer Networks. 2018. pp. 1-6.

Bisne L., Parmar M. Composite secure MQTT for Internet of Things using ABE and
dynamic S-box AES. Proceedings of the 2017 Innovations in Power and Advanced
Computing Technologies. 2017. pp. 1-5.

Aumasson J.P., Neves S., Wilcox-O’Hearn Z., Winnerlein C. BLAKE2: Simpler,
Smaller, Fast as MDS5. Proceedings of the Applied Cryptography and Network Securi-
ty. 2013. pp. 119-135.

Kuchta V., Sharma G. Lattice - Based Cryptography and Internet of Things. IoT
Security: Advances in Authentication. 2020. pp. 101-118.

Porambage P., Bracken A., Schmitt C. Public Key Based Protocols — EC Crypto. IoT
Security: Advances in Authentication. 2020. pp. 85-99.

Hardt D. The OAuth 2.0 Authorization Framework. Available at: https://tools.ietf.org/
html/rfc6749 (accessed: 15.03.2020).

Colombo P., Ferrari E. Access Control Enforcement Within MQTT-based Internet of
Things Ecosystems. Proceedings of the 23nd ACM on Symposium on Access Control
Models and Technologies. 2018. pp. 223-234.

Guo L., Wu J., Xia Z., Li J. Proposed security mechanism for XMPP-based communi-
cations of ISO/IEC/IEEE 21451 sensor networks. [EEE Sensors Journal. vol. 15.
no. 5. pp. 2577-2586.

Iglesias-Urkia M., Orive A., Urbieta A., Casado-Mansilla D. Analysis of CoAP im-
plementations for industrial Internet of Things: A survey. Procedia Computer Science.
2017. vol. 109. pp. 188-195.

Hussein A. Elhajj 1., Chehab A., Kayssi A. Securing Diameter: Comparing TLS,
DTLS, and IPSec. 2016 IEEE International Multidisciplinary Conference on Engi-
neering Technology. 2016. pp. 1-8.

Boo E., Raza S, Hoglund J., Ko J. Towards Supporting IoT Device Storage and Net-
work Security Using DTLS. MobiSys '19: Proceedings of the 17th Annual Interna-
tional Conference on Mobile Systems, Applications, and Services. 2019. pp. 570-571.
Shah V. Exploit DTLS Vulnerabilities & Provide a Novel approach to Protect DTLS
in CoAP based loT. International Journal for Research in Applied Science and Engi-
neering Technology. 2020. vol. 8. pp. 216-221.

Albalas F., Al-Soud M., Almomani O., Almomani A. Security-aware CoAP Applica-
tion Layer Protocol for the Internet of Things using Elliptic-Curve Cryptography. Inter-
national Arab Journal of Information Technology. 2018. vol. 15. no. 3A. pp. 550-558.
Capossele A., Cervo V., Cicco G.D., Petrioli C. Security as a CoAP resource: An
optimized DTLS implementation for the IoT. Proceedings of the 2015 IEEE Interna-
tional Conference on Communications. 2015. pp. 549-554.

Banerjee U. et al. An Energy-Efficient Reconfigurable DTLS Cryptographic Engine
for Securing Internet-of-Things Applications. IEEE Journal of Solid-State Circuits.
2019. vol. 54. no. 8. pp. 2339-2352.

Nakamoto S. Bitcoin: A Peer-to-Peer Electronic Cash System. Available at:
https://bitcoin.org/bitcoin.pdf (accessed: 15.05.2020).

Informatics and Automation. 2020. Vol. 19 No. 5. ISSN 2078-9181 (print) 1119
ISSN 2078-9599 (online) www.ia.spcras.ru



NHPOPMALIMOHHAA BEE3OMNACHOCTb

56.

57.

58.

59.

60.

61.

62.

63.

64.
65.

66.

67.

68.

69.

70.

71.

72.

73.

74.

75.

1120

Fernandez-Caramés T.M., Fraga-Lamas P. A review on the application of blockchain
to the next generation of cybersecure industry 4.0 smart factories. /EEE Access. 2019.
vol. 7. pp. 45201-45218.

Alladi T., Chamola V., Parizi R.M., Choo K.-K.R. Blockchain Applications for Indus-
try 4.0 and Industrial [oT: A Review. [EEE Access. 2019. vol. 7. pp. 176935-176951.
Aceto G., Persico V., Pescapé A. A Survey on Information and Communication Tech-
nologies for Industry 4.0: State-of-the-Art, Taxonomies, Perspectives, and Challenges.
IEEE Communications Surveys & Tutorials. 2019. vol. 21. no. 4. pp. 3467-3501.
Fernandez-Caramés T.M., Fraga-Lamas P. A Review on the Use of Blockchain for the
Internet of Things. JEEE Access. 2018. vol. 6. pp. 32979-33001.

Zhaofeng M. et al. Blockchain-Enabled Decentralized Trust Management and Secure
Usage Control of IoT Big Data. [EEE Internet of Things Journal. 2020. vol. 7. no. 5.
pp. 4000-4015.

Baniata H., Kertesz A. A Survey on Blockchain-Fog Integration Approaches. [EEE
Access. 2020. vol. 8. pp. 102657-102668.

Bhushan B. et al. Blockchain for smart cities: A review of architectures, integration
trends and future research directions. Sustainable Cities and Society. 2020. vol. 61.
pp. 1-27.

Saberi S., Kouhizadeh M., Sarkis J., Shen L. Blockchain technology and its relation-
ships to sustainable supply chain management. International Journal of Production
Research. 2019. vol. 57.no. 7. pp. 2117-2135.

FuY., Zhu J. Big production enterprise supply chain endogenous risk management
based on blockchain. /EEE Access. 2019. vol. 7. pp. 15310-15319.

Kshetri N. 1 Blockchain’s roles in meeting key supply chain management objectives.
International Journal of Information Management. 2018. vol. 39. pp. 80—89.

Yu C,, Jiang X., Yu S., Yang C. Blockchain-based shared manufacturing in support of
cyber physical systems: concept, framework, and operation. Robotics and Computer-
Integrated Manufacturing. 2020. vol. 64. pp. 1-15.

Li M. et al. Blockchain-enabled Secure Energy Trading with Verifiable Fairness in
Industrial Internet of Things. [EEE Transactions on Industrial Informatics. 2020.
vol. 16. no. 10. pp. 6564-6574.

Han D., Zhang C., Ping J., Yan Z. Smart contract architecture for decentralized energy
trading and management based on blockchains. Energy. 2020. vol. 199. pp. 1-14.

Lu H., Huang K., Azimi M., Guo L. Blockchain technology in the oil and gas indus-
try: A review of applications, opportunities, challenges, and risks. /EEE Access. 2019.
vol. 7. pp. 41426-41444.

Anwar H., Arasu M., Ahmed Q. Ensuring fuel economy performance of commercial
vehicle fleets using blockchain technology. Proceedings of SAE World Congress Ex-
perience (WCX 2019). 2019. pp. 1510-1516.

Pan J. et al. EdgeChain: An edge-IoT framework and prototype based on blockchain and
smart contracts. IEEE Internet of Things Journal. 2018. vol. 6. no. 3. pp. 4719-4732.
Seitz, A.; Henze, D.; Miehle, D.; Bruegge, B.; Nickles, J.; Sauer, M. Fog computing
as enabler for blockchain-based IIoT app marketplaces-A case study. Proceedings of
the 2018 Fifth international conference on internet of things: systems, management
and security. 2018. pp. 182—188.

Koshy P., Babu S., Manoj B.S. Sliding Window Blockchain Architecture for Internet
of Things. IEEE Internet of Things Journal. 2020. vol. 7. no. 4. pp. 3338-3348.
LuoJ., ChenQ., YuF.R., Tang L. Blockchain-enabled software-defined industrial
internet of things with deep reinforcement learning. /EEE Internet of Things Journal.
2020. vol. 7. no. 6. pp. 5466-=—5480.

Ge C,, LiuZ., Fang L. A blockchain based decentralized data security mechanism for the
Internet of Things. Journal of Parallel and Distributed Computing. 2020. vol. 141. pp. 1-9.

Wnopmatyka n aBTomatunsaums. 2020. Tom 19 Ne 5. ISSN 2078-9181 (ney.)
ISSN 2078-9599 (oHnainH) www.ia.spcras.ru



INFORMATION SECURITY

76.

77.

78.

79.

80.

81.

82.

83.

84.

85.

86.

87.

88.

89.

90.

91.

92.

93.

94.

Chi J. et al. A secure and efficient data sharing scheme based on blockchain in indus-
trial Internet of Things. Journal of Network and Computer Applications. 2020.
vol. 167. pp. 1-10.

LiD., Hu Y., Lan M. IoT device location information storage system based on block-
chain. Future Generation Computer Systems. 2020. vol. 109. pp. 95-102.

Cebe M., Erdin E., Akkaya K., Aksu H., Uluagac S. Block4Forensic: An Integrated
Lightweight Blockchain Framework for Forensics Applications of Connected Vehi-
cles. IEEE Communications Magazine. 2018. vol. 56. no. 10. pp. 50-57.

Rathee G. et al. A blockchain framework for securing connected and autonomous
vehicles. Sensors. 2019. vol. 19. no. 14. pp. 1-15.

Qian Y. et al. Blockchain-Based Privacy-Aware Content Caching in Cognitive Inter-
net of Vehicles. IEEE Network. 2020. vol. 34. no. 2. pp. 46-51.

Evsutin O.0., Kokurina A.S., Meshcheryakov R.V. A review of methods of embed-
ding information in digital objects for security in the internet of things. Computer op-
tics. 2019. vol. 43. no. 1. pp. 137-154.

Al-Shayea T.K., Mavromoustakis C.X., Batalla J.M., Mastorakis G. A hybridized
methodology of different wavelet transformations targeting medical images in 10T in-
frastructure. Measurement. 2019. vol. 148. pp. 1-14.

Prasetyo H., Hsia C.-H., Liu C.-H. Vulnerability attacks of SVD-based video water-
marking scheme in an [oT environment. /EEE Access. 2020. vol. 8. pp. 69919-69936.

Liu J. et al. Robust Watermarking Algorithm for Medical Volume Data in Internet of
Medical Things. IEEE Access. 2020. vol. 8. pp. 93939-93961.

Peng H., Yang B., Li L., Yang Y. Secure and Traceable Image Transmission Scheme
Based on Semitensor Product Compressed Sensing in Telemedicine System. /EEE In-
ternet of Things Journal. 2020. vol. 7. no. 3. pp. 2432-2451.

Pu Y.-F., Zhang N., Wang H. Fractional-Order Spatial Steganography and Blind Ste-
ganalysis for Printed Matter: Anti-Counterfeiting for Product External Packing in In-
ternet-of-Things. IEEE Internet of Things Journal. 2019. vol. 6. no. 4. pp. 6368—6383.

Evsutin O. et al. Algorithm for Embedding Digital Watermarks in Wireless Sensor
Networks Data with Control of Embedding Distortions. Proceedings of the 2nd Inter-
national Conference on Distributed and Computer and Communication Net-
works (DCCN 2019). 2019. pp. 574-585.

Hoang T.-M., Bui V.-H., VuN.-L., Hoang D.-H. A Lightweight Mixed Secure
Scheme based on the Watermarking Technique for Hierarchy Wireless Sensor Net-
works. Proceedings of the 34th International Conference on Information Network-
ing (ICOIN 2020). 2020. pp. 649—653.

Xiao X., Gao G. Digital Watermark-Based Independent Individual Certification
Scheme in WSNs. EEE Access. 2019. vol. 7. pp. 145516-145523.

Wang B., Kong W., Li W., Xiong N.N. A dual-chaining watermark scheme for data
in-tegrity protection in internet of things. Computers, Materials and Continua. 2019.
vol. 58. no. 3. pp. 679-695.

Ferdowsi A., Saad W. Deep Learning for Signal Authentication and Security in Mas-
sive Internet-of-Things Systems. [EEE Transactions on Communications. 2018.
vol. 67. no. 2. pp. 1371-1387.

Hameed K. et al. Towards a for-mally verified zero watermarking scheme for data
integrity in the Internet of Things based-wireless sensor networks. Future Generation
Computer Systems. 2018. vol. 82. pp. 274-289.

Nguyen V.-T. et al. A lightweight watermark scheme utilizing MAC layer behaviors
for wireless sensor networks. Proceedings of the 3rd International Conference on Re-
cent Advances in Signal Processing, Telecommunications and Computing (SigTel-
Com 2019). 2019. pp. 176-180.

Huang H., Zhang L. Reliable and Secure Constellation Shifting Aided Differential
Radio Frequency Watermark Design for NB-IoT Systems. /EEE Communications Let-
ters. 2019. vol. 23. no. 12. pp. 2262-2265.

Informatics and Automation. 2020. Vol. 19 No. 5. ISSN 2078-9181 (print) 1121
ISSN 2078-9599 (online) www.ia.spcras.ru



NHPOPMALIMOHHAA BEE3OMNACHOCTb

95.

96.

97.
98.

99.

100.

101.

102.

103.

1122

Rubio-Hernan J., De Cicco L., Garcia-Alfaro J. Adaptive control-theoretic detection
of integrity attacks against cyber-physical industrial systems. Transactions on Emerg-
ing Telecommunications Technologies. 2018. vol. 29. no. 7. pp. 1-17.

Song Z., Skuric A., Ji K. A Recursive Watermark Method for Hard Real-Time Indus-
trial Control System Cyber-Resilience Enhancement. /EEE Transactions on Automa-
tion Science and Engineering. 2020. vol. 17. no. 2. pp. 1030-1043.

Zhao B. et al. Y-DWMS: A Digital Watermark Management System Based on Smart
Contracts. Sensors. 2019. vol. 19. no. 14. pp. 1-17.

Qian Y. et al. Blockchain-Based Privacy-Aware Content Caching in Cognitive Inter-
net of Vehicles. IEEE Network. 2020. vol. 34. no. 2. pp. 46-51.

Zhang C. et al. Blockchain-Enabled Accountability Mechanism Against Information
Leakage in Vertical Industry Services. IEEE Transactions on Network Science and
Engineering. 2020.

Chen J., Gupta V., Quevedo D., Tesi P. Privacy and security of cyberphysical sys-
tems. International Journal of Robust and Nonlinear Control. 2020. vol. 30.
pp. 4165-4167.

Lin H., Alemzadeh H., Iyer R. Challenges and Opportunities in the Detection of Safe-
ty-Critical Cyberphysical Attacks. Computer. 2020. vol. 53. no. 3. pp. 26-37.
Iskhakov A., Meshcheryakov R. Intelligent System of Environment Monitoring on the
Basis of a Set of IOT-Sensors. 2019 International Siberian Conference on Control and
Communications. 2019. pp. 1-5.

Iskhakov A., Iskhakova A., Meshcheryakov R. Dynamic Container Virtualization as a
Method of IoT Infrastructure Security Provision. Cyber-Physical Systems and Con-
trol. Lecture Notes in Networks and Systems. 2020. vol. 95. pp. 482—-490.

Wnopmatyka n aBTomatunsaums. 2020. Tom 19 Ne 5. ISSN 2078-9181 (ney.)
ISSN 2078-9599 (oHnainH) www.ia.spcras.ru





