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Key Differences between Traditional and Software
Defined Networks

V.V. Jakovlev, Zh.M. Berkinbayeva
Emperor Alexander I St. Petersburg
State Transport University
St. Petersburg, Russia
jakovlev@pgups.ru, berkinbayeva.zhanniyet@gmail.com

Abstract. Traditional data networks are complex and difficult
to manage because the implementation of a global network policy
should be generated separately for each network device, which
includes risks associated with incorrect configurations. Software
defined networks allow you to manage the network with software
that eliminates the need for manual debugging or changing the
settings of network equipment, and this in turn reduces the work-
load of IT specialists. The network control is performed in an
automatic mode with the help of intelligent control algorithms.
The article considers the comparison of traditional networks (TN)
and software defined networks (SDN), their advantages in using
and describing how to work and how to start creating a SDN that
is completely different from today's principles of creating data
transmission networks, will also be described the disadvantages of
the SDN, which supports versatility and flexibility.

Keywords: traditional networks, software defined networks, net-
work and telecommunication, data centers, virtual machine, in-
formation technology, communication network, computer net-
work, control system.

INTRODUCTION

Networks are built using switches routers and other devices
that have become extremely complex because they are imple-
menting an increasing number of complex distributed proto-
cols, standardized by IETF [1], (today the number of active
protocols and their versions exceeds 600) and use proprietary
interfaces inside. In such circumstances, researchers cannot
drive the experiments they need on a functioning network,
operators cannot quickly enter new services for their users, the
network hardware manufacturers cannot innovate to meet cus-
tomer demands. Supporting and managing a complex network
infrastructure today is more art than engineering.

The growth of network attacks, viruses, and other network
threats suggests that security issues still have no durable solu-
tions, and that computer and telecommunications networks are
the object of national security. Increasing the number and het-
erogeneity of content the development of services and the ex-
tent of their coverage has led to a change in the paradigm of
the organization of Computation in society: to the place of
client-server computing organization came, the data processing
centers (DPC) and cloud computing, and the file systems and
databases have been transformed into a data storage network
(DSN).

The term Software Definition Network (SDN) is not new.
The first work and studies on this topic have been emerging
since 1995 [2]. Technology came in response to the needs of
distributed computing, the use of network technologies in

Angel Fernandez del Campo
Universidad Politécnica de Madrid
Madrid, Spain
afc@dit.upm.es

clouds (where the number of routers to manage can reach sev-
eral tens of thousands), the emergence of large date centres, the
beginning of Internet virtualization [3]. In fact, it's a new archi-
tecture that changes the organization of traditional data net-
works. In SDN networks, the core functions of switches and
routers have been moved to the central Network ' controller,
which simplifies both the application of network policies and
the monitoring of network status. With this approach, the
transmitting devices are responsible only for the transfer of
data, based on the flow table, which is built by a centralized
network controller that interacts with the transmitting device

[4].

THE PROBLEMS OF MODERN COMPUTER NETWORKS AND
THE KEY PRINCIPLES OF CREATION OF THE SDN NETWORKS

Computer networks and the Internet, as a fundamental in-
frastructure, are a strategic factor in the development of mod-
ern information technologies. However, the architecture of the
global Internet, whose foundations were laid in the late 1960s
and 1970s, is outdated and is not always able to respond ade-
quately and effectively to the new needs of society. The in-
crease in the number and diversity of mobile devices and the
development of various wireless communications technologies
have resulted in the number of users exceeding the number of
fixed-link networks today. However, the growth of mobile
power is boosting the computational capacity of applications,
which in turn requires increased bandwidth. The volume of
mobile traffic is growing exponentially, and traffic patterns are
becoming more diversified. According to the leading network
hardware manufacturers, traffic doubles every nine months,
which in the next few years will increase the load by several
orders. According to forecasts of the Cisco forecasts that the
volume of traffic will quadruple over the next five years, with
mobile traffic double yearly.

The modern computer networks consist of many separate
network elements that perform specific functions: routers,
switches, load balancing, NAT (Network Address Translation)
[1], firewalls. SDN technology proposes to abandon such a
trend in the development of computer networks by making the
transition from individual network elements and the network as
platforms in general to programmable entities. With the help of
applications, you can optimize transport streams to find the
shortest path, as it is done by the modern distributed routing
protocols, and optimize the network to make maximum use of
connections, make mobility of devices seamless or create dif-
ferent domains for different users.

Humennekmyanvnovle mexnoo2uu na mpaucnopme. 2018. Ne 3 5
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To understand why writing routing protocols is so difficult,
let's take a look at how routing is working in today's networks.
Networks are created from target devices (personal computer
and server) and intermediate devices connected to the cable
system. The packet arrives at one port, the router checks it, and
sends it through the port, which will make the package one
step closer to the destination. Each router periodically polls the
neighbours to which networks it is connected, and each neigh-
bour collects that information and uses it to create a structure
for all networks. Although routers share topological data
among themselves, each of them performs a route calculation
independently. Even if two neighbouring routers calculate the
same results in a network topology, they will not pass overlap-
ping results to each other. Because each processor cycle re-
quires a certain amount of power, this duplication is not effi-
cient. Implementing complex routing algorithms requires large
processing power on devices. Each router individually is a
costly device that performs the same computation as all others,
just to get a slightly different result. Large networks require
large computations. When an enterprise grows, the network
increases, and each router must be updated to handle the addi-
tional calculations. The types and number of ports on the rout-
er do not change, but the processor does not have sufficient
power to execute the algorithms. Sometimes it is sufficient to
supplement the memory of random access, but it is often nec-
essary to replace the processor unit with a more expensive one.
This is a good business model for network providers: If you
purchase enough routers, you should purchase updates and
upgrade your hardware on a regular basis. In this case, these
processors can only be obtained from these network providers
because they are specialized, proprietary processors.

For today, the number of actually (actively) used protocols
is more than 600, and this figure not finite. So, we can single
out the following problems of modern computer networks [5]:

» scientific and technical — can't be controlled today and to
safely foresee behavior of such difficult objects as wide com-
puter networks;

 economic — networks are expensive, difficult and require
for the service of highly qualified specialists;

* development problems — in the architecture of modern
networks, there are available barriers to experimentation and
the creation of new services.

The answer to the crisis of computer networks was the
emergence of a fundamentally new approach to their construc-
tion - software defined networks (SDN).

ARCHITECTURE FOR SDN

The concept of a new network architecture of software-
defined networks was proposed in 2007 by the staff of Stan-
ford University [6]. Since then, the SDN networks have devel-
oped mainly in the Stanford and Berkeley scientific laboratory,
and no one has tried them on an industrially significant scale.
The researches initiated by them found support not only in the
academic circles, in universities worldwide, but also were ac-
tively perceived more than four tens by the leading vendors of
a network equipment and the large IT companies which
formed Open Networking Foundation in March, 2011. Interest
of the leading IT companies is caused by the fact that as practi-
cal approbation showed, PKS approach allows to increase effi-
ciency of a network equipment for 25%-30%, to lower costs of

operation of networks more than by 30%, to turn control of
networks from art into engineering, it is essential to increase
safety, to programmatically create new services and to quickly
load them in a network equipment. Implementation of this ap-
proach, first of all, should have a significant impact on the
network of data centers, corporate networks, WAN [7], cellular
and home networks.

Researchers from Stanford and Berkeley assumed that on
the computer networks it is possible to separate functions of
control and data transfer.

Open Networking Foundation (ONF) [8] — the group which
is most of all associated with development and standardization
of SDN. According to ONF, «software defined networks
(SDN) is a new architecture which is dynamic, controlled, ef-
fective on expenses and the adaptive that does it ideal for the
dynamic modern applications requiring high throughput. This
architecture disconnects the network control and transmission
functions, which allows you to make control of the network
directly programmable, and the underlying infrastructure to
allocate for applications and network services. The OpenFlow
protocol is the main element needed to create SDN solutionsy.

Figure 1 shows the architecture of SDN, as it is seen by
ONF.

Application Layer L
[ Business Applications HJ

Control Layer

SDN
Control
Software

Network Services l

Control Data Plane
interface (e.g., OpenFlow)|

Network Device

{ Network Devi(e}

Infrastructure Layer

{Network Devi(e} { Network Device ]

[ Network Devi(e}

Fig. 1. Architecture of SDN. Source ONF

Some of the basic concepts that are part of the SDN system
architecture, shown in figure 1, are described below.

Business applications

Applications which are used by directly finite users. Op-
portunities include carrying out videoconferences, manage-
ment of a chain of deliveries and management of relationship
with clients.

Network services and services of safety

The functionality allowing business applications to work
effectively and safely. Opportunities include ADC, WOC [9]
and function of safety, such as firewalls, IDS/IPS [10] and
ensuring protection against DDoS [11].

SDN switch

In a pure SDN switch, all the management functions of a
traditional switch (i.e. the routing protocols used for creation
of information bases on routing) are performed in the central
controller. The functionality of the switch is entirely limited to
the data plane.

Hybrid Switch

In a hybrid switch, SDN technologies and traditional
switch protocols work at the same time. The network manager
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can configure the SDN controller to detect and control specific
traffic flows, while traditional distributed network protocols
continue to direct the rest of the traffic over the network.

The origin of this technology was associated with several
points.

* Traditional architecture networks are proprietary, closed
for research and almost any changes from outside. Equipment
of different manufacturers often with each other poorly com-
patible.

* The growth of traffic in a geometric progression and the
thesis that the network of the current architecture can not cope
with it at the required level of quality.

* Increase in the number of protocols and their stacks in the
network. Researchers from Stanford and Berkeley suggested
that in computer networks it is possible to separate the func-
tions of control and data transmission.

Hybrid network

The hybrid network is a network on which traditional
switches and the switches SDN (whether they are the pure
switches SDN or hybrid switches) work in the same environ-
ment.

As can be seen in figures 1 and 2 in architecture of SDN of
a network it is possible to select three levels [11]:

* The infrastructure layer including a set of network devic-
es (switches and transmission channels).

* The control layer including network operating system
which provides for applications a set of network services and
the program interface (API) for control of network devices and
a network.

» Layer of network applications for flexible and effective
management of a network.

SDN application

SDN application

Application plane

} Application layer

e SDN northbound interfaces (NBIS s
A-CPI: Application-controller plane interface

Control layer
Controller plane

SDN controller }

D-CPI: Data-controller plane interface
SDN southbound interface

Network

Network element

element

Infrastructure layer
Data plane

Network
element

Fig. 2. Location of the North and South interfaces

Northbound API interface

According to figure 2, the northbound API interface is an
interface which serves for interpretation of business logic in
network instructions. By means of Northbound API of a busi-
ness application can transfer information to the SDN controller
for the subsequent programming of a network. The interface
allows administrators to select flexibly network resources,
based on application requirements, abstracting network infra-
structure.

Southbound API interface

According to figure 2, the southbound API interface is an
interface that provides an communication between the control
layer and a infrastructure layer. The most famous interaction
protocol is OpenFlow.

Part of the confusion associated with SDN is that many
vendors do not fully agree with the definition of SDN submit-
ted by ONF. For example, while some vendors consider Open-
Flow to be the main element of their SDN solutions, other
vendors are still thinking about the approach to OpenFlow.
Another reason for the confusion is the disagreement over
what constitutes the infrastructure layer. According to ONF,
the infrastructure layer is a wide range of physical and virtual
switches and routers. As described above, one of the current
approaches to realizing networked virtualization is based on an
architecture similar to that shown in figure 1, but including
only virtual switches and routers.

The OpenFlow protocol, the first version of which was cre-
ated in 2008, is the first SDN protocol and at the moment the
standard «de facto» for SDN solutions on the basis of open
technologies. OpenFlow describes the principles of interaction
between the SDN controller (Control Plane) and network devic-
es (Data Plane). The Open Networking Foundation (ONF) or-
ganization is responsible for the standardization of the protocol.

VULNERABILITIES IN THE SDN ARCHITECTURE

Architecture of SDN, assuming significantly other ap-
proach to implementation of network infrastructure, it isn't
deprived of potential vulnerabilities from the point of view of
information security. The need to separate the access of net-
work applications when working with the controller, the issues
of authentication and authorization when running applications
with the controller are just a few of the security aspects that
have to be taken into account when designing SDN networks.

The controller as a key component in the management of
the entire SDN infrastructure is the most vulnerable element,
an attack on which can lead to consequences that are critical
for the entire infrastructure [12]. Separation of access of net-
work applications when working with the SDN controller is an
actual problem of delimiting the areas of responsibility of net-
work applications. The situation, when any network applica-
tion is able to change the flow-tables of any switch controlled
by this controller, does not meet modern information security
requirements. Different types of applications require different
levels of access, and the more detailed the limitations of each
application (in accordance with the nature of the task), espe-
cially the network will be reliable. Different models of division
of access can be applied to the decision of this task, for exam-
ple, role, mandatory and discretionary, and also combinations
of these models taking into account specifics of securable in-
frastructure.

Variations of such attacks as «failure in service», substitu-
tion of the controller, etc. remain the main threats arising from
the network devices working by the principle of the program-
configured network. Transfer of a «analytical» component of a
network on the controller naturally transfers emphasis of many
attacks from a network equipment to the providing functioning
of the software network: the controller of a network and net-
work applications addressing the controller [13].

The most simple and at the same time effective method of
disrupting the integrity of the SDN network is attacks of type
«failure in service». Danger of the attack follows from the al-
gorithm of operation of the SDN switch when receiving an
unknown (i.e. not suitable under the rules which are available
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in the flow-table) a packet. In such situation two options are
possible:

* The packet entirely goes to the controller for the analysis.

* The packet remains in the memory of the switch, only the
packet headers are sent to the controller.

Both methods leave a wide field for the attacker to effec-
tively implement the failure in service by generating a stream
of different packets in the SDN network. Consider the network
reaction in both of the above cases:

1. The switch starts forming a large number of messages
to transfer unknown packets to the controller. The processor
resources of the switch are consumed, the memory consump-
tion is increased. Memory is especially strongly spent if the
switch buffers packets and sends the controller only their titles.

2. The flow of packets from the switch to the controller
loads the communication channel between the controller and
the switch. If the communication environment is shared, then
all the switches can experience a decrease in the speed of de-
livery of messages. Increased influence on the communication
channel will be provided in the situation when the switch
sends packets for the analysis entirely.

3. The controller accepts and processes a flow of messag-
es, spending processor time and memory of the environment of
execution. Formation of message queues will force legitimate
messages to expect of queue and will reduce efficiency of
making a decision on a network.

4. The controller generates a flow of different messages in
response to requests of the attacked switch. The resources of
the communication channel between the switch and the con-
trollers are consumed.

5. The switch accepts commands from the controller and
executes them, spending resources of the processor and
memory. If commands comprise creation of new rules of tables
of flows, then there is their avalanche increase, time of check
of each new packet according to the table increases, expendi-
tures on service of such table grow, and also possible over-
flowing of tables of flows is. As a result implementation of the
attack can lead to the following consequences:

» Exhaustion of resources of the switch. Legitimate packets
or generally won't be processed by this network point, or their
processing will be followed by time delays.

* The communication link between the controller and the
switch will not provide delivery of control messages when the
data streams are loaded.

* The controller will be overloaded with incoming requests
and will not be able to process control messages caused by
legitimate traffic.

COMPRATION OF SDN WITH TRADITIONAL NETWORKS

The modern routers solve two main objectives: data trans-
fer (forwarding) — advance of a packet from input port on a
certain output port, and data management — processing of a
packet and making decision on, where it to route, on the basis
of a current status of the router. Thus, within all network it is
possible to select the transmission level of data consisting of
data transmission media (communication lines, the channel-
forming equipment, routers and switches), and the control level
with statuses of data transmission media.

The development of routers was on the way of convergence
and «splicing» of the two levels, hardware acceleration, im-

provement of a software and implementation of new functional
capabilities for an increase in speed of decision-making on
routings of each packet. But at the same time the level of con-
trol remained enough primitive, leaning on the difficult dis-
tributed algorithms of routing and intricate instructions for
configuring and setup of a network. It is necessary to mark,
that the software of routers realizing control level remained
proprietary and closed for developers, researchers and network
operators.

In approach of SDN it was offered to separate the control
layer and the data transmission layer. In the figure 3 it is pro-
vided comparing of traditional networks with the SDN net-
works.

Traditional Scheme SDN Architecture
ey 1 Application Layer
b § S
Control Layer

Fig. 3. Comparison of traditional networks with SDN networks

Following table 1 describes difference between traditional
and software defined networking types [14].

TABLE 1. Difference between traditional and software
defined networks

Traditional Networking Software Defined Networking

They are static and inflexible
networks. They are not useful
for new business ventures.
They possess little agility and
flexibility

They are programmable networks during
time as well as at later stage based on
change in the requirements. They help
new business ventures through flexibil-
ity, agility and virtualization

They are hardware appliances They are configured using open software

They have distributed control
plane

They have logically centralized control
plane

They use custom ASICs[15]

and FPGAS[16] They use merchant silicon

They work using protocols They use APIs to configure as per need

Traditional data networks

With the traditional approach to network technologies,
most of the network functionality is implemented in a special
device, for example, a switch, a router, an application delivery
controller. In addition to this, inside of special device the most
functions is implemented on a special hardware, for example
ASIC [17] (specialized integrated circuit).
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Some key characteristics of this approach to the develop-
ment of network devices:

» ASIC, providing network functionality, develop slowly;

* the development of ASIC functionality is under the con-
trol of the vendor of the device;

* devices are proprietary;

» each device is configured individually;

The organizations using network technologies are under the
increasing pressure: demand from them to be more effective
and flexible, than it is possible in case of traditional approach
to data networks. One of the reasons for this pressure is the
widespread use of server virtualization. As part of server virtu-
alization, virtual machines (VM) dynamically move between
servers in a matter of seconds or minutes. However if reloca-
tion of VM crosses boundary of the 3rd layer of a network
stack, then for realignment of a network for the purpose of
support of VM on its new place several days or even can be
required weeks. Sometimes it is difficult to determine what
exactly a flexible network means. In view of the above, if the
network reconfiguration to support VM migration takes weeks,
then such of the network is not at all flexible.

Transition to the software

As it was marked, the traditional data communication net-
work is substantially oriented on the hardware. However in the
last several years use of the virtualized network devices and
the growing interest in Software Defined Data processing Cen-
ters (SDDC)[18] led to increase in trust to the network func-
tionality based on the software. For example, in the middle —
the end of the 2000th network devices, such as controllers of
optimization of data transfer on a wide area network Optimiza-
tion Controller (WAN, WOC)[6] and Application Delivery
Controller, ADC[9], were specialized physical devices. It
means that such functions as encoding / decoding and pro-
cessing of TCP flows, were executed by means of the hard-
ware intended especially for execution of these functions. Due
to the growing need for more flexibility now functionality of
WOC or ADC, as a rule, is provided with the software working
at the universal server or at VM.

SDDC can be considered as the complete antithesis of the
traditional network of data-processing centers described above.
For example, one of key characteristics of software defined
data-processing center is that all infrastructure of data-
processing center is virtualized and is provided in the form of
service. Another key characteristic is that the automated con-
trol of data center applications and services is provided by a
policy-based management system.

Potential opportunities

One of characteristics which often is associated with any
fundamentally new approach to technologies is existence of
confusion concerning opportunities which are given by this
new approach. In order to successfully evaluate and apply a
new approach to technology, such as SDN, IT organizations
need to determine what opportunity or capabilities are im-
portant for the organization, best implemented through this
approach.

After all discussions connected to SDN over the past few
years the most probable set of opportunities which SDN can
provide was defined:

* support of dynamic relocation, replication and distribution
of the virtual resources;

» facilitation of administrative loading in case of a configu-
ration and a provisioning of functionality, such as quality of
service and safety;

» easier deployment and scaling of network functionality;

» regulation of a traffic thanks to open network transparency;

* more effective management of network resources;

» reduction of operating costs;

« faster development of network functionality based on the
life cycle of software development;

» the ability of applications to dynamically request services
from the network;

* Implementation of more effective safety functions;

» simplification.

According to ONF the architecture of SDN is:

* Directly programmable: control over a network is directly
programmable as it is separated from transmission functions.

* Flexible: separation of monitoring from transmission al-
lows administrators to regulate dynamically a flow of a net-
work traffic according to permanently the changing needs.

* Centrally managed: network intelligence (logically) cen-
tralized in software-based SDN controllers that preserve the
global appearance of the network, representing a single logical
switch for applications and policies.

* Software configurable: SDN allows network managers to
configure, manage, protect and optimize network resources
very quickly, thanks to dynamic, automated SDN programs
that they can create themselves, because the programs do not
depend on proprietary software.

* Based on open standards and vendor-independent: im-
plementation of SDN in accordance with open standards leads
to simplification of the structure and operation of the network,
since the instructions are provided by SDN controllers, rather
than multiple devices and protocols from different vendors.

ADVANTAGES OF SDN

Thus, the architecture of SDN and the offered centralized
approach gives the following advantages in comparison with
traditional networks with distributed data transmission control:

Programmability and flexibility of network management,
the considerable simplification of a possibility of modification
of network management due to creation of new applications or
the modification existing control automation and administra-
tions by networks.

+ Adaptability of management of network, that is an oppor-
tunity to change behavior and a status of the network in real
time taking into account the changing operating conditions and
adapt to them, adapt to the changing needs of users of net-
works due to creation of new network applications and ser-
vices. The development of network applications requires much
less time in comparison with a manual reconfiguration of all
network is required.

* Independence from hardware and proprietary software for
network hardware manufacturers.

* The ability to independently deploy the control level and
the level of data transfer.

* The possibility of independent scaling of the control level
and the level of data transfer.

* Improving reliability by reducing the amount of distribut-
ed state for management. Instead of existing distributed proto-
cols that operate on each node of the network, each of them
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supports a database of distributed copies of channel states in
each node, however such information can be collected central-
ly in one place — on the controller. Thus, such a centralized
database will contain much less uncoordinated information,
and such approach will allow to reduce probability of cycles on
a network.

« Simplify the structure and logic of network devices, be-
cause now they do not need to process a huge number of
standards and protocols, and it is enough to execute only the
instructions received from the controller.

* Reducing the cost of switches and the network infrastruc-
ture as a whole by making the «brains of routers» in the con-
troller.

Thus, the SDN approach allows to significantly automate
and simplify network management due to the possibility of
their «programmingy, allowing to build flexible scalable net-
works that can easily adapt to changing operating conditions
and user needs.

CONCLUSION

The benefits of the SDN concept are obvious. It is central-
ized management, monitoring and independence from a spe-
cific manufacturer's technology, and easier upgrading and
maintenance of the network. The SDN architec-
ture significantly alters the structure of the network, and there-
fore new security threats are emerging due to the vulnerabili-
ties of individual infrastructure components. In addition, most
of the threats associated with traditional data networks are crit-
ical in the same or greater degree in the context of SDN net-
works. On the other hand, the SDN architecture offers oppor-
tunities for innovation in the development of security instru-
ments. A combination of centralized network management
and programmability improves network security.
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OCHOBHBIE OTJINYHMA MEXKAY TPAAUIIMOHHBIMH
U IIPOrPAMMHO-KOH(PUTYPUPYEMbIMHU CETAMMU
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Annomayus. TpaguMOHHbIE CeTH MepeJauH JAHHBIX CJIO0XK-
Hbl H TPYAHBI B YNpPaBJeHHH, NPH 3TOM IJjobalbHasl ceTeBasi
MOJUTHKA J0/KHA ()OPMHPOBATHLCSH OTAEIBHO IS KAXKI0TO ceTe-
BOI'0 YCTPOICTBA, 2 3TO CBAA3aHO C PHCKOM HENPABUJIbHOI KOH-
¢purypanuu. Ilporpammuo-kondurypupyemsie cetu (IIKC) nos-
BOJISIIOT YNPABJSATH CeTHI0 € NMOMOLIBI0O MPOrPaMMHOIO odecre-
YeHHUsl, KOTopoe M30aBJjseT 0T He00X0AUMOCTH PYYHOH OTJIafAKH
WJIH U3MEHEHHsl HACTPOeK ceTeBoro o00pyloBaHMsI, YTO B CBOIO
oyepelb yMeHbIIaeT padouyrw Harpy3ky IT-cmeumanucros. Ce-
TeBoe yNpaBJieHHe NMPOMCXOJUT B ABTOMATHYECKOM pe:KHMe C
MOMOIIBI0 HHTEJUIEKTYAIbHBIX AJJTOPHTMOB KOHTPOJIS.

B cratbe npoBoauTces cpaBHeHHe TpaguuuoHHbIX cereil (TC)
U nporpaMMHo-koH(purypupyemsix cereii (IIKC), npenmyinecrsa
WX HCHOJb30BaHUS W ONHCAHHE TOTO, KAK padoTaTh H KaK co3/1a-
Batb IIKC, xotopbie cymecrBenHo oriauuawtes or TC. Kpome
Toro, onucanbl HepocTaTku [MKC.

Knioueevie cnoea: TpaguIUOHHBIE CeTH, NPOrPaMMHO-
KOH(pUrypupyemble ceTH, CeTH M TeJeKOMMYHHUKALHH, HEHTPBI
00padoTKH JaHHBIX, BUPTyaJbHas MallMHA, HHQOPMAIMOHHbIE
TeXHOJIOTHH, CeTh CBf3H, KOMIILIOTEPHAs CETb, CHCTEMA YIpPaB-
JIeHHS.
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HanpasJjieHusl pa3BUTHS KOPIIOPATUBHOMN
UHPOPMAIIMOHHOU CUCTEMbI KOMIIAHUM
«Y30exkucron Temup Uynapmw»

®.1. Kymnazapos

00O MHTepHeT Hay4HO-TeXHONOrHuecKas Kommarus «BIMBI»
[lanxaii, Kurait
k.farruh@bk.ru

Annomayusa. B Hacrosinmee Bpemsi ;KeJ1e3HOJ0PO:KHASI TPaHC-
MOPTHAasl CHMCTeMa CTPaHbI NpeTepneBaeT CylleCTBEeHHbIE Kaye-
CTBEHHbI€ HM3MEHEHHUSI B CBSI3M C YCWJIEHHMEM KOHKYPEHIHH CO
CTOPOHBI IPYruX BHMAOB TpaHcnopta. B crarhe paccMoTpeHbI
OCHOBHBbIE 3Tanbl Pa3BUTHA KOPNOPATHBHON HHGOPMALMOHHOMN
cuctembl (KHUC) kenesnonopo:xnoii komnannu AQ «Y30eKHUCTOH
Temup Myiiapu» B ycJI0BHSX Pa3BHBAIOIMXCH PHIHOUHBIX OT-
HOLIEHMIl. DTH 00CTOATEIHCTBA BBIABUIAIOT NPHHUMIHAILHO
HoBbIe TpeOoBanusa K KMC TpaHCIOPTHO-NPOMBIILIEHHBIX KOP-
nopanuii U Me:KIyHApPOJHBIX TPAHCHOPTHBLIX KOHCOPUHUYMOB, a
TaK:Ke TPeOYIOT a/IeKBAaTHOro ()OpMHPOBAaHUSI IUIAHOB Ha Oyay-
1ee pa3sBUTHE TPAHCIIOPTHOI 0TPAC/IU B LIEJIOM.

Knrouegvie cnosa: KUC, ACY, CII/l, 6u3Hec-nmpouecchl, UH-
(opManmoHHbIE TEXHOJOTHH, YPOBHY 3PEJIOCTH MpPeINPUSITHS.

BBEJEHHUE

B coBpemMeHHOM Mupe afeKBaTHOE M JUHAMHUYHOE pearu-
pOBaHHE Ha COOBITHS SIBIISIETCS OJTHUM W3 OCHOBOIIOJIAraroIiX
napaMeTpoB pa3BUTHsS KoMmnaHuu. [Ipu 3ToM Hanboee 3HaUM-
MBIM (DaKTOPOM SBJISIETCSI HEOOXOJIUMOCTh 00paboTKH Bce
BO3pACTaIOMINX OOBEMOB JAaHHBIX, YTO TpeOyeT co3maHus M
TIOJI/IEPXKKH COOTBETCTBYIOIIMX MH()OPMALIMOHHBIX PECYPCOB B
COCTaBE KOPIOPATUBHOM BBIYMCIUTEIBHONH HHPPACTPYKTYPHI
MIPEANPUATHS (BBIYUCIUTENBHBIE MAIIMHBL, CETH Iepenadn
JaHHBIX, COOTBETCTBYIOIEE MPOTrpaMMHOE OOecredeHne, Mo-
OWbHBIE W BEO-TIPIIIOKEHHS, KOMIUIEKTHI pa3paboTKH, Tua-
THOCTUKHU U MOHUTOPHHTA H Jp.).

B Hacrosee BpeMsl akTyalbHOW AJIsl KPYIHBIX KOpIIOpa-
UM, K 9ucity KoTopbix oTtHocuTest AO «Y36ekuctoH Temup
Wynnapny, sBIfeTcs TeMa MOBHILICHHS OTAA4M OT MH(OpMa-
uuoHHbIX TexHosorui (MUT), obecredeHUst MX COOTBETCTBUS
TpeboBanusM Ou3Heca. Bo B3ammooTtHomeHusx UT u OusHeca
B TOCJIEJIHEE BPEMsl CTAJIH NPOSBISITHCS JIBE BAXKHbBIE TCHICH-
mun. C OgHOHM CTOPOHBI, IIMPOKO BHEAPSIEMBIC TPHIOKCHUS
aBTOMATH3alMK OW3HEC-TIPOIIECCOB W TOAJCP)KUBAIONINE WX
TEXHOJOTUH (MH(POPMAIMOHHBIE CETH, CEPBHCHI, CHUCTEMBbI
XpaHEHUsI NaHHBIX, IPOTPaMMHBIE CPEACTBA MPOMEKYTOUHOTO
cnosi, CYB/l, o6paboTka Oompmnx 00BEMOB NAaHHBIX H T. 1.)
CTalTi HEOTHEMJIEMOH YacThIO MOBCEOHEBHOW pabOTHI Tpea-
npusituii. C Apyroit CTOpoHbI, NPUXOIUT NOHUMAaHHUE TOTO, YTO
r1aBHas poiib UT-uHpacTpykTypsl COCTOUT B OOECIICUCHHH
3¢ pekTUBHOCTH OM3Heca (COKpalleHne OTNIePaTUBHBIX 3aTpar U
TMOBBIIICHUE MPUOBUIBHOCTH KOMITAaHHN).

B obnactu UT-ynpaBieHus akTUBHO BHEIPSCTCS HOBas
METO/IOJIOTHs ynpaBieHus: ousHec-cepBrucamu BSM (Business

B.I'. babuna

TamKkeHTCKUI UHCTUTYT UHKEHEPOB
JKEJIE3HOOPOXKHOTO TPAHCIIOPTa
Tamxkent, Y30ekucran
victory2610@mail.ru

Service Management), ocHOBHast Hjesl KOTOPOH COCTOHMT B

yCTaHOBJIICHMM Oojiee TECHOH CBs3M MeXIy OusHec-
mpoueccaMi M KomroHeHTamu W T-uHQpacTpyKTyphI
KOMITaHUH.

ITpu sTOM mapaMeTpsl KauecTBa TaKOro OM3HEC-CepBHCa U
pe3yIbTaThl UX U3MEPEHHs TOJDKHBI (POpMyIHpoBaThCs B TEp-
MHUHAX OW3HEeca, a He Ha sI3pIKe MH(POPMAIIMOHHBIX TEXHOJO-
ruid. Hanpumep, AaHHbIE O 3aIep)KKE B CETH, 3arpy3Ke Ipo-
LIECCOPHBIX MOIIHOCTEH CEPBEPOB WM YPOBHE JIOCTYIMHOCTH
MPUIOKEHNST HEOOXOIUMO TPaHC(HOPMHUPOBATH B YHCIO 00pa-
0OTaHHBIX 3aKa30B, JJIUTEIBHOCTh NUKIA pa3pabOTOK, 00bEeM
NpOJIaK U TONy4eHHON mnpuObuM U T. 1. COOTBETCTBYHOIIAS
MHCTpyMEHTAIbHAsI MOJJIepKKa 00eCIIeunBaeTCs B HACTOSIIEE

BpeMsi HaJIMYUeM cpeacTB IIUPOKOTO Kj1acca
MpOTNPHETapHBIX aQHAJTMTUYECKUX waThopm,
peammsytomux  koHunenuuio ~ BABOK (Business Analysis

Body of Knowledge), kak cBosja 3HaHUI MO OM3HEC-aHAIH3Y.
IMpruem mnpu BHenpennn BSM um BABOK Heobxomumo
OTIPEJICTINTh YPOBEHb 3PEJIOCTH KOPIO-PAllI CO CTOPOHEI
MH()OPMANOHHBIX CHCTEM.

OIIPEJIEJIEHUE YPOBHSI 3PEJIOCTH KOPITOPALIMM

IMpn dopmupoBannn minanos passutus KUC xomnanuu
HE0OX0ANMO pa3paboTaTh CTPATETHIO ee pa3BUTHS. st 3TOTO
MPEXJE BCETO CIIEAYET MPOBECTH OIEHKY TEKYIIETO COCTOSHUS
pa3BUTHSI KOMIIAHWU B LIEJIOM, B TOM 4Hcie 3Q(PEeKTHUBHOCTH
y’K€ BHEIPEHHBIX KOMITBIOTEPHBIX 1 MOOMIIBHBIX TEXHOJOTHH.
Heo0xomumo OIEHUTh, HACKOIbKO JOCTHTHYTBIH YpPOBEHB
TEXHOJIOIMi 00pabOTKM W aHanu3a JaHHBIX YJIOBJIETBOPSET
COBPEMEHHBIM TPeOOBaHUIM IO B3aHMOJICHCTBHIO C MAcCCaXKu-
PONIOTOKaMHU U TPY30IOTOKAMM Ha BCEX Y4acTKax, a TakKxke
BBISIBUTH MOTECHIMAJIbHBIE TOYKU B3aWMOJEHCTBUSI Ha OCHOBE
aHaJM3a aHAJOTUYHBIX MPAKTHK B JPYTHX KEJE3HOIOPOKHBIX
KOMITAaHHSIX, MEPCIEKTUBHBIX C TOYKHM 3PEHHsS Pa3BUTHUS dKe-
JIE3HOJOPOKHOM HHAYCTPUH B LIENIOM.

IMoce aToro nomkHa OBITH pazpaboTaHa OM3HEC-CTPATETHS
passutisi KMC Ha orpaHWYCHHBI KOHTPOJNBHBIA TEPHOI.
ITpoekT noKeH BKIOYATh ()OPMUPOBAHUE TIEPEUHS TOTEHIIN-
JIbHBIX WHUIMATHB, a TAKXK€ OILCHKY HEOOXOAMMOTO YPOBHS
WHBECTHLIUI B MHHOBAIIMOHHBIE TEXHOJIOTHH.

Ha ocHoBe crpareruut TOSKHBI ObITH pa3pabOTaHbl TAllbI
Pa3BUTHS JaHHBIX TEXHOJOTHMH, BKIIIOYAIONIME IUIAH C OIHCa-
HUEM WHUIMATUB, LeEJNell WX JOCTIKEHUS, HEoOXOIUMOTo
OroJKeTa, OCHOBHBIX MEPOIPUSTHI, CPOKOB U OTBETCTBEHHBIX
3a peayn3alyo JIUII.
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W3Bectasie koHpurypammu KUC gacto ximaccupuuupyoT
Kak [1]: aBTOMaTH3UPOBaHHYIO CUCTEMY YIIPABICHHS, CHCTEMY
TIOJICPXKKH IIPUHATUS PEIICHNUH, CeTh Nepefiaun JAaHHbIX, CH-
creMy cOopa JaHHBIX, MH(POPMALIOHHO-aHAJIUTHYECKYIO CH-
cTeMy, HH(GOPMAIMOHHO-TIONCKOBYIO ~CHCTEMY, CHCTEMY
YIPaBICHUS PECYPCAMU U T. .

B ycnoBusix AO «Y36ekucton Temnp Mymmapu» paccmar-
pHUBaeMbIil IOAXO/ KOHIENITYalIbHO CIIEAYET 3aKpPENuTh B HOP-
MaTHBHOM JIOKyMeHTe. B 3TOM JOKyMeHTe J0/DKeH OBITh yKa-
3aH OJWH W3 0a30BBIX IPHUHIMIIOB CO3AaHHUS 3(PPEKTUBHOMN
KHNC — epnHOoe nHpOpMannoHHOE NPOCTPAHCTBO (MHTET AL
B CIMHYIO aBTOMAaTHYECKYIO CUCTEMY YNPABIICHHS, PETJIAMEHT
MoauUKaIK B HHPOCpee KOMITAHUH | Jp.)

Heobxomumocts co3manmns KUC mist ynpasneHust pecyp-
camu Bcex mojpasaencuuii AO «VY36exucton Temup Mymna-
pU» BO3HHUKHET B MPOLIECCE CTPYKTYPHOU pedOPMBI JKEIe3HO-
JIOPOXHON OTpaciu, AT yIy4lIeHHs OM3Hec-IedTeIbHOCTH
KOMITAaHWUH Y YTHIIM3aLUH JOTAHOHHBIX YacTe KOMIIaHUH.

Ilo naHHBIM €KEroJHOr0 OTYETa KOHCAJITUHIOBOM KOMIa-
nun Standish Group o cocrossHUM A€d B IPOTrpaMMHON HHIY-
cTpuH, okosio 24 % TpPOEKTOB KOPIOPATUBHBIX WH(OpMAI-
oHHbIX cucreM (MT-poeKkToB) 3aKaHYMBAETCS MPOBAIOM,
44 % WT-IpoeKTOB HCIBITHIBAIOT pa3MYHbIE TPYIHOCTH
(peBbIIIeHUs OFO/DKETA, CPOKOB | T. A1.), M TOIbKO 32 % mpo-
€KTOB MOKHO CUMTATh yCHEIIHbIMH [2].

Kak m3BecTHO, apxuTekTypa B 0OIIEM Clydae — 3TO KOH-
LEMNIHs CIOKHOTO 00BEKTa, ONpeeNsfomas cocTaB, (GpyHKIHN
U B3aMMOCBS3b €0 KOMIIOHEHTOB. B KauecTBe CI0KHOTO 00b-
eKTa B JJaHHOM cily4yae BbicTynaer cooctBenHo KUC, B ee 00-
e apXuTeKType MOYKHO BBIICIHUTH CIEIYIOLIHE COCTaBIIIO-
niye:

® ceTeBasi apXUTEKTYPa;

® [IPOTpaMMHO-aIIapaTHasl apXUTEKTYPa;

¢ nHGOPMAIMOHHAS APXUTEKTYPa;

¢ (hyHKIMOHABHAS APXUTEKTYPA.

Ilepen Tem kak mpUCTYNMUTHh K BHeapenuto mpoekra KUC,
9KCIEPThl PEKOMEHAYIOT OLEHUTh YPOBEHb 3PEJIOCTH Mpel-
npustaa. ORHON M3 caMbIX MU3BECTHBIX MOJENCH Ul OLIEHKH
3pENOCTH SABIAETCS S5-ypOBHEBas MOJENb, MPEACTABICHHAS B
Tabu. 1.

PA3BUTUE KC

[Ipu mpuHATHU pelIeHHs O LeIecO00pPa3HOCTH CO3IaHUs
KHUC none3Hoi sBisieTcs ciuenyromas peKoOMeHJans: Herlerne-
co0o0pa3HO BHEIPSITH MOIIHYI0 COBPEMEHHYIO TEXHOJOTHIO,
€CIM ypOBEHb 3PENIOCTH MPEANPHUITHSI HE COOTBETCTBYET
YPOBHIO 3TOI TEXHOJIOTHH.

MoxHO paccMOTpeTh KoMiuiekcHyto Moxaenb CMMI for
Development (Capability Maturity Model Integration for
Development — MHTErparust MOJEIH 3pEIOCTH BO3MOKHOCTEH
JUIS Pa3BUTHs) U OLICHUBAHHS 3PEJIOCTH IPOIIECCOB pa3pa-
60Tku mporpammuoro obecnedenus [3]. CMMI — nabop mo-
neneii (METOJOIOTHI) COBEPIIICHCTBOBAHUS IIPOIIECCOB B Op-
TaHM3AIUSAX Pa3HBIX pa3MEpoB U BHIOB AearenbHocTH. CMMI
COJIEPKHUT HaOOp PEKOMEHIAIMKA B BUE MPAKTHUK, PeaTH3amus
KOTOPBIX, MO0 MHEHHIO pa3pabOTYMKOB MOJEIH, ITO3BOJISIET
peanu3oBaTh e, HEOOXOAWMBIE JUIs TOJHOW pean3alyu
omnpenenéHHBIX 00IacTel e TeIbHOCTH.

OmHUM W3 ITapaMeTpOB 3PENIOCTH MPEINPHATHS SBISETCS
CHCTEMa PE3epPBHOTO KONHMPOBAHMS, KOTOpas TaKke HeoOXo-
JMMa ISt o0ecrieueHns! HerpepbIBHOCTH Om3Heca. [1o naHHbBIM
kommnanuu Gartner, cpequ KOMITAaHUH, MOCTPaJaBIINX OT KaTa-
CTPOd M MEPEeKUBIINX KPYIHYIO HEOOPaTHMYIO IOTEpIO KOp-
MOPAaTUBHBIX JaHHBIX, 43 % HE CMOIIHM IPOJOIDKUTH CBOIO
JIeATENBHOCTH [4].

TABJIMLA 1. XapakTepucTHKa ypOBHEH 3pEIOCTH HPEATIPUAATHIA

YpoBeHnb
3pesiocTd
1 HauanbHbli ypoBeHb

OTCyTCTBYIOT BHYTPEHHHE DPETyIUPYIONIHEe JOKYMEHTBL
JlefictBUsL He JOKYMEHTHUPYIOTCS, OWM3HEC-3HaHUWS He
OTJICICHbl OT pabOOTHUKOB (3HAHMS MPONAJAIOT IIPU
YBOJIBHEHHH PabOTHHKOB). Bu3Hec-mpoueccsl B Komma-
HUM HE OINCaHbl M HE KIACCH(HUIMPOBaHEL JlesTels-
HOCTh KOMIIAHMHM HENpO3payHa Jake I OCHOBHOTO
epcoHaia

XapakTepuCTHKA YPOBHSI

2 Yupasinsemsblii ypoBeHb

EcTh BHYTpeHHHE CTaHAAPTHI, ONUCHIBAIOLINE OCHOBHBIC
OM3HeC-TIpoliecChl  KOMITaHWM. Bo3HHMKaeT moBTOpsie-
MOCTb: BBINOJIHCHHE HOBBIX IIPOCKTOB OCHOBBIBACTCS Ha
OIBITE BBITOJTHEHHUS IIPEIBIAYIINX IPOCKTOB

3 YcrosBuuiics ypoBeHb

B xoMmmaHuM 3aJOKyMEHTHPOBAHbI U CTaHIAPTH3UPOBAHBI
Bce OusHec-nporecchl. CucTeMa yrnpaBieHHs: OKa3bIBaeT-
sl OTJGICHHO OT IepCoHaNa KOMIIAHHUH, T. €. HOSBIIICT-
Csl BHYTPCHHHH «CBOJ 3aKOHOB». ODTH 3aKOHBI PacIpo-
CTPaHAIOTCS Ha BeCh IEePCOHAN KOMIAHHU

4 M3mepsiemblit ypoBeHb

B xoMmaHuM BBOJAUTCS KOJIMYECTBEHHASI CHCTEMa OLICHKH
3¢ pexkTuBHOCTH Ou3Hec-mpoueccoB. Mcronb3yercs He-
KOTOpasi CUCTEMa OLEHKH pabOThI NepcoHalia, HalpuMep
CHCTeMa KIIIOYEBBIX MoKazaTeneid. O0e CHCTeMBI OLCHKU
CHHXPOHHM3UPOBAHBI MeXmy coboil — addexTuBHas nes-
TEJIPHOCTh KOMIIAHMH HPHUBOJUT K CTHMYJIUPOBAHHUIO
nepcoHaia

5 YpoBeHb COBEPIIEHCTBOBAHUS
Ha ocHoBe aHanmmM3a KOJNMYECTBEHHBIX IIOKa3aTeliell B
KOMITaHUM TIPOBOJUTCSI KOPPEKTUPOBKA (PEUHKMHUPHHT)
OusHec-nporieccoB. Koppekuuu OTpakaroTcsi BO BHYT-
PEHHHUX JTOKyMeHTax. IIpolecc KOppeKIu: HOCUT IIOCTO-
SIHHBIH, CHCTEMHBIH Xapakrep

PaccMoTpeB TeopeTHUYECKHE OCHOBBI MOCTpocHHs 3ddek-
tuBHbIX KUC, npuxoautcsi KOHCTATUPOBATh, YTO TUIMYHAS
nH(opMaNMOHHAasl cpela MPEeNIpHUsITUs — 3TO, Kak MPaBUIIo,
HECKOJIbKO MPOrpaMMHBIX CUCTEM, paSpa6aTbIBaBH_lI/IXCﬂ B
pasHoe BpeMsi pasHbIMH pa3pabdOTYMKaMH Ha pasHbIX ILIAT-
(dopmax B COOTBETCTBUM C TE€M I[OHMMAaHHEM OH3HEC-
MPOIECCOB, KOTOPOE CYIIECTBOBAIO B COOTBETCTBYIOLICE Pa3-
pabotke Bpems. YacTeh u3 HUX Obula pa3paboTaHa BHYTpHU
MPEANPUATHS, YaCTh — MPHOOPETeHA KaK THUPaKUPOBAHHBIN
NPOJYKT, OJHAKO BCE OHM OOBIYHO 33JCUCTBOBAHBI M HUX
(bYHKIMOHUPOBAHUE KPUTUYHO JUTSL IPEATIPUSITHSI.

[IpoGnema 3akir04aeTcsi B TOM, YTO 3TH HPHIOKEHHS — OT-
JIeNIbHbIE TEXHOJIOTMYECKHUE «OCTPOBKHY», HE3aBUCHMBIC IPYT
OT Apyra, ¢ OTACIbHBIMU, YaCTO HCCONMOCTABUMBIMU JTaHHBIMU
«00 OJTHOM H TOM K€», C OTCYTCTBHEM TEXHHUYECKOM JTOKYMEH-
TaIlMU H, CJIEA0BATENHHO, HEBO3ZMOXHOCTRIO pa3BuTHs. Kpome
TOTrO, TAKUE MPUIOKEHUsST O0BIYHO CcJ1ab0 B3aUMOCBSI3aHbI UITH
BOOOIIIE HE CBSI3aHbI JPYT ¢ Apyrom. IIpu BeIOOpE mMporpaMm-
HOU O00OJIOYKH KEJTATSILHO MPHIICPKUBATHCS ONPEICICHHBIX
npaBwi (Tabm. 2).
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TABJIMIIA 2. Kputepuu Beibopa nporpammuoii obosouku KHC

Ne
n/n

O6001meHHbIE
KpUTEpHH

YacTHbIe KpUTEPHH

1

Pelituar npousso-
nurens KUC

1. JIIMTEeNbHOCTh HPHCYTCTBUSL Ha pBIHKE
KUC

2. KonmuectBo BHeapeHHil (YMCIO KIIHEH-
TOB)

3. BO3MOXKHOCTb yXOJia C pbIHKa (Haaexk-
HOCTh, (pUHAHCOBAs YCTOIYHUBOCTH paspa-
6oT4nKa)

4. CucremMa NOCTaBHIMKOB
YHCIIO NOCTABIINKOB)

(pa3BUTOCTb,

Oynxkuunonan KHC

Illupora QyHKIMOHATA, YUCIO MOJIYJICH
(BapHaHT: KaXIblH YaCTHBIH KpPUTEpUH —
OJHA U3 JKelaeMbIX (YHKIHH cBepx 00s3a-
TEJBHOTO HaOopa IMOAIEPKUBAEMBIX (yHK-
1)

Toanepxka mno-
CTaBLIUKOM

1. IIpemocraBieHHEe HOBBIX BEpCUHl Ipo-
IPaMMHBIX CPEJICTB Ha PEryJIIpHON OCHOBE
2. ITomoub Ipu MOJCPHU3ALUK

3. YpoBeHb TEXHHUUYECKOIl MOAAEPKKH (ore-
PaTHBHOCTb, BbI€3/1 K KIIMEHTY H IIp.)

4. UundopmupoBanue o mnpobdiemMax U MoO-
JICPHU3AIMAX, OCYIIECTBISIEMBIX IPYTHMH
KIIMCHTaMHU

5. Opranuzauusi o0y4eHHs IepcoHalla KiH-
€HTOB

KauectBo noKymeH-
TalyH

1. ITosiHOTA 1IOKYMEHTALIH

2. TIOHATHOCTB, NMPOCTOTA HCIOJIb30BAHHS,
KauecTBO IIepeBojia

3. IlpocToTa BHECEHHS M3MEHEHUH B JIOKY-
MEHTALMIO TIPU MOJCPHU3ALUH CHCTEMBI

Ananranus, MoO-
JIepHU3ALUS, pa3BH-
THE

1. IlpocTora HACTpOHKM M BHECEHUS MC-
MpaBJIeHUI

2. TubkoCTh, OTKPBHITOCTH (IIPOCTOTA BHECE-
HHUS M3MCHCHUH ¥ PacIIMpeHust (yHKIHO-
HaJIbHOCTH)

3. MacmtabupyemMoctb (BO3MOXHOCTb YBe-
JIMYEHHs] TIPOM3BOAUTENBHOCTH 03 Cyle-
CTBEHHBIX U3MEHEHUH HPOrpaMMHBIX
CPEACTB CHCTEMBI)

4. IlpocToTa MHTErpaluy ¢ JPYTUMH CHCTe-
MaMmH (B TOM 4YHUCJIe C PaHee CO3JaHHBIMU Ha
MIPEANPUSITUH)

DKcIuTyaTaluOHHbIE
XapaKTePUCTHKH

1. JlerkocTb yCTaHOBKU CUCTEMBI

2. IlpocroTa aiAMUHUCTPUPOBAHUS

3. IpocroTa paboOTHI mojb30Batels (B TOM
YHCIIe HAJIMYHME CPEJCTB IOMOIIN IT0JIb30Ba-
TEJII0)

4. OnepaTHBHOCTb BOCCTaHOBJIEHHS IIPH
coosx

5. ®opmupoBaHue cooOueHuid o0 cOosX,
JIOKYMEHTHPOBaHHE cOOEB, HAIMYHME OIMLHI
1 MHCTPYKIHIT 10 YCTPAaHSHUIO NOCIEACTBUH
cboes

6. IlonHOTa M KAa4ecTBO CPEACTB 3alUTHI
nHpopMaHU

®DuHAHCOBBIE TOKa-
3aTeNu

1. 3aTpatsl Ha 00y4yeHue nepcoHaa

2. DKcIIyaTal[iOHHBIE 3aTpaTrhl (BKIIOYAs
3aTpaThl Ha OOHOBIICHHE JIMIICH3UH, IIepesa-
4y JAHHBIX 0 KaHalaM CBS3M, MOAEPHH3a-
[MI0, OIUIaTy MEPCOHana, HpPHOOpeTeHHe
JIOTIOJIHUTENIBHBIX MOTYJIEH U T. 1I.)

3. CTouMoCTh NPHOOPETEHUS

4. CrouMOCTb TEXHUYECKOH MOIAEPIKKI
(BapuanT «COBOKyIHasi CTOUMOCTB BIIajie-
HUS»: CyMMa HPSIMBIX (CTOMMOCTB 000py/I0-
BaHWS, JMICH3MIL, 3aTpaThl Ha JKCILIyaTa-
IIUI0, MOJEPHHU3AIMIO U T. Jl.) U KOCBEHHBIX
(3aTparhl Ha aJMUHMCTPATUBHBIA ammapar,
KOMMYTallHOHHBIE YCIYTH U T. ]I.) 3aTpaT 3a
NIEPHOJ JKU3HEHHOTO IIMKJIA CHCTEMSBI (T. €. ¢
MOMEHTA e¢ TIPUOOPETEeHNUs 10 TPEKPAILCHUS
JKCILTyaTalyu)

IIpn omeHke kadecTBa M TECTHPOBAHHWU IPOTPAMMHOTO
obecrieueHNsT UCTIONB3YIOTCS CISAYIOIINE METOBI [5]:

® TECTUPOBAHHUE NTPOTPAMMHOTO O0ECIICUCHHS U U3MEPEHHE
KOJINYECTBEHHBIX MTOKA3aTeNeH KauecTBa;

® OIpeieNieHne MOKa3aTeNieil KauecTBa C MOMOIIBIO MaTe-
MaTHYCCKUX MOJCTICH;

® aHAJIM3 MPOEKTHOW MOKYMEHTAIllMd W HWCXOJHOTO KOJa
JUISL BBISIBIICHUSI X CBOWCTB.

Buenpenue ITSM (IT Service Management — ynpapiicHue
UT-ycnyramm) MOXKHO pa3/ielIUTh Ha YCIOBHBIE 3Tarbl [6]:

O6cnenoBanue. [IpoBoaurcst ananu3 UT-undpactpykrypst
1 OU3HEC-TIPOLIECCOB.

ITpoextuposanue. Pa3paborka morndeckoro u (puU3MIECKO-
ro (IIPOTOTUNA) IPOEKTA CHCTEMBI aBTOMATH3aNN H O0YIECHUS
COTpPYIHUKOB, [UIaH BBOJIA PEIIICHUS B HKCILITyaTalHIoO.

OmnsiTHast skcmoryatanus. ITSM TectupyeTcs Ha OCHOBE
CO3JIaHHBIX KOHKPETHBIX JIOKYMEHTOB OM3HEC-TIpoliecca U CH-
cremsl ACY.

OCHOBHBIM  MH(OPMAIIIOHHO-TEXHOJIOTHYECKUM  Cpell-
ctBoM AO «Y30€KHUCTOH TeMup Hysutapu» siBisieTcss ABTOMa-
TU3UPOBaHHAsl CHCTEMa OIEPAaTHBHOTO YIPABJICHHS MEPEBO3-
kamu (ACOVII), pazpaborannas OAO «PXX» [3]. JopoxHas
ACOVII 6a3upyercs Ha cucteme SAP/3, xoTopas HE TOJIBKO
WCTIONI30BaNIa OTIBIT MPEIIIECTBYIONINX CHCTEM, HO U obecrie-
YMBajJa WX B3aUMOJEICTBHUE, MO3BOJSIA CleNaTh mar K o0b-
€IMHEHUIO BCEX CHCTEM OMNEPATUBHOIO YIPABIICHUS B CIUHYIO
MHOTOYPOBHEBYIO OTPACJIEBYI0O aBTOMAaTH3MPOBAHHYIO CHCTE-
My yNpaBJIECHUS TPY30BBIMH IIEPEBO3KAMH.

B coctaB ACOVII BXoagT cienyronue dKCIuTyaTupyeMble
CHUCTEMBI U KOMIUIEKCHI 3a1a4 [7]:

® ABTOMATH3MPOBaHHAs CHCTEMa IIOHOMEPHOTO YyueTa
KOHTPOJISI IUCIIOKAIMH, aHAJIN3a MCIIOJIb30BaHUS M PETYIIHNPO-
BaHus BaroHHoro napka (M CITAPK);

® ABTOMATH3MPOBAHHAS CHCTEMa YIPABICHHS TSATOBBIMU
pecypcamu (AVCTIIC), Bxmiodaromas OIEpaTUBHBIA KOH-
TPOJIb HAIWYHS, COCTOSTHHS M JUCIOKalny JIOKOMOTHBOB TPY-
30BOTO JIBIDKCHHSI M OPTaHM3AIMIO WX IOABOJA HA TEXHUYE-
ckoe obcmyxuBanmne (OKJI-1), mucmokannio u paboTy JOKO-
MOTHUBHBIX Opuran rpy3oBoro asmwkerus (OKb-1);

® ABTOMATH3MPOBaHHAs WH(OpPMAIMOHHAs CHUCTEMa Op-
raHU3aluK epeBO30K IPYy30B M0 0e30yMakKHON TEXHOJIOTHH C
HCTIOJIb30BaHUEM ANIeKTpoHHOHN HaknaaHoi (AVIC D]1B);

e «I'py3oBoii Dkcmpecc» B 4YacTH BEAEHHS IOJICHCTEM
KOHTpOJISl TIOTPY3KH 3KCHOPTHBIX I'PY30B B aJpec MOPTOB H
MOTPaHWYHBIX MEPEX0J0B M WH(POPMAIMOHHOTO B3anMOJEH-
CTBHS MEXIy aBTOMAaTH3UPOBAHHBIMH CHCTEMaMH PETHOHOB
MIPUTIOPTOBBIX, MOTPAHUYHBIX CTAHIMH M PETHOHOB NPHUMBIKA-
HUSI K KPYITHBIM IIPOMBIIIIIEHHBIM KOMILIEKCaM;

e CHUCTEMa ONEPATUBHOTO MOHOMEPHOTO KOHTPOJIS IIO-
TPY3KH H BBITPY3KH BAaroHOB, BKJIIOUAsl paclpeeNcHue Mo Tu-
nam u Kareropusm rogHoct (OKIIB);

® ABTOMATH3MPOBAaHHBIA OaHK JaHHBIX HHBEHTAPHOTO
MapKa BaroHOB JKEJIE3HBIX JOPOT M BaroHOB, MPHHAIEKAIINX
npeanpusTHaIM u apyrum opranuzanusam (JIBI-I1B);

e uH(pOpMaLMOHHAS CHCTEMa ONpEAEIeHHUsI COOCTBEHHH-
ka Baronos (COCBJII);

® ABTOMATH3MPOBAHHAS CHCTEMa KOHTPOJS 33 HCIIOJIB30-
BaHUEM U Tpo B KeHHeM KoHTelHepoB (AVCKOH).

B coctae ACOVII Bxomur okomo 6000 mporpamm.
ACOVYII obecniednina BBIJady OIEPATUBHBIM pPaOOTHHKAM
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CTAQHLMK M YNPaBICHUH JOPOr KOMIUIEKCA TEXHOJOTHYECKHX
JOKYMEHTOB TI0 KakaoMy moe3my. OHa crana (yHIaMEHTOM
IUIsL CO3/IaHMSI PsAAa HOBBIX aBTOMATH3UPOBAHHBIX CHUCTEM MU
KOMIUICKCOB 3a/lad B CHCTEME YIPaBICHHUS IEePEBO30YHBIM
IIPOLIECCOM.

HAIPABJIEHU S JTAJIBHEMILINX UCCJIEJOBAHUIA

Bo3HukaeT HEOOXOAMMOCTh CO3[aHUS HCCIIET0BATEIBCKO-
ro mpoekTa norraroBoro nepexona KMC Ha ypoBeHb 3penocTu
5 (tabn. 1), mpu 3TOM cienyeT yAeNsaTh Oojbliece BHUMAaHHE
MIOJTHOCBA3aHHOCTU M LIEHTPAIN30BAHHOCTU CUCTEMBI.

B kauecTBe 0AHOM M3 NEPCIEKTUBHBIX BO3MOYKHOCTEN pac-
CMAaTpUBAETCsl CO3JIaHHE IMPOTPAMMHOTO OOECHEUYEeHUs! C JI0-
ctynomM uepe3 REST u SOAP [8]. JlamHoe mnporpammHoe
obecrieueHre OyaeT paboTaTh B BHIE 00JaYHOrO CEpBHCA Ha
MIPUBAaTHOM CETEBOM IIPOCTPAHCTBE KOPIIOpPAIMU H, CIel0Ba-
TENBHO, OYAE€T UMETh eIMHOE OKHO BHIXO/a Ha BCE MOJCHCTE-
MBI C ONpE/ICIIEHNEM YPOBHEM JIOCTYIa MOJIb30BaTeIeld OTHO-
CHUTEBHO MECTOMOJIOXKEHHS U AoJnKHOCTH. Hampuwmep, y ore-
paropa, HaxOoJIIErocss Ha CTAHIWH, OyAeT Oosiee NeTaTbHBIN
BUJI CTaHIIMH, YEM Y OIlepaTopa B AUCIIETICPCKOM IIEHTPE.

Osxupaercss 00pabOTKa OTPOMHOTO KOJMYECTBA JAHHBIX, B
CBSI3U C 3THM BO3HHKAET HEOOXOAMMOCTh IPUMEHEHHUS TEXHO-
norun Oonbimx ganHeix (Big Data) ¢ muHamuueckoit oTuer-
HOM CUCTEMOH B OHJIAMH-PEKUME U MUHUMAJIbHBIMU 3a/€PK-
Kkamu [9].

B cBsi3u ¢ 3TUM BOZHUKHET HEOOXOJUMOCTh CO3aHUsI MO/
pasnenenus Bl (Business intelligence), paboratomero ¢ 60ib-
IIMMU JTaHHBIMH, HHTEPIIPETUPYIOUIETO OOJIBIIOE KOJIUYECTBO
JaHHBIX, MOJICIIUPYIOLIETO MCXOJ Pa3INYHBIX BapUAHTOB JEH-
CTBHH M OTCJIEXHBAIOIIETO PE3yJIbTAThl NPHHSITHS PEIICHUH
[10, 11].

Tak kak co3maHHE TaKUX CHCTEM TpeOyeT OONBIINX BIIO-
JKEHHH (J4eI0BEKO-4acoB W JCHEXHBIX), TUIAHHPYETCS COo3.a-
HUE UMHUTAMOHHOW Mojenu Ha 6a3e maboparopun TamMlNTa
(TalmkeHTCKOTrO0 WHCTUTYTa WHXKEHEPOB TpaHCHopTa). Takum
o0pazoM, BHEJpPEHHE AaHHOM CHUCTEMBI CTAHET BO3MOXKHBIM
mocje OleHKH e¢ 3((EKTUBHOCTH M MPOU3BOAUTCILHOCTH Ha
MMHTAIOHHON MOJIENM ITyTeM MaTeMaTHYeCKOTO MOEIHPO-
BaHMS.

OnHUM M3 MEPCHEeKTUBHBIX HAIPaBICHUI pPa3BUTHS KeJle3-
HOJIOPO’KHOTO TPAHCHOpPTA SIBISETCS MEepexo]] Ha IU(POBYIO
xKeJe3Hyro nopory. Llndposas sxene3Has mopora — 3TO IEIBIH
KOMITIEKC HH(OPMAaMOHHO-aHATMTHIECKHX CHCTEM, CHCTEM
YIPaBICHUS NEPEBO30YHBIM IIPOIECCOM, CHCTEM YIPaBICHUSA
BOK3QJIbHBIMHM KOMITJIEKCAMH, WHTEJIEKTYaIbHBIX CHCTEM IS
TATOBOTO MOJBIKHOTO COCTaBa U T. A. [l0 MHEHHIO aBTOPOB,
KIfoueBbIMH (pakTopaMu 1U(pPOBOIl JKeNe3HOI OpOoru SBIIsi-
FOTCsI CJIEAYIOLIE TEXHOJIOTHU: 00paboTKa OOJIBIINX JaHHBIX,
BHeJIpeHue HcKyccTBeHHoro uHremwiekra (M) m Gnokueiin-
MEXaHHU3MOB JIJIs1 0€30TIaCHOCTH.

HcrounnkaMu OONBIIMX JAaHHBIX MOTYT OBITH JJaHHBIE, MO-
JTy4eHHbIE C IAaTYNKOB, PACHOJIOKEHHBIX Ha TPAaHCIIOPTHBIX
CpeAcTBax (JIOKOMOTHBAaX, BaroHax, KOHTEHHepax M T. II.), —
9TO TIEPCHEKTHBHBI HMCTOYHUK HWH(GOPMAIMK B JKEJIE3HOIO-
poskHo# oTpaciu [12].

Eme oanH moTeHunansHBIM BapuaHT — AaHHBIE ¢ MOOWIIb-
HBIX TIPUJIOXKEHHH, KOTOPBIMH TIOJB3YIOTCS MAIIWHHUCTBHI M
Ha3eMHbIE OTEPaTOpPhl, a TAKXKE 3alpOChl Ha TPY30BOE OPOHU-
poBaHMe, MojlydaeMble OT KIMEHTOB. Kpome Toro, NieHb 3a

JTHEM TOSBIISIOTCS] HOBBIE HCTOYHHKH JTaHHBIX, KOTOPBIE MOTYT
OBITh HCIIONB30BAHBI KaK 4acTh HMH(PPACTPYKTYpHl LUPPOBOI
JKEJIe3HOH JTOpOTH.

[lepeuncnenHble BbINIE JaHHBIE MOTYT CIY>KHTh XOPOIIH-
MH HCXOIHBIMH JNaHHBIMH Ui MM, Tak Kak HCIIONB30BaHHE
NN wn3baBnseT monaedl OT pyTHHHBIX paOOT W yMEHBIIAaeT B
pasbl BIHMSIHUE YeJIOBEUECKOro (hakropa, KOTOpoe B OOJIbIIHH-
CTBE CJIy4aeB CHMW)KAeT YPOBEHb 0E30ITaCHOCTH TPAHCIIOPTHOM
CHCTEMBI.

Taxxe ONOKYCHH-MeXaHU3M OyaeT oOecreyuBaTh 0e3-
OTIACHOCTH M TIPO3PavyHOCTh IU(POBOH JKEJIE3HOH JOPOTH.

3AKJIIOUEHME

CymecTBeHHas 3aa4a, CTOsIIIasl epe] KOMIaHueH, — pas-
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HHUEM B OIPEIEIICHHBIE CPOKH;

2) BHeIpeHHE NMPOAYKTOB BEAYLIUX BEHIOPOB, TAKUX KAk
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B snoxy pa3Butus WHGOPMAIMOHHBIX TEXHOJOTHHA pa3pa-
6otka u passutne KHC sBisiercst HEOOXOIUMBIM YCIIOBUEM
JTaJIbHEHIIIero CyIiecTBOBaHMSA KOMMIaHWU. B naHHOU paboTte
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Directions of Development of the Corporate
Information System of the Company
«Uzbekiston Temir Yullarp»
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Abstract. The transport system is currently undergoing quali-
tative changes, connections with a large competition of different
types of transport. In this paper discussed the ways of developing
the corporate information system (CIS) of the railway company,
as an example took JSC «Uzbekistan Temir Yullari». The ways of
development of CIS are considered in the conditions of developing
market relations, which sharply affects the productivity of
transport. These circumstances put forward fundamentally new
requirements for corporate information systems of transport-
industrial corporations and international transport consortia also
require the correct forming of plans for the future development of
whole transport industry.

Keywords: CIS, automatic control systems, computing net-
works, business processes, information technologies, maturity
levels of enterprises.
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HUccaenoBanue Ko3pGUIUEHTA TOTOBHOCTH
CJIOKHBIX TEXHUYECKHX KOMILIEKCOB
C IOMOIIbI0 HMHUTALIMOHHON MO/EJIH,
pa3pabdoranHou B cpeae Stateflow
nakera MatLab

N.B. lopoxko, A.JI. Konefika
Boenno-kocmuueckas akanemust umeHn A.D. Mosxaiickoro
Canxkr-IlerepOypr, Poccus
Doroghko-Igor@yandex.ru

Annomayua. PaGora nocBsilleHa HCCIeJOBAHMIO 3aBHCHMO-
CTH MOKa3aTeseil HAJe:KHOCTH U KOHTPOJISI (IMATHOCTUPOBAHUS)
CJI0KHBIX TeXHHYECKHX KOMILIekcoB. B cTaTbe mpeacTaBiieHa
HMHUTALIMOHHASL MOJIeJIb OLIEHHBAHHS KOMILIEKCHOIO MOKAa3aTeIs
HA/1e:KHOCTH (K03 ()¢ UIMeHTA TOTOBHOCTH) € y4eTOM MOKa3aTeeil
KOHTPOJISI M AUATHOCTHPOBAHMUA CJIOKHBIX TeXHHYECKHX KOM-
IJIEKCOB, pa3pa0oTaHHas ¢ NOMOLILIO cpelbl MOJEJIHPOBAHMSA
Stateflow nmporpammuoro nakera Matlab. AnexkBaTHocTh pa3pa-
00TaHHOIl MMHMTALMOHHOI MOJeJH MOATBEP:KAAETCA AHATUTHYE-
CKMMM pacyeTamu. PazpadoTaHHasi HMMUTALIMOHHAS MoOJeNb I103-
BOJISIET BBIYUCIAATH KOIQ(HUIMEHT TOTOBHOCTH € YYETOM PekKH-
MOB JKCILUTyaTallMM, T.e€. JJISI HeCTAUHOHAPHBIX IPOLECCOB, Yy
KOTOPBIX MapaMeTPbl MOTYT MEHSIThCA CO BpeMeHeM. B oTiimune
OT AaHAJIMTUYECKOH MOJeT UMHUTAIIHOHHYIO MO/IeJIb MOKHO pac-
IIHPHUTH € YY€TOM BCEX BO3MOKHBIX BHIOB TEXHHYECKOIO COCTO-
siHMs 00beKTa, n30erast rpoMo3aAKuX Gopmy.r.

Knrwuesvie cnoéa: HaEKHOCTb, KOHTPOJIb, JMATHOCTHPOBA-
HHe, KOIPPUIMEHT TOTOBHOCTH, [0CTOBEPHOCTH, OIIMOKH,
MapKOBCKHIi mpouecc, UIMUTAHOHHAS MO/eJIb.

BBEJIEHUE

B Hacrosiiee Bpemsi Ipu NpeNbsIBICHUH TPeOOBaHUN H
pacuere moOKa3aTened HAJIEeKHOCTH CIOXKHBIX TEXHHYECKHX
KOMIIJIEKCOB TPAaKTHUECKH HE pacCMaTpUBAETCs BIUSHHE IIO-
Kas3aTeiaed KOHTPOJIA U JUATHOCTHUPOBAHUS. XOTS CBS3b 3TUX
MOKa3aTeNeil MpeICTaBIseTCd OYEBUAHON M MHTYUTHBHO IO-
HSATHOM, CyIIECTBYIOIINE OLEHKH BIMSHUS MOKa3aTesneld KOoH-
TPOJISL M ANAarHOCTHPOBAHMUS Ha MTOKA3aTeNN Ha/Ie)KHOCTH 00b-
eKTa HOCAT, KaK IPaBWJIO, KAYeCTBEHHBII Xapaktep, 0e3 KOH-
KpPETHBIX AHAIIMTHYECKUX 3aBUCUMOCTEM M MaTeMaTHYECKUX
MOJIENEN.

CoBpeMeHHbIE CTPYKTYPHO CII0KHBIE KOMIUIEKCHI HMEIOT B
CBOEM COCTaB€ BCTPOCHHBIE CPEJCTBA AalIapaTHOrO M Mpo-
rPaMMHOTO KOHTPOJISI M TUArHOCTHPOBAaHUA. B TeXHHUECKHX
3amaHusax (T3) Ha BBINOJIHEHHE OIBITHO-KOHCTPYKTOPCKUX
paboT no co3gaHuio (MOJIEPHHU3ALMH) CIIOKHBIX TEXHUYECKUX
KOMIIJIEKCOB IIPUCYTCTBYIOT B 00s3aTE€IHHOM IIOPSAKE pasjie-
nbl «TpeboBanust HagexxHOCTH» U «TpedoBaHMs K AMATHOCTH-
YEeCKOMY 00ECTICUEHHION.

B paznene «TpeboBanust HAAEKHOCTH», KaK IPaBUIIO, TIPH-
BOIATCA TpeOyeMble 3HAUEHHS BEPOSTHOCTH O€30TKa3HOH pa-

0OTBI KOMILIEKCA, KOO (GUIIMEHTa TOTOBHOCTH, MaKCUMAaJIHHO-
T'0 BpEeMEHHU BOCCTAHOBIICHUS U T. 1. B pa3uene «TpeboBanus k
JIUArHOCTHYECKOMY OOECICUeHHI0» B OOJBITMHCTBE CIydacB
yKa3pIBaeTcsl Tpebyemas TiTyOnHa AHarHOCTHPOBaHUS (HAIpH-
Mep, IO CMEHHOTO MOJAYJISA), IPUBOISTCS IOMyCTUMBIC 3HAUe-
HUS OmMOOK 1-ro u 2-r0 poja mpu KOHTPOJE TEXHUYECKOTO
COCTOSIHHS, TpeOyemble 3HAueHHs TOCTOBEPHOCTH M IIEPHO-
JUYHOCTU JUATrHOCTUPOBAHHMSA, KOTOPLIC BJIUAIOT HAa MOKa3aTe-
JIM HaJIS)KHOCTHU CJIOKHBIX TEXHHUECKUX KomIutiekcoB. Cremo-
BaTeJIbHO, Pa3paboOTKa U UCCICIOBAHNE UMHUTAIHOHHBIX M aHa-
JUTHYCCKUX MOJCJICH, CBS3BIBAIONINX ITOKA3aTEeIH HAJICKHO-
CTH W JHAarHOCTHPOBAHUS, SBISCTCS BAXHOM W aKTYaIbHOM
3aJadeit.

MOJEJIb MAPKOBCKOI'O ITPOLIECCA, CBSI3bIBAIOIIIA ST
KODOOULIMEHT TOTOBHOCTU U JIOCTOBEPHOCTD
JNIUATHOCTUPOBAHUS CJIOXKHBIX TEXHUYECKUX KOMIUIEKCOB

Ha pucynke 1 n3o0pakena cxema rpada cocTOsSHUMN, TIpel-
CTaBIISIOLIETO CO00M ommcaHne MapKOBCKOTO IIpoliecca Iepe-
X0/1a U3 OJHOTO COCTOSIHUSL B Jpyroe. Mojiells oJpoOHo pac-
cMoTpeHa B paborax [1, 2] u mo3BomsieT cBA3aTh K03 PuirueHt
TOTOBHOCTH W JOCTOBEPHOCTh KOHTPOJISI CIIOXKHBIX TEXHUYE-
CKMX KOMIUIEKCOB. JlOCTOBEPHOCTh JHATHOCTHPOBAHHSA IIPH
3TOM OIICHUBAJaCh YCIOBHOH BEPOATHOCTHIO IPEOBIBAHUS
00BEKTa B HEKOTOPOM BHJIE TEXHHYECKOTO COCTOSHUS IIPH
YCJIOBUM, YTO CHCTEMa JMarHOCTHPOBaHUS 3aHKCHpoBala
MMEHHO 3TOT BHJl TEXHHUYECKOTO cocTosinus [3, 4]. B xaduectBe
MoKasaTelsl HaJJe)KHOCTU ObUT BHIOpaH KOMIUIEKCHBIH MOKa3a-
TeJIb HaJeKHOCTH — Koadduiument roroBHoctH [5-8], xoTo-
PBIit IMeeT 0cO0YI0 Ba’KHOCTB JJIsl MHOTHX CJIOJKHBIX TEXHHYE-
CKMX KOMIUICKCOB (PaKETHO-KOCMUYECKHX, ABHAIIOHHBIX,
MOPCKHX, JKEJIe3HOOPOXKHBIX), & TAK)KE KOMIUIEKCOB aTOMHOM
SHEPreTUKH U JIp.

B kadecTBe cocTOSHUI MapKOBCKOTO IPOLECCa BHICTYMAIOT
paborocniocobHOe U HEpabOTOCTIOCOOHOE COCTOSIHUS O0OBEKTa

(Sy, Sp ), B KOTOPBIX KOHTPOJIb HE NPOBOAUTCH (T. €. «pabo-
YUH PEeXHUM»), a TAK)KE COCTOSHMS, IIPH KOTOPBIX IIPOU3BOJIMT-
csl KOHTPOIb: R, R; — COCTOSHHMS, IPH KOTOPBIX IPOBOIAUTCS

*
KOHTpPOJIb C JIOCTOBEPHBIM pe3yibTaToM (.S /SO — CHCTeMa
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*
KOHTpOJIA (PUKCUPYET pabOTOCIIOCOOHOE COCTOsHHE S, MpU

. P
9TOM OOBEKT JEHCTBUTENLHO paborocmocoder S;, S, / So —
cUCTEeMa KOHTPOJIsl OOHAPYKHBAET HEPAOOTOCIIOCOOHOE COCTO-

o N
sHHEe S, IIPU ITOM OOBEKT JIEHCTBHTENBHO HepaboTOCIOCO-

6er S)); R,, R, — COCTOSIHHS, IPH KOTOPBIX MPOBOIUTCS

T
KOHTPOJIb C OIIMOOYHBIM Pe3yIbTaToM (.S, / Sy — cucTema KoH-

o
Tpoisl oOHapyXuBaeT HepabOTOCIOCOOHOE cocTosHHE S,
. —
opu 31oM 00BeKT pabortocmocobeH S, S, / S, — cucrema
*
KOHTpOJIA (PUKCUPYET pabOTOCIOCOOHOE cocTosHHuEe S, MpU

3TOM 00BEKT HepaboTocmocobeH S ).
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Puc. 1. Cxema MapKOBCKOTO IpoLiecca, CBA3bIBAIOLIAS IOKAa3aTENIN HAAEKHOCTH U KOHTPOJIS

Ha pucynke 1 Takke BBeIOEeHBI CleNyronIre 0003HAYCHUS:
o, B — BeposiTHOCTH OMMOOK KOHTPOJIs (OmMOOK 1-ro u 2-ro

pona); Tcp — cpeanss HapaboTKa Ha OTKa3; Ty — MEPUOAMY-
HOCTb KOHTpOJs; Ty, — CpenHee BpeMsl BOCCTAHOBIECHUS 0e3

NPUMEHEHHSI CPEICTB KOHTPOJS (T. €. NPEAIOoNaraercs, 4To
O00BEKT MOKHO BOCCTAaHOBHUTBH Ja)K€ IPH OTCYTCTBHU WJIH OT-
Ka3ze CPeACTB KOHTPOJ, HApUMeEp, C MOMOIIBIO MOCIeJ0Ba-
TEJILHOW 3aMeHbI OJIOKOB 10 TeX IOp, II0Ka CUCTEMa He CTaHeT
paboTtocnioco6HO#. OYeBHIHO, YTO HAa ATO MOTYT IOTpedo-
BaThCsl 3HAYMUTENILHOE BpeMs M pecypchl. Ecnn 6e3 KOHTpoIs

00OBEKT HE MOXKET OBITH BOCCTAHOBNEH, TO Iy —>); Tp, —
CpeZlHee BpPEMs BOCCTAHOBIIEHHs C YYETOM KOHTpons; Ty —

Cpe/Hsisl NPOJOJDKUTENIFHOCTD IepeBOoia 00BEKTa U3 pexuma
KOHTpOJIi B paboumii pexuM (€CIM KOHTPOJIb MPOUCXOAUT
MapajuleNbHO ¢ paboToil o0bekTa ((YHKIMOHAIBHBIH KOH-
Tpoib), T0 T = 0, HO eciau NPOU3BOJUTCS TECTOBBIA KOH-

TpOJib, IPU KOTOPOM 00BEKT NOoCJIEA0BATCIIBHO TIEPEBOAUTCA

13 peKUMa KOHTPOJIS B pabouunii pexkuM M 0OpaTHO, TO HEOO-
XOJIUMO YYMTEIBATh Ty ).

JlaHHas MOZIENb UMEET ClIeYIOIHe IPeUMYLIeCTBa:

— y4eT JOCTOBEPHOCTH PE3YJIbTaTOB AMarHOCTHPOBAHUS
("uepe3 BEpOATHOCTH OIIMOOK pPe3yJbTaTOB THATHOCTHPOBA-
HUSA);

— BO3MOXXHOCTb PAaCCMOTPEHUS IIPEICIbHBIX CIIy4aeB: OT-
CYTCTBUE KOHTPOJIS (AMAarHOCTHPOBAHU) U HAIWYIHME TIOCTOSH-
HOT'O KOHTPOJISA (IMarHOCTUPOBAHMUS);

— BO3MOXHOCTh paccMoTpeHusi TectoBoro (7 #0) u

(GyHKIMOHANEHOTO AuarHocTupoBanud (7 = 0).

VM CCIEAOBAHUE 3ABUCUMOCTU KODOOUILIMEHTA
TOTOBHOCTH OT IIOKA3ATEJIEM KOHTPOJIS CJIOXHBIX
TEXHUYECKUX KOMIIJIEKCOB

[To rpady cocrostHuit (cM. puc. 1) omumeM MapKOBCKHI
mporecc cucreMoit audGepeHIInaTbHBIX YpaBHEHHIHA:
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11
— _+_

TI[ TCP Bl il
1 11 1
— P (O)—| —+— | B () +— P () =
TCP % Pl Bl % TH :
1-o 1 d\F (1)
—-R;O(t)——-lzel(t)z(;);
T, T, dt
o 1 P (1)
7 5O B ()= <§ );
hil B2 t
1- 1 d (B (1)
—B'P?O(t)__' R3(¢):M;
T, T, dt

d (P, (t

ﬁ.ps,(t)_L.pR (t):M.
T, % 1, " dt

d (P (1)

1 1 1
PO+ PO+ B (O + (B (0+ B () =—— =

T, dt

()
dt

9

()

B cranmonapaom peskuMe MapKOBCKHI TPOLIECC MOXKHO OMKCATh CUCTEMOI anreOpandyeckux ypaBHeHuit (2):

1 1 1 1
~|=—+=—| B, +=— P+
Tn Tep Iy, ™ Iy
LIV (R O TR N
Tep ™ T;:[ Ty, oIy
1__0‘.}350 _L.pRl =0;
1 Ty
1
i'PS() T R T 0;
Tll Ty,
1- 1
T)1 o Ty ’
1
B Lp g
Tll o Ty
st ogHO3HA4HOTO pemeHust cucteM ypaBHenuit (1) u (2)
JI00aBUM HOPMUPYIOLIHE CYMMBEI
Py (0)+ Py (0)+ Py (0)+ P, (0)+ P, (0) + Py, (1) =1 n

K, +PS—O +Fy + B, +Fp, + P, =1, COOTBETCTBEHHO oOpasyercs
HOJTHAS TPYTIIA COOBITHIH, TaK KaK CHCTEMa MOXET HaXOJUThCS
B IIECTU COCTOSHHUAX: S, — 0OBEKT paboTOCHOCOOEH, THarHo-
CTHPOBaHHE HE NPOU3BOAMTCS, S, — OOBEKT HEPabOTOCIIOCO-
OeH, IMarHOCTUPOBAaHUE HE IPOU3BOAUTCS, R — 00BeKT pado-

TOCHOCO6CH, JAUMAarHoCTUpOBaHUC ITPOU3BOAUTCA, TEXHUYECKUHI
K. = RS’O =

_'PRl +TL.(PR2+PR3):O;

B2

2

JHarHo3 «paboTocnoco0en», R, — 00beKT HepaboTOCIIOCOOEH,

JIUATHOCTUPOBAHUE MPOU3BOJIUTCS, TEXHUYCCKHU JUArHO3
«paborocriocoben», R; — 00bEKT HEPAOOTOCIIOCOOEH, UArHO-

CTUPOBaHKE MPOU3BOMUTCS, TEXHUYECKUI JUArHO3 «HEpaboTo-
crocoben», R, — 00BEKT HepaboTOCIIOCOOEH, THMAarHOCTHPOBa-

HHE IPOU3BOMUTCS, TEXHUYECKHH IHarHo3 «paboTOCIIOCOOCH.
Penrenne cricteMbl ypaBHeHUH (2) B CHMBOJIBHOM BHIE OTHOCH-

TensHo [y, PST,’ Pr . Br, . Fr,, P, 1nossonser noayunts ana-

JUTHYECKOE BBIPAKEHHWE Ui  KO3(QHIMEHTa TOTOBHOCTH:

TCP"TJ:('(TBl'(l_B)+T;1) 3)

- Top Ty - (1=B) (T -0+ Ty (1= @)+ T - Ty (T - (1= 0) + Ty - (1=B)) + Ty (T - Ty - (A=B) + Ty - (T + Ty ) + Ty - Ty -+ Ty - Ty -B)
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Ecnu paccmarpuBaercst pyHKIHMOHAIBHOE AUarHOCTHpoBaHue, To 1 =0 u ¢popmyna (3) mpuMeT crexyomuil BU:

TCP'T/:['(TBl'(l_B)"'T)J)

r

NG
TCP 'Tm '(I_B)'Tm 'OH'TCP 'TL[ 'TBl '(I_B)"‘Tﬂ '(TBl 'TBz '(I_B)"‘Tﬂ '(TCP+T31)+TCP 'TBz -Ot)
Ecnu paccMmaTtpuBaetcs TectoBoe auarHocrupoBanue 6e3 omubok (o=0,B=0), To hopmy:na (3) npumeT Takoil BUa:
Top Ty (T + Ty
r ( ) (5)

TCP 'TBl 'Tn +TCP 'Tn '(Tn +TB1)+T]1 '(TBl 'TBz +T11 '(TCP +T131))

Ecnu paccmatpuBaercst GyHKIMOHAIbHOE OUarHoctupoBanue 6e3 ommbok (a=0, p=0, 7; =0), To dopmyna (3) npumer

BUJI:

T., -(TBl +TH)

r

Ecnu nuarHoctupoBaHue BOOOIIE HE YYHUTBHIBATH (T. €.
Ty —>o0), TO NONYYAM HM3BECTHYIO M3 TEOPUH HAJEKHOCTH

cucrem dopmyay [5-8]:

TCP

Kp=—"® .
Tep + Ty

(7

VIMUTALIIOHHA ST MOJIEJID JUISI OLIEHUBAHNSA
[TOKA3ATEJIEN HAJIEXKHOCTH CJIOKHBIX TEXHUYECKUX
KOMIUIEKCOB C YUYETOM IIOKA3ATEJIEN KOHTPOJLSI

Jnst moctpoeHus mMojeneit, mogo0HbIX M300paKEeHHOH Ha
puc. 1, MOXeT ycrenHo nmpuMeHsThes cpena Stateflow, Bxo-
JAIas B COCTaB MOCIEAHUX BEPCUIl MPOrpaMMHOTO IPOIyKTa
Matlab [9, 10]. Ha puc. 2 npencraBiieHa cxemMa WMHTAIMOH-
HOU Mojienu, ocTpoeHHas B cpeze Stateflow makera Matlab.

PaccMoTpuM CBSI3b MaTpHIll MHTEHCHBHOCTEH MEPEX0/10B
1 MaTpPHUIBl BEPOSITHOCTEH MEPEXOZ0B B MAPKOBCKHX IIPOIIEC-
cax. Jnst sroro momyunMm auddepeHInaIbHoe yYpaBHEHNE,
OIIMCHIBAIOIIEE MAPKOBCKUM MpOLECC, MCHONb3Ysl ypaBHEHHUE
Konmoroposa—YemnmeHa, B CleIyIOIEM BUE:

P(t+At)=P(t)-P, rne P — marpuna BeposTHOCTEH Tie-
PEX0I0B;

P(t+At)-P(t)=P(t)-P-P(2);

Pt+At)-Pt) P(t)-(P-E)

At At
MaTpHIa;

, tne E — egunnunas

P(t)=P(t)-A, rne A — mMarpuia HHTEHCUBHOCTEH Tmepe-
P-E
At

Cnenosarensno, P=A-Ar+E.

s moctpoenust rpada, Bxomsmero B 0Omok «Charty
(puc. 2), OT MaTpHIbl HHTCHCUBHOCTEH MEPEX0/I0B U3 CHCTEM
ypaBHenuii (1) u (2) nepeiineM K Matpulie BEpOSITHOCTEH Iie-
PEXO0M0B:

XOJIOB, A =

TCP 'TBI +T31 'TBz +T[L 'TCP +Tu 'TBl

— TCP
T +T . Ty, + T, (6)
CP B1 T T
g1 T hit
_(1 1} 1 e @ o
Ty Tep T, T, T,
s _[1 1] P
Ty, T/:[ Ty, T)Il TH
TL 0 _TL 0 0 0
I I
A= ®)
L 0 0 - ! 0 0
TBZ TBZ
i o S B
TBZ TBZ
0 L 0 0 0 —L
T]'I T]'I
1_[1+1].A, Ty leyoel o,
L T T LT
1. l_(ul]ﬂ o o B, B
B L T LT
%At 0 I%At 0 0 0
TI T
P- ©)
—1~At 0 0 1——1-At 0 0
TBZ TBZ
—1~At 0 0 0 1——1~At 0
TBZ TBZ
0 —1~At 0 0 0 1~1~At
T I

Cxema moctpoeHHoi B cpene Stateflow uMHUTAIIMOHHON Mo/Ie-
JIU HAJIC)KHOCTU WM UATHOCTUPOBAHMS MPHUBEICHA Ha puc. 3
(«At» obOo3HaumM Kak df, Tak Kak dt =At npu At —>0,
a BEJIMYMHBI 0, B 0003HAYCHBI KaK «a» U «b» COOTBETCTBEH-

HO).
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Puc. 2. Cxema UMHUTAIIMIOHHOM MOJIENTN HAIe)KHOCTH U INarHOCTUPOBAHUS

[fnc <(1/Tp)"dt]
T
o — = R1 — = .
[fnc<=1-(1/Td+1/Tsr)*dl] //? [fnc=((1-a)Td)"dt] exit: nR1 = nR1 + 1; SRy
G et ==
3
\4 50
exit: nS0 = nS0 + 1;
b [fnc <{a/Td)"dt] R2
{nS0=0; exit: NR2 =nR2 + 1; =
nS1=0; A »
=0; ”— [fnc<=1-(1/Tv2)"dl]
nR1=0; [fnc <(1/Twv2)*dt] ¢
nR2=0; 1 1
nR3=0; \
nR4=0;}

[fnc <(1/Tsr)*dt] [fne <(1/Tv1)*dt] =8

[fnc <(1/Tv2)*dt]

——

P

5 lincs=1-(1Tv2ydi]

e <((1-byTayel] __——
=
| /,/
501 .
exit: nS1 =nS1 + 1; 3_,,_7-‘/‘4
[fnc <(b/Td)*dt]
2 R4 =5
exit: nR4 = nR4 + 1; )
" lne<=1-(1/Tp)d]
[fnc <(1/Tp)*dt]
4
K
[fne<=1-(1/Td+1/Tw1)*dt]

Puc. 3. Coneprxanue 610Ka «Chart»

JUid mpoBepKH Ha aJE€KBATHOCTb CHAyYana BIIMSHHE KOH-
TPOJIS M IMATHOCTHPOBAHUS HE PACCMATPUBAIOCh (T —> o ).

IIpu 3TOM KO3 GHUIMEHT TOTOBHOCTH IOJDKCH OBLI BBIYMC-
JIATHCSI IT0 U3BECTHON aHATMTUYCCKOH 3aBrucuMocTH (7):

Tep 100 9

= = ~ 0,625.
Tep +T5; 1009+60u

Ky

Ha pucynke 4 mpencTaBieHsl pe3yIbTaThl IMHTALHOHHOTO
MOJENHPOBAHHS.

HCXO}IHI)IMI/I JaHHBIMU JII UMUTALIMOHHOT'O MOACJINPOBa-
HMS ABJIAIIUCH crefyromuye 3Hadenus: Tep =100 4, Ty, = 60 u,

Tg= 114, Ty =1000000 4 (1. e. mepHOa AMATHOCTUPOBAHHSL
o4eHb 6onbuIoi: Ty — o ); Ty =14, a =B =0. Ha pucynxe 4

MIPEACTaBICHBI PE3yJIbTAThl pacueTa Ko PHUIHUEHTa TOTOBHO-
CTH C IOMOIIBI0 UIMUTAI[MOHHOTO MOAEIUPOBAHUS.
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Puc. 4. 3aBucumocth K03 PuUIIIEeHTa TOTOBHOCTH OT BpeMEHH 0€3 y4eTa BIHSIHUSI KOHTPOJIS (IHarHOCTHPOBAHMS)

}lanee Ipyu UMUTALIMOHHOM MOJACIIMPOBAHNN YUHUTHIBAJIUCH
TOJIBKO JOCTOBCPHBIC PE3YJIbTATBI KOHTPOJIA U JUArHOCTUPO-

Banus (T. . a = =0), mpu 3tom T = 5 4. Ha pucynke 5 npe-
CTaBJICHBI PE3YJIbTaTbl UMUTAIIUOHHOT'O MOACIIMPOBAHUS.

1 — —
=
o
&
206 b
e
g04F —
(]
(=]
=
0.2 *
= | | | | | | | | | —
o} 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
Bpemsi
Puc. 5. 3aBucumocts k03¢ puIHeHTa TOTOBHOCTH OT BPEMEHHU C YIE€TOM KOHTPOJIS, HO O3 yueTa OIIMOOYHbBIX pelIeH N
3nayenne K0((UIMEHTAa TOTOBHOCTH, BBIYMCICHHOE  ciefyromme 3Hadenus: Tep =100 4, T3 =604, T, =14, Ty =

o aHanuTHaeckor moaenu (3), pasxo 0,797.
3aTreM y4uTBHIBAIHCH OMMOKK 1-r0 U 2-ro pona. VicxomHsr-
MU OJAHHBIMU JII UMHUTAITUOHHOI'O MO}IeHI/IpOBaHI/IH ABJIAINUCH

=5u; Ty=14, a=0,2, $=0,3.
Ha pucynke 6 npeacraBieHbl pe3ylbTaThl UMUTAIHOHHOTO
MOJICTUPOBAHHUS.

1 R ]
B
o 0.8 M’»\A‘/M -
=]
T
m
g 0.6 - &
2
504 =
@
g
0.2 &
ok L \ L L \ L L \ L -
0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
Bpems
Puc. 6. 3aBucumocTh K03 GHIIEeHTa TOTOBHOCTH OT BPEMEHH C YUETOM IT0Ka3aTesel KOHTPOJIS
3HaueHne KOA(PQUIMEHTA TOTOBHOCTH, BBIYMCIEHHOEC  HBIX JAaHHBIX M 00pabOTaB IMOJy4EHHbIC PE3yJbTAThI, MOXKHO

o aHanuTHaeckor moaenu (3), pasxo 0,783.

Takum 00pa3oM, ¢ IOMOIIBIO pa3pab0TaHHOW MMHUTALMOH-
HOM MoJiesii OBbIIM TOJy4YeHbI pe3yJbTaThbl, IPAaKTUYECKU COB-
MaJlalolive ¢ pe3yibTaTaMy BBIYMCICHUHN MO0 aHaJIUTHYECKON
Mojen. He3HaunTenbHbIE PacXOXICHUS OOBICHSIOTCS TEM,
YTO UMUTAMOHHASI MOJIENb BBIJAET KOHKPETHYIO pEeajH3alfio
paboThI KOMILIEKCa, a aHATUTHYECKasi MOZIETb — 0000IIEHHYIO
YCPEMHEHHYIO OIeHKY. [IOBTOPHB HECKONBKO pa3 JKCIEepH-
MEHT ¢ MMUTAI[MOHHOW MOJIENIBIO MPU OJHHUX U TEX KE HCXO[I-

[IOJIYYUTh NOJIHOE COBNAACHUE PE3YJbTATOB UMUTALMOHHON U
aHanuTuyeckod mognenel. [Ipu 3TOM UMUTAMOHHAs MOJIETb
HMEET psiji NPEUMYIIECTB IO CPAaBHEHUIO C aHAJIUTHYECKOMN
MOJEbI0, @ UMEHHO:

1. Ananutudeckoe MpenCTaBICHHE MOAXOIUT JUIIb IS
MPOCTBIX OOBEKTOB. /I CIOXKHBIX TEXHHYCCKHX OOBEKTOB
MPHU COCTABJICHUH Tpada COCTOSHUN HEOOXOAUMO YUYHUTHIBATH
pa3IMYHBIC PEXUMBI 3KCILTyaTaluu, OOJBIIE COCTOSHUA 00b-
€KTa, CJEeJ0BATENIbHO, 3HAYUTENBHO BBIPACTET YPOBEHb CIOXK-
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HOCTH AQHAJUTHYECKOTO pELIeHHA CHUCTeM YpaBHEHHI.
K coxanenuto, aHanUTHYECKHE PEIICHUS MOXHO HAWTH HE JUIs
BCEX 3aJad.

2. JlaHHast UMUTAIIMOHHAS MOJIENb B OTJINYME OT aHAIUTH-
YEeCKOU MpPEJCTAaBIsAET HE KOHEUHYI0 CHCTEMY YPaBHEHHH, a
Pa3BEpHYTYIO CXEMYy C JIE€TaJbHO ONHCAHHOW CTPYKTypoH W
MTOBEZCHNEM OOBEKTA.

3. Pa3paboTaHHyI0 MMHTAIHOHHYIO MOJENb MOXHO IIO-
CTENEHHO YCIIOXHSITH, Jl0pabaTeiBaTh, MoAMGHUINpPOBaTh. B
KaueCTBE BXOJHBIX [IAPaMeTpoB, Hanpumep Tcp, Ty , UCHONb-

30BaTh HE KOHCTAHTHI, a M3MEHANOINECS BeqnduHbl. Hampu-
Mep, 00BEKT MOXKET MMETh PasINyHyl0 Icp B 3aBUCUMOCTH OT

PEeKUMa SKCIUTyaTaluH (U1 XpaHEHHUs — OHO 3HadeHue Icp,

JUI IPUMEHEHHS — Apyroe). B cripaBOYHBIX TaHHBIX yKa3bIBa-
eTcs, YTO CpemHsAs HapaboTKa Ha OTKA3 B PEKHME XPaHEHHS

COCTaBJISIET IPUMEPHO (102...103 ) Ty -

Ha puc. 7 npencrasnen rpadux usmMeneHus I-p B 3aBHCHU-

MOCTH OT CMCHBI PEKHUMOB 3KCIUTyaTaluu (YepenyroTcs pe-
JKUMBl XpaHCHHS W TPUMCHCHUS MO HAa3HAYCHHIO) COTJIACHO
TEXHOJIOTHIECKOMY TpaduKy.

Ha puc. 8 mnpeacraBieH BHJI HMMHUTAUMOHHOM MOJAEIH
HAJICKHOCTH U THATHOCTUPOBAHHA C YIETOM CMEHBEI PEKUMOB
IKCILTyaTaIiH.

3,
|

XpaHeHWa U NpUMEHEHNA

Tcp, COOTBETCTBYIOLAs
pekuMam

)

T

o
4]
o

100

150 200 250 300
Bpems

Puc. 7. I'paduik nsmenenust 7-p B 3aBUCHMOCTH OT PEKUMA IKCILTyaTALHH
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Puc. 8. Cxema HIMHUTAIIIOHHOM MOJIETH HAIS)KHOCTH U TUATHOCTHPOBAHMUS C yUETOM PEKMMOB IKCILTyaTalluu

Ha puc. 9 MpCACTaBJICHBI PE3YJIbTATHI pacyeTa KOS(b(l)HHHGHTa TOTOBHOCTH C IIOMOIIbIO UMHUTALITUOHHOTO MOJACIIMPOBAHUSA.
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Puc. 9. 3aBucumoctb KOS(I)(bI/IHI/ICHTa TOTOBHOCTH OT BPEMEHHU, NNOJIYUCHHAs C Y4ETOM Pa3IMYHBIX PEKUMOB OKCILTyaTalluu,

OTIIMYAIOMIUXCA 3HAYCHUAMUA TCP

3AKJIIOYEHHUE

Pa3paboTanHass WMHTaIMOHHAs MOJENb MPEACTABISIET
JlalbHENIee pa3BUTHE HANPABICHUM, CBSA3aHHBIX C y4E€TOM
MoKa3aTeseu KOHTPOJIA U JUArHOCTUPOBAHUA CIIOKHBIX TEX-
HUYECKUX KOMIIJICKCOB IPpHU OLICHUBAHUUN MoKa3aTeseu HaJCxXK-
HocTH. C MOMOIIBIO MPEeAIoKEHHOW HMMTAI[MOHHONH MOJEIH
MOXeT OBITh OOeCIeueH pa3sInuHbIi, B TOM YHCIIE BHICOKHH,
YPOBEHb JETaNU3aLUU MOAEIUPYEMBIX IPOLECCOB, MOXKHO
YUUTBIBAaTh PA3JINYHbIE PEXKUMBI IKCIUTyaTal[UM CIOXKHBIX TEX-
HUYECKUX KOMIUIEKCOB. JlanbpHeilllee pa3BUTHE HUMHUTALHUOH-
HOW MOJICNTM CBSI3aHO C PEHICHHEM 3a/1a4 oOecIieueHus Tpedy-
€MOro 3HaueHHus K03(uimeHTa TOTOBHOCTH IyTEM YIIpaBJie-

JINTEPATYPA

1. Hay4Ho-meToau4eckuii OAX0A K OLEHHWBAHUIO TOTOB-
HOCTH CJIOXHBIX TEXHHYECKHX KOMIUIEKCOB C Y9E€TOM METpO-
morudgeckoro obecrieuenus / A.H. I'ycennma, U.B. lopoxko,
N.A. Kouanos u ap. // Tpymst MAU. — 2018. — Ne 90. — C. 20.

2. KowmrmuiekcHast MOeTh HAJCKHOCTH M JHATHOCTHPOBA-
HUS CIOXHBIX TexHmdecknx cuctem / W.B. Hopoxxo, U.A.
Kouanos, H.A. Ocumnos u ap. // Tpyasl BoeHHO-KOCMUYECKOMH
akagemuu uM. A.d. Moxaiickoro. —2016. — Ne 652. — C. 137-
146.

3. TOCT B 20.911-89. Texuuueckass auarHoctuka. Tep-
MUHBI U onpeaenenus. — Beeg. 1991-01-01. — M. : Uzparens-
CTBO CTaHAapTOB, 1990. — 12 c.

4. TexHHWYECKHE CPEICTBA JHMATHOCTHPOBAHUS : CIIPABOY-
auk / [B.B. KirroeB u 1p.] ; mox o6mr. pex B.B. Kiroera. — M. :
Mammsoctpoenue, 1989. — 671c.

5. TOCT 27.002-15.HanexxHocth B TexHuke. OCHOBHBIE
nousTus. TepmuHsl u onpenenenus. — Beea. 2017-03-01. — M. :
Crannaptundopm, 2016. — 24 c.

6. IlonoBko A.M., I'ypo C.B. OcHOBBI TeOpHH HAEKHO-
ctu. — CI16. : BXB-IlerepOypr, 2006. — 704 c.

7. Pacder mokaszaTesiell HaJIEKHOCTU PaJUOIICKTPOHHBIX
cpeacts / C.M. boposukos, U.H. Lppensuyk, ®.J1. TposH. —
Munck : BI'VUP, 2010. — 68 c.

8. OctpeiikoBckuii B.A. Teopust HagexHocTH. — M. :
Bricmas mxona, 2003. — 463 c.

HUSI BXOJHBIMH TIapaMeTpaMy, HalpUMep peryJIHpOBaHUEM
MEPUOANYHOCTH KOHTPOJS (IuarHocTupoBaHwus). s sToro
MOXET OBITh IIPUMEHEH KOHTPOJUIEp C HEYETKOH JIOTHKOH HIIH
HECTallMOHAPHbIE MOJIEIHN HaJIE)KHOCTHU [15-16].
B 3aBucHMOCTH OT peanbHOro 3HauYeHHs Kod(p¢HIueHTa ro-
TOBHOCTH Ha BBIXOJIC MMHUTAIIMOHHOW MOJIENH ¥ TIPEIbsBIIsIe-
MOro TpeboBaHHA K KOAPPHUINEHTY TOTOBHOCTH MOXKHO TONTY-
YUTh 3HAUYCHHE W3MEHEHUs Ko3((HIMEeHTa TOTOBHOCTH U HC-
MOJB30BaTh €ro sl KOPPEKIUH MEPUOAMIHOCTH KOHTPOI
(ImarHOCTUpPOBaHMA) C IOMOIIbIO, HAPUMEpP, IMPaBUI HEUeT-
KOT'O JIOTHYECKOTO BBIBOJIA.

9. Hpsxonos B.II. Simulink5/6/7
JMK-IIpecc, 2008.— 784 c.

10. IEC 61165 (2006-05). Application of Markov tech-
niques, BSI, 2008, 40 p.

11. IEC 61070 (1991-11). Compliance test procedures for
steady-state availability, IEC, 52 p.

12. Mechatronic Systems Techniques and Applications.
Taylor & Francis Group, 2000. XVI, Volume 5, 362 p.

13.  Shubinsky Igor B., Zamyshlyaev Alexey M. Topolog-
ical semimarkov method for calculation of stationary parame-
ters of reliability and functional safety of technical systems —
Reliability: Theory & Applications, San-Diego, USA, Ne 2,
2012.

14. Stateflow® and Stateflow® Coder™ User’s Guide
2017 by The MathWorks, Inc. 3290 p.

15. Bubnov V.P., Khomonenko A.D., Tyrva A.V. Soft-
ware Reliability Model with Coxian Distribution of Length of
Intervals Between Errors Detection and Fixing Moments. In
proceedings of 35th Annual IEEE Computer Software and Ap-
plications Conference Workshops (COMPSACW 2011), Mu-
nich, 18-22 July 2011. - P. 310-314.

16. Hopoxko HM.B. Onenka HageXHOCTH CTPYKTYypHO-
CIIO)KHBIX TEXHHYECKHX KOMIUIEKCOB C TOMOILIBIO MoJeiei
OaifecoBckux cereit noeepus B cpeae GeNle / U.B. Jlopoxko,
A.T. TapacoB, A.M. bapanoBckwuii // IHTe/IeKTyalIbHbIE TEX-
Hojoruu Ha tpaHcropre (Intellectual Technologies on
Transport). — 2015. — Ne 3 — C. 36-45.

: camoyuuTenb. — M. :

Humennexkmyanvhnole mexnonocuu na mpancnopme. 2018. Ne 3

25



Intellectual Technologies on Transport. 2018. Ne 3

A Study of the Coefficient of Readiness
of Complex Technical Systems Using

the Simulation Models Developed in the Stateflow
Environment of MatLab Package
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Saint-Petersburg, Russia
Doroghko-Igor@yandex.ru

Abstract. The work is devoted to research of dependence of re-
liability indicators and control (diagnosing) of complex technical
complexes. The article presents the simulation model of estima-
tion of the complex indicator of reliability (readiness coefficient)
taking into account the indicators of control and diagnostics of
complex technical complexes, developed with the help of modeling
environment Stateflow product Matlab. The adequacy of the de-
veloped simulation model is confirmed by analytical calculations.
The developed simulation model allows to calculate the readiness
coefficient taking into account the modes, i.e. for non-stationary
processes, in which parameters can change over time. Also, unlike
analytical, the simulation model can be expanded to take into
account all possible types of technical states, avoiding cumber-
some formulas.

Keywords:  reliability, control, diagnostics, readiness
coefficient, reliability, errors, Markov process, simulation model.
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Annomayus. Ilpenyioxkena Moaesib CHCTeMbI AaBTOMATHYECKO-
ro pacno3HaBaHHsl O0OBHEKTOB, OCHOBAHHASl HA HCIOJb30BAHUH
0a3bl 3HaHmii. ba3a 3HaHmii cocToutr M3 Habopa 3apaHee MOAro-
TOBJIEHHBIX MoayJeil. Kaxaplii Moayab xapakrepusyercsi ompe-
JeJéHHBIM KJACCOM 00bEKTOB, YCJI0BUSIMH NIPUMEHEHMSs, BbIYHC-
JINTeNBbHOM c10:kHOCThI0. KpuTepnem BbIGOpa MoyJisl sIBJIsIeTCSI
NPOCTPAHCTBEHHOE NHKceJbHOe pa3pemieHue. Ha ocHoBe mpexa-
JI0KEHHOH MOJIeJIM NpPOBeJdeH CPABHUTEIbHBINH pacyeT BbIYMC/IH-
TeJIbHOI CJI0KHOCTH AJTOPUTMOB PACIIO3HABAHMS H300parkKeHHIA.

Kniouesvle cnosa: cucreMa aBTOMAaTHYeCKOr0 Pacro3HABAHHSA
00beKTOB Ha M300pa’keHUAX, BBIYMCIUTEIbHASI CJI0KHOCTD,
OecnUJIOTHBII JieTaTeIbHBIH anmapar.

BBEJIEHUE

OTIMYATENEHOW OCOOCHHOCTBIO Pa3BUTHA aBHUAIIOHHON
TeXHUKH KoHIa XX — Hadama XXI Beka siBisieTcs ObICTpoe
pa3BUTHE W IIMPOKOE HCIOJIH30BAHNE PA3IHMYHBIX OECIHIIOT-
HBIX JeratenbHBIX anmapatoB (BJIA). Ilpuamaamu Takoro
ycrexa sBisieTcs BO3MOXKHOCTh puMeHeHus BJIA B ycrnoBusix,
Korja HWCIIOJIb30BAHUE TWJIOTHPYCMbBIX JICTATC/IbHBIX arrapa-
TOB HEBO3MOYKHO JIM0O SKOHOMHYECKH Herenecooopasto. bJIA
AKTHBHO ITPUMEHSIOTCSI BOOPYKEHHBIMU CHJIAMH MHOTHX T'OCY-
JapcTB JUISl PEUIeHMs] TaKWX 3a/ad, Kak oOHapy>XeHUe, WICH-
TUQUKAIMS M TOpaKCHHWE HAa3eMHBIX CTallMOHApHBIX W IO-
JIBIDKHBIX OOBEKTOB, MOPCKHX W BO3IYITHBIX IIEJICH; TOJaBIIe-
HHE CPEJICTB MPOTHBOBO3AYITHONW OOOPOHBI; PalO3IEKTPOH-
Has Oopn0a A BEIBOJA W3 CTPOS CPEICTB CBSI3M U yIIpaBlie-
HUS IPOTUBHUKA; BCIIOMOTATENBHBIC 334a4H M0 00ECTICUCHHIO
BOICK: peTpaHCISIMS PaIdOCHUTHAIOB, JOCTaBKa TPYy30B, Me-
TEOPOJIOTHYECKOE 00ECTIeUeHNE H Ip.

Coepa npumenenust BJIA nocTosiHHO paciuupsieTcsi B pas-
JIMYHBIX cq)epax: MOHHUTOPUHT HO)ICTI/IJI&}O[HCFI IMMOBEPXHOCTH,
aTMoc(epbl, 00bEKTOB HHPPACTPYKTYPBI U JPYTUX OOBEKTOB;
peTpaHCIsIMs  PaJMOCUTHAJIOB; JIOCTaBKa M cOpOC Tpy30B
CITy’KOBbl JIMKBUJAIMM YPE3BBIYAWHBIX CHTYaIMi; CEIbCKOE
XO035HCTBO, T€0JIOrOpa3BeKa  JIp.

IlepcnexkTuBHBIM TIpencTaBisieTcs ucnonb3zoBanue BJIA ¢
enpo 00cTenoBaHus OOBEKTOB JKEIIE3HOMOPOKHONH HH(Ppa-
CTPYKTYpPHI aJsl obecriedeHus: 6e30macHOCTd. s mUpOoKOTo
HCIOJTB30BAHUS MOIOOHBIX KOMIUIEKCOB HEOOXOAWMO, YTOOBI
BJIA obnamanm BBICOKOW CTEIIEHBIO aBTOHOMHOCTH W OIlepa-
THUBHOCTH — MOIJIM B aBTOMAaTHYECKOM PEKHME PacIio3HaBaTh
OIlacHbIe OOBEKTHI C MOMOIIBI0 OOPTOBOW MH(MOPMAIOHHON

cucremsl (BIC) n nepenaBats 00 3ToM MHbOpMaLMIO HA OIN-
JKaWIIMK 1T0€3]], CTaHIIMIO, TaK KaK MOCTOSHHOE ITO/IepKaHne
nH(OPMAIMOHHOTO KaHaJla ¢ IMyHKTOM YIPaBJICHUSI HE BCerja
BO3MOXKHO. JTOMY MOTYT HPEMITCTBOBATh KAaK €CTECTBEHHBIC
Iperpajsl — TOpHasi MECTHOCTh, TaK M IEJICHAIIPaBICHHOE pa-
JIMOBJIEKTPOHHOE BO3JeicTBHE Ha MH(OpMAaLMOHHBIC KaHAJIbI
YIpaBieHUs, TENEMETPUH, TepeJadll AaHHBIX M NpUEMa CHT-
HAJIOB TII00ANFHBIX HaBUTaMOHHEIX cucTteM BJIA. Kpome aTo-
ro, aHaIM3 Ha 3€MJE JaHHBIX, IOJy4aeMBIX C OINTHKO-
JIEKTPOHHBIX JATYNKOB, TPeOyeT CO3AaHusi HHPPACTPYKTYPHI
1o o0paboTKe ATUX NAHHBIX — ONEPAaTOPOB WM aBTOMaTH4e-
CKHX cHCTeM. Peanmm3aisi aBTOMaTHYECKOT'O paclo3HaBaHMA
00BEKTOB Ha U300paKEHHSX OT ONTHKO-3JIEKTPOHHBIX JAT4H-
koB B BUC mno3Bomut co3znaBate BJIA, crocoGHble periaTsh
3a7a4y 10 MOHMTOPHHI'Y OOBEKTOB JK.-JI. TPAHCIIOPTA B aBTO-
MaTH4YECKOM PEKUME.

[pu moctpoennn mHTeImIeKTYanbHEIX BUC BJIA, cmoco6-
HBIX PeIIaTh 3a7a4l 0OHAPYKEHHS M PACIO3HaBaHUSI OOBEKTOB
[0 JaHHBIM CHUCTEM TEXHHYECKOTO 3peHMs, HEOOXOIUMO y4H-
TBHIBaTh MIPEUMYILECTBA U HEAOCTATKU IPUMEHEHHS PA3ITHIHBIX
JaTYNKOB, CO3/[aBaTh CHCTEMBI, 00pabaThHIBAIOIINE MOTOKH
HH(OpPMAIIMU OT HECKOJBbKHX JAaTYUKOB B PEIKHME PEalIbHOTO
BpemeHu. B [1] mpuBogutcs 0030p MaTUYUKOB pa3anyHON (u-
3uyeckoi mpupossl: ontuueckue, MK, axyctuueckue, paauo-
JIOKaI[MOHHBIE, JIa3epHbIE U JIp.

B Hacrosee BpeMs cymecTByeT psifi CHCTEM aBTOMaThye-
CKOTO PacHo3HaBaHUsI OOBEKTOB Ha M300pa)KEeHUSX, MOJydae-
MBIX C JaTYUKOB PA3IMIHON (PU3UUECKOH NMPHUPOABI, B OCHOB-
HOM OHHM NPUMEHSIOTCS B TPAKIAHCKUX cepax AesSTeIbHOCTH
oOmiecTBa:

— CHCTEMBI pAaCIO3HABAaHMSA PErUCTPALMOHHBIX HOMEPOB
aBTOMOOMIIEN B IIOTOKE;

— CHCTEMBI OII03HABAHUS JIIOJIEH MO H300paXKEHUIO JIHLIA;

— CHCTEMBI paclio3HaBaHUs 110 OTIEeYaTKaM MajbLEeB U CeT-
YaTKe a3 u ap.

3a mocnenHHE TOABI B JaHHOM HAlpaBJIEHUH ITOSIBHIOCH
HECKOJIBKO TOAXOAOB II0 aBTOMAaTHYECKOMY pPacIio3HaBAHHIO
00bEKTOB Ha M300pakeHHsX: B [2] mpeasnaraercst uaes Ha oc-
HOBE BEHBIIET-METOJIOB, B [3] paccMarpuBaeTcsi anroputm Bu-
omei—/>xoHCa ¢ MomupUKauAMH, B [4] HCIIOTB30BATUCH COB-
MecTHO TexHonmorun BOW (bag of words), SVM u SIFT. On-
HaKO AaHaJM3 BBIYMCIMTEIBHON CIOXKHOCTH 3THX MOJeNei
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NPUBOJMUT K HEOOXOJMMOCTH Pa3pabOTKH HOBOH MOJIEIH aB-
TOMAaTHYECKOTO0 pacro3HaBanus 00bekToB B BIC BJIA.

Jns pemeHust 3ajaud aBTOMAaTHYECKOTO PAaCHO3HABaHUS
3aJ]aHHBIX OOBEKTOB M MX IapaMeTpoB IpeiuiaraeM MoJIeib
IIpoliecca pacrio3HaBaHusi 00BEKTOB C YYETOM alMapaTHBIX U
BPEMEHHBIX OTPaHWYCHUH, KOTOPask MO3BOJISIET OLICHHUTH allla-
paTHbBIE U BPEMEHHBIE PECypChl, HEOOXOIUMBIE JUIS PEIICHUS
3a7a4ll aBTOHOMHOTO PAacliO3HAaBaHMS OOBEKTOB, OIIPEAEICHHS
X TapaMeTpoB B Iporecce (YHKIHMOHUPOBAHUS B PEXHUME
peanbHOTO BPEMEHH.

TIOCTAHOBKA 3AJIAUU

Pemennto mpoOieMbl pacrio3HaBaHUS H300paKEHUH I10-
CBSAIIEHO OOJNBIIOE YHCIo padoT, OMHAKO IO CHX IOp OHA HE
pellieHa MOIHOCThI0. DTO CBA3aHO ¢ 0O0JBIION HMH(POPMAIHOH-
HOHM €MKOCTBIO U allpMOPHON HEONPEEIEHHOCTBIO, IPUCYLIEH
n300pakeHUsIM, a TakXKe ¢ OOJBIION M3MEHUYMBOCTBIO H300pa-
JKCHUI 32 CYeT M3MEHEHHE paKypca WM OCBEILEHHUS, YTO MPHU-
BOJIUT K M3MEHEHHIO 3HAYCHUI OJHOBPEMEHHO BO BCEX dJie-
MEHTax n300pakeHus. B oOmiem ciyuyae 3ama4yy pacro3HaBa-
HUSI OOBEKTOB Ha M300paKEHUSX MOXKHO NPEICTaBUTHh Kak
KJIACCU(HKAIMIO 110 HECKOJBKUM 3apaHee ONpe/IeleHHbIM Ka-
TErOpHsIM WITH KJlacCaM.

OnHUM W3 IEHTPAIBHBIX KOMIIOHEHTOB METOJOB pACIIO-
3HABaHMS NPUHATO CUYUTATh HCIIOJIB3yEMOE MpEACTABICHHUE
n3obpaxenuit [5]. OqHUM 13 Hanbosee NepCIeKTHBHBIX SBIIS-
eTcsl IPECTaBICHNE, OCHOBAaHHOE Ha 3HAHUSAX, 3TO HE TOJIBKO
BBIXOZIHOE IIPEICTaBJICHHE CHCTEMbI PAclO3HaBaHHUsA H300pa-
KEHHUH, HO U UCIIOJIB3yEMOE B CAMOM IIPOILIECCE PacIO3HaBa-
Hus [6].

Jnst onucanusi Mojeny (yHKIMOHUPOBAHUSI CUCTEMBI aB-
TOMaTHYECKOTO PAacrio3HaBaHUs OOBEKTOB IpeIaraeTcs Mc-
M0JIb30BaHKE 0a3bl 3HAHHWH, COCTOSIIEH U3 3apaHee MOATOTOB-
JICHHBIX MOJyJNel il o0pabOTKM BXOJHOTO MOTOKa M300pa-
skeHud. Kaxaplii Takold MOAYJb XapaKTepU3yeTcsl KIaccoM
pacIio3HaBacMbIX OOBEKTOB, BBIYHUCIUTEIBHON CIIOKHOCTHIO,
00BbEMOM 3aHMMAEMOW MaMATH W KPUTEPUSIMH TPUMEHUMOCTH.
B kadecTBe OCHOBHOTO KpUTEpHs PacCMaTPUBAETCS IHANa30H
IIPOCTPAHCTBEHHOTO MUKCEJIBHOTO Pa3peIICHNs] HA MECTHOCTH.

HeobOxomnmo paspaborate Monenb, CIOCOOHYIO OIpese-
JIUTh 3aBUCUMOCTb PECYPCOEMKOCTH aBTOMAaTHYECKOTO pacrio-
3HaBaHU OT UCIIOJB3YEMbBIX MCTOJO0B U aJITOPUTMOB, XapaKTe-
PUCTHUK ONTHKO-3JIEKTPOHHBIX JAaTYUKOB M TpPeOOBaHWN 110
Ka4eCTBY pacrio3HaHMsL.

MOJIEJTb ABTOHOMHOT'O PACTIO3HABAHU S OFBEKTOB
HA N30BPAKEHUAX

Matemarudeckass MOAENb PACIO3HABAHUS, IPEJCTABICH-
Hasl HWXKe, CBS3bIBACT 3HAYCHHUE ITOTPEOIIIEMBIX PeCypcoB (KO-
JUYECTBO ONEpaIMid U MAMSTH) C UCHOIb3yeMol KOH(pHUTypa-
U MOIyJNed pacro3HaBaHUs, TOTOKOM BXOJHBIX H300pake-
HUH NIPH OTPAaHUICHUSAX IO TOYHOCTH PACIIO3HABAHUS:

R=R(M,C,T,F);

F:IM—Y;P>P*,R <P P <P/,
— . A A

R=<R,,R, >R,<R",R, <R’

rae T — MHOXECTBO MOMEHTOB BPEMEHH f;

IM - nmorok u306pakeHUit ¢ ONTUKO-3IEKTPOHHOIO MO-
Ty JIst;

F — muOXecTBO OTIENBHBIX MOMYJIEH pacno3HaBaHusl, 00-
pasyromux 6a3y 3HaHHH;

C — ucrnonb3yemasi KOH(QHUrypays MOJyJel pacrio3HaBa-
HUS;

R — pecypcoeMKoCTb;

P — BeposrtrocTs yenemnoro pacnosnasanus;

B, P, — BeposiTHOCTE OMIMGOK IIEPBOTO U BTOPOTO POJIA;
RQ — PECypCOeMKOCTb TI0 YUCITy OIepaluii mpoleccopa;
R,, — pecypcoeMKoCTb 110 00beMy aMsTH;

Rg u Ké] — AOITYCTUMBIC IMPOU3BOJUTCIIBHOCTD IIPOLEC-

COpa M eMKOCTB ITaMsTH OOPTOBOH BHIYUCIUTENBEHOM CHCTEMBI.

B oOmem ciydae mpolecc aBTOHOMHOTO PACIIO3HABAHUS
MOJKHO OTIMCATh CIeAyIonM odpasom (puc. 1).

1. BopToBoii onTHKO-31IeKTPOHHBINH Monyib (O3M) dop-
MHpPYeT H300pa)keHHe, KOTOpPOE 3aTeM NPOXOAUT CIenuaib-
HyIO IIPeABapUTEIbHYIO IIOJrOTOBKY, NPEACTABIAIONIYI0 CO-
0ol mpuMeHeHHe omnepanuii yCpeIHEHUs W BbIPaBHUBAHUS
THCTOTPaMM, Pa3MYHOTO THUMA (GHIBTPOB IS HUCKIIOYEHHS
MOMeX, BO3HUKAIOIINX B PE3yJbTaTe alapaTHOW JTUCKpeTH3a-
MM ¥ KBAaHTOBAHMs, a TAKXe I10JIaBJICHUS BHEIIHHUX IyMOB.
Jnst ynporueHus: OyneM CYATaTh, YTO NpeBapuTenbHas obpa-
0oTKa ocylecTBIsieTcs Ha dTane (HOPMHUPOBAHUS H300paxe-
HUsA B camom OOM. Kpome storo, cumraem, uto OOM mpu
CbEMKE OPUEHTHPOBAH CTPOTO IEPHEHANKYISPHO K IIOBEPXHO-
CTH 3eMJIH.

2. TlomyuenHoe m3o0paxenue nepenaercs B BUC. Ilo xa-
PaKTEepUCTHKaM MaTpUIbl, (POKYCHOMY PacCTOSHHIO U BBICOTE
CHEMKH BBIUMCILIETCS] ITPOCTPAHCTBEHHOE MHUKCEIBHOE paspe-
LIeHHE U300paKeHUsI Ha MECTHOCTH:

R =—+, ()

rae d — pasmep nukcens, f — pokycHoe paccrosune, H, —
BBICOTA CHEMKH.
3. CornacHo pacCUMTaHHOMY 3HAYEHUIO Rt, nojicucTeMa

NPUHATHS pelleHuid B 0a3e 3HAHWK B COOTBETCTBUH C TIPO-
rpaMMOH ToJieTa BBIOMPACT MOIYJIHM PACIO3HABAHHS, pealu-

3yIOlUe B CKOJIB3silIEM OKHe Ha m3obpaxennn [M, orobpa-

xemne F : X — Y . B nponecce pacnosHaBanus s 1o-

CTIIKCHUSI MaKCHMaJbHOH BEpPOSTHOCTH paclio3HaBaHUsI 00b-
eKTOB (OJIM3KO PACIIONIOKEHHBIX JAPYT K IPYry — IPYMIIbl 00b-
€KTOB) MOXHO HCIIOJIb30BaTh Pa3MYHYIO CTEIECHb IEpPEeKphl-

st K, ckomb3smmM OKHOM 00pabaThiBaeMOro H3o0pakKe-

HUSL.
4. Tlpu pacrio3HaBaHMU OOBEKTOB M3 3apaHee OIpeiesIcH-

mpix kimaccoB Y, ={Y,..Y } Qopmupyercss samuce B Gasy
nmaHHBIX B popmare Y= <Y, U, V, t, P, Pi, P>>.
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Basa 3HaHuiA
E:X =Y,
X={(xy, 1) (%0, Yimlh
X =<m,nch>

Pasmep u
RaHaNbHOCThL

obpabaTtbiBaemoro
nzobpamenua [M, =

Cxema mMogenu

MpoU3BOAMTENBHOCTE
HopTosoit
BbIYWUCAWTENBHOM
cuctemel: @, My,

CROPOCTb NOMYYEHHA
AaHHblx §, BeicoTa Hy,
T =ty 1y

e

<M,N,Ch = Qr,. Mg,
‘/ “““ ET N T 3F L a
OnpeneneHne yoaosMi
PopMMpoBaHue L, ol —— . BuiGop napameTpos — Kogpekqua Oﬁp?;mir:o; :;o'?:a;x:we
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Peanuaauma
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Boibop F., ¢opmupoeaHue
CHOMB3ALLErD OHHA < M., N, Ch >

IM, =< M,N,Ch =, Hy, t Pacuet R,

|

3anuce B Basy AaHHbIX
Yp=<U,V,t,Y,P, P, P> i

baza 3HaHMA F,

!

¥

Pacuer U, V, U,V Pacyet T Pacuet Kg, Ky BUC
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Puc. 1. IIporecc aBTOHOMHOTO pacrio3HaBaHUst 00bEKTOB Ha n3o0paxenusix B BUIC BJIA

3neck Y — knace oowvekra; U,V — ero koopmunarsr;, ¢ —

MOMeHT BpeMeHn (Bpems ckemkn); P, P, P, — BepositHoCTb

pAacIo3HaBaHNs, OIIMOKH IIEPBOI0 U BTOPOTO POAA.

5. Tlpomecc sBIsIeTCSI HEMIPEPBIBHBIM, TP 00pabOTKe IMo-
CIICIYIOINX N300pakeHUH B 0a3y JaHHBIX 3aHOCSTCS HOBBIC
3aIMCH, U TIOJIBIDKHBIX OOBEKTOB BBIYHCISCTCS CpPEIHAS
CKOPOCT 1 HanpaByienne pukenns V, U.

BXOmHBIMH JaHHBIMH JUIi MOJEIM PACIIO3HABAHMS SIBIIS-
I0TCA:

1. IM,=<M,N,Ch> - xapakrepuctuka n3o0paxe-

HUS, POPMUPYEMOTO ONTHKO-3JICKTPOHHBIM JaTYHKOM,

— M — BbIcOoTa M(PPOBOTO N300PAKEHHUS;

— N — mapuHa 1u(poBOro H300paKeHus;

— Ch — KOIMYECTBO KaHAJIOB B M300paKCHUH.

2. QO u Oy — NPOU3BOAUTEIBLHOCTD MPOILIECCOPA U EMKOCTh
amsTé OOPTOBO# BEIYMCIUTENILHON CHCTEMBI.

3. E:X, =Y., me X, =<m,n,ch > sxoauoii Bex-

top st kaxaoro F 5 re[l:n] — xomnuectBo oraenbHix

MoyJel kiaccudukanuy,
— m — BBICOTa HU(POBOTO N300paKEHHUS;
— 1 — MKMpHHA TU(PPOBOTO N300PAKEHHS;
— ch — KOJINYeCTBO KaHAJIOB B M300pakCHUM.

4. Y, ={Y,..Y } — xnacch pacnosHaBaeMbIx 0OBEKTOB

st kaxgoro F .
5. OF — KONHYECTBO OIEpaIfii MPH peann3alnuil OJHOTO

rpaca Beruncienuii F .
6. M, —emxocrs namsitu st F, .

7. T — MHOXECTBO MOMEHTOB BPEMEHH [ .
8. H, —BbIcoTa CheMKH.

B pesynbrare GyHKIHMOHUPOBAHUS MOJAEIH JOJKHBI OBITH
MIOJTyYEHBI CIeIyIOIINe JaHHbIE:

1. T — oneparuBHOCTH 0OPaGOTKH NAHHBIX.

2. K 0~ KO3 QHIUEHT 3arpy3Ku mporeccopa (Iporecco-
pos) BUC.

3. K,, —xospduument ucnonpsopanus namsitn BUC.

4. Y, =<Y,U,V,t,P,B,P, > — sanuce B Gasy naH-

HBIX HH(popMaIu 00 0OBEKTe.

PACYET ITOKA3ATEJEN BUC

st oLeHKM 1oKazarened pecypcOEMKOCTH CHCTEMBbI
IIPEUIaraeTcs CIeAyOIINUI aIrOpUTM:
1. Bpluncnsiercst KOJIMYECTBO OIEpaliid, HEOOXOAMMBIX

JJIA O6pa60TKI/I OJITHOTO I/I306pa>K€HI/I$I OJHUM MOAYJIEM Fr .
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QIrM =

2

2. TlyreM CyMMHpOBaHHS PAaCCUHTHIBAETCS OOIEE YKMCIIO
orepanuii mpu 00padOTKe 0THOTO U300PAIKCHHUS:

-Y0, 3)
r=1

IJIe © — YUCIIO MOJYJICH, yJ4acTBYIONIMX B 00paboTKe M300pa-
HKEHUSL.
3. Torma obrmiee BpeMst 00paOOTKU OHOTO H300pasKCHHUS:

T, = (Z—QF )/ Q. @)

4. Jlns BBINOJHEHHS YCJIOBUSI 00pabOTKM JaHHBIX B pe-
KMME pealbHOr0 BpPEMEHHM paccuuTaeM Kod(QHLIUEHTH 3a-
IPY3KH CHCTEMBI:

= (SZ—QF )10, 5)

rae S — CKOpOCTh MOJTyYeHHs TaHHBIX (M300pa’keHuid B CEKyH-
ny). Ans pexxnma peaabHOro BpeMEHH HeoOXOoauMo coOuroe-
Hue ycioBus 1 > K.

5. Jlis BBINOJIHEHUS YCJIOBHS IO 00mEeMy 00beMy HC-
MOJIb3yEMOM NaMsATH

2 My,
_ r=l

rne K, <1 — ycnosue peamnsyemoctu GopToBOii BBIUUCIIH-

tenpHOM cuctemsbl (BBC).

PE3VJILTATHI KCIIEPUMEHTOB

B xop1e 3xcriepuMeHTa pacCMOTPEHBI CIEIYOUINE TPU pac-
MIPOCTPAaHEHHBIX METO/A PACTIO3HABAHHS N300paKEeHHUI:

— METOJ, OCHOBaHHBIH Ha MPUMEHEHUHM HWHBAPHUAHTOB
MomenTos Hu [7-9];

— wMerox Buonsl-J[xonca [10-12];

— METOJl Ha OCHOBE CBEPTOYHOM HeWpoHHOH cetu [13—
15].

JUis OLIEHKH pEecypCcOEMKOCTH JaHHBIX METOJOB IIpUMe-
HsuIcs HaOop AaHHBIX Planestnet [16], cocTosmumii 13 1IBETHBIX
n300pakeHwit (32 THIC.), HOTYICHHBIX HAPE3KOH CITyTHUKOBBIX
CHIUMKOB W pa30WTHIA Ha OBa KJacca: M300pa)kKeHus, Comep-
JKaIye caMoJIeThl, U H300pakeHus 0e3 CaMOJIeTOB.

Pacuer oneHKH pecypcoeMKOCTH JTaHHBIX METO/OB IIPOBO-
JUJICS CIEAYIOIMM 00pa3oM: CHadanga pacCUUTHIBAIACH TPY-
JIOEMKOCTh OTAEIBHOTO MOJYJS C yU4eTOM MaMsTH M KOoJHue-
CTBa ONEpaLuii, HEOOXOAUMBIX [UIsl pealn3aliu 0JJHOTO rpada
BBIUMCIICHUH B CKOJB3AIIEM OKHE, IPUYEeM JAJIS pacueTa KOJH-
4yecTBa OIepalyil Ha OJUH MHUKCEIb JUI1 MHBAPUAHTOB MOMEH-
TOB NpUMeHsU1ach MetoAuka [17]. 3areM NMpoUCXOIUT aHAIU3
CIIyTHUKOBOTO M300pa)XKeHHs C ITOMOIIBIO JTAaHHBIX MOJYJICH B
CKOJIB3SIIEM OKHE C Pa3ITNYHBIMH 3HAYCHUSIMH KO3 PHUIHEHTa
nepexpbitus 1; 1,5; 2. Kpome Tpya0eMKOCTH, allrOPUTMBI OLiE-
HHUBAJINCH T10 CIEAYIOIIIM IapaMeTpam:

P — tounocTs pacno3HaBanus;

B — ancno o6bekToB, 0GHAPYKEHHBIX MOJYJIEM, HO OT-

CYTCTBYIOIIMX HA H300paKCHUM;

K, ==, ©  p s
M  — YHUCJIO OOBECKTOB, HpOHyHleHHbIX MOZ[yJ'IeM.
m
CBo/HBIE TAaHHBIE MOJIEIMPOBAHUS TIPUBENIECHBI B TA0IMIIE 1.
TABJINIIA 1. OueHka anropuTMOB paclo3HaBaHUs
Q, KcK =1 KcK = 1,5 Kcnc =2
M9
MeTtoabl MJIH. MG
onep. P P; P P P P P P P
VnBapuanTs! 0,35 0,44 0,618 0,473 0,381 0,690 0,427 0,309 0,709 0,363 0,290
MOMCHTOB
Buona-/[xonc 0,2 0,63 0,718 0,281 0,281 0,736 0,236 0,263 0,763 0,218 0,236
Ceprotsie 0,67 | 087 0,909 0,081 0,090 0,945 0,081 0,054 0,965 0,063 0,045
HEWPOHHBIC CETH
PesynbraThl MPOBEACHHBIX YKCIEPUMEHTOB IOKAa3BIBAIOT,
YTO JIYYIIy}0 TOYHOCTH PACIIO3HABAHMS IIPOJEMOHCTPUPOBAIU 3AKJIFOUEHUE

CBEpTOUHBIC HEHpOHHBIC ceTH. OIHAKO AJIsl BHIYMCICHUI OHH
SIBIIIFOTCS. CAMBIMU TPYAOEMKHUMH. AJITOPUTMBI HA OCHOBE HH-
BapHaHTOB MOMEHTOB M Buonbi—/[)xoHca paboTator ObicTpee,
HO Ka4eCTBO PACIO3HABAHUS CYIIECTBEHHO XyXeE, OCOOEHHO B
Cllyyae WHBAPHAHTOB MOMEHTOB. YBeJlndeHHE K03 HuuueHTa
MIEPEKPBITUS CKOJB3AIIETO0 OKHA HE3HAYUTENBHO YBEIHMYUBACT
TOYHOCTh PacClIO3HaBaHUS.

JlanbHEHIINM NEPCIIEKTUBHBIM HAIIPaBICHUEM HCCIIEN0BaA-
HUHI IUIAHUPYETCS MCCIENOBAHUE APXUTEKTYpPbl CBEPTOYHBIX
HEHPOHHBIX CETel C LIETIbI0 CHUKEHUS TPYAOEMKOCTH BBIYUC-
JICHUH 1 MUCHOJIB3yeMOro 00beMa aMsITH.

[IpennoxenHast MOJEIb aBTOMATUYECKOTO PACIIO3HABAHMUS
o0bekToB Ha nzobpaxenusx B BMIC BJIA onuckiBaeT 0CHOB-
HbI€ 3aBUCHMOCTH BBIYHCIHUTEIHHONW CIIOKHOCTH M YCJIOBHUSA
peanuzaiyu anropuTMOB Paclio3HaBaHUs B PEKUME PeaTbHOTO
BpeMmeHH. OHa MOXKET MPUMEHATHCS ISl 00OCHOBaHUSI COCTaBa
U ONpeJlelIeHUs] OCHOBHBIX MapaMeTpoB nepcreKkTuBHbIX BUC
BJIA. Ota Mozenp MO3BOJISIET NPOBOJIUTH aHAIU3 CYILECTBYIO-
IIUX U MEPCIEKTUBHBIX aJTOPUTMOB PACIIO3HABAHUS OOBEKTOB
Ha W300paKEHUSIX C MEIbI0 00OCHOBAHUS UX MPUMEHCHUS IS
MOCTPOCHUA UHTEIUIEKTyanbHbIX BUC.
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[TpumeHeHre TPEIOKEHHOH MOJENN B IEPCHEKTHBHBIX
BUC no3Bonut coznaBath HOBble BJIA, criocoOHbIe pemiath
pasinyHbIe 3aJjaud B aBTOHOMHOM peXHMe Oe3 HCIOJIb30Ba-
HUSI THPOPMAIMOHHBIX KaHAJIOB.
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Model of Estimation of Computational Complexity
of Intelligent Recognition of Objects on Images on
Board the UAV

E.L. Yakovlev
A.F. Mozhaisky Military Aerospace Academy
St. Petersburg, Russia
evgen-1932@yandex.ru

Abstract. The model of automatic object recognition system,
based on the use of the knowledge base is offered. The knowledge
base consists of a set of pre-prepared modules. Each module is
characterized by a certain class of objects, conditions of applica-
tion, computational complexity. The criterion for selecting a
module is the spatial pixel resolution. On the basis of the offered
model the comparative calculation of computational complexity of
algorithms of image recognition is made.

Keywords: system of automatic recognition of objects on
images, computational complexity, unmanned aerial vehicle.
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BoisiBjIecHHEe MHCAWAEPCKUX YIPO3
B TPAHCIIOPTHBIX OPraHU3aAMAX

M.A. IonsHu4YKO
OI'bOY BO IIT'VIIC
Cankr-IlerepOypr, Poccust
polyanichko@pgups.ru

Annomayua. PaccmaTpuBaercsi npo0iemMa BbISIBIeHHS HMH-
caiiiepCKHX yrpo3 B TPAaHCNOPTHBLIX opraHusanusx. Ilpeaaaraer-
s MMOAX0/ K BbISIBJICHHI0 HHCANIEPCKUX Yrpo3, KOTOPbI 6a3upy-
eTcsl Ha aHaJM3e Pa3/IMYHBbIX MOKa3aTeleil pucka nmpeapacnosio-
“KeHHOCTH K HHcaliiepcKoMy NoBe/leHHI0. XapaKTepu3yeTcsl Mpo-
0sieMa BbIfiBJICHMs1 HHcaligepoB. PaccMaTpuBaloTcsi pasinyHble
MOKa3aTeIl PHCKAa: ICHXO0JIOTMYeCKHe, JUYHOCTHBbIC, CKPHMHHMH-
roBble, IOBEJCHYECKHe, KOMMYHHKATHBHbIC, KOHTEKCTHbIe H
TeXHHYecKue.

IMoka3aTenn pHcKa yCJIOBHO pa3JesisIlOTCS HA TPH TPYNNbI:
AMHAMHYeCKHe, NePHOAHYEeCKH aKTyaJlu3npyeMble H CTallHOHAP-
Hble. JIJs onpeeneHusl 3HAYeHUH MepUOANYECKH AKTYAJU3UPY-
eMbIX MOKa3aTeseil MpejjaraeTcsi HCMOJIb30BATh METO aHAJIU3A
uepapxmii. /luHaMu4yecKHe mnoka3aTeau (TeXHHYeCKHE) MOIYT
OBbITHL ABTOMATH3UPOBAHHO COOpPAHBbI HA OCHOBE JAHHBIX BBIYMC-
JINTeIBbHON CeTH OpPraHu3aluu ¥ ee HHGOPMALMOHHBIX CHCTEM.
I[lepuonnyeckn axkTyaJM3supyeMble MOKa3aTeau (JUYHOCTHBIE,
NnoBeJeHYecKHe, KOHTEKCTHbIE) ONpeeIsIloTC MeTOA0M aHaJIn3a
uepapxuii, CKpHHMHIOBbIC IOKA3aTeJIH ONpeesIoTCH Crenua-
JIM3MPOBAHHBIMU cpefcTBaMu. CTalMOHAPHbIE MOKA3aTeIH pHC-
Kka (NMCHXOJOTHYeCKHe M KOMMYHHKATHBHBIE) OIpelesiioTCs
aHKeTHPOBAHHEM.

Kniouesvie cnoea: BHyTpeHHHMe YIpo3bl HH(OPMALMOHHOM
0e30MacHOCTH, HHcAliiep, BbIABJIEHHE HHCAIEPOB.

BBEJIEHUE

Ilon uHcaiinepamu B TaHHOM CTAaTbe MOAPAa3yMEBAIOTCA pa-
OO0THHKH (AEHCTBYIOIINE U OBIBIINE), TOAPSITINKHN U JICTOBBIC
HapTHepI)I, KOTOpI)Ie UMCIOT I[OCTyH K OJAaHHbBIM OpFaHI/l?;aI_[l/II/I,
MeroznaMm obecrieueHns 0e30MacHOCTH M WH(OPMAMOHHBIM
CHCTCMAaM, I/ICHOHI)SyeMI)IM B OpFaHI/I3aI_II/II/I. yl"pOSbI, HUCXoasi-
e OT HWHCAWJCpOB, BKIIOYAIOT MOIICHHUYECTBO, KPaXy
KOH(QUICHIMATBHONH WHGOPMAIMKA WM HHTCIUICKTYaIbHOM
CcOOCTBEHHOCTH, cab0Tak pabOTH HH(MOPMAIIMOHHBIX CHCTEM H
JPyTHE YIPO3bI.

Pactymiasi 3aBUCUMOCTh TPAHCIOPTHBIX OpPraHU3alUi OT
cBoeld HMH(MOPMAIIMOHHON WHQPACTPYKTYPHI, TEXHOJOTHHA H
MH()OPMAIIMOHHBIX aKTUBOB CBUJICTEILCTBYET O TOM, 4TO IIPO-
O6mema wWHcaiiepoB OyzaeT mpuoOperaTh BcE OONBIIYIO aKTy-
anpHOCTH [1-4].

BbISIBJIEHUE UHCAMJIEPOB

Ha nmaHHBI MOMEHT HE CYIIECTBYET IMOJHOTO, (P PEKTHB-
HOTO M CHUCTEMHOIO METOJa, pa3pabOTaHHOTO Ul PEILICHUs
poOsieM BBIABICHHS BHYTPEHHHX YIpo3 HH(OPMalMOHHOH
0€30MaCHOCTH, HMCXOSIIMX OT HWHCaiaepoB. PemeHme mpo-
OneMbl TPOTHUBOJACHCTBUS WHCcaiepaM TpeOyeT co3aaHus
KOMIIJIEKCa MCpP, HAIPaBJICHHBLIX Ha BbISABJICHUEC NPHU3HAKOB
CKJIOHHOCTH K MHCaiiiepckoi aestenbHOCcTH [5, 6]. IIpoTuBo-

IeficTBHe WHCAWIEpCKUM yrpo3aM TpeOyeT NpUMEHEHHUS He
TOJIBKO TPOTPAMMHBIX M TEXHHYECKHX CPEICTB 0OeCIeUeHHS
WHPOPMAIIMOHHOW 0E30MaCHOCTH, HO W BHEIPCHUS BHYTpPCH-
HUX TPOIEIYP U PETJIaMeHTOB [7].

B nanHON craThe mpepsiaraeTcs KOMIUIEKC MOKasaTeleH,
3HAYCHUSI KOTOPBIX MO3BOJISIOT BBIABUTH MOTEHIMAIHHBIX WH-
caiiiepoB. [lanmee paccmaTpuBarOTCs IMCHUXOJIOTHYECKUE, JIMY-
HOCTHBIC, CKPUHHHI'OBBIC, ITOBCIACHYCCKHUE, KOMMYHHKATHB-
HbIe, KOHTEKCTHBIE U TEXHUYECKUE TIOKA3aTeNId PUCKa.

TICUXOJIOTUYECKUE TIOKA3ATEJIN PUCKA

WHnuBuyanbHble 4YepTHl XapakTepa OTIEIbHBIX JIHOACH
JOBOJIBHO CTa6I/lJ'II)H]:I U HC HU3MCHAIOTCA B TCUCHHC KU3HMU.
OOHapy»XeHHE CTaTHCTHYECKH 3HAYMMOW CBS3M MEXIy pas-
JIMYHBIMH l'[pO(bI/IJ'IHMI/I JIMYHOCTU MOXKCT CIIYKHUTb OCHOBOM
JUIL pa3padOTKM M BHEJAPEHHs INPOTOKOJIOB 0E30I1acHOCTH,
YUUTBHIBAIOMINX CIIENU(PHUIECKUEe TCHXOJIOTHYECKHE XapakTe-
PHUCTHKH paOOTHUKOB [8].

CymiecTByeT HECKOJIIBKO MOAXOJO0B K aHAIN3Y JIMIHOCTH
yenoBeKa. [Ipenmaraemast 171 MCIIONBb30BAHMS XapaKTEPUCTH-
Ka JMYHOCTH BKJIIOYAET B CEOsI IATh OOIIMX M OTHOCHUTEIHHO
HE3aBUCUMBIX YepT (IMCIO3UINN) XapaKTepa: IKCTPaBEPCHIO,
JIOOpOKEeNaTeNbHOCTh (CITOCOOHOCTh TPHHTH K COTJIACHIO),
CO3HATENBHOCTh (ZOOPOCOBECTHOCTE), HEBPOTU3M (TIPOTHUBO-
MTOJIO’KHOCTh — SMOLIMOHANBHAS CTa0OMIBHOCTE) M OTKPHITOCTD
OTBITY (MHTEIUIEKT).

TABJIMIIA 1. IIcuxonoruyeckue rnokazaTesy pucka

IToka3zaTesn Onucanune noka3areJisi

1 2

OKcTpaBepeust BelpaxkaeTcs B 3HEPrUYHOCTH, IOJIOKHU-
TEIBHBIX SMOLUSX, YBEPEHHOCTH B cebe,
Pa3roBOPYMBOCTH, KOMMYHHKAOEIbHOCTH
U CKJIOHHOCTH HCKaTh BJIOXHOBCHHE B

oOmecTBe apyrux Jozaeil. Breicokas skc-

Bo3morkHbIC 3HAUCHUS

ITonoxurensHeie:

KOMMYHHUKA0@IbHOCTb, TpaBepcHs 4YacTO BOCIPHHHUMAETCS Kak
SHEPrHYHOCTh MOTBITKY K MOUCKY BHUMAHUS U CKJIOHHO-

cTU K JoMHHHpoBaHuIo. Huskas skcrpa-
HeraTtusHele: BepCHS XapaKTepH3yeT 3aMKHYTylO, OTpa-
CKJIOHHOCTb K YEIMHEHHUIO, JKAIOMIY0 JIMYHOCTb, KOTOPYK) MOXHO
3aMKHYTOCTb BOCIPUHMMATh KaK OTUYXKACHHYIO WX

MOTJIOIICHHYIO CO00M

CrHocoGHOCTB MPUHATH K COracuio | Belpaxkaercst B yMEHHH COCTPAIATh U CKIOH-
HOCTH K COTPYJAHHYECTBY. DTO TaKKe Mepa
JIOBEPUYMBOCTH U CIIOCOOHOCTH IOMOTraTh
JIEOZSIM, O0IIel ypaBHOBeIeHHOCTH. CKIIOH-
HOCTh COIJIALIATHCSI YACTO PaccMaTpHBACTCS

BosMosxHbIE 3HAUCHHS

ITonoxurenbHbIe:

Kemooue
Apy: ’ KaK HauBHOCTb WJIM MOKOPHOCTB. Hecmoco0-
coCTpajaHue 9
HOCTb NPUITH K COITIACHIO XapaKTepHA UL
Herarususbie: HEY/IOBJICTBOPEHHBIX JINUHOCTEH, CKIOHHBIX
BBI3BIBAIOIICE TTOBEICHIE, K corepHuuecTBy. Takue JIIoau, Kak MpaBH-
OTPELICHHOCTh JI0, HE BHYIIAKOT I0BEPUs
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Oxonuanue Tad. 1

1

2

Co3HaTenpHOCTh

Bo3moskHbIe 3HAUCHUS

BLIpa)KaeTCS[ B CKJIOHHOCTH K CaMOOpPTraHU30-
BAHHOCTH, IMPOSABJICHUN JUCLUMIUIMHBL, [PH-
JICKHOCTH, CTPEMJICHMHM K JOCTHIKCHUAM,
NpEANOYTEHUN 3alllTaHUPOBAHHBIX, @ HE CIIOH-

[TonoXuTenbHbIE: TaHHBIX MOCTYIKOB. BbICOKas CO3HATENBHOCTD

3 HEKTUBHOCTB, 4YacTO BOCIPHHHMACTCS KaK YIPSIMCTBO H

OpTaHU30BaHHOCTH onepXkUMOCTh.  Huskas  T0OpPOCOBECTHOCTH
CBSI3aHA C TUOKOCTBIO M CIIOHTAHHOCTBLIO, HO

HerartusHeie: MOKET TaKKe MPOSBUTHCS B HEPALUIMBOCTU H

0OECIIeYHOCTb, HEHAJIS)KHOCTH

HEOCTOPOXHOCTh

Hespotusm BsIpaskaeTcsi B CKIIOHHOCTH JIETKO HCIIBITHIBATE

BosMosxHbIe 3HaUCHHS

TTonoxutensHbIC:
4yBCTBUTEIILHOCTB,
HEPBO3HOCTH

Herarushesle:
CIIOKOHCTBHE,
YBEPEHHOCTb B cebe

HENPHATHBIE SMOLUH, TaKHe Kak THEeB, 0ecIo-
KOMCTBO M 4YBCTBO ysi3BUMOCTU. HeBporuzm
TaKXKe OTPAKAaeT CTENEeHb SMOLMOHAIBHOM
YCTOHYMBOCTH, YMEHHE KOHTPOJIHMPOBATH HM-
MyJbChl M MHOTJa YIIOMHHAETCS KAK «IMOLMO-
HalbHas CTaOWIBHOCTEY. BhICOKas moTpe6-
HOCTh B CTaOMJIBHOCTH XapaKTepHa I CIIO-
KOWHOM JIMYHOCTH, HO TAKUE JIIOAU MOTYT OBITh
BOCIIPHHSATHl KaK HEBHHMATEIBHBIC U PABHO-
nymssle. Huskas motpeGHOCTE B CTabMIIBHO-
CTH XapaKTepHa JUlsl BO30YIUMBIX M JHMHAMUY-
HBIX JIMYHOCTEH, X OOBIYHO BOCIPHUHHMAIOT
KaK HeCTaOMJIBHBIX WM HeOe30IIaCHBIX

OTKPBITOCTB ONBITY
Bo3Mo)kHbIE 3HAUCHHS

[MonoxurenbubIe:
HU300peTaTeIbHOCTD;
JIIOOOIBITCTBO

HerartusHbie:
MOCJIEI0BATEIILHOCTD,
OCTOPOKHOCTh

BrIpakaeTcsi B CMOCOOHOCTH MMOHUMATh HCKYC-
CTBO, OMOLMH, HPHUKIIFOYCHHS, HEOOBIYHBIC
uJeH, JIOOONBITCTBE M Pa3sHOCTOPOHHOCTU
uHTepecoB. OTKPBITOCTH OTpPaXKaeT CTENeHb
HHTEIUICKTYaJIbHOTO YPOBHS, KPEaTHBHOCTU W
TSTH K HOBOMY. OTKpBITOCTB TaKXe OIMCHIBA-
eTCsI KaK CTEeNeHb, B KOTOPOI YENIOBEK SIBIISCT-
Csl TBOPYECKUM H MPEANOYUTACT Pas3IHYHBIC
BUJIBI JESTENHHOCTH CTPOroil pyTHHe. Bblco-
KU ypPOBEHb OTKPBITOCTH MOXET BOCIPHHH-
MaTbCsl KaK HENpeCKa3yeMOCTh MM HEeJ0CTa-
TOK KOHIIEHTPAIMH, NOTEHIMAILHOH CKIOHHO-
CTH K PHCKOBaHHOMY HoBezieHHI0. Kpome Toro,
JIFOZIM C BBICOKOIT OTKPBITOCTBIO MOTYT TSIHYTb-
Csl K caMopeann3aliy U HalpsDKEHHBIM IIepe-
*uBaHUAM. M HA00OpOT, JIMYHOCTH C HU3KOU
OTKPBITOCTBIO IIOJIYYAlOT YAOBJICTBOPEHHE OT
MOCTOSIHCTBA M MOTYT XapaKTepPH30BaThCS KaK
3aMKHYThIE

JIMUHOCTHBIE TTOKA3ATEJIN PUCKA

[Tpu4nHBI MHCAIEPCKUX MHIMAESHTOB 4aCTO MOXKHO OOHa-

PYXHTh B JIMYHBIX IpoOieMax B JKU3HHM HapyLIUTENEH, 4To
MOJITBEPKAACTCS IMIIMPUYECKUMHU HCCieAoBaHUAMH. CTOUT
3aMETUTh, YTO PAOOTHUKH MOTYT M CKOpEe BCETO OYAyT CKpHI-
BaTh JIMYHYIO HMHQOPMAIMIO, AaXe €CIU PACKPHITHE TaKoi
HH(OpPMAIMU TPETyCMOTPEHO CYLIECTBYIOIIMMH TPOLEaypa-
MH OpraHm3anuu. TeM He MeHee HaJuyhe IpoOJIieM MOXKET
OBITH 3aMEUYECHO APYTMMH COTPYIHHKAMH WM MOXKET IMPOSIB-
JSATBCSL B BUJAE CIENHU(UUECKONH AKTUBHOCTH B COLMAJIBHBIX
CeTsX.

K nuuHOCTHBIM NHOKa3aTelIsIM PHUCKAa MOXXHO OTHECTH Je-
MIPECCHI0, HAJM4YME 3aBUCHMOCTEH (AlKOroib, HApKOTHKH,
a3apTHbIC WUIPBI), PACCTABAHUE HIIM Pa3BOJ, CMEPTh OJN3KOTO
YyesloBeKa, HEJJOBOJILCTBO YCIOBHAMM TpyJa, HAJHMYUE XPOHU-
YecKnX 3a00JIEBaHUH y caMOro pabOTHUKA WIIN Y €T0 OJIHM3KHX.

[TOBEAEHUYECKUE ITOKA3ATEJIA PUCKA

IloBenenne paboTHWKA MOXKET 3apaHee yKa3blBaTh Ha
HAJIMYKME WHCAWIEPCKOH yrpo3sl. Uem OONbIIEMY KOJIUYECTBY
MMOBE/ICHUYCCKUX PHCKOB IMOJBEPIKCH YCIIOBEK, TEM OOJIBIIIEC

BEPOSITHOCTh HapyILIEHUS] UM peXrMa MH(opMalnmoHHO# Oe3-
OIIaCHOCTH.

K 0CHOBHBEIM NpOSBICHUAM MOBEIEHUYECKOTO PUCKA MOKHO
OTHECTH HEXKeJlaHWe COOJII0/IaTh YCTAHOBJICHHBIC NpaBHWia U
HIPOLEAYPHl, IIPEIHAMEPEHHOE BPEIUTEIILCTBO, HEOAHOKpAT-
HOC HApyILIEHUE TPYNOBOIO PacCIOpsIKa, PE3KUE BbICKa3bIBa-
HUS, UMILYJIbCUBHOCTb U arpECCHIO.

KOHTEKCTHBIE TOKA3ATEJIM PUCKA

B TO Bpemst Kak npeablIyIIre MoKa3aTeld pucka OCHOBBI-
BalOTCS Ha CyOBEKTUBHBIX OL[EHKAX CO CTOPOHBI KOJUIET U ApY-
TMX WCTOYHHKOB, OLICHKA KOHTEKCTHBIX IOKAa3aTelied pucka
NOAPa3yMeBaeT HCIIOJb30BaHHE OOBEKTUBHOW HH(MOPMALUH,
CBSI3aHHOM ¢ (pakTaMu U3 OHOrpauy MOTSHINAIEHOTO HHCA-
nepa. MHOrHe OpraHu3alliM HCIOJB3YIOT 0a30BBIE MPOBEPKH
IIpU TPOBEIEHHH MPOIEIyphl HaiiMa Ha paboTy M coOMparoT
JaHHbIEe, KOTOPbIe MOTYT OBITh HUCIIONB30BAHbI I OOHApYysKe-
HHS BPEIOHOCHOTO NOBeAeHU. [l 3TOro mpeanararTcs Io-
Ka3aTely, KOTopble Haubojee 4acTo MCIOJIB3YIOTCS B IIPOBEP-
Kax NpH MpueMe Ha paboTy U KOTOPBIE MOXKHO MOJTBEPHTh.

KoHTekcTHBIE MOKa3aTesu MpOosBISIOTCS B YU4acTUH B Jiesi-
TEJILHOCTH OTAEJIBHBIX JIMI WIIM TPYII, BHICTYMAIOIINX MPOTUB
OCHOBHBIX YOEXIEHHWH OpraHM3ally, HAIWYAU CyIUMOCTH,
YYaCTHU B ACSATENHFHOCTH, KOTOpPas MOXET BBI3BaTh KOHQIIUKT
HHTEPECOB, BEJICHUN COOCTBEHHOTO OM3HECa, HAIMYMH KpEIu-
TOB M MHBIX (PMHAHCOBBIX 0053aTEIIBCTB.

CKPUHUHT OBBIE TTOKA3ATEJI PUCKA

[Ton CKPUHHMHTOBBIMH ITOKA3aTeJIIMH PUCKA ITOHUMAIOTCS
JIaHHBIE, MOJYYEHHbIE B pe3yJbTaTe IPOBEACHUS IPOLETypHI
ckpuHUHTAa. CKPHHUHT — TIPOIEAypa BepH(UKAIUU JaHHBIX,
MIPEACTABICHHBIX KaHAWAATOM Ha TPYAOYCTPOHCTBO B CBOEM
pestoMe W 3asBICHHMH, BBINONHAEMas padoromaTeneM (WM
CTOpPOHHEH opranm3anmeii). JlaHHas mporeaypa MOXKeT T03BO-
JIUTh BBIIBUTH CIAa0BIE CTOPOHBI XapakTepa MOJYUHEHHOTO U
HaAKJIOHHOCTH K HeJeralbHOM ACATCIbHOCTH, KOTOPLIC MOTYT
HaHECTH YIepO OpraHM3ali W €€ peryTaluy WM CIYXKHUTh
OTpaHUYCHUEM 1A 3(1)(I)€KTI/IBHOFO BBIIIOJIHCHUA WM CBOHX
00s13aHHOCTEH.

CKpHHHUHT 4acTO BBIIIOJIHAETCS Uil TOTO, YTOOBI Ompejie-
JIUTh, MOXHO JIM JIOBEPSATh PA0OTHHKY JOCTYII K (PMHAHCOBBIM
pecypcaM M KOHOUICHIHAIbHOW MH(pOpMaIH. Takke CKpH-
HHUHT 9acTo TpeOyeTcst U KaHAWIATOB HA JOJDKHOCTH, Tpe-
OyroImue BHICOKOTO YPOBHS JIOBEPHS, TakHe Kak paboTa B cde-
pe o0pa3oBaHusl, B CyJax, MEIUIMHCKUX yUPEXKICHUAX, adpo-
MOpTax WM NMPaBUTEIbCTBE. JlaHHast MPOBEPKa MOKET BBINOJI-
HATBCSI YaCTHOM KOMITaHWEW W OBITH Joporocrosmieil. B pe-
3YyJIbTaTC CKPUHUHIA MPOBEPAIOTCA NAHHBIC IO IMPECKHUM MC-
cTaM paboThl, KPEJAUTHON UCTOPHHU U 3aIHCSAX O CYJUMOCTSIX.

OTH TPOBEPKH YacTO HCHOJB3YIOTCA paboTomaTeNsIMH B
Ka4ecTBE CPEJICTBA OLIEHKU MPOIUIBIX OUIMOOK, €ro Xapakrepa
U TIPUTOHOCTH KaH/U/AaTa Ha paboTy, a TAaKXKe /ISl BBISIBICHHS
MTOTEHIATIFHBIX PUCKOB HaiiMa 1Mo COOOpaXeHUsIM Oe30TacHo-
ctu. [IpoBepkH Takke HCIOIB3YIOTCSA JUIA TIIATEIBHOTO H3Y-
YEHUs TMOTEHIMAIBHBIX T'OCYAAapPCTBEHHBIX CIIY)KAaIlUX, C TEM
9YTOOBI MOTYYUTh Pa3pelIcHUe Ha JOCTYH K TaiiHe. OTHAKO 3TH
MIPOBEPKH MHOTJa MOTYT HCIIONb30BaThCsl B HE3aKOHHBIX Iie-
JSIX, TAKUX KaK HE3aKOHHAsl AMCKPUMHHAINSA, Kpaxka JTMYHbBIX
JaHHBIX Y1 HApYIIEHNUE HEIIPUKOCHOBEHHOCTH YACTHOM >KM3HM.
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YacTto npoBOIATCS MPOBEPKH IS IMOATBEPKACHUsST MH(pOpMa-
LIUH, YKa3aHHOU B 3asBJICHUU O NpUeMe Ha paboTy MM pe3io-
Me/OHoTpadUECKUX JaHHBIX.

HccnenoBanue mokasano, YTO IIOJIOBHHA BCEX KOHTPOJIb-
HBIX TPOBEPOK, MPOBEJICHHBIX B OTHOIICHHM MOTEHIIMAIBHBIX
PabOTHUKOB, BBUIBILSIFOT PA3IMYUs MEXKIY TEM, YTO HPEIOCTa-
BWJI KaHIUIAT Ha paboTy, U TEM, YTO COOOIIMI HCTOYHHK.
[IpoBepkH Tarxke MOTYT NPOBOJMTHCS C LEJBIO JalTbHEHIIEro
nudGepeHIPOBAHNS TOTEHINAIBHEIX Pa0OTHIKOB U BBIOOpa
TOT0, KOTOPBIH, 10 MHEHHIO PabOTOAATEN, JIy4Ille BCEro M-
XOAUT JUIst 9TOM JoimkHOCTH. Paboronarenu o0s3aHbI CIEANTD
3a TeM, 4YTOOBI yCJIOBUs TpyAa ObUTH OC30MACHBIME JJIsI BCEX
pabOTHHKOB, U TIPEeIOTBpAIIaTh APYyrue NpodieMbl Ha paboyeM
MecTe.

CKpHHUHTOBBIE [TOKa3aTeNd: HaJMYhe ajJKOTOJILHON 3aBH-
CUMOCTH, HaJIM4ie HAPKOTHYECKOH 3aBHCHMOCTH, HAJINYUE
3aBHCUMOCTH OT a3apTHBIX WP, HATMYHE XPOHUYECKHUX 3a00-
JICBaHMI, HaIWYMEe XPOHWUYECKUX 3a00JeBaHUH y OJIU3KHX,
KPaXH I10 MPEABIAYIIMM MecTaM paboThl, HAJTMYNE KPSAUTOB U
HHBIX (DMHAHCOBBIX 00A3aTENbCTB, HCKAKEHHUE TaHHBIX O cede
(OKYMEHTBI, 3aIliCH B TPYAOBOH KHI)KKE, aHKETHbBIE TaHHbIE)
IIPY MOCTYIUICHHH Ha padoTy, HAJIWYUE CBsI3eH B KPHMHHAIb-
HOM MHpe, mepenada KOH(QUISHIUATbHOW HH(OpPMALMH I10-
CTOPOHHHM JIMI[aM, COBEpIIEHHE MPOTUBONPABHBIX ACHCTBUI,
B TOM YHCJIE OCTaBIINXCSl HEPACKPBITBIMH.

TEXHUYECKUE MOKA3ATEJIM PUCKA

IIpennaraerca MCHOJB30BaHUE MSATH IPYII MOKasaTeleH,
MONTy4aeMbIX W3 CHCTEM JKYPHAIHPOBAaHUS, KOTOPHIE MOTYT
OBITh MCITOJIL30BAHbI IJIs1 OOHAPYKECHUS MOI03PUTEIBHBIX JICH-
ctBuit. K HUM OTHOCATCS MaHHBIC 00 ayTeHTU(HUKAIMH, H3ME-
HCHWH JAaHHBIX, CETCBON AKTHBHOCTH, MOJNYYCHHUH JOCTyNa K
pecypcaM, CUCTEMHBIC OIMUOKM U Japyrue coObitus. [Ipo-
rpaMMHBIE CPEZCTBA 3alIUTHl HHpOpMaIyy, Takue kak SIEM-
u IDS/IPS-cuctemMbl MOTYT OBITH HCIIONB30BAHEI JJIS TIPEIO-
CTaBIICHUSI aJMHHUCTPATOPAM JAOCTATOYHON MH(POPMAITUH IS
OoOHapy>XeHHsI TIOJO3PHUTEIBHON aKTHBHOCTH. 3MeHEHus B
KOH(UTyparoHHbIX (aiiax, MOIydeHHe JOCTyIa K >KypHa-
JaM aBTOpHU3alMd MOTYT OBITh TPOAHAIM3UPOBAHBI IS
HaOIOACHUS 32 aKTHBHOCTBIO COTPYIHHMKOB. MHopMarms u3
JKYPHAJIOB COOBITHI MOXKET OBITh HUCIIOJIb30BaHA JIJIS CO3MaHHUS
npouiIs MOBEACHHS HOPMAaJbHOTO MOJb30BaTeNisd. B cioydae
eclii 00Hapy)KEHO HEOOBIYHOE TOBEACHUE, OTIIMIHOE OT IPO-
(GWIs HOPMABHOTO TOBEACHUS, MOXKET OBITh CIENIAHO TpPEa-
OJI0’KeHHEe 00 MHCANIepCKol nesaTenpHoCTH [9—13].

TABJIMLIA 2. TexHu4eckue MoKa3aTesid pucka

Oxonuanue Tadi. 2

1 2

ITouckoBbie

YBenuueHue KoanuecTBa 3arpocoB
3aIpOChI

OcylecTBICHHE TTOUCKA B Hepabodee BpeMst

3anpoc1>1 U3 YEPHOT'O CIIMCKa

TIpsmoit noctym k 6a3e JaHHBIX

3anpockl Ha CTPaHHBIE TEMbI

Bricokoe komniecTBoO YHHUKAJIBHBIX 3alIPOCOB

OcyecTBieHne
JiocTymna

Bricokoe ncnonb3oBanue ogHoro IP-anpeca
JUIS IOCTyIa

Joctyn B Hepabouee BpeMs

JlocTyn K 3anpelieHHbIM pecypcam

TTONBITKY TIOTYYEHHST aIMHHHCTPATOPCKOTO
JocTyna

YBenuueHne KOJIMuecTBa CKaYMBaeMOn
uHpopMaLH

CkaunBaHue
nHpopmauu

CkaumnBanue HHpopMaLuK B Hepabouee
BpeMst

CkaynBaHUe C YAAJICHHBIX CEPBEPOB

CraunBaHue JOKYMCHTOB, 3aIlIPCIICHHBIX
JUISL KOTTUPOBAHUSA

CkauynBaHue 00onpIIuX (aition

Hcnonp3oBanue
Opay3epa

Yacroe oOpalieHHe K OJHOMY U TOMY Xke
pecypey

Hcnons3oBanue Opay3epa B Hepabouee Bpe-
Mt

IIpocMoTp 3amperieHHBIX PeCypcoB

ITpocMOTp GOMBIIOTO KOIMYECTBA
JIOKyMEHTOB

I'pynna noka3sareJeit IMoka3arean

1 2

YBeln4eHue KoJIM4YecTBa BIBOJUMBIX Ha
TeyaTb JOKYMEHTOB

[Teuars
JIOKyMEHTOB

Bhinonnenue neyaty B Hepabodee BpeMst

'V najeHHas revyathb

[eyats TOKyMEHTOB, 3aINPEICHHBIX IS
KONUPOBAHHS

ITeuats OONBIINX TOKYMEHTOB

OTIIPE/IEJIEHUE 3HAYEHUI [TIOKA3ATEJIEIl PUCKA

[IpuBeneHHbIE BBIIE MTOKA3ATENH MPEATAraeTCs YCIOBHO
paszfenuTh Ha TPH TPYHIbL: AWHAMUYECKHE, MEPUOIHUYECKU
aKkTyalIM3upyeMble U CTallMOHapHbIe. [ ompeneneHus 3Ha-
YEHUU NEePUOJUYECKH aKTyaJIU3UPYEMBIX IOKazaTelled Mpen-
JlaraeTcsl HCIOJb30BaTh METON aHaimu3a uepapxuit (MAN).
Meton aHanu3a Uepapxuil yCHEIHO NpPUMEHSETCs A OCy-
LIECTBJICHNS! KOJIMYECTBEHHOM OIIEHKH ITOKa3arenei ymiepba
OT pea3anuy yrpo3 HHQopMaImoHHOH Oe3omacHOCTH [ 14].

JlaHHBII METOX COCTOWT M3 3Tala ONpPEAEIEHHS YaCTHBIX
MIOKa3aTesel, BIMAIOMNX Ha ()OPMUPOBAHUE OLICHKH Hpeapac-
MTOJIOKEHHOCTH K MHCAWICPCKON NEATETBHOCTH (IIPEIUCIIO3H-
LIUM), U HEYETKOH OIICHKN Ha OCHOBE KOJMUYECTBEHHON OLIEHKH
YAaCTHBIX ITOKA3aTEIEH.

OkcrepTthl  (GOPMHPYIOT ~ MHOXECTBO  IOKa3aTesew,
BJMSAKOIMX Ha Nperucnosuuio Pr;. J[IsS OLEHKH KakIoro
nokasaressi (QOPMHUPYETCs] COOTBETCTBYIOLIMH ONPOCHBIH JIMCT
quest;(Pr;) ¢ MHOXecTBOM 0TBeTOB ans;, (Pr;).

{ind,(Pr), ..., ind,, (P}, (1)

rae  Pr; —npemucnosunus; ind;(Pry),j = 1, ..., n; — noka-
3aTeu MPEUCTIO3UIINH (CM. PUCYHOK).
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‘ OmueHKa NpegHCIIOSHITHE P1; ‘

2 (Pr)
(Pr;)

TMoxazarens ind.,
Bonpoc quest

TMokazarens ind, (Pr;)
Bonpoc quest,(Pry)
Toxasatems ind,, (P1;)
Bompoc quest, (Pr;)

I
I}
I;

Oteer ans,, (Pr)

Oteer ansy;. (Pry)
Oteer ans,, (Pr;)

Oteer ansay, (Pr;)

Oteer ans, ; (Pr)
Oger ans, ;. (P1)

JlepeBo AEKOMITO3ULIMH IS i-H [IPEeIUCTIO3UIINH

OreHka NMPeIUCIO3UINK BBIYUCIISIETCS Ha OCHOBE ClIEAdy-
FOIIero aaropuTtMa [2]:
ar 1. ®opMupoBaHUe TPyl IKCIEPTOB.

[ar 2. OneHka NPHOPUTETOB BaKHOCTH JUTS BOIIPOCOB.

ar 3. ®opMupoBaHHE HEYETKUX TPUOPUTETOB BAXKHOCTH IS
BOIIPOCOB.

lar 4. Onpenenenne HEYETKUX 3HAYCHUH OAJIIOB.

[ar 5. Onenka NPHOPUTETOB Ba)KHOCTH JUISI OTBETOB BHYTPH
BOIIPOCOB.

IMar 6. ®opMUpOBaHNE HEUETKUX IPUOPUTETOB BAKHOCTH IS
OTBETOB BHYTPH BOIIPOCOB.

[ar 7. OnpeneneHne aOCOTIOTHRIX 3HAYCHHH OAJUIOB.

[Mar 8. Onpenenenne 3HAYCHUN 6ATUTOB, BIUSIOIIUX OI0XKH-
TEJIBHO WM OTPHULIATENIBHO HA OLIEHKY NPEAUCIO3ULIUU

[ar 9. Ilomy4eHue OT SKCIepTa BAPHAHTOB OTBETOB .

[ar 10. HopmupoBanue 00IIero KoamdecTBa 0aioB.

K nuHamMmyeckuM NOKa3aTelIsiM OTHOCATCS TEXHHUYECKHE
mokazatenu (cobuparorcs DLP wmm SIEM), xotopsie MoryT
OBITH aBTOMATHU3MPOBAHHO COOpaHBl HA OCHOBE JIAHHBIX BbI-
YHUCIUTENPHOM CETH OpraHm3alMd M €€ HH(OPMAIMOHHBIX
CHCTEM.

K nepuonmuecku akTyamau3upyeMbIM OTHOCSTCS JIMYHOCT-
Hble niokasarenu (MAU), noBeneHueckue nokazarenu (MAN),
CKPUHHMHIOBBIE TIOKa3aTenu (OINPEAENSIOTCS CIEeHaIn3UpO-
BaHHBIMHU CPEJICTBAMHM), KOHTEKCTHBIE 1Tokazarenu (MAI).

K cranmoHapHBIM 1OKa3aTeNsiM prCcKa OTHOCSITCS TICHXO0JIO0-
TMYECKHe M KOMMYHHMKaTHBHBIC TOKA3aTENH, 3aBHCAIINE OT
JMYHOCTH YeJIOBEKa (OIPEAEIIIOTCS aHKETHUPOBAHUEM).

3AKJIIOYEHUE

Ha ocHOBe CKa3aHHOTO BBIIIE MOXKHO CIIENIaTh BBIBOJ, YTO
HECMOTpS Ha PACTYIIyI0 TMOTPEOHOCTh B METOJNE, CIIOCOOHOM
MOMOTaTh BBISBIISTH MHCANHIEPCKHE YTPO3bI, HA JaHHBIA MO-
MEHT OTCYTCTBYET YHHBEPCAIBHBIM TIOIXO, CIIOCOOHBIN KOM-
TUIEKCHO peIarh MpobiieMy OOHapy>KEHHs BHYTPEHHHUX YTIPo3
M TPOTHBOJEHCTBUS WM. IIpe/ToKEHHBIE TTOKA3aTeId MOTYT
OBITH HCITOJB30BAHBI ISl TIOCTPOCHHS aBTOMATH3HPOBAHHON

CHUCTEMBI BBIABIICHUS HHcaﬁﬂepOB B OpraHusalunu, Mo3BOJIAIO-
11ed NOBBICUTB 3 PEKTUBHOCTH PabOTHl aIMUHUCTpaTopa 0e3-
OIaCHOCTH U YMEHBIIUTH BpeMs, TpeOyemoe sl BBISBICHUS
HaJM4Ms HHCAHAEPCKON YIpO3bl.
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Insider Threats Identification in Transport
Organizations
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Abstract. The article deals with the problem of identifying in-
sider threats in transport organizations. The approach to the
identification of insider threats, which based on the analysis of
various indicators of risk predisposition to insider behavior, is
proposed. The problem of identification of insiders characterized.
Various risk indicators considered: psychological, personal,
screening, behavioral, communicative, contextual and technical.
Risk indicators divided into three groups: dynamic, periodically
updated and stationary. To determine the values of periodically
updated indicators it proposed to use the hierarchy analysis
method. Dynamic indicators (technical) can automated collected
on the basis on the data of the organization's computer network
and its information systems. Periodically updated (personal, be-
havioral, contextual) indicators are determined by the method of
analysis hierarchies, screening indicators are determined by spe-
cialized means. The steady-state risk indicators (psychological
and communicative) determined by the questionnaire.

Keywords: internal threats to information security, insider,
detection of insiders.
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Once again about Blockchain Technology

V.N. Kustov, T.L. Stankevich
Emperor Alexander I Petersburg State Transport University
St.-Petersburg, Russia
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Abstract. Recently, the blockchain technology was not written
or spoken only by the lazy one. Blockchain — what is it: future
technology or self-deception in the light of its small study and
applicability? To argue, answering this question, it is possible
long and persistently. The same article are considered implemen-
tation its technological features, which often remain «behind the
scenes» or represent a kind of superficial, short and nonrevealing
essence description.

Keywords: blockchain, block, transaction, Merkl’s tree, min-
ing, hash, miner, node.

Lately about blockchain, technology did not write and did
not tell only the lazy. The views expressed by information se-
curity and information technology experts in articles and oral
presentations can be defined as diametrically opposed and con-
sidered at two levels of criteria:

1. Prospects for implementation;

2. Consequences of implementation.

The second criterion directly follows from the first, and
both of them allow experts to be divided into skeptics and en-
thusiasts. At the first level, «Prospects» opinions are divided
into those that express a sincere belief in the blockchain and its
existence within a variety of systems and services, and those
that deny it, referring to the possibility of alternative approach-
es to solving certain problems. The second criterion divides the
experts into those who express great enthusiasm about the up-
coming «revolution», comparable with the creation of the In-
ternet, and those who connect the blockchain with the death of
existing information and payment systems. Schematic repre-
sentation of the described criteria is shown in figure 1.

Blockchain

N\

Unviable

v

Viable

Revolution

Disaster

Fig. 1. Classification of expert opinions on blockchain technology

This article discusses the technological features of the
blockchain technology implementation, which often remain
«behind the scenes» or represent its surface, short and undis-
guised nature. So, what is the blockchain?

Blockchain is a technology of reliable distributed storage of
reliable records [6]. At the same time, we want to emphasize
that the main advantage of blockchain technology in compari-
son with distributed databases is the inability to violate the
integrity of stored records (blocks). Thus, blockchain technol-
ogy provides two of the three main properties of information
security: data integrity and availability.

HOW DOES THE BLOCKCHAIN WORK?

On the one hand, the blockchain is nothing new: linked lists
in distributed databases have always been used, and the con-
nection of list items in such databases is provided by links
from one node to the next and (or) the previous one; new nodes
are added to the end of the list. It also happens in solutions
implemented based on blockchain: each block is a collection of
certain elements and is a node of the list. The newly created
blocks are always added strictly to the end of the chain, as
shown in figure 2.

On the other hand, blockchain has a set of new properties
that are not related to the lists and meet the following princi-
ples:

1. Spatial distribution.

2. Availability and openness of information.

3. Internal security.

4. Each blockchain user has access to the data stored in the
system. Each node (user's computer) keeps and maintains a
complete copy of the system blocks, which is provided by spe-
cial synchronization mechanisms. This organization allows
excluding the possibility of hacking the system, built based on
blockchain, because in case of malicious modification of data
on one node of the system, the rest of the system will immedi-
ately detect this fact. The network excludes centralized man-
agement, and each participant can join or leave the network at
any time.

5. Any user, while maintaining the principles of openness
and availability of records (transactions) in blocks, as well as
the principle of anonymity easily verifies Block elements in
the system.

6. The internal security of the blockchain is implemented
using cryptographic mechanisms.
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Block 1 —P

Block 21

—»1 Block 22

Fig. 2. The chain of blocks — Blockchain

HASH FUNCTION

The integrity and availability of data stored and pro-
cessed by systems implemented based on blockchain en-
sures the use of a cryptographic mechanism that operates
based on a hash function.

The hash function has only one argument — an arbitrary
set of data: strings, documents, messages, data arrays, regis-
ters, etc. [1] The result of the hash function calculation over
the input data is a bit string of fixed length — hash. Hash
calculated using a special algorithm, which is a mathemati-
cal representation of a hash function.

The main properties of hash functions are as follows:

1. The hash function argument can be any size.

2. The calculated value of the hash function (hash) must
always be a fixed size.

3. The h(m) hash function is easy and simple to com-
pute for any m message.

4. The hash function must be sensitive to various, even
the smallest, changes in the content of the m input dataset.

5. The hash function must be irreversible, that is, it
must have a unidirectional property.

6. The probability of an event that the hash values of
two different arguments (regardless of their size) coincide
should be very small.

7. As it was mentioned earlier, the format and size of
the input data for the hash function calculation are not lim-
ited, and a hash — bit string of fixed length should represent
the hash result of the calculation. Standard hash sizes in bits
can be as follows: 224, 256, 384 and 512. It is easy and sim-
ple to calculate a hash function by a certain algorithm, but it
is almost impossible to recover the initial data (argument)
from the hash, i.e. in other words, the hash function is unidi-
rectional, the sensitivity of the hash function to the slightest
changes in the argument is high. Examples of initial data
slightly different from each other, and the results of apply-
ing hash functions to them are given in table 1 (calculations
are made for the hash algorithm SHA-2(256) [2] using the
utility Alternate HASH-Generator 1.450 [3]).

TABLE 1. The property of the hash function sensitivity to changes in the input data

Source data

HASH

The hash for this line will be as follows

907ec14038421a67c15a43452404e0d0b9a6e3950822f42f391845a4dd5703e

The hash for this line will be as follows:

475935ef4c¢722¢6978e5d84942cb90c14def34e03b0edc7idfea959c9af78a32

The HASH for this line will be as follows:

3eb51620077b3cc68316d50f9c87f1e07c3el1df173c71afcd3b5d6e06d9d4154

The HasH FOR this line will be as follows:

cdc9a7bb2069343282d5e6eab10cbbd456b00d41c20d287ac0170£275fbfd1ad

BLOCKCHAIN NETWORK

By registering in a system built based on blockchain tech-
nology, the user is able to interact with other network nodes
(create new transactions, which will be included in the blocks
of the chain, view the elements of existing blocks). At the
same time, the blockchain network is international in nature
and is not subject to the laws of any state.

All users of the blockchain network (see fig. 3) can be di-
vided into 3 categories:

1. Normal user.

2. Intruders.

3. Miners — the creators (generators) blocks and the trans-
action collectors in blocks.

The functions of a standard user include:

1. Create new records and send them to miners for entering
into blocks.

2. Obtaining new data and checking their reliability.

3. Save verified data and share it with other users.

Attackers can create fake records and perform the same
functions as regular users.

The main function of the miners is to create blocks. The
process of creating a new block is very time-consuming and
complex, requiring significant material, time and computing
resources. In addition, some implementations of blockchain
have very strict requirements for block generation and the
maximum number of blocks that can be created is fixed. In
addition to this task, miners provide the collection and verifica-
tion of new records for their subsequent inclusion in the
blocks, as well as their distribution on the blockchain network.

A new record is not considered reliable until it is entered in
any block. As a rule, users send new records on the block-
chain-network, so that eventually they reach the miner, and he
in turn will include them in the block. Only after checking the
new record for correctness, it will be included in the block and
it will be impossible to cancel it.

BLOCK STRUCTURE

The data block consists of two parts: the header and the
body (fig. 4).
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Fig. 3. Users of the blockchain network
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Fig. 4. The data block structure of the blockchain network

The block body is a collection of individual records (trans-
actions), and the block header contains the main «secret» of
blockchain technology: the header of each subsequent block
contains the hash of the previous block and its own hash
(fig. 5), which in turn guarantees the integrity of the block-
chain data.

A minor change in the content of any block will result in a
complete change in its hash, which in turn will require a
change in the hashes of all subsequent blocks. Insert a new
dummy block into the chain becomes impossible.

The hash block must meet important security rules that in-
crease the level of network security. For example, in bitcoin,
the hashes of blocks created by miners start with ten zeros,
which sets the degree of new blocks creating complexity.

However, for any data set there is always a strictly one
hash and to fulfill the hash requirement starting with ten zeros,
it is necessary to generate and drop a huge number of unsuita-
ble blocks until a block is found, the hash of which will meet
this requirement, that is, will start with ten zeros, for example,
will have this form: «00000000000000d1d2e97987d0e86679
ae6d7d4e45c¢b231969757cb7cb7ecOef273d6eer.

Thus, any user can easily verify whether the sequence of
blocks is correct, whether the block is missing, whether a new
block is added, and whether the block hash corresponds to the
data stored in it.
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Fig. 5. The connectivity blocks in the blockchain

Once such a block is found, you must ensure that it has not
been found before and is no longer included in the blockchain.
If such a block has already been included in the blockchain, it
is discarded and the search process is resumed until a unique
block not yet included in the blockchain is found. Such labori-
ous work reminds, figuratively speaking, search of pearl grain
in a huge heap of manure.

Now about «mining» or «production» of blocks.

MINING OF BLOCKS

The miner is the same user of the blockchain network as
everyone else. However, in addition to checking and dissemi-
nating data, he is still engaged in the creation of new blocks.

Receiving new transactions from the other network mem-
bers, the miner gathers them together, generates the future
block header and calculates the block hash. Let us consider an
example for Bitcoin network: let us say after the first calcula-
tion made by the miner, the following hash value was ob-
tained:
«5feceb66£tc86£38d952786c6d696¢79¢2dbe239dd4e91b46729
d73a27fb57¢9». However, according to the rules, the hash
should start with ten zeros. To change the hash, you must
change the original data. To do this, a special field called
«Nonce»is provided in the header of the block. At the first cal-
culation, it is equal to 0, at the second iteration of calculations
the miner changes value of a field on 1. Now the hash has
changed and became equal to
«6b86b273{f34fce19d6b804eft5a3f5747adadeaa22£1d49c01e5
2ddb7875b4b». We see that the conditions imposed on the
hash values of bitcoin network blocks are not met again; there-
fore, the miner must increase the value of the «Nonce field to
2 and once again recalculate the hash. To find a suitable hash
value, miner have to perform billions and trillions of recalcula-
tions on their computing power. In addition, when a suitable
hash is found, the miner saves the block to the blockchain net-
work and sends it to other participants. Now all the transac-
tions in the block are confirmed and protected by the hash val-
ue of the block, which is very difficult to fake. Recall that the
hash of the block is encoded and the hash of the previous
block, which is now simply impossible to do.

The secret hashing key is in the fact that this process has
progress. It does not matter when the hash search started, how

many records the block contains, how much time has been
spent, how much hash has already been iterated — the probabil-
ity of finding the required value at any iteration is always the
same. This, in turn, means that it is impossible to make a pre-
liminary calculation, it is impossible to «accumulate» new
blocks and create a «warehouse» of blocks. Each miner has
only one opportunity to get a suitable block — it is copulate,
copulate and copulate.

For each block created in Bitcoin, as well as in other sys-
tems that provide cryptocurrencies, the miner receives a fee:
who first found the required hash value, he created the block
and earned. The link http://blockchain.info/ru/blocks it is pos-
sible to observe in real time how the born or extracted blocks,
the hard work of miners for this, we have described the block-
chain.

TRANSACTIONS

The information in the blockchain network is transmitted
via transactions. Transactions are signed with the user's Elec-
tronic Signature (ES). To do this, each user has 2 keys: key of
electronic signature and the verification key of the electronic
signature. The ES key is stored by the owner and is not availa-
ble to other users. The ES verification key is distributed over
the blockchain network along with transactions. The next user
sends the transaction to the next user (fig. 6) along with the
signed hash of the previous transaction and the key of the ES
verification. The receiver can easily check each ES using the
sender's ES verification key to confirm the correctness of the
whole chain.

In order to protect the network from malicious attacks, us-
ers must openly publish transactions [4], and agree on the or-
der in which they are to be conducted. The recipient needs
proof that for each transaction in the chain, most users agree to
consider it first.

Now it becomes clear that it is almost impossible to forge
transactions or insert a dummy block into the blockchain net-
work.

Blockchain users always consider the longest version of the
chain to be the true one and continuously increase it. If 2 nodes
of the network publish different versions of the next block at
the same time, then one of the nodes of the network will get
one version of the chain before, and some — another. In this
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case, each of them will start working on its own version of the
chain, keeping the other in case it will be continued earlier.
The duality will disappear as soon as a new block is received
that will continue any of the branches, and those nodes that
worked on the competing version will switch to the chain with
the new block that has become longer.

New transactions do not have to reach all nodes: if many
nodes of the blockchain network know about them, they will
soon fall into one of the blocks. Block distribution rules are
also not strict about lost blocks: once a node that misses one of
the blocks gets the next one, it will ask for the missing infor-
mation to fill in the obvious pass.

Transaction 1 Transaction 2 Transaction 3
ES verification ES verification ES verification
key of User 1 key of User 2 key of User 3
N I I
| |
RN vy vy
\ \
HASH > ] HASH N HASH
~N \01? N \617}}‘
~ 3, ~ oy
¢ <% ¢ % ¢
N N
N N
A A
ES of User 0 ES of User 1 ES of User 2
1 b 4
& s
N Oy
S S
Ve 7/
/ /
ES key of User 1 ES key of User 2 ES key of User 3
Fig. 6. Link of transaction block blockchain data
ber 26, 2017 was 148,291 MB (source:
MEMORY SAVING https://blockchain.info/charts/blocks-size ).

Writing to the block of the last transaction in the chain al-
lows nodes to delete all previous transactions in order to clear
disk memory. All transactions in the block are stored in the
form of a Merkle hash tree [5] and only its root is included in
the block hash, which in turn ensures its immutability and in-
tegrity. The size of filled blocks can be reduced by removing
unnecessary branches of this tree, it is not necessary to store
intermediate hashes (fig. 7).

A few words about the amount of memory required to store
blockchain network data. The header of an empty block takes
about 80 bytes of memory. Based on the calculation of the
block generation rate, we get an increase in the blockchain size
of 4.2 MB per year on average once every ten minutes. For an
average computer with 2 GB of RAM and taking into account
Moore's law, which predicts the growth of memory of 1.2 GB
per year, data storage, as the authors [4] believed, will not be a
problem, even if all block headers are in memory. The authors
of blockchain technology, apparently, were not much mistaken
in their assessments. The total size of memory occupied by
blockchain blocks and transactions at 03:00 hours on Decem-

In addition, transaction verification is possible without run-
ning a fully functional node. The user only needs to store the
block headers of the longest chain he has received from other
nodes and request a hash subtree for the necessary transaction.
He cannot verify the correctness of the transaction itself, but
after receiving a link to the block in which it is located, the
user can easily make sure that this block and all subsequent
accepted and confirmed by the network (fig. 8).

This method of verification can be used as long as the net-
work is under the control of honest participants, that is, until
the attackers do not take over most of the resources (more than
51%, the so called «attack 51%» [6]). Normal nodes can check
transactions themselves, but if an attacker manages to generate
the longest chain of blocks, he can compromise the simplified
scheme with his fabricated transactions. One of the strategies
to counter this can be sending alarms from normal nodes that
receive a «false» block. This alarm will force the client pro-
gram to load the block completely to independently confirm
the incorrect data.
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«good» chain is extended by one block, leads to an increase in
SOME CALCULATIONS the separation by one, and unsuccessful, when the next block is

Consider a scenario in which an attacker attempts to gener-
ate a sequence of blocks that are longer than those generated
by normal users (honest network members). Even if he suc-
ceeds in this, it will not lead to success. Nodes will never ac-
cept an invalid transaction or block containing it. An attacker
can only attempt to modify one or more of his transactions, but
this can also be easily detected.

The race between users and the attacker can be thought of
as a binomial random walk. A successful event, when a

created by an attacker, — to reduce the separation.

The probability that an attacker succeeds, as well as the
probability that the attacker will be able to catch up with hon-
est participants, is calculated as follows [7]:

g; — the probability that the attacker will make up, the gap
in the z blocks.

:=1,ifp<q, .= (q/ p)°,ifp>a,
where p — the probability of a block in an honest chain;
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g — the probability of a block being created by an attacker;

0; — the probability that the attacker will make up, the gap
in the z blocks.

If p > q, the probability of g, decreases exponentially as the
number of blocks z that the attacker lags behind increases.
Since the attacker is in a deliberately worse situation, then
without a large successful breakthrough at the very beginning
of the process of creating a blockchain, his chances of success
are negligible.

If we take into account that the expectation of the rate of
generation of honest blocks is a known value, the number of
blocks created by an attacker can be considered subject to an

exponential distribution with mathematical expectation
a=23
p

To calculate the value of P — probability that the attacker
will be ahead of the respectable participants, multiply the ran-
dom value — the number of blocks created by the offender, the
probability that he will be able to level the remaining differ-
ence and eventually get:

TABLE 2. The results of P calculations at q = 0,1

q=0,1
z P
0 1,0000000
1 0,2045873
2 0,0509779
3 0,0131722
4 0,0034552
5 0,0009137
6 0,0002428
7 0,0000647
8 0,0000173
9 0,0000046
10 0.0000012
g=0.1

1,2000000

1,0000000

0,8000000

0,6000000

0,4000000

0,2000000

0,0000000

—_—=0.1

Fig. 9. Graphic representation of P calculations at g = 0,1

®© KA—A4
P= re (q/p)** ifk<z and
o k!
°e) KA—A4
P:Z’“e ifk >z
o k!

By rearranging the summands and changing the symbol
to z, that is, getting rid of infinity, we get the following expres-
sion:

2 \Ke ™ -
P=3 = —(1-(a/p*").
k=0 .

Table 2 and 3 the results of calculations of P value depend-
ing on z values for = 0,1 are presented (table 2) and g = 0,3
(table 3), and in figures 9 and 10 — the diagrams corresponding
to them.

TABLE 3. The results of P calculations at q = 0,3

q=03
z P
0 1,0000000
5 0,1773523
10 0,0416605
15 0,0101008
20 0,0024804
25 0,0006132
30 0,0001522
35 0,0000379
40 0,0000095
45 0,0000024
50 0,0000006
q=0.3

1,2000000

1,0000000

0,3000000

0,6000000

0,4000000

0,2000000

0,0000000

—_—q=03

Fig. 10. Graphic representation of P calculations at g = 0,3.
calculations at q = 0,1
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CONCLUSION

Therefore, we have read the blockchain device in de-
tail. The attractive side of the blockchain network is the sim-
plicity of its structure. Each node of the network works com-
pletely independently, sometimes exchanging information with
other nodes. At the same time, there is no need for strict identi-
fication, since the messages are transmitted not by any given
route, but only in accordance with the principle of «lowest
cost». Nodes can leave the blockchain network and reconnect
to it, always loading the longest chain of blocks in order to
confirm the missed transaction history. Each node inde-
pendently agrees to load the correct block into the chain, and
use its processing power to extend the loaded chain, or failure
if the loaded block contains incorrect data without extending
the chain. Any other rules of the protocol could be implement-
ed through such a simple voting mechanism. All attempts of
the malefactors who do not possess the prevailing part of re-
sources of the blockchain network to replace the checked rec-
ords become practically impossible from the computational
point of view. Blockchain technology is reliable, simple and
open. Its advantages are obvious.
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Annomayusa. B nocieanee Bpems o texuojorun blockchain ne
nucajJ M He TOBOPUJ TOJbKO JeHuBblil. Blockchain — uyTto 3T0:
TeXHOJIOrHsl OyAyliero WM camMoo0MaH B cBeTe ee MAJIOH M3y-
YEeHHOCTH U NIPUMEHHMOCTH Ha CeroJHsIIHuIA JeHb? Paccyxaarn,
oTBevasi Ha TOT BONPOC, MOKHO JI0JIT0 U YnopHo. B craTee pac-
CMOTPEHBI TEXHOJOTHYeCKHE 0COOCHHOCTH ee¢ pealn3alHH, KOTo-
pble 4aCTO OCTAIOTCS «3a KaAPOM» JTH00 0CBElAITCs ¢ OMOIIbI0
HEKOTOPOro IMOBEPXHOCTHOI0, KOPOTKOr0 M He PAacKPbIBAIOLIEro
CYLIHOCTh ONHCAHUS.
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AHajau3 UHPOPMAIUOHHOMN 0€30IACHOCTH
NpeanpUusTUA HA OCHOBE MOHUTOPUHIA
UH(POPMALMOHHBIX PECYPCOB € MCII0JIb30BAHUEM
MAIIMHHOTO 00yUYeHu s

M.O. Kanuanu

Cankr-IlerepOyprekuii MOJUTEXHUYECKUH YHHBEPCUTET
ITetpa Benukoro
Canxkr-IlerepOypr, Poccus
max@ibks.spbstu.ru

Annomayus. PaccMaTpuBaercss MeToJ NMpUMEHEHUsI MAIIMH-
HOro o0y4eHus 1Jsi obecnieyeHusi HHGOPMANMOHHOI 0e30MacHO-
ctu (UB) npennpusitusi. s aHaau3a HHGOPMALUMOHHOMH 0e3-
ONMACHOCTH NPOBOJIUTCA PAaCCMOTPEHHEe HEeCKOJbKHX Crnoco0oB
paboThl ¢ JaHHBIMH, KOTOpPble B COBOKYIHOCTH MO3BOJISIIOT pa3-
paboTaTh MoJe/Ib NMOBeJleHHs MOJIb30BaTesell H 00beKTOB B HMH-
¢popmanmnonnoii cucreme (MC). MamnnHoe ofyyeHHe HCNOJIb3Y-
eTcsl JJ1s1 GoJiee TOYHOTO OMNpeeTeHHs] JeBHAHTHOIO NMOBeIeHHs
nojan3opareis U 00bekroB B UC. Onucannbie cnoco0bl 1M03BO-
JISIIOT €O3/1aTh HA/e/KHYI0 paclpeleeHHYI0O CHCTeMYy OOHapyiKe-
HHUS BTOPKeHUIA.

Knwouegvie cnoga: mamunHoe o0y4yeHue, Python, mHdop-
MalnHoOHHasi 0e30MacHOCTh, AyAHT, MOHMTOPHMHI, OOGHapy:KeHHe
BTOP KeHUIA.

BBEJIEHUE

B Hacrosiiee BpeMs MallMHHOE OOy4YeHHE 3aHUMaeT
OTPOMHOE MECTO B JKHU3HU 4YEJIOBEKa B CBSI3U C HAIHYHEM
OO0JIBIIIOrO CHEKTpa ero npuMeHeHuid. Harpumep, oHO ucmosnb-
3yeTCs B aHAJIU3¢ JIOPOXKHBIX MPOOOK MM MEAUIIUHCKON Jua-
THOCTHKE. MOXXHO TpPUBECTH OOJBIIOC KOIHYECTBO TaKUX
MPUMEPOB, HO B JJAHHOW CTaThe OyIET paccMaTpUBATHCS HUC-
MTOJIb30BaHKUE MAIIMHHOTO 00y4YeHHS [T 00Jiee TOYHOTO Ompe-
JIeNICHUs TOBEICHUSI TI0JIb30BATENsI U 00BEKTOB HH(OPMATH3a-
uuu B nHpopMannouHoit cucteme (UC).

TIPOBEJIEHUE UCCJIEJJOBAHUS

MammaHOoe 00yueHne (machine learning) gare Bcero moj-
PA3ICIAIOT HA IBa TUIIA:

— KOHTPOJIMPYEMOE — IOUCK 3aBHCUMOCTU MEXy IEepPBO-
HAYaJIbHON TMOCTAHOBKOW 3a/aud U €€ KOHEYHBIM pe3ylibTa-
TOM;

— HEKOHTPOJIpPYEeMOe — B JIaHHOM CJIydae KOHEUYHBIH pe-
3yJIbTAaT 3apaHee HE U3BECTEH M HEOOXOAMMO HalTH pa3iny-
HBbIE 3aBUCUMOCTH MEXAY OOBEKTaMH, T. €. IEJbI0 SIBISETCS
YIOPSIIOYUTH JaHHBIC UIIK OMUCATh UX CTPYKTYPY.

B nepBoM cityyae onpenensrorcsi Takue HOMyJIspHbIC allro-
PUTMBI, KaK KIacCU(pHUKAIMS, paHXUPOBaHHE, perpeccusi, 00-
Hapy)XCHUC aHOMaNH{ (HCIOJB3yeTCs, HAIPUMED, IUISL BEISB-
JeHUs (PaKTOB MOIICHHHYCCTBA B OAHKOBCKUX CHCTEMAax WIIH

C.U. lItependepr

Cankr-IlerepOyprekuii rocy1apcTBEHHBIH YHUBEPCUTET
TeJleKOMMYHUKanuit uMm. npod. M.A. bonu-bpyesnua
Canxkr-IlerepOypr, Poccust
shterenberg.stanislaw@yandex.ru

HapyLIeHUs] MpPaBWI TOBEACHUS B KOpPHOpaTWBHOW ceTH). B
Cllyyae BTOPOTO THINAa — KJIaCTEPHU3aIMs, MOMCK aCCOIMAINH,
¢unbTpanus BEIOPOCOB U TakK majiee. Tak e OmpenessioT Ma-
HIMHHOE 00YyYeHHEe, KOTOPOe MPUMEHSETCS B POOOTOTEXHHUKE.
B aTom cityyae Juist KaIoro TeKyIiero AeHcTBUsl BEIOMpaeTcst
Hawiydlee nociuenayoiiee. Kpome Toro, 3ToT Metosa obnajgaer
00paTHO CBS3BIO JUIS YBEJIOMJICHHS 00 YCIICIIHOCTH BHIOpaH-
Horo aevcrBus [1].

Bribop anropuTMa MamMHHOTO OOY4YEHHs 3aBHUCHUT OT
GospIioro ymcna (akToOpoB, TAKMX KaK JUIMTEIBHOCTH 00yde-
HUS, JHHEHHOCTb, TOYHOCTH, YHWCIO IApaMeTpOB W MHOTOE
npyroe. Ecnn HEoOXoAMMO TMOJYYHTh CHCTEMBI C KOPOTKHM
BpEMEHEM OOYy4EHUs], MCHOIb3YyEeTCsl aITOPUTM PETPECCHH, a
€CIIM HEOOXOAMMO TIOJTyYHTh BBICOKYIO TOYHOCTb — JIEC pellie-
HUH WM HeiipoHHAas ceTb [2, 3].

CymiecTByeT MHOXECTBO TOJIXO/IOB K MalllMHHOMY 00yue-
HUIO, HO OHM UMEIOT HEYETKUE I'PAHUIIbI, TaK KaK KaXIbId M3
MOJIXOJIOB TMOJIPa3yMEBAeT HCIOJIb30BAHUE DPA3IMYHBIX AJIrO-
PUTMOB U 4acTo Iepecekaercs ¢ ApyruMu. Cpenu cymecTBy-
IOMIMX TOAXO0B CaMbIMU IOITYJISIPHBIMHU SIBJISIFOTCS: OaliecoB-
CKas Teopusl KiacCU(PHKAIMM, KiIacCU(PHKAIMs Ha OCHOBE
CXOJICTBA, TTOMCK 3aKOHOMEPHOCTEH, HEHPOHHBIC CETH U JAPY-
rue [3]. Ha puc. 1 u 2 npuBeneHs! 1Ba prMepa UCIIOIb30Ba-
HUSI MAITHHHOTO 00yYeHUsI.

Tpinvaep A

Hexoansnt

h""“‘h-| He cnax

DNeKTPOHHX aTropi

noyra MATHHHOTO

oOVHeHIT

Puc. 1. Ilpumep UCHONB30BaHUS MAIIMHHOTO 00yUYeHUS

Ha puc. 1 mokazano, kak pabOTaeT aJropuT™M MalIMHHOTO
00y4JeHUs] Ha NMpHUMEpPEe HCIONB30BAHUS JIEKTPOHHOM ITOYTHI.
[Ipu moctymneHnH Kakoro-inbo COOOMIeHHs MaHHBIA airo-
PHUTM OIpPEAEISIET, SBISETCA 3TO COOOIIEHHE CIaMOM MM He
sBrsieTcss. Ha OCHOBe MOCTYIUIEHHS COOOIIEHWIT ¢ THUIOBOM
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CTPYKTYpO# cucteMa oOydaeTcs pacro3HaBaTh CIlaM M OJIOKH-
poBarthb ero.

B nanHOM ciiy4ae 00y4YeHHE CHCTEMBI MPOUCXOIUT CIICITY-
oM obpazom. Ha HavaneHO# cTamuu cUCTeMa aHAIU3UPYET,
KaK [0Jb30BaTelb MPOBOAUT (HUIBTPALMIO COOOLICHHIA Ha
cnaM — He crnaM. OHa MOHMMAeT 3TOT AITOPUTM ACHCTBUI
M0JIb30BaTENs, 00y4aeTcsi 3TOMy alITOPUTMY M Jajee aBTOMa-
TUYECKH TPOBOANT (UIBTPAINIO BXOIIIINX COOOIIeHui, 00-
nerdast paboty mose3oBatens [1, 2, 3].

Tpinep B -~ -
01 3AHATH

COTPYIHHE

B

Hexomuent
ATwopHT™

MAHEROTO
obyueHis

Ceag 3 C it Byxratrep
ATMHHECTPATOP

Cron Cron

Caitt mo Teme
«CBAPO'HBIE

padoTeI:

Caitt no Teme
WCHCTEMHOTO

ATMHHHCTPHPOBADLD

Caifit no Teme

wOYXraTIepHI,

Cafttet mo apyran
TeMaM

Puc. 2. [lpumep ucTioNb30BaHUS MAIIMHHOTO 00y4YeHNUS

Bropoii npumep sBisieTcst Ooiee CIIOKHBIM aHAJIOTOM pa-
00THI aIrOprTMa MAIIMHHOTO 00ydYeHHs. B aToM ciydae anro-
PHUTM OmpenenseT, K KaKuM CaliTaM MMEET JOCTYIl COTPYAHUK
B CBSI3U C €ro pojoM 3aHsATuil. To ecTh, HapUMeEp, CBAPILUK
HUMEET JOCTYH TOJNBKO K caiiTaM IO TeMaTHuke ero paboTsl, HO
HE UMEET JoCTyla K caiiTaM C TEMaTUKOM, HE OTHOCSLIEHCS K
€ro poay NeATeIbHOCTH.

B nanHOM ciydae oOy4yeHHE CHCTEMBI IIPOXOJUT TAKUM
oOpa3oM. B Haganme paboTel cucTeMa aHAJIH3HPYET 3ampOCHI
pabOTHHMKOB, TO €CTh, HANIPUMEp, OyXraiarep MoJb3yeTcs: cai-
TaMH, OTHOCAIIUMHUCH K €TI0 poay ACATCIBHOCTU, B OTO BPEMA
cucrteMa 0o0OpadaThIBaeT 3alpOChl ATOTO MOJIB30BATElNs, 3allo-
MHHAET UX ¥ Ha OCHOBE ATHX 3aIIPOCOB CTPOHUT XapaKTEPUCTHU-
YEeCKYI0 MOJIENb II0JIb30BaTENs, YTO IIO3BOJISIET €l COpTHpO-
BaTh 3ampockl paboTHHKa. Ha ocHOBe 3Toi Mozjenu cuctema
pasrpaHHYUBAET JOCTYN K TeM WIM MHBIM caiitaM. B mrore
paboTHHK OyzAeT MoIydaTh JAOCTYI TOJBKO K CaliTaM C €ro Te-
MaTHKOM.

OIIMCAHME TIPEJJIATAEMOI'O METOJIA

[IpencraBneHHble BBINIE TIPUMEPHI HCIOJIB30BAHUS Ma-
IIMHHOTO OOY4YCHHMs SABJIAIOTCS OOIIEM3BECTHHIMH. B maHHOM
CTaThe MaIlIMHHOE 00y4eHue OyAeT pacCMOTPEHO KaK HeoOXo-
JTUMBII HHCTPYMEHT Jito0oi cuctemsl [ T-6e30macHoCcTH, OCHO-
BBIBAIOIINICS HAa HECKOJBKHUX crocobax paboTsl ¢ mH(pOpMa-
e [4].

PaccmoTpuM miepBEIif crioco6: cOop 1 aHATN3 WHPOPMALIUN
0 TIOJIB30BATelIE.

B HaCToAIIEC BpEMA OCHOBHBIM CPEACTBOM XpaHCHHUSA H
pacnpocTpaHeHus HHGOpPMAIMKA SBIsieTCs ceTh HHTepHer.

«BcemupHas mayTHHa» BCE Uallle MCIIONB3YETCs IS PEIICHHUS
OTPOMHOTO KOJMYECTBA PAa3IMYHBIX 3a1ady. Takum o0Opaszom,
WuTepHeT sBNSCTCS HEOOXOTUMBIM MEXaHU3MOM, IMO3BOJISIO-
M OPTaHU30BBIBATH PabOTy pa3IMYHBIX TPEANPUITHH.

Ho, roBopst 0 pabote ¢ qaHHOM CETHIO, HEMB3s 3a0bIBATh O
0e30MacHOCTH KOpIOpaTHBHON wH(popManmu. be3omacHOCTH
JAHHBIX SBJSIETCS OHOM M3 OCHOBHBIX 33724 KaK MaJbIX, TaK 1
KpynHbIX opraHu3auuii. IIpy 3TOM peub HIET HE TOJIBKO O
BO3MOXKHBIX yTeukax MH()OpPMAIMH ¥ MPOTUBOACUCTBHUU ITO-
MY, OTPaXKEHUU PA3IUYHBIX aTaK Ha PECypChbl KOMIIAHUU, HO U
06 OIITUMU3AIINN (byHKIlI/IOHI/IpOBaHI/ISI CHCTEMBEI B IICJIOM.

OmHUM W3 UHCTPYMEHTOB UIS 0OCCIIeYCHUsT 0€30IIacHOCTH
KOPIIOPATHBHON MH(DOPMAIUK MPEATIPUATHUS ABISIETCS COOp U
aHaM3 KIIIOYCBOW WHGpOpManuu O Tojb3oBaressax. Ho Tyt
BO3HUKAIOT [IBE KJIFOUEBBIC IPOOIIEMBI:

— Ooupme 0OBEMBI JAHHBIX: B CBS3H C OypHBIM pOCTOM
cetrn MHTEpHET M OOJBIIUM KOJIHYSCTBOM KOHTCHTA HEBO3-
MOYKHO BPYYHYIO COOMPATh JaHHBIE;

— yactoe OOHOBJIEHHE KOHTEHTA: OJIMH YEJIOBEK WIIU CIie-
UanpHasl TPyIIa COTPYOHUKOB HE B CHJIaX OOCIYXHBATh
OTPOMHBIC TTOTOKU JUHAMUYHO H3MeHHIOHIeﬁCH I/IH(l)OpMaL[I/II/I
CaMOCTOSTENBHO.

Jnst pemieHust 3TUX npoOJieM NperoyiaraeTcs UCIoib30-
BaHUC CHHTAKCHYECKOTO aHajm3a (TapCHHTa), TIO3BOJISIONIETO
coOupaTh JaHHBIC O IMOJIE30BATEIAX JUISI MX JaIbHEHIIeH 00-
pabotku. [lapcuHT CaliTOB SBISCTCS ONTUMAIBHBIM U 3P QeK-
TUBHBIM pPEIICHHEM JUI1 aBTOMATH3alllK cOopa W aHaiu3a WH-
¢dopmarmmu [5]. B ornmume oT dYenoBeka mporpamma-mapcep
MOJKET:

— OBICTPO IPOCMATPUBATH OTPOMHOE KOJIWYECTBO BeO-
CTpaHMUII;

— OTACIIUTH MaIlIMHHBIN KOl OT KOHTCHTA, BOCIIpUHUMAC-
MOTO YeJIOBEKOM;

— BBIIEJIUTh HEOOXOHUMYI0 WH(OpMALHUI0 M OTOPOCHTH
JIUIIHIOK;

— IPEIOCTaBUTh KOHEYHKIC JaHHBIC B HEOOXOIMMOM BHJIE.

Janmee ¢ MOMYYCHHBIMH CTPYKTYPUPOBAaHHBIMH IaHHBIMHU
(6aza maHHBIX WU JEKTPOHHAS TaOJHIIa) MOXKHO HPOBOIHTH
pa3THYHbIC MAHUTTYJIALINN, HEOOXOAUMBIC TIPEATIPUSITHSIM.

[IpenmyiecTBa UCTIONB30BaHUS TAPCHHTA CAWTOB!

— aBTOMAaTHUYECKHUI PexXuUM paboThl, MPAKTUUECKH Oe3 yda-
CTHSI OTIepaTopa;

— 0e30TKa3HOCTh PabOThI MPOTPAMMBI, OTCYTCTBHE OIIH-
00K;

— 3KOHOMUS BPEMEHH U CPEJICTB;

— 00paboTKa 00JIBIIOTO KOJMYECTBA HH(POPMALIHH;

— CIIOCOOHOCTH 00padaThBaTh AWHAMHYHYIO, TO €CTh I0-
CTOSIHHO MEHSIFOIIYFOCSI HH(OPMAIIHIO.

Bunbl napcunra caifTos:

— 3aml0JTHEHUE Be0-CalTOB TEKCTOBOW WM MYJIETUMEIUI-
HOW MHPOpMAIHEH;

— cOOp AHHBIX O TOBAPaX M X CTOMMOCTH IJIsi HHTEPHET-
MAarasuHOB,

— cOOp IaHHBIX O MMOJB30BATEIIIX;

— paboTa ¢ COIHaIbHBIMU CETSAMH;

— Ipyroe.

Ha puc. 3 mpencraBieH NpOCTEHIIMA alroputM padoThI
IporpamMMEI-Tiapcepa s coopa uHpOpMAIMU U3 KaKOTO-THO0
WH(POPMAIMOHHOTO UCTOYHUKA, HAIIPUMEP BEO-CTPaHUIIBL.
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[Iporpamma-niapcep MOXeT OBITH peajii30BaHa Ha OOJb-
IIOM KOJIMYECTBE SI3BIKOB IIporpammupoBanusi. Harmpumep,
C++, Delphi, Python, PHP u npyrux.

[oaBons UTOT, MOXKHO C YBEPEHHOCTBIO CKa3aTh, YTO CHH-
TaKCHYCCKHH aHaiu3 (TMApCHHT) CAWTOB SBISETCS yIOOHBIM
HHCTPYMEHTOM Uil cOopa MH(POpPMAaUH O MOJB30BaTENsX,
KOTOPBIH MO3BOJUT MPEANPHUATHAM KOHTPOJIHPOBATEH BIIMSIHHE
JIEHCTBUI COTPYTHUKOB Ha COCTOSHHE MH(OPMAIIMOHHON Oe3-
omacHocTH [6].

Hawano

Coszanne ceccut ¢

pecypeon

!

Janpoc

Be0-CTPaHHUBI

——

Tonck uudopMauHH

no web-crpassue

Her Beé

Haiiaeno?

CTpyKTypHpOBaHHE

HHGOPMALHH

Konen

Puc. 3. Anroput™ paboThI IPOrpaMMbI-iapcepa

Bropoii cioco6: MOHUTOPHHT pecypcoB obixagHON mHDpa-
cTpykTypbl. Croco® mO3BOJSIET MPOU3BOAUTH MOHHMTOPHHT
pECypcoOB M aHAIWTHKY JAaHHbIX MoHHTopuHra. OH Oyzmer
HaIpasJicH Ha 00JauHyI0 MHPPACTPYKTYpy HMPEANPUSTHH, TaK
KaK OHa MOJXOJHMT JUI Majloro, CpeIHEero U KPyHmHOro OH3He-
ca.

Takast uH(ppacTpyKTypa 0OBIUHO CTPOUTCS HA CTAHIAPTHOM
HaOope KOMIIOHEHTOB: CEpBUC WACHTH(HUKAIWH, CepBep Xpa-
HEHUSl JJaHHBIX, CEPBEPHI C BBIUYUCIHMTEIHLHBIMH PECYpCaMu.
CepBuc naeHTH(UKAINN — TJIABHBII 3JIEMEHT CUCTEMBI, OTBe-
YaloUIUH 32 BCE CEPBHUCHI, HCMONB3YIOIHecs B paboTe obaka.
CepBuChl B CBOIO OYEpeab NPENOCTABISIOT TOT MM HHOH
(YHKIIOHAJ CHCTEME.

Hanpumep: cepBHUC BBIYHCIUTENBHBIX PECYPCOB IPEO-
CTaBJIIET CUCTEME PECYPCHI AJIS 3aITyCKa BUPTYaJIbHBIX MallH
(MHCTaHCOB); CETEBOH CEPBHC OTBEYACT 3a IPEIOCTABICHHE
CETEBBIX PECYpPCOB, TAKUX Kak BbliesieHue Iyna [P-agpecos,

MapIIpyTH3ANUI0 W IIOCTPOCHUE OBEPIICHHBIX TYHHENCH; cep-
BHC YIPaBJICHUSA OTBEYAcT 3a pabOTy OPYTHUX CEPBUCOB; Cep-
BHC UJICHTH()HUKAIMU ¥ aBTOPU3AIMH MO3BOJISICT MPOU3BOIUTH
ayTEeHTU(PUKAIMIO JJISI BCEX CEPBUCOB, CIIY)KO M MOJIb30BaTe-
JIeii; CepBUC XPAHEHUsI MPEIOCTABISIET IPOCTPAHCTBO IS Xpa-
HCHUS TAHHBIX.

Bce cepBuCH B3aUMOJEHCTBYIOT MEXIy cO0OM MPHU OMO-
M CepBHCa COOOIICHNH Al oOecTiedeHns: CTaOMIIbHON U CHH-
XPOHHOUW pabOoThI, OH MepelacT 3aIpoCchl HAa BBIICIICHHE PECyp-
COB, TAaHHBIC O COCTOSIHUH U T. 1. Bce coolmieHus nepeaaroTes
npu 1omolny 3amupoBaHHbIX https-3anmpocoB, mosTomy 06e3
CIIENUANBHOTO KJIMEHTa HEBO3MOKHO MOJYyUUTh JaHHbIe [7, 8].

B ponu kimmeHTa BRICTYMAaeT cepBuC cOopa Tenemerpun. C
€ro MOMOIIBI0 MOXKHO COOMpPATH Pa3HBIC IOJIC3HBIC AHHEIC.
Kaxpiii HHCTAHC MOXKET MOJTyYaTh HEKOE KOJIMYECTBO pecyp-
COB, TAKHUX KaK KOJIMYECTBO MPOIECCOPHOTO BPEMEHH, KOJIHYe-
CTBO ONEPATUBHOI MaMsTH U JUCKOBOTO TMpocTpaHcTBa. Kax-
JIBIA M3 3THX PECYpPCOB MOXKHO paccMaTpHBaTh KaK MCTOYHHUK
JIAHHBIX O COCTOSIHHUM JIJAHHOTO WMHCTaHCa WM JaXe eJoro
cepBepa MpeqoCTaBICHUs BEIYHCIUTENBHBIX pecypcoB. Takke
©CTh BO3MOXKHOCTH cOOpa TpaduKa JJis ero AajabHEHIIero aHa-
mu3a. Ha rpanune BUPTyanbHOH CETH NPEANPUATUS YCTaHaB-
nuBaetcss DPI (deep packet inspection), MO3BOJISIOLIHIA TTPO-
CMaTpUBaTh IMAKET IICTMKOM B OOOWX HAIPABJICHUSX H TIONY-
YaTh MOJIC3HBIC TAaHHEIC.

Ha puc. 4 npencraBiieHa cxeMa B3aHMOJICHCTBHS CEPBUCOB
obnauHoi uHppacTpyKTyphl. TpeTHii crmocob: aHaIu3 moBeje-
HUSI [I0JIb30BaTeNeil B MHPOPMALIMOHHON cUCTEME.

CEPBHC
TEJIEMETPHH

e

Cepautc

HAeHTHHKALI

I

Cepenc

Cepeuc
Cetenoit
BRTHCTHTETLHEIX

XpaHeHHA CEPBHC

pecypcos

Puc. 4. Cxema B3aMMOJEHCTBHSI CEpPBUCOB 00JIauHOM
HHPPACTPYKTYPHI

Jannpnii crioco0 moapasymMeBaeT MpOBEACHUE aHANIN3a I0-
BeJICHHs N0JIb30BaTeleil B UH(QOPMALMOHHOI cHcTeEME.

HenpepbiBHOE pa3BuTHe M BHEApPEHHE HHGOPMAIIMOHHBIX
TEXHOJIOTUM, IOSABJICHHE OONBIIMX OOBEMOB JAHHBIX M HX
IEHHOCTU MMPUBOJUT K HeO6XO}:[I/IMOCTI/I 3alIUThI I/IH(bOpMaI_[I/II/I.
OCHOBHOM yrpo30it 0€30MaCHOCTH SBJSIFOTCS BTOPXKCHHUS B
BBIYMCIUTENbHbIE CUCTeMBbl. [loJ HMMM TOHUMAaeTCs Kakas-
JMU00 JEATENEHOCTh MOJh30BaTeNel WM OOBEKTOB, HapyIla-
omasi  IMeOCTHOCTh, JTOCTYITHOCTE W KOH(HICHIMATHHOCTD
JaHHbIX [7, 8].

Juis mpenoTBpamieHnss TOJO0HBIX BTOP)KEHHUH IIeiIeco00-
pa3HO MPOBOAWTH aHAU3 MTOBEICHUS MOIb30BaTENIeH U 00BEK-
TOB B cucTeMe. B Tabmnuiie mpeacTaBieH npuMep KypHaia co-
OBITHI A1 OIpeAeNICHUs TOBEACHHUS IOJIb30BaTeNei Ha OCHO-
Be ornepanuonHoi cucteMsl Windows [9].
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CoOBITHS KYPHAJIOB ayIUTa AJIS OTPENeIICHHS TIOBEICHHS

MOJIE30BaTeIIeH

Kareropus

Ornucanne

CHcTeMHOE COOBITHE

ITepesarpy3ka onepaioOHHON CHCTEMEI

CucreMHOE COOBITHE

3aBepuieHne pabOTHI ONEPALIOHHOW CHCTe-
Mbl (shutdown)

CHCTEMHOE COOBITHE

3arpyska nakera ayTeHTH(HKAIUH

CucreMHOE COOBITHE

3amyck mporecca ayTeHTH(GUKAMU (HCTIONb-
3yetcst WinLogon.exe)

CucTeMHO€E COOBITHE

COo#l Tpy perucTpalyyd OJHOTO WM He-
CKOJIBKHX COOBITHIT ayquTa

CHcTeMHO€E COOBITHE

OumncTKa XypHalla ayIura

CucreMHOE COOBITHE

3arpy3ka rakera OInoBelIeHHs 00 U3MEHEHHU-
SIX B CIIUCKE TOJIb30BaTeIeH

BX0/1/BbIX0]] 10JIb30BATENS.
U3 CUCTEMBI

ITone30Barens YCIIENIHO BOULIECI B CUCTEMY

BXOZ[/BLIXOI[ TIOJIB30BATECIIA
N3 CUCTEMBI

BXOZ[ TI0JIb30BATEIII B CUCTEMY 3alIPCIICH —
MM WIN 11ap0JIb HEKOPPEKTHBL

Bxox/BbIX0/1 MOJIb30BATENS

Bxox none3oBatess B IOMEH B IaHHOE BpeMs

N3 CUCTCMBI 3aIlpeuicH

W3menenus B
ToJb30BaTeNnei

cnucke | IIpousBeneHbl M3MEHEHHS B YUETHOH 3arucu
noJib30BatTened rinobGambHOW TIpynmbl, He
CBSI3aHHBIE C M3MEHEHHEM WICHCTBA I0JIB30-

BaTesed B 3TOU rpymnme

W3menenuss B
ToJIb30BaTeNCH

coucke | ITpousBeneHb! U3MEHEHUs B yYETHOH 3amicH
0JIb30BATENS], HE CBSI3aHHbBIE C U3MEHEHUEM
THUIA YyYETHOI 3amucH, napoJis MoJb30BaTells

U WICHCTBA B IPyNIax

Ayt joctyna K 0OBeK-
Tam

OTKpBITI/Ie Tarnox

Aynur joctyma K OOBeK-
TaMm

Co3nanne/ynaneHue/u3MeHeHre $hainos

IMoctpoenne Moxmenw ompeAercHUs MOBEACHHUS IMOJIB30Ba-
Tenel 1 0OBEKTOB B CHCTEME MTO3BOJIHT:

— UICHTH(HUIIUPOBATH MOJIB30BAaTENCH U OOBEKTHI B CHCTE-
Me;

— OMPEICNIUTh PO/ NEATEILHOCTH MOJIb30BaTENEH;

— IPEAOTBPATUTh BO3MOXKHBIC HAPYIICHUs 0E30MaCHOCTH B
CUCTEME;

— WCCTIEIOBAaTh BJIHSHUE OOBEKTOB HH(OpMATH3alUK Ha

HHPPACTPYKTYpPy NPEATIPUSATHS.

CTATHUCTUYECKUI AHAJIN3 METO/TA

s ananm3a WHGOPMALMOHHOW OE30MaCHOCTH B JaHHOW
CTaThe OBUIM PAacCMOTPEHBI HECKOJIBKO CIIOCOOOB PadOTHI C
JaHHBIMHU, TAKHC KaK C60p U cucreMarusanusa JaHHBIX I10J1b30-
BaTelieii OTKPBHITBIX MCTOYHUKOB U PECYpCOB M MOHHTOPUHT
pacnpeneneHus pecypcoB obnauyHoi UHGPACTPYKTYpbI mpen-
MPUATHSL, KOTOPBIE B COBOKYITHOCTH IMO3BOJISIOT Pa3paboTaTh
MOJIENb OBECHUS MONIB30BaTeNeil H 00BEKTOB B CUCTEME IS
TIOBBIIICHUS YPOBHS HH(popMarmoHHo# 6ezomacHocTH [10].

Jnst uccnenoBaHus MpeNCTaBUM TPYMIBI CIIOCOOO0B, Hpes-
JIO’)KEHHBIX B padote [4].

1. Cnoco6 «Anvghay. XapakTepHOil 0COOCHHOCTBIO JaHHO-
ro crocoba SBISETCS TPEeHEOpEeKEHUE MapamerpaMu camoi
METOJIMKH OOHAapy)XECHUsI BTOPXKEHHH W pa3ZeieHus ero Ha
AKTHUBHBIC 1 HCAKTUBHBIC CTAa/JMH, KOT'/1a 1-a KaTeropusa MOXKCT
HecTH B ceOe onmpenenéHHy0 HHPOPMAIHIO O BTOPKCHUSX, a
2-51 KaTeropus mpeiaraet K JCHCTBHIO MOJIUMOPGHBIC alro-
PUTMBI M 3alyThIBaeT NPOTUBHHKA. OOOOLICHHAs CTPYKTYypa
KOMIIBIOTEPHOW CHCTEMBI Ha OCHOBE CII0c00a MOXKET OBITh
NPEJICTABIICHA C TIOMOLIBIO BEIPAXKCHHS:

N=St)+1(t), (1)

rae N — o0iee KOJTHIecTBO OOBEKTOB B cHcTeMe (0OIuii Tua-
ma3oH 10 1600 00BEKTOB BO BCeX TecTax); S(f) — KOJIMIECTBO
00BeKTOB O3 aelcTBwmif; /(f) — KOIMYECTBO OOBEKTOB C JICH-
cTBUeM (¢ — mpuMepHOe BpeMs BhimonHeHus, 10 200 c). Y
JaHHOT'O CIOCo0a OTCYTCTBYET y4YeT TONOJIOTHMYECKHX Xapak-
TEPHUCTHK.

I'paduku 3aBUCHMOCTEN M3MEHEHHS KOIWYECTBA y3JIOB OT
BpeMeHH (PYHKIIMOHUPOBAHUS pPACHpeAeTICHHON HH(pOpMaIu-
onHoii cetn (PHUC) B ycnoBusx pacmpoCTpaHEHHUS OBYMs pa-
Hee NPeJ/ICTaBICHHBIMU CIIOCO0aMH IPUBEJICHBI HA PHC. 5.

600

400

. M’././.
0 == -

10 20 40 80 100200400 8001600

—-—5(t)0,2 I(t) 0.2

Puc. 5. 3aBucumocTy U3MEHEHHUS KOJIMYECTBA Y3JI0B
ot Bpemenn pynkuuonuposanus PUC mpu 3 = 0,2

2. Cnocob «bemay. VicciienoBanus MOKa3alid, YTO CIOCO0
«bera» xapakTepuzyercsi HAIMYUEM TpeX THIIOB OOBEKTOB
ynpaBneHus: Brop>xenue 1-it kareropuu (I) u 2-# xaTeropuu
(S), 3-i1 kareropuu ¢ HammureM BropxeHui (R). O6o6mieHHas
CTPYKTypa KOMITBIOTEPHOH CHCTEMBI Ha OCHOBE JaHHOTO CIIO-
co0a MOXKeT OBITh IPEACTABIICHA C IOMOIIBIO BHIPAXKECHHS:

N=S@®)+1(1)+R(), 2

rae R(f) — Komu4ecTBO OOBEKTOB C JEHCTBHEM KOPPENSIUOH-
Horo aHanmu3a. C yd4eToM TOIOJOTHYECKUX OCOOEHHOCTEH
KOMITBIOTEPHO# ceTH ((DYHKIMU CBSI3HOCTH f(C;)).

I'padukn 3aBHCMMOCTH M3MEHEHHUS! KOJIMYECTBA 3apaKeH-
HBIX Y3JIOB OT BpPEMEHHU (YHKIIMOHHUPOBAHUS KOMIIBIOTEPHOI
CHUCTEMBI B YCIOBUAX PACIPOCTPAHEHUsI BTOPIKEHUS MIPEICTaB-
JIeHBl Ha puc. 6. Tononornueckue IOMyNIeHHs YCIOBUH MOJe-
JIMPOBAHHMS aHAIIOTHYHEI pHC. 5.

800
600
400
200
0 == =
0 5 10 20 40 80 1002004008001600
—8—5(t) 0,25 I(t) 0.25

Puc. 6. 3aBucumMocTy U3MEHEHHUS KOJIMYECTBA Y3JI0B
ot Bpemenu Qynkiuonuposanus PUC mpu = 0,25, k= 0,02

3. Cnocob «l'ammay. Criocod xapaKkTepU3yeTCsi HATUIHEM
YETBIPEX THIIOB OOBEKTOB IO JIBYX3TAlIHOMY COOpY JaHHBIX B
peuIokeHHON MeToauku: 1-# xareropuu (I) u 2-it kaTeropuu
(S), 3-# xateropuu ¢ HanuureM BropkeHui (R) u HaiineHHbIE
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OOBEKTBI, 2 MMECHHO HEyIauyHble NCHUCTBHUS PaCIpeACICHHON
cucreMbl oOHapyxeHusi Bropskennii (PCOB) 4-if xareropuu
Ipu HeoOHapyXeHHOH yrpose (D). IToT crnocol, onuckBao-
Wil TOBEJCHHE CHCTEMbl B YCIOBHAX BO3JICHCTBHUS 3I10-
ymebinieHHoro [10, conepxut nBa dtama: 1) mpuMeHEHHUe pe-
Bepca; 2) nobapneHue (akTopa JEYSHHs NP MOBTOPHOM pe-
Bepce. O6o6mennas crpykrypa PUC Ha ocHOBe cmocoba
«["ammay MOXKeT OBITh MPEACTABIEHA C IOMOLIBIO BHIPAYKESHHS:

N=S@t)+1(t)+R()+D(1), (3)

rae D(f) — xomm4ecTBO OOBEKTOB, B KOTOPBIX OOHAPY>KEHO
BTOpXKCHHE, 3amymeHHoe ¢ momomnsio PCOB.

Amnanus rpa¢ukoB puc. 7 u 8 1mokasai, 94To B COOTBETCTBUH
co crocobom «I'aMma» TPOUCXOOUT 3aMEIIEHHE Ipolecca
oOHapy>keHHsI BTOp>KeHUH B 1,65 pa3 M yMeHbIIEHHE MaKCH-
MaJIbHOTO KOJIMYECTBA OOHAPY)KEHHBIX JECTPYKTUBHBIX ICH-
ctBuit B 1,1 pa3. 3T0 MPUBOAUT K 3aMEJICHUIO MPOIIeCcCa BbI-
aBJIeHUs BTop>keHuit 1o 1,01 pas.

1000

500

0 D — _H-—-——.-‘.’.——.

0 5 10 20 40 80 1002004008001600

——S(t) 0,25 (1-o# KaT.) I(t) 0,25 1-o¥ Kar.

Puc. 7. 3aBucuMoCTH N3MEHEHUS KOJIMYECTBA y3JI0B
ot BpeMenn (ynkiponuposanns PUC (mepserit sTan
cbopa nanubx) npu = 0,25, k= 0,02

IIpoBenenHbIit aHanu3 cnocoba «I"ammay mokasan [3], 4To
pa3dueHne MOAENH PacHpOCTPAHEHUs] KOMIBIOTEPHBIX YIpo3
Ha J[Ba dTama 1o METOAMKE cOOpa JaHHBIX JaeT BO3MOXKHOCTh
HE3aBHCUMOT0 aHaJIM3a Ipoliecca 0OHAPYKEHUS] BTOPIKEHHH.

1000

——S(t) 0,2 (2-oM1 KarT.) I(t) 0,2 (2-o# KaT.)

Puc. 8. Fpa(bnkn 3aBUCUMOCTH U3MCHECHUSA KOJIMYECTBA Y3JI0B OT

Bpemenu ¢yukiponuposanusi PUC (Bropoii sTan cbopa AaHHBIX),
opu B = 0,25, k= 0,02

Ha puc. 9 nana ornenka BeposSTHOCTH OOHApy>KeHHUS! BTOP-
KCHHH B XOJI¢ Pa3MYHBIX aTak Ha 3amumeHHyo PUC, mpu
9TOM JUIsl HATJILAHOCTH TIPHBE/CHBI CPAaBHUTENIBHbBIC JTaHHEIC
IO Pa3IMYHBIM KaTEropusiM OOHAPYKCHUST BTOPIKEHU [2].

B o6miem pesynbrate ananusa rpaduka Ha puc. 9 momyda-
eTCs, YTO IO COBEPIICHHBIM OINEPALMsIM pPaclpOCTpaHCHUE
omn6ok B npeanaraemoii PCOB 3HaunTeIbHO BO3pacTaeT Mmpu
00paboTke no kareropusiMm b u B, onHako uX ypoBeHb He Tak
KPUTHUYCH. EZ[I/IHCTBeHHI:-IM O6’I)HCHCHI/ICM OTUM pacyeTaM sB-

JISIETCS TO, YTO NPH BO3pPACTaHWU KOJIMYECTBA OMIMOOK orepa-
st 0 OOHAPY)KEHHIO BTOPXKEHUH noseiiaeT pucku st PUC.
B n11000M M3 NpOBENECHHBIX TECTOB BEPOSTHOCTH IO YCIIEXY
Pa3IMYHOTO poJa aTak NPaKTUIECKH HUKOTAA HEe TOXOAWIN 10
100 %, B TO BpeMs KaK BEpOSATHOCTH IO HEOOHApYKEHHIO
MHOTHX JeHCTBHIA HapymuTess ObuH Beeraa Boimie 50 %.

B Hacrosimee BpeMsi OCHOBHBIE AAHHbBIC Ul CTaTUCTHUKH
KOMIBIOTepHBIX atak (6oxee 4 000 000 B 2012 roxy mo cratu-
CTHKE, COOpAaHHOW aHTHBHUPYCHBIMHU CPEICTBAMH J1a00PATOPUH
Kacnepckoro) natoT 6a3bl JaHHBIX KOMIBIOTEPHBIX aTak, pas-
MEUICHHbIE B CETU MHTEpHET M NOIJECPKUBAEMBIE KPYIIHBIMU
OpraHM3aLUsIMU-pa3pab0TINKaMI CHCTEM OOHapyKEeHHs KOM-
MIBIOTEPHBIX aTaK, OOIIEro MPOrpaMMHOTO OOecCTIeYeHHs U HC-
cJeI0BaTeNbCKUMU LIeHTpami [ 1, 2].

—&— KaTeropua A —fll= Kateropua b
KaTteronmsa B === KaTeropusa I’
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Puc. 9. Ouenka BeposiTHOCTH 0OHapyskeHUs BTopxkeHuii PCOB
B XOJI€ Pa3IMYHBIX aTaK (CHHETOo LBETa — JJIS KATETOpUH A,
KpacHoro — Juist kareropuu b, ceporo — nis xkareropuu B,
JKENTOro — JUIs KaTeropuu )

ITox mpoTuBoeHcTBUEM KOMITbIOTEpHBIM atakam Ha PUC
MOHKUMAIOTCSI B3aMMOCBSI3aHHBIE IIPOLECCHI IPEAYNPEKICHUS O
(haxTax yrpo3 mOArOTOBKHU K peali3aliuy KOMIBIOTEPHBIX aTak
[11], oOHapyxeHHs TPH3HAKOB aTak, aHalIHW3a I1APAMETPOB
aTaK W aKTUBHOTO NMPOTHBOJECHWCTBHS MCTOYHMKAM aTakw [12],
a Takke KomiuiekcHas 3ammTta PUC oT momoOHBIX BO3IeH-
CTBHH.

3AKJIIOYEHUE

TexXHOIOTMM MAIIMHHOTO OOYYeHHS MOTYT OBITH HCIOJIb-
30BaHBl A CO3JAaHMA IMHAMUYECKUX MOZENEH MOBEACHHS
oJIb30BaTeNel, Hanboee MOJHO PACKPHIBAIONINX crieu(uKy
00513aHHOCTEH COTPYIHUKOB M IO3BOJISIONIMX JHHAMHYCCKH
pacnpenessiTh ux Harpy3ky. C moMoIbto JaHHBIX TEXHOJIOTUH,
B 3aBHCHMOCTH OT BPEMEHHBIX PaMOK, MOXKHO yBEIMYHBATH
WIN yYMEHBIIATh 3arpy3Ky pPecypcoB 00JadyHO MH(pacTpykK-
TYpPBI TIPEIIPHUSTHS, a TAKKe BapbUPOBaTh WH(POPMaIMOHHEIE
pecypesl ISl BHITIONHEHUsT OJDKHOCTHBIX OOSI3aHHOCTEH CO-
TPYJHUKOB B 3aBUCHMOCTH OT CIICHU(DUKH MX ACATEIHHOCTH.
MarmHaHOe 00y4eHHe SBIASTCS HEOOXOJUMBIM HHCTPYMEHTOM
Juisi obecrieueHns HH(GpOPMALMOHHOI 0€30MacHOCTH MPEeIpH-
ATHS, OCHOBBIBAIOIIMMCS Ha PACCMOTPEHHBIX B JAHHOH CTaThe
crocobax paboTsl ¢ HHOpPMAITHEH.
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of the Enterprise on the Basis of Monitoring
of Information Resources with use
of Machine Learning
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Abstract. This article discusses the method of using machine
learning to ensure information security of an enterprise. To ana-
lyze the information without the risk of conducting analysis in
real time. Machine learning is used to more accurately determine
the deviant behavior of the user and the objects in the infor-
mation system. The described methods make it possible to create
a reliable distributed intrusion detection system.

Keywords: machine learning, Python, information security,
auditing, monitoring, intrusion detection.
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