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Abstract. A multi-criteria choice of software based on ray dia-
grams is considered. This solves the problem of peer review and
selection of antiviral drugs based on a balanced assessment of in-
dicators of antivirals office applications, such as: performance, er-
gonomics and the pattern of completeness, self-defense, monitor-
ing and others. Compared following antiviral drugs: Panda Cloud
Antivirus, Kaspersky Internet Security, Norton Internet Security
and Avira Free Antivirus. The representation of complex quality in-
dicators in the form of polygons areas is considered. This signifi-
cantly increases the visibility of a multidimensional comparison of
antiviral tools.
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INTRODUCTION

The widespread application and continuous improvement
of information technology, the availability of a large number
of software products (software) on the market, and the lack of
decision-makers, technical knowledge and experience to select
the PP make it necessary to develop methods and means for
selecting the appropriate software from a variety of analogs.
This requires finding a compromise between technical features,
functionality, and financial issues can be formulated as a multi-
criteria decision-making problem.

In the article the model of multi-criteria selection of the best
software on the example of the anti-virus tools on the user’s pref-
erences. Among the existing methods of selecting the most in-
teresting are the methods of decision-making (pairwise compari-
sons Saaty, production systems with clear rules, fuzzy inference
algorithms, etc.) [1-5].

METHODS OF SOFTWARE EVALUATION

There are the following methods for software evaluation:
measurement, registration, organoleptic, settlement, expertise,
sociological methods.

The measurement method is based on obtaining information
using tools.

Registration method is based on obtaining information dur-
ing testing and operation of the software is recorded or counted
when certain events (time and number of crashes or failures, the
transmission control other modules, start time, end time).

Sensory method is based on the use of information obtained
from the analysis of the perception of the senses (sight, hearing)
to define indicators for ease of application.

Calculation method is based on the theoretical and empiri-
cal relationships (in the early stages of development), statistical
data accumulated during testing, operation and maintenance of
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the software. Using the calculation method determined by the
duration of the calculation, the response time, reliability, the
necessary resources.

Expert method is based on determining the values of qual-
ity indicators according to experts, competent in solving this
problem, on the basis of their experience and intuition. Expert
method is used in cases where the problem can not be solved
by any other existing method or other methods are more labo-
rious.

Sociological methods are based on processing of special
questionnaires — questionnaires.

When conducting tests to assess the software quality assur-
ance is carried out dynamic tests on the basis of the strategy of
“black box °” are the following types of tests: Stochastic testing —
on a random set of test data Deterministic testing — the program
on a computer using a specially selected test cases (functional,
input-output). Controlled by each combination of input data and
corresponding results, as well as every statement in the specifica-
tion of the test program.

Testing in real time — the processing of input data with the
time of their arrival, duration and priority processing, the use of
resources and the dynamics of interaction with other programs.

THE APPROACHES TO THE CHOICE OF SOFTWARE

Software selection problems (PO) were considered in a
relatively small number of works. In particular, see textbook
[6] written by Ryzhikov Yu, offered a visual approach to the
comparative evaluation of mathematical packages (MathLab,
Scientific WorkPlace, Maple and Mathcad) for a number of in-
dicators presented in the form of ray diagrams. This approach
was developed in [7]. The report [8] on the basis of the said ap-
proach proposed method for selecting software version control
systems.

The thesis Akhaev AV [9] with respect to the modules of
a software system 1C accounting studies the issues of choice
of software products based on ontology, fuzzy measures and
Choquet integral. Noted approach provides a more accurate as-
sessment of integrated software products being compared, but
rather is characterized by labor-intensive computing.

In [10] carried out a choice of the software package for simu-
lation using fuzzy analytic hierarchy process. In [11] hierarchy
analysis method is proposed to use to select one of the two ERP
(Enterprise Resource Planning) systems. The article [12] on
the basis of the methodology of the analysis of the operational
environment is solving the problem selection software routing
system. In this case, a description of software features in the
rank scale.
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In [13] proposed a generalization of the analytic hierarchy
process for deciding when inaccurate comparisons using the
Dempster-Shafer theory [14], which allows to process incom-
plete and inaccurate preferences. The article [15] proposes an ap-
proach to the choice of software using fuzzy inference algorithm
Takagi-Sugeno the example of project management systems.

TECHNOLOGY RAY DIAGRAMS

In many practical cases, the problem boils down to the choice
of multi-criteria evaluation of individual quality indicators —
without proper methodological basis and ensure system integrity.
At best, the customer (the decision-maker — DMP) presented
quality indicators tables for comparable options hard to take and
do not give explicit preference for.

For partial aggregation rating algorithms are used additive,
multiplicative or harmonic convolution maximizing the mini-
mum and maximum efficiency, and others [1, 5]. The choice
of aggregation method is difficult and decision-makers argued
perceived badly. Therefore, a crucial role is played by visualiza-
tion problems quantitative estimates of system properties and, in
particular, aggregation of these assessments — for a final decision
on choosing one of the options being compared.

One of the tools of decision-making in this paradigm is to
build a radial diagrams. Radiation diagram is a set (number of
properties compared objects) rays, on each of which one of the
labels are deposited normalized indicators. Tags of different
objects are connected by lines of different colors (structure).
Educated polygons allow them with the utmost clarity to per-
form multidimensional mapping objects for various purposes. In
particular, in [7] performed multi-criteria assessment of various
build options (configure) sonar system “Vector” on the 12 param-
eters on the basis of ray diagrams technology [6].

In general, among the reference variants are not superior to
others in all respects. Then unconsciously chosen option, limit-
ing the large area.

The area of each figure is calculated as the sum of the areas
of its constituent triangles:

M
S=1Y ggusiny;. (1)

i=

—

Here, the M — number of indicators, {g,} —“Radial” sides of
the triangles, i.e. partial indicators appropriate option
(gy+1 =81)»and {y,} — central angles. With a symmetrical ar-
rangement of beams all angles are equal, that allows you to com-
pare the options by the values can be easily calculated expres-
sion

S =Y g8

Now let’s discuss the technology with radiation diagram
based on the use of formula (1).

First of all, note the specifics of the account “negative charac-
teristics”, the usefulness of which decreases with increasing in-
dex. Negative are always expensive components (negative sign
of the utility) — cost, operating cost, weight, power consumption
and response time, error, gyro care, the delay of work, etc. This
approach is clearly excludes “areal” interpretation and thereby
undermines the ideological basis of the proposed technology. To
“negative” properties you can change the normalization princi-
ple: for each of them the minimum value is divided by the value

achieved in the corresponding version. There are other options
for the normalization [16].

Additional option to account for the importance of perfor-
mance can be realized by introducing a correction factor (index
of importance of quality indicators).

Further, values of sums of (1) and S* depend on the trans-
fer rates of the order (more precisely, by selecting pairs). This
makes it possible, for each task in addition to consider the useful-
ness of pairwise combinations of indicators.

The effect of accounting pair combinations can be enhanced
by changing the central angles — their sum 2x distribution in
proportion to the amount of utility steam. Of course, in this
case, a decision must be based on a complete version of the
formula (1). It should be understood that minor angle change
appreciably affect only sectors central squares with sharp
corners.

Charting and calculation of the mentioned areas are relatively
easy to automate. It is implemented in the developed one of the
authors of the article [3] (Lokhvitskii VA) software Ray diagram.
Perform the solution to the problem of multi-criteria selection of
antiviral agents with the use of this software tool.

COMPARING ANTI-VIRUS SOFTWARE

The choice of software tools for information security [17-20]
issues studied quite poorly. For example, we note [21], which
provides an analysis is made of software tools for the analysis
and evaluation of information security risk, which is held at a
level (yes/no).

Antivirus software (antivirus) — a specialized program for the
detection of computer viruses and unwanted programs in general
and recovery of infected files such programs, as well as for the
prevention of infecting files or operating system with malicious
code.

Panda Cloud Antivirus — antivirus software with firewall
features developed by Panda Security. The product was intro-
duced in spring 2009 as a security solution with the new security
model, using cloud computing. The program provides protection
against viruses, Trojans, spyware, worms, adware and dialers.
In November 2011 servers “Collective Intelligence” (eng. Col-
lective Intelligence) Panda Cloud Antivirus analyzed more than
200 million files.

Kaspersky Internet Security — line of software products de-
veloped by “Kaspersky Lab” on the basis of “Kaspersky Anti-
Virus” for a comprehensive real-time protection for home PCs
from known and new threats.

Norton Internet Security — security suite developed by Sy-
mantec. It includes antivirus, firewall, email scanner, spam fil-
ter, anti-phishing protection. Share Norton Internet Security ac-
counted for 61 % of the market of similar software in the United
States in 2007.

Avira Free Antivirus — antivirus, free for personal use. The
product includes a resident monitor (which checks the processes
when you try to access the files), the scanner and the program au-
tomatic or manual updates. Beginning with the ninth version has
a function of detecting adware, spyware and other malware.

GENERALIZED INDICATORS TABLE ANTIVIRUS

In the table 1 summarizes the indicators of anti-virus and the
average marks from experts.
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Table 1
Summarizes the indicators of anti-virus
Panda | Kaspersky | Norton .
Indicator Cloud Internet Internet IZVS?VET:
Antivirus | Security | Security

Treatment of 7,5 8,7 6.2 7.4
active infection

Speed (scanning) 1,4 5,4 7,3 3,5
Ergonomics 34 6,8 5,5 7,2
Real-Flme protection 46 8.5 7.9 8.7
(monitoring)

Impact on work with 6.9 47 53 7.1
office software

Self-defense 6,2 9,5 9,8 6,7
Virus database 3,5 7,9 5,7 8,3
False positives 48 5,0 6,1 43

Perform the normalization of particular indicators as previ-
ously described. The weight of the indicators will take equal
to 1. Then, we calculate complex indicators of quality for each
antivirus on the basis of (1) and determine ratings according to
the results of calculations (table 2). As seen from table 2 the most
best rating 1 has Kaspersky Internet Security.

Ray diagram built on the basis of the obtained results is
shown in Fig. 1. Legends: green dotted bar — Kaspersky Internet

Table 2

Normalized to 1 indicators and rating assessment complex

indices of antiviruses

Panda Kaspersky | Norton Avira Free
Indicator Cloud Internet Internet Antivirus
Antivirus | Security Security

Treatment of 0,86 1,0 0,71 0,85
active infection
Speed (scanning) 0,19 0,74 1,0 0,48
Ergonomics 0,47 0,94 0,76 1,0
Real-'tlm'e protection 0,53 0,98 091 1,0
(monitoring)
Impact on work with 0.68 1.0 0.89 0.66
office software
Self-defense 0,63 0,97 1,0 0,68
Virus database 0,42 0,95 0,69 1,0
False positives 0,9 0,86 0,7 1,0
S 0,9593 2,4426 1,9570 1,9573
Rating 4 1 3 2

Security; red line — Panda Cloud Antivirus; blue hatch line — Nor-

ton Internet Security; purple spot line — Avira Free Antivirus.
Perform the calculation from the weights of partial indices

W={1,5; 3,5; 2,5; 3,0; 1,0; 1,0; 2,5; 2,0}. In this case, you must

Fig. 1. Ray diagram of antivirus estimation without accounting weights of partial indicators
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multiply the i-th normalized index for the corresponding ratio,
calculated by the formula: 7,=w; /max(W),i =1,8.

Then we calculate composite indicators for each antivirus on
the basis of (1) and determine ratings according to the results of
calculations (table 3).

Table 3
Normalized indices based on weighting and rating-ratings
complex indices of antiviruses

Panda Kaspersky | Norton Avira Free
Indicator Cloud Internet Internet ..
. . . Antivirus
Antivirus | Security Security
Treatment of 037 0,43 031 0,36
active infection
Speed (scanning) 0,19 0,74 1,0 0,47
Ergonomics 0,34 0,67 0,55 0,71
Rea]-pmg protection 0.45 0.84 0.78 0.86
(monitoring)
Impact on work with 0.19 0.29 0.25 0.19
office software
Self-defense 0,18 0,28 0,29 0,2
Virus database 0,3 0,68 0,49 0,71
False positives 0,51 0,49 0,4 0,57
S 0,65 2,08 1,76 1,8
Rating 4 1 3 2

Ray diagram built on the basis of the obtained results from
the weights of partial indices showed in Fig. 2. Legends: green
dotted bar — Kaspersky Internet Security; red line — Panda Cloud

Antivirus; blue hatch line — Norton Internet Security; purple spot
line — Avira Free Antivirus.

As you can see from the result data of table 3 (lower 2 lines),
compared with the previous version (table 2) have changed
the values of S, with the General conclusion about the ranking
of compare antivirus tools remained unchanged. In the General
case this may not be so.

Based on these results, we can conclude that if the advan-
tage of Kaspersky Internet Security to Panda Cloud Antivirus is
clearly traced (the value of the complex index of S first about
2,5-3 times greater than the second), the choice between Nor-
ton Internet Security and Avira Free Antivirus does not so obvious.

Here some private indicators are compensated by others, and
keeping the weight coefficients further complicates a final deci-
sion on choosing one of the options being compared.

CONCLUSION

Representation of complex quality indicators in the form of
polygons areas significantly increases the visibility of a multi-
dimensional mapping compared antiviral tools (generally soft-
ware), especially taking into account the weight coefficients. In
this case, approximately equal areas can be selected with the
figure of a “correct” form, for which the values of the partial in-
dicators are better balanced.

Multi-criteria selection of software classes of antiviral agents
on the user’s preferences on the basis of the radial diagrams, in
our opinion:

1) compared with the method of analysis of hierarchies Saaty
and generalization based on Dempster-Shafer theory [13, 14] can
reduce the complexity of the calculations;

Fig. 2. Ray diagram of antivirus estimation with accounting weight of the partial indicators
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2) compared with the fuzzy inference algorithm using Takagi-
Sugeno proposed in [15], provides greater visibility and reduced
the complexity of the calculations;

3) compared with the approach proposed in [9] on the ba-
sis of ontology, fuzzy measures and Choquet Integral, achieved
greater visibility resulting output.
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MHOroKkpurTepuaJbHbI BLIOOP
AHTUBUPYCHBIX CPEACTB ¢ MOMOIIbIO
JIyYeBBbIX JMarpaMmm

I'opwikos A. B.
[eTepOyprekuii ToCy1apCTBEHHBIN
YHUBEPCHUTET MyTeH COOOLICHUS
Nmneparopa Anekcannpa |
Cankr-IlerepOypr, Poccus
agorshkov23@yandex.ru

Annomayus. PacemaTpuBaeTcsi MHOTOKPHTePHAILHBII BIOOP
NMPOrpaMMHBIX MPOIYKTOB HAa OCHOBeE JIy4eBbIX Auarpamm. Ilpu
ITOM pelIaeTcs 3a1a4a IKCIEPTHOIT OIeHKH U BLIOOPAa aHTHBUPYC-
HBIX CPEICTB HA OCHOBE B3BCLICHHOI OLCHKU TAKHX IOKa3aTeseil
AHTHBUPYCHBIX CPeJCTB 0QUCHBIX NPUIOKeHHI, KaKk ObIcTpo/eii-
CTBHE, I)PTOHOMHUYHOCTD, MIOJTHOTA BHPYCHOI 0a3bl, caM03alUTAa,
MOHHTOPHHT H Ip. BeIno/HeHo cpaBHeHNe C/IeTYIOIMMX AHTHBHPYC-
HbIX cpeacTB: Panda Cloud Antivirus, Kaspersky Internet Security,
Norton Internet Security u Avira Free Antivirus. Paccmorpeno
npeAcTaB/IeHHe KOMIIJIEKCHBIX MOKa3aTelieii KayecTBa B BHe MHO-
TOYTOJbHUKOB 00/1aCTeil, YTO 3aMeTHO YBEeTHYMBAET HALNISITHOCTH
MHOT0ACMEeKTHOI0 COMOCTABIEHHSI CPABHHBAEMbIX AHTHBHPYCHBIX
CpefCcTB.

Kniouesvle cnosa: MHOTOKPUTEPUAIBHBIN BHIOOP MPOrPaMMHBIX
CPe/ICTB, AHTHBHPYCHbIE CPEICTBA, JIyYeBble AMATPAMMBI, IIPHHSI-
THE pelleHu .
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