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Abstract. The article analyzes the stability of the method of
combined marking of digital audio signals. The following are the
main characteristics of labelling quality and stability: auditory
transparency (inaudible) marker, lossy compression resistance
and resistance to stegoanalysis, airway transmission immunity.
The article contains quantitative estimates of indicators for the
specified characteristics which received analytically from simula-
tions and field experiments. To assess auditory transparency
(inaudible) of acoustic artifacts that appear as a result of the use
of the marker analytical method is used, which is based on the
signal-marker ratio metric. Lossy compression stability is applied
to MP3 transformations under different compression modes.
Resistance to stegoanalysis is evaluated using a universal method,
which uses the ratio of number of units to zeros in the least signif-
icant digitized audio signal reference grades. Evaluation of audio
immunity over the air audio channel by correct/incorrect rate of
marker rectoration based on the results of field experiments
which were implemented in laboratory settings.

Keywords: steganography, digital audio signal, combined la-
beling, quality and sustainability evaluation, air audio channel,
immunity transmission.

INTRODUCTION

One of the main problems with steganographic protection
of audio information and copyright is the problem of quality
assurance and sustainability of digital labeling to various tran-
sition, to stegoanalysis, to the action of noise and liability in
audio channel. This is particularly important when the re-
quired sustainability in the marking of digital audio signals
which are embedded in audiostego systems with multiple (spa-
tial) inputs and multiple (spatial) outputs is ensured. Such au-
dio stegosystem have several acoustic dynamics (transmitters)
and several microphones (receivers) and allows to implement
a label in digital audio signal settings to spatial, frequency and
time areas, it means that is to do a combination labeling. The
spatial multichannel of such audio stegosystem also makes it
possible to use methods MIMO-technologies to achieve the
required immunity.

Quality analysis of labeling digital audio signals is primari-
ly related to evaluation of auditory transparency (inaudible) or
audibility of acoustic artifacts resulting from the implementa-
tion of the label that defines thresholds for the insertion force
of a label.

Audibility (non-audibility) evaluation methods of acoustic
artifacts are divided into analytical methods which use differ-
ent metrics or indicators [1-3], automatic methods [4-8],
based on the use of various psychoacoustic models of human
hearing organs, manual methods of hearing evaluation of
markers [9], most of which are test adaptations that used to
assess the quality of audio information.

Evaluation of the sustainability of digital audio signal la-
beling involves the use of methods to assess sustainability to
digital transformation, to stegoanalysis, acoustic noise/liability
resistance (immunity) in the channel, for example, in the air
acoustic channel, sustainability to other impacts.

Assessing the resistance of labeling methods to transfor-
mations is reduced to assessing the resistance to various types
of attacks on labelled audio information and audio signals.
The article [10] focusses on the sustainability of digital data
labelling. Attacks on digital data labelling systems can be di-
vided into the following: active attacks, passive attacks, intro-
duction attacks, collusion attacks, simple attacks, ambiguity
attacks, removal attacks, synchronization attacks and other
attacks. Simple attacks are the most commonly used type of
attacks. The article [11] describes Stirmark software that al-
lows you to perform simple attacks. Simple attacks on digital
audio signal, for example, include a lossy compression attack.

An overview of digital audio stegoanalysis methods is pre-
sented in article [12]. Methods of stegoanalysis of digital au-
dio signals can be divided into two classes. A class of methods
aimed at stegoanalysis of audio signals presented in uncom-
pressed format (for example, FLAC or WAYV), and a class of
methods aimed at stegoanalysis of audio signals presented in
compressed format (for example, MP3 or AAC). In turn, the
first class of methods can be divided into two subclasses. The
first subclass includes methods focused on predefined imple-
mentation algorithms — these are the so-called «targeted»
methods of stegoanalysis. The second subclass includes meth-
ods in which it is either not expected to have knowledge about
the implementation algorithm in advance, or a certain set of
possible or assumed implementation algorithms are known —
these are the so-called «universal» methods of stegoanalysis.
The class of universal methods can also be divided into two
subclasses. The first subclass is methods in which the decision
on the presence of a marker is made only on the basis of the
properties of the stegoanalysed audio signal. The second sub-
class is methods in which the solution is made on the basis of
comparing the properties of a stegoanalysed audio signal with
the properties of some other audio signal (usually obtained
from a stegoanalysed signal), regarding which it is precisely
known whether it is a stegoaudio signal or just an audio signal.
Among the universal methods of stegoanalysis, the most
common method based on extraction and analysis of the least
significant bit, or LSB stegoanalysis [13].

Evaluation of the noise immunity of marked audio signals
when transmitted over an air channel can be obtained based on
the results of full-scale experiments and simulation results.
Full-scale experiments on the transmission of a marked audio
signal can be broadcasting of marked audio signals using
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acoustic speakers while recording of the broadcast audio sig-
nal with an acoustic microphone to subsequently check
whether the marker has been preserved in the recorded audio
signal recorded by the microphone or not. Simulation model-
ling is based on the use of some model of air audio channel,
which simulates the impact on the marked audio signal with
subsequent assessment of the safety of the marker in the digi-
tal audio signal received at the output of the channel.

This article analyses and evaluates the main indicators of
quality and stability of the method of combined digital marking
of audio signals proposed and developed in articles [14-16] for
audio stegosystems with multiple input and multiple output.
The quality of the method is characterized by hearing trans-
parency (inaudible). To assess the auditory transparency (in-
audibleness) of acoustic artefacts that appear as a result of the
introduction of a marker, the article uses an analytical method
based on the signal-to-marker relationship metric.

Resistance to lossy compression attack is carried out in re-
lation to MP3 transformations by simulation. Stegoanalysis
resistance is assessed using the universal least significant bit
method (LSB method), which uses the ratio of the number of
units to zeros in the least significant bits of the marked digital
audio signal. The assessment of noise immunity of the trans-
mission of marked audio signals through an air audio channel
is carried out on the basis of the results of full-scale experi-
ments performed in the laboratory.

A software and hardware model were developed for simu-
lation modelling of digital transformations (attacks).
MATLAB was used as a software development environment
for the model.

100 musical compositions included in the collection «100
Greatest 00s: The Best Songs from the Decade» were used as
the original digital audio signals for labelling. Each of the
original digital audio signals had the following parameters: bit
depth — 16 bits/countdown, sampling rate — 44 100 count-
down/sec, two audio tracks in each digital audio signal (stereo
signals). Thus, the digital speed of all audio signals used was
the same and equal: 16 X 44 100 x 2 = 1 411 200 bit/s.

ANALYSIS AND RESULTS OF AUDITORY
TRANSPARENCY ASSESSMENT
The auditory transparency assessment of the marker was
carried out using the analytical method of checking the audi-
bility of artefacts from the introduction of the marker. The
verification method was based on the value of the signal-to-
marker ratio

ZnXq
SWR=101g5—F——,
an(xn - yn)z
where x, and y, — are the references of the original and la-

belled digital audio signals, respectively. The evaluated label-
ling method refers to a type of methods that mask the marker
in the frequency region of the Fourier spectrum. For such
methods, a value of 20 dB is usually used as a threshold for
the signal-to-marker ratio. Thus, if for the analyzed marked
digital audio signal, the value of this ratio is not less than this
threshold, it is highly likely that the human ear will not hear
acoustic artefacts resulting from the introduction of the marker.
As sequences ; = (ag 0y - ay,) and B; = (B Bz BNB),
used in the process of converting information according to the

marking methods described in the works [14—16], Kasami and
Gold sequences were used, respectively.
Sequences y; = (Y1 Yz yNy), taking into account the

similarity of the amplitude spectra of adjacent blocks, length
Npiock > readings of a separate audio track of the marked audio
signal, were designed in accordance with the rule

Yi = ¢; ® RZcode,

where @ — is Kronecker's product, ¢; — is Kasami sequenc-
es of length 15, and RZcode = (1 —1).

Hearing transparency was assessed with different sets of
parameters {Na, Ng, Ny, Nblock}s but with a fixed embedding
force of 0.1.

® At Ny =1023,Ng = 31, N, = 30, Npjocr = 64 and the
force of embedding 0.1 of the marker element, the average
value of the signal-to-marker ratio calculated for all 100 ana-
lysed musical compositions was 24.80661 dB, with the disper-
sion of this ratio equal to 2.382539 dB.

e At Ny =1023,Ng = 63,N, = 30, Npjp, = 128 and
embedding force 0.1, the average value of the signal-to-
marker ratio calculated from all 100 analysed musical compo-
sitions was 23.00086 dB, with the dispersion of this ratio
equal to 1.074242 dB.

® At Ny =1023,Ng = 127,N, = 30, Npjocx = 256 and
embedding force 0.1, the average value of the signal-to-
marker ratio calculated for all 100 analysed musical composi-
tions was 21.70835 dB, with the dispersion of this ratio equal
to 0.439844 dB.

e At Ny = 1023,Ng = 511, N, = 30, Np;pc = 1024 and
embedding force 0.1, the average value of the signal-to-
marker ratio calculated for all 100 musical compositions ana-
lysed was 20.68482 dB, with the dispersion of this ratio equal
to 0.0446 dB.

Based on these results, it can be concluded that at fixed
values Ny and N, the increase in Ng and Np;,¢p leads to a de-
crease in the average value and variance of the signal-to-
marker ratio. Thus, the analysed marking method provides
auditory transparency to the marker when assessing audibility
using an analytical method based on the value of the signal-to-
marker ratio, when a value of 20 dB is used as a threshold.

LOSS RESILIENCE ASSESSMENT ANALYSES AND RESULTS

The evaluation of the resistance of the analyzed labelling
method to a lossy compression attack using MP3 conversion
was performed for different MP3 conversion modes and dif-
ferent bit compression speeds. Resistance to MP3 conversion
in stereo, mono and joint stereo modes was checked. Combi-
nations of modes and compression speeds were selected so
that the original sampling rate of the compressed digital audio
signal was maintained.

The MP3 attack procedure consisted of the following se-
quence of actions. Initially, the original digital audio signal
stored in WAVE format was labelled using the developed la-
belling method. Further, the marked digital audio signal was
subjected to an MP3 attack by compression in a certain mode
and at a certain bit rate of compression. After that, the MP3
file was decompressed into a WAV file. Finally, it was
checked whether the digital audio signal received at the MP3
decoder output retained the embedded token or not. SOUND
FORGE Pro 14.0 Suite was used to perform an MP3 attack.
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MP3 compression parameters in stereo mode were as fol-
lows: compression quality — Fastest encode; bit rate —
96 kbit/s; sampling rate — 44 100 Hz. MP3 decompression
parameters: format — PCM (uncompressed); sampling rate —
44 100 Hz; number of bits to count — 16; number of audio
tracks — 2 (stereo). The used bit rate of 96 kbit/s is the mini-
mum allowed in this audio processing program at a sampling
rate of 44 100 Hz in stereo mode. After the MP3 compression
attack in stereo mode, all markers were detected without errors
and the information bits encoded in them were restored with-
out errors.

MP3 compression parameters in mono mode were as fol-
lows: compression quality — Fastest encode; bit rate —
48 kbit/s; sampling rate — 44 100 Hz. MP3 compression pa-
rameters: format — PCM (uncompressed); sampling rate —
44 100 Hz; number of bits to count — 16; number of audio
tracks — 1 (mono). The used bit speed of 48 kbit/s is the mini-
mum allowable audio processing program at a sampling rate of
44 100 Hz in mono mode. After an MP3 compression attack in
mono mode, all markers without errors were detected and the
information bits encoded in them were restored without errors.

MP3 compression parameters in joint stereo mode were as
follows: compression quality — Fastest encode; bit rate —
96 kbit/s; sampling rate — 44 100 Hz; Mid/side stereo and
Intensity stereo are used. MP3 decompression parameters:
format — PCM (uncompressed); sampling rate — 44 100 Hz;
number of bits to count — 16, number of audio tracks —
2 (stereo). The used bit speed of 48 kbit/s is the minimum al-
lowable audio processing program at a sampling rate of
44 100 Hz in mono mode. The used bit rate of 96 kbit/s is the
minimum allowed in this audio processing program at a sam-
pling rate of 44 100 Hz in joint stereo mode. The joint stereo
mode leads to the fact that after the reverse conversion to
WAVE Stereo format, each of the two audio tracks will in-
clude not only for the most part (since after compression with
loss some data is irretrievably lost) the original audio track,
but also partially another audio track, which means that two
markers can be found in each of the audio tracks. Usually, the
lower the bit rate, the more audio tracks «mix» together and
the more likely it is to detect a marker from the neighboring
audio track in the analyzed audio track. After an MP3 attack in
joint stereo mode at a bit speed of 96 kbit/s after analysing 200
audio tracks (100 stereo audio signals) in which each of the
two markers was searched (thus, 400 checks were performed:
two markers were searched in each of the 200 audio tracks
after decompression, due to the possible introduction of a
marker from the:

e 14 times out of 400 times a marker brought from the
neighboring audio track was not found (this indicator is affect-
ed by bit speed);

e 0 times out of 400 times the original marker was not
found on the corresponding audio track;

e 11 times out of 400 times there was an error in establish-
ing synchronization with the introduced token (i. e. the intro-
duced token was detected, but its beginning was not correctly
defined);

o 3 times out of 400 times there was an error in establish-
ing synchronization with the original token (i. e. the original
marker of the corresponding track was detected, but its begin-
ning was not correctly determined).

However, when the bit rate was increased to 320 kbit/s, no
synchronization errors were found with the original token —
all original tokens were detected and all information bits were
correctly restored. It should be noted that at a speed of 320
kbit/s, the mixing of audio tracks as a result of compression
was so small that markers introduced from neighboring audio
tracks were not found in audio tracks after decompression.

ANALYSIS AND RESULTS OF STEGOANALYSIS
RESISTANCE EVALUATION

Using the computer model of the audio stegosystem, the
stability of the analyzed marking method to the least signifi-
cant bit method (LSB method) was assessed. This method of
stegoanalysis is a universal method, as it does not require
knowledge of the marking method. The method of stegoanaly-
sis of marked digital audio signals using the least significant
bit method is based on the assumption that if the ratio of the
number of units to zeros in binary bits of the analyzed binary
plane of the digital signal reference values exceeds some
threshold, it is likely that there is a hidden message in this bit
plane. Usually, the threshold is 1.1. It is taken as a threshold.
All 100 original digital audio signals have been labelled. All
bit planes of reference of marked digital audio signals were
analyzed. The sustainability of the developed marking method
to stegoanalysis was assessed under different sets of parame-
ters {Na, Ng, Ny, wack}:

e At N, = 1023, Ng = 31, N, = 30, Npjocr = 64 and em-
bedding force 0.1, the average value of the ratio of units to
zeros in binary bits along all 16 bit planes (musical composi-
tions were stored in files with 16 bit depth of reference values)
of all 100 analyzed musical compositions was 0.993058, with
the dispersion of this ratio equal to 0.00080572.

e At Ny =1023,Ng = 63,N, = 30, Npjp, = 128 and
embedding force 0.1, the average value of the ratio of units to
zeros in binary bits along all 16-bit planes (musical composi-
tions were stored in files with 16-bit depth of reference values)
of all 100 analyzed musical compositions was 0.997205415,
with the dispersion of this ratio equal to 0.000459767.

Thus, the developed marking method is resistant to LSB steg-
oanalysis, providing average values of the number of units to zero
ratios for all bit planes are much closer to 1 than to threshold 1.1,
while the variance of the average value is less than 1073,

ANALYSIS AND RESULTS OF THE ASSESSMENT
OF NOISE IMMUNITY OF THE TRANSMISSION OF MARKED
AUDIO SIGNALS THROUGH THE AIR AUDIO CHANNEL

The evaluation of the stability of the developed method of
marking digital audio signals to the interference of the air audio
channel was carried out based on the results of full-scale exper-
iments using a software and hardware laboratory unit. The soft-
ware part of the laboratory installation was realized in the
MATLAB environment. The hardware of the laboratory unit
was as follows: the AKG Lyra 4-capsule microphone in Tight
Stereo mode was used as an acoustic microphone, and two pairs
of Edifier R1280DB speakers were used as acoustic speakers.

Four Kasami sequences of the same length N, = 1023 were
used as vectors a4, o,, 03 and a, and four vectors B4, B, B3
and B, as Gold sequences of the same length Ng = 63 were
used. When constructing vectors y;, Y3, Y3 and y, as vectors
@1, @,, @3 and @, four different Kasami sequences of the
same length 15 were used, and the vector (1 —1) was used
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as a RZcode word; as a result, N, = 30. The size of the refer-
ence block was equal to Nyjocr = Z(NB + 1) = 128. At such
values of marker parameters and sampling rate of F; =44 100 Hz,
the transmission of one marker takes

NothlockNy ~891s
—Fs = . .

The value for the amount (determining the size of the anal-
ysis window) was taken to 8 093.

Two types of indoor field experiments were carried out to
assess the resistance to noise and interference of the air audio
channel. The first type of experiment included transmitting
marked stereo audio signals using a pair of speakers and sterco
recording of broadcast audio signals using a microphone lo-
cated in line of sight at a distance of 3 meters. The second type
of experiment included the transmission of two marked stereo
audio signals with two pairs of speakers and stereo recording
of broadcast audio signals using a microphone, also located in
line of sight at a distance of 3 meters. The second type of ex-
periment simulated a possible situation in practice when there
is a significant extraneous acoustic noise during broadcasting.

During the first type of experiment, each of the 100 source
stereo audio signals was labelled. Two markers were intro-
duced into each of the two audio tracks of the original digital
audio signal. If the duration of the audio signal was not
enough to introduce two markers, the audio signal was artifi-
cially extended by cyclic repetition from the beginning. At the
same time, markers in one audio track were separated from
each other in time by a protective interval of 10 % of their
own duration. Transmission (broadcasting) through the air
audio channel of different marked stereo audio signals was
carried out separately. Thus, 400 markers were transmitted
through the air audio channel. Speaker amplifiers were set to 4
out of 50 divisions — this gain was minimal, at which the
broadcast audio signal was barely audible. The results of the
first type of experiment showed that the developed marking
method is resistant to the influences of an air audio channel
when using Edifier R1280DB speakers and an AKG Lyra mi-
crophone located at a distance of 3 meters in line of sight.
Thus, all 400 markers were found and the information bits in
them encoded were correctly restored.

For the second type of experiment, 50 digital stereo audio
signals were randomly selected from 100 original stereo audio
signals, which were labelled. Two markers were introduced
into each of the two audio tracks. If the duration of the audio
signal was not enough to introduce two markers, the audio
signal was artificially extended by cyclic repetition from the
beginning. At the same time, markers in one audio track were
separated from each other in time by a protective interval of
10 % of their own duration. After marking, 25 pairs were ran-
domly formed from 50 marked audio signals. Each stereo au-
dio signal from the pair was broadcast to the air audio channel
simultaneously with another stereo audio signal from the same
pair using four speakers. This broadcasting of quadro-audio
signals, consisting of four audio tracks, simulated the situation
of significant extraneous acoustic noise. Thus, 200 markers
were transmitted through the air audio channel. Speaker am-
plifiers were installed on 10 out of 50 divisions. The second
type of field experiments showed that the developed marking
method is quite resistant to the influences of the air audio

channel when using Edifier R1280DB speakers and the AKG
Lyra microphone, located at a distance of 3 meters in line of
sight. As a result of the transfer, only three markers out of 200
could not detect and restore information.

CONCLUSION

The article analyzed and evaluated various indicators of
quality and stability of the combined method of marking digi-
tal audio signals, developed in articles [14—16]. The results of
hearing transparency analysis showed that the developed
marking method provides a signal-to-marker ratio of at least
20 dB, which is sufficient to prevent acoustic artefacts that
inevitably appear as a result of the introduction of markers
into digital audio signal. The results of the lossy compression
resistance assessment showed that in the case of MP3 com-
pression in mono and stereo modes, the embedded marker can
also be detected and the information transferred by it can be
restored. When MP3 compression is used in joint stereo mode,
then, due to the mixing of stereo audio tracks during compres-
sion, synchronization errors may occur, but when the bit rate
is 320 kbit/s, then there are no synchronization errors. The
results of the lossy compression resistance assessment showed
that in the case of MP3 compression in mono and stereo
modes, the embedded marker can also be detected and the
information transferred by it can be restored. When MP3
compression is used in joint stereo mode, then, due to the mix-
ing of stereo audio tracks during compression, synchronization
errors may occur, but when the bit rate is 320 kbit/s, then there
are no synchronization errors. The results of the assessment of
stegoanalysis resistance using the universal least significant bit
method (LSB method) showed that changes in digital audio
signals are such that the one-to-zero ratios in individual bit
planes of the marked digital audio signal do not exceed
threshold 1.1, which in the research article [13] is designated
as an indicator of the presence of a marker in digital audio
signal. The results of the experimental noise resistance as-
sessment of the air audio channel showed that it is possible to
steadily transmit marked stereo audio signals. Under the speci-
fied conditions of the experiment, it was possible to detect and
restore information sequences of 197 markers out of 200.
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AHAJIU3 YCTONYUBOCTH
MeT01a KOMOMHUPOBAHHOI0 MAPKUPOBAHUA
UUPPOBBIX Ay THOCUTHAJIOB

n.7.H. A. A. Kopauenko, k.T.H. M. B. T'opman, k.1.H. C. B. Kopauenko
[erepOyprekuii rocy 1apCTBEHHbIH YHUBEPCUTET IyTel coodmenus Vimneparopa Anekcanapa |
Cankr-IlerepOypr, Poccus
kaa.pgups@ya.ru, offmail3000@mail.ru, sv.diass99@ya.ru

Annomayua. B ctaTbe aHAJU3UPYeTCsl YCTOHYMBOCTL MeTOa
KOMOMHHPOBAHHOTO MAPKHPOBAaHMSI NH(POBLIX ayAHOCHTHAJIOB
K Npeo0pa3soBaHUAM M IOMeXaM, IPHMEHSIEMOI0 B ayJHOCTero-
CHCTEMAX € MHOKECTBEHHBIM (IIPOCTPAHCTBEHHBIM) BXOAOM H
MHOKECTBEHHBIM (IIPOCTPAHCTBEHHBIM) BbIX0J0M. B kauectBe
OCHOBHBIX XapaKTEPHCTHK YCTOHYHMBOCTH MCIOJIb3YIOTCH CJIe1y-
01IHe: CIyX0Basi TPAHCIAPEHTHOCTh (HeCABIINIMMOCTL MapKepa),
YCTOHYMBOCTL MAPKMPOBAHMS K C:KaTHIO ¢ moTepsmu (k MP3-
npeodpa3oBaHusIM), IOMeX0YCTOHYNBOCTH NMepeJadn Yepe3 BO3-
AyWHBbIH ayanokaHal. CTaThsl COAEPKHT KOJIHYECTBEHHBbIE
OLICHKH TOKa3aTeJieil ISl yKa3aHHbIX XapPAKTePUCTHK, MOJIyYeH-
HbI€ B pe3y/IbTaTe HATYPHBIX 3KCIIEPUMEHTOB U HMHTALIMOHHOIO
MO/ eJTHPOBAHUS.

Knrwouegvie cnosa: creranorpapusi, nudposoii ayauocursal,
KOMOMHHPOBAHHOE¢ MAPKHPOBaHHE, OLICHKA KadecTBa M YCTOIi-
YHUBOCTH, BO3AYLIHBIA aylHOKaHAJ, IOMEX0YyCTOIYHBOCTh INepe-
Ja4.
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