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DIGITAL INFORMATION TELECOMMUNICATION TECHNOLOGIES

YK 004.056 DOI 10.15622/ia.22.5.1

P.M. 1OcvnoB, B.I1. UBAHOB
U3 UCTOPUUA MATEMATI:IHECKOFO MOJEJIUPOBAHUA
BOEBBIX IEMCTBUU B POCCHUMU (1900-1917I'T".)

IOcynoe P.M., Heanos B.Il. I3 mcTopuu MaTeMaTHYeCKOr0 MO/JeJMPOBAHHS (0eBBIX
neiicrBuii B Poccun (1900-1917 rr.).

Annotanmusi. CTaThsl NOCBSIIEHA OPUTMHAJIBHBIM MATEMaTHYECKUM MOJCIAM OOEBBIX
JeiicTBHHM, pa3padoTaHHeIM B Poccun B Hauane XX Beka. OnHOH U3 mepBBIX paboT, B KOTOPOH
M3JIarajguch MOAXOABI K MAaTeMAaTHYECKOMY MOJCIMPOBAHMIO OOEBBIX [EHCTBHH, MOXHO
cunrate crateio S1. KaprmoBa «TakTnka KpENOCTHOW apTHUILIEpHU», OIYONMKOBaHHYIO B
1906 rony. B Heil paccmatpuBanack 3amada 0OOPOHBI KPEMOCTH OT ATAKYHOLIMX MEXOTHBIX
nernel MpoTHBHUKA. McXoas U3 Uaen HeIpEeoJOJICHHs aTaKyomUMU pyOexa oO00OpoHSBI, ObuIn
MOJIy4eHbl MaTEMAaTHYECKHE COOTHOLIEHMs, YBSA3BIBAIOIIME HapaMeTpbl BHICTpeNa 3apsna
MIPAIHENH C MepeMEeICHISIMH IeXOTHHIA. AHAJIOTHYHBIM 00pa30M paccMaTpuBaiach 3ajada
HCTIONB30BaHUA [UII OOOPOHBI KpemocTH ImyneMera. [IpoaHamu3upoBaB IOIydCHHBIE
cootHotrenus, 5. Kapros mpumren x BBIBOIY, YTO BCE CPEACTBAa OOOPOHBI KPEMOCTH MOXKHO
COOTHECTH 4epe3 IIHHYy 00OpOHSIEMOro STHM CpelcTBOM ydacTka. Mnem 5. Kapmosa pas3sun
I1. Hukutia. MM ObUT paccMOTpEH HMIMPOKHMH CHEKTp CpeicTBa mopaxkeHus. Onmpasicb Ha
pe3ynbTaThl  MPOBEJCHHBIX  HCCIEIOBAHMH, aBTOPOM  C/ENaHBl  PEKOMEHJIALMU IO
pacmpeieNieHuI0 CHI M CpeACTB mpu obopoHe kpenocteil. M. OcumoB B 1915 romy
OITyOIMKOBal SIPKHE M CaMOOBITHBIC MOJEIM ABYXCTOPOHHHX OOEBBIX OEHCTBHI, Ha rof
panblie u3BecTHON Teopun Jlandectepa. CyMMHUpYsl YMCIIEHHOCTH CPaKalOLIMXCs CTOPOH Ha
OECKOHEYHO MajblX HHTEpBAalaX BPEMEHH, a 3aTeM, Iepexoisd K IpeaenaM, OH MOIydaeT
JMHEHHBI U KBaJPaTHUYHBI 3aKOHBI BIMSHUS COOTHOIICHHUS YHCICHHOCTH CPaKaIOMIUXCS
CTOPOH Ha MX IOTEpH, HCCIeAyeT pa3HOPOIHbIE Cpe/CcTBa NnopaxkeHus. Bece aTo mposepsiercs
NPaKTUKOH pa3Nu4HBIX cpakeHHH. M. OcHIIOB mOKa3ay, 4T0 KOI(QUIMEHTH B 3aKOHAX
[OTEpb 3aBHUCST OT BBIyYKH JMYHOIO COCTaBa, peibeda MECTHOCTH, HAIMYMs YKPEIUICHHH,
MOpAJIbHO-TICUXOJIOTHYECKOTO ~ COCTOSIHMS  BOMCK ® T Onmpasce Ha pe3yJbTaThl
MaTteMaTHdeckoro Mojemuposanus, M. OcuIoB BrepBble 00OCHOBAN pPSJ  MOJIOKEHUH
BOEHHOro McKyccTBa. OH IOKa3aj, YTO HH JMHEHHBIN, HH KBaJpaTUYHBINA 3aKOHBI IOTEPH B
obmeM ciyqae HE COOTBETCTBYIOT IIPaKTHKE IIPOBEICHHBIX cpaxkeHmid. Jlna ymobcrtsa
HCTIONB30BAHNS IIPH TOM YPOBHE PAa3BHTHS BHIUMCIUTEILHON TEXHUKH U UL MOJIy9eHUs Oolee
JIOCTOBEpHOro pesyiabrata M. OcHIIOB Ipeaiaral HUCHONIb30BaTh B 3aKOHAX IOTEPb CTEHCHb
«TPH BTOPBIX», XOTS CaM IOHHMAJ ee MPUONIDKeHHBI XapakTep. MHOro BHUMaHHS YIeICHO
npobIieMe aBTOPCTBA, MOMCKAM IIPOTOTHIIA CO3/ATENs EPBO IBYXCTOPOHHEH MOJEIN O0EBBIX
JIeHCTBHH, IPUMEHEHHIO TEOPHH IJI PELICHUS] COBPEMEHHBIX IPHKIAAHbIX 3aa4.

KioueBble  c10Ba:  MaTeMaTHYecKoe  MOJEIUMpOBaHUE,  OoeBble  JIEHCTBHA,
anreOpandeckue U qudhepeHIanbHbIE MOICIH.

1. BBenenne. MaTtemaTuyeckoe MOJIECIMPOBAHUE CETOAHS IIMPOKO
MIPUMEHSIETCS JIJIsl PEIIeHUsT pa3sHOOOpa3HBIX 3a/lad B pas3iHYHBIX chepax
YEIIOBEYESCKOW JEATCIILHOCTH M TECHO CMBIKAETCS C KOMITBIOTEPHBIM
MojenupoBaHueM. He sBIsSETCS HWCKIIOYCHHEM M Takas crenupuyueckas
chepa, Kak  BoopykeHHas  Oopwrba. IlepBoe  wmcmonp30BaHHE
MaTeMaTHIeCKUX METOJOB ISl €€ WCCISAOBAHUS OTHOCHTCS K CEpeIrHe
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LU PPOBBIE UHOOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIE TEXHOJIOI'MA

XIX Beka. B nHagame XX Beka, Korma BoOpyXeHHass Oopb0a BIIEpBbIC
nproOpena rirodanbHEIA XapakTep, HHTEpeC K HUM YCHITHIICS.

OcHamieHne apMHAM  HOBBIM, 00Ji€e COBEPIICHHBIM OPYXKHEM
(Mara3uHHBIE BHWHTOBKH, ITyJIEMETHI, CKOPOCTpENbHBIC IYIIKH, AaBHAIUSL
W T.7.) IPUBEJIO K KOPSHHBIM W3MEHEHMSAM B (OpMax M crocobax BeACHHUS
00eBBIX JeiicTBuil. BHenpeHme METOJZOB MacCOBOTO TPOM3BOACTBA IS
BBIIIyCKAa  OOpaslOB  BOOPYKCHHH  CHOCOOCTBOBAJO  TOSBJICHHUIO
MHOTOMUJUTHOHHBIX ~apMuil. KpaTKOBpeMEHHBIC CpaKCHUS CMCHUJIHCH
OTPOMHBIMH I10 pa3sMaxy B IPOCTPAHCTBC U BPEMCHU OICpaAllUAMU.

B u3BecTHOM CMBICIIE BOIHA CTalla «JJOPOTHM YIOBOJIBCTBUEMY, KaK,
BIIPOYEM, U KpyHMHOMAacIITaOHBIE YUYCHHs, IO3BOJSIOIINE KOMIUIEKCHO
OLICHUTH TE€ WJIXA UHBIEC ACIEKThI IPIAYILUX CPAKCHUN.

MareMaTHdecKkoe MOJICIMPOBAHIE MO3BOJLUIO IONYyYaTh OICHKH
Pe3yIBTaTOB OIEPAINil U MPOBOAUTH MX aHAN3 0oJIee JEIeBBIM CIOCOO0M
[0 CpPaBHEHUIO C y4YeHWsAMH. [103TOMYy Hadaucs TMOWUCK PANMOHAIBHBIX
METOJIOB MaTeMaTHYECKOTO MOJCITUPOBAHUS OOCBBIX JEHCTBUI.

BeposTtHOCTHBIE ~ METOIBI, KOTOpPHIE XOTS  OTPAaHWYCHHO U
MPUMEHSUTACh JJI1 PAa3MYHBIX OIIEHOK, OBLIM CIUINKOM aOCTPaKTHBL
PaszBepHynace pazpaboTka 0oJiee HATJISTHBIX METOJIOB, KOTOPHIE, B JIOXY,
Koraga OCHOBHBIM BBIYHCIIUTCIIbHBIM Cp€aACTBOM SIBJIAJ1IaCh
norapuMuyeckas JMHEHKa, MO3BOJSUIM Obl TPOLIE aHAIU3UPOBATH H
WHTEPIPETUPOBATL IOJTy4ae€MbI€ PpE3YIbTaThl, OTBEYass Ha TEKyIIue
3anpochkl Boick. Takoit mpouecc ¢ koHua XIX Beka Havalics BO MHOTHUX
BEYIINX BOCHHBIX JepiKaBaX MUpA.

He 6b11a nckmouenuem u Poccust.

2. Pannne maremaTuyeckue Mmogeau M MeroAabl. OnHOM U3
MEPBBIX OTEYECTBEHHBIX pPAa0OT, B KOTOPOW W3JIArajlMch IOIXOABI K
MaTEeMaTUYECKOMY MOJICIMPOBAHUIO OOCBBIX JCWCTBHUI, MOXXKHO CUUTATh
CTaTblO 5. Kapnosa «TakTuka KpETNOCTHOH apTUILICPUNY,
ony6nukoBaHHyto B 1906 romy [1].

B meli paccmarpuBamack 3amada  OOOpPOHBI  KPEMOCTH  OT
aTaKyIOIINX ITEXOTHBIX IIeTell MPOTHBHHUKA. [lepBOHAYaIbHO B KadecTBE
OCHOBHOTO CpPEJICTBA 3alIUTHl KPENOCTH aBTOP paccMaTpWBal MYIIKY,
CTpeIsTIoNIyr0 TpanHenbto. OOmas wmes ero Mmoaxoja 3aKiodanach
B CIIEIYIOIIEM.

[lpu pas3pbiBe MIpamHETN WYJIH HAKPBIBAIOT YacTh MOBEPXHOCTH
semun. J{JIst cpbIBa aTaku TOCTATOYHO BBIMYCTHTH TaKOE KOJHUYECTBO MYJb,
YTOOBI HA YYaCTOK, 3aHUMACMBbIi YEJIOBEKOM, 32 BpEeMs, HECOOXOIUMOE My
JUTSL TIPEOJIOJICHUS TIOBEPXHOCTH pa3phIBa IPAIHENH, MPUIILIOCH HE MCHEe
OIHOM IMyJH.
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DIGITAL INFORMATION TELECOMMUNICATION TECHNOLOGIES

Orclona ciepyer, 4ro JUIMHA ydyacTka L,, OOOpOHAEMOro OT

aTaKymloIIuX Ienei MEeXOTHUHIEB OJHOW 1 -TOM IyIIKOH, CTpesstomen
LIpaIHeIblo, HAXOIUTCS U3 BBIPAXKCHUSI:

_ C.vk n.y Sp
= M
P
rIe ¢, — CKOPOCTPENbHOCTh ITYIIKH (YHCIO BBICTPENIOB B EIMHHILY
BpeMeHI/I), n, — YHCJIO IIyJdb B IIPAIIHCJIBbHOM CHapAAC, Sp — Iiomaab

y4acTKa, 3aHHMAeMOro YeJOBEKOM, V, — CpejHsisi CKOPOCTb [BHXXCHHS
MEXOTHHIIA IIPU aTake.
Hcnonp3oBaB aHamorugHeiid moaxon, S. Kapmos momyunn dhopmyiy

JUIsl OLCHKH JUTMHBI y4acTKa L, , , 000POHSEMOro i ~ThIM IIyJIEMETOM:

_Cya, bp
= @)
P
rae a, — I[IMPMHA Yy4YacTKa (PpOHTA, 3aHMMAEMOTO YEJIOBEKOM,

P

b, — rnybuHa nopaxkaeMoro NpoCTPaHCTBaA.

3aBucUMOCTh (2) MOXKHO HCIIOJIb30BaTh W JIJISL OLEHKH JUTHHBI
y4JacTka (poHTa, 0OOPOHIEMOTO MEXOTHHIEM, €CIM MOA ¢, IOHUMATh

CKOPOCTPENbHOCTh Mara3nHHOM BUHTOBKH.

[Mpoananusuposas Gopmy:st (1) u (2), 1. Kapnos npumien k Mbiciy,
4TO BCE CPEACTBA OOOPOHBI KPEMOCTH MOXKHO COOTHECTH uepes
JUINHY OOOpOHSIEMOr0  3THUM  CpeIcTBOM  ywacTka. OH  momydmi,
4TO B 00OpPOHE OAMH ITyJIEeMET PaBHOLEHEH, NpuMepHo, 40 MEeXOTHHLAM.
OH chenax BBIBOJ O TOM, 4YTO JUIA OTPaXEHHs IITypMa KPEIOCTH
Hanbonee 3¢ (HEeKTUBHBIMU CPENCTBAMH SIBISAIOTCS CKOPOCTpENbHAS IyIITKa
U IIyJIeMeT.

HecmoTtps Ha mpocroty, 3aBucumocTH (1) u (2) mo3Bosun peniath
pasnHMYHBIE TAaKTHYeCKHe 3axayd. Hampumep, eciu IoxpasiesicHue
HACYHUTHIBAET m NEXOTHHLIEB, BOOPYKEHHBIX BUHTOBKaMH,
1 CKOPOCTPENbHBIX IyLIEK, & IIyJeMETOB, TO MOXHO PAacCUUTaTh IJIMHY
obopoHsieMoro uM y4actka ¢ponra. Ecnu yuects HOpMY NOTEpb, TO NpHU
3aJ]aHHOM YHCJICHHOM COCTaBE MOJKHO OIIPENIeNINTh, CKOJBKO BpPEMEHH
MOXKHO YZIep>KUBATh TaHHBIH Yy4acTOK OOOPOHEL
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Hccnenosanus S. Kaprmosa nponomkun u pa3suin I1. Hukutun [2].
Omnmpasice Ha co3znaHHbele S1. KapmoBeIM Mozenu, OH NpOaHAIM3HPOBAI
IMIUPOKUHA CIEKTP CPEACTB TOpPaXeHMs. Pe3ynbTaThl BBIMOIHEHHBIX WM
pacdeToB MpeacTaBiIeHb! B Tabmuie 1.

IloarBepaus BbBOA SI. KapmoBa 0 TOM, YTO MyJe€MET, NPUMEPHO,
B40  pa3  os¢ddexktuBHEe  BHHTOBKH, [1. Hukutue  mpuBOIUT
JKCIIEpUMEHTalbHble  AaHHble  OnbIToBOM — komuccuu — Oduuepckon
CTPEJIKOBOM IIKOJIBI, COTJIACHO KOTOPBIM Ipu cTpenbbe Ha 2000 miaros
ITyJIeMET PaBHOILIEHEH 45 CTpenKaM.

OTMeTHM, YTO I TOJTBEPXKACHHS TEOPETHYECKUX MOJIOKEHUIN
OnbiTOBOIT  KOMHCcHEH  OBIT  COOpPYXKEH  CHEeLHaIbHBIH  CTEHJ,
HMUTHPYIOUIUHA TNPOJBIDKEHHE aTaKymoIIUX ILeneil. AHanu3 pe3ynbTaToB
MIOKa3al XOpOIIEe COTIACOBAaHME TEOPETHYECKUX M HKCIIEPUMEHTAIIBHBIX
PE3yIbTAaTOB.

ABTOpPOM clenmaHbl PEKOMEHJAIMH IO  PACHPENCIICHHIO  CHII
U CPEICTB IPH 000POHE KPEHOCTEH.

Tabmuma 1. [llupuna ygactka 000pOHEI IO GPOHTY Ha OJTHO CPEACTBO MOPAKEHHUS

IlTupuna yyacrka
Cpencrsa nopaxeHust
000pOHBI, M

3-IM CKOpOCTpeJibHas MyIIKa 17,1
57-MM POTHUBOIUTYPMOBAs ITyIIKa

- KapTeub 10,7

— [IparHenb
[Tynemer 6,4
Konnas nnm nerkas nmymka obpasua 1895 rona, 43
HIpanHesb ’
Konnas nmm srerkast mymka obpasma 1877 roxa, 21
LIPAIHENb ’
9-1M nyliKa, panHesb 2,1
4-¢dH nymka, KapTeub 1,1

3. MaTtemaTH4eckas MoOJeJb JABYXCTOPOHHHUX (0€eBBIX JelcTBHIA
M. OcunoBa. Kak wu3BectHo, B aBrycre 1914 roma Hauvanace IlepBas
mupoBasi BoiiHa. Ha ¢poHTax nmmach KpoBb, a B ThIIy BOIOIOIIUX CTpaH
pa3BepHyIUCH pabOTHI MO TPOU3BOJACTBY HOBBIX 00pa3OB BOOPYXKCHHUH.
BoeHHBIE MEIUKH 3aHSUIMCH CO3JAaHHEM HOBBIX METOIOHWK IIPOBEICHUS
XMPYPTHYECKUX OMNEpannii, HOBBIX METOJOB JICUCHHS paH. BoeHHBIE
YU€HbIE TOXE HCCICHOBAIM OIEpald, HO HE XHPYPIHYECKHE,
a BOOPY)KEHHBIX CHWJI, MCKalWl IYyTH IOCTIO)KEHHWs moOenbl Ha (poHTaXx,
B apMHAX, KOPITyCax.
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B wione 1915 toma B Poccum xypHam «BoeHHBIH COOPHUK»
omy6muKoBan Ooipmryro crateio M. OcumoBa mox HasBaHueM «BimsHue
YHCICHHOCTH CPAXKAIOIIUXCS CTOPOH HAa WX IOTEPH» W JOIMOIHEHHE
K Hel [3 — 7).

IlepBasg 4acTh cTaThbM NOCTYIMJIA B PENAKIHI0 HE MO3KE arpens
1915 1., a 3TO 3HAYMT, YTO OCHOBHOE COICp)KaHHE JOCTATOYHO OOBEMHOMN
cTathu OBLIO HAIKMCAaHO aBTOpPOM K cepemune 1914 r., mertomonorus
paspaborana B cepeaune 1912 1.

B cBocit pabore OCHIIOB BBIIBUTaeT THUIOTE3bI O TOM, YTO
OTHOIIICHHE TIOTEPh CPAXKAIOUIMXCS CTOPOH OOPATHO MPOIOPIIMOHAIBHO
OTHOIIICHUIO UX YUCICHHOCTH (TIepBasi TUNOTE3a) MM KBaAPaTy OTHOIICHUI
(Bropast rumore3a). OH npuBoAWT Tabnuiy 38 cpaKeHWH, B KOTOPOi
YKa3bIBaeT YHCJICHHOCTh BOWCK 10 Hadalla CpPakKCHUs, IMOTEPH CTOPOH
Y TIOKA3bIBACT, YTO CHJIbHEWINAs CTOpPOHA HECEeT IMOTEPH MEHBIIHE, YeM
crmabermas.

Harnee oH 3aHUMaeTcs pa3pabOTKOH METOIMIECKOTO armapaTa.

O0o03HaUMB 32 @ — 4YHACIO MOPAKEHWH, HAHECCHHBIX OJHUM
CTpPEJIKOM B €MHHUILY BpEMEHH (II0JaracM 3TOT KOI(P(PHUIIUEHT OJHMHAKOBBIM
st ctopoH), OCHIIOB BBOJUT OCCKOHEYHO MAaJIbIii WHTEPBaJl BpeMeHU Af
U pacCMaTPHUBAET OCTABIIUECS YUCICHHOCTH CTOPOH CITYCTS 3TOT UHTECPBAIL
CyMMmupys X Ha KOHCYHOM HMHTEpPBale BPEMEHH M TEPEXOMs K Mpeeny,
T.C. OCYILECTBIISAS HUHTETPUPOBAHHE YpaBHCHHIA, moJry4yaer
9KCIOHCHIIMATBHBIC BBIPAXKCHUS, YBA3BIBAIOIINEC HAYAIBHYIO U KOHCYHYIO
YHCIICHHOCTH CTOpPOH 3a BpeMs f. Ecim A — HadanmbHas YHCICHHOCTH
OJHOU CTOPOHBI, @ B — ApYroii, U, COOTBETCTBEHHO, A, , B, — KOHEuUHbIe

YHUCJICHHOCTH, TO:

Ak :A ea[_"_efat B B eat_efzz/ ’
2 2

Bk:B eat+efat B A eat_efat
2 2

ITocne npeoOpa3oBaHMs 3THX BEIPAXKEHHH JUIsl yAaIeHHs SKCIIOHEHT,
OCHIIOB B HTOTE TIOTyYaeT:

A*~B =4 -B. 3)
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OT0 KBaJpaTHYHBIA 3aKOH YHCICHHOCTH CTOPOH B cpaxkeHuH. Ero
CYyTb COCTOMT B TOM, 4YTO pa3HOCTb KBaJpaTOB YHCICHHOCTEH
CpakaroIUXCs CTOPOH BO BeeX (pazax CpakeHMs OCTaeTCs IIOCTOSHHOM.

HamomMHnM, 9TO KBapaTHYHBIH 3aKOH BBIBEIH U3 IIPEIIOJIOKEHHS,
YTO YHCIIO NOPAKCHUH, HAHECCHHBIX OJJHUM CTPEIIKOM NPOTUBHOW CTOPOHE
B COUHHUIY BpeMeHH (KOod()(UIMEeHT T1oTephb), OAWHAKOBHI IS
cpakaromuxcs cropod. Ho M. OcumoB XopoIo MOHUMAeT, 4To B o0IeM
ciryyae 3To He Tak. KoaddunuenT noteps 3aBUCHT HE TOJBKO OT KauecTBa
BOOPY)KEHHUS, HO M OT BBIYYKH JIMYHOTO COCTaBa, KOMIIETEHTHOCTH
KOMaH/IOBaHUsl, TaKTHKH, peibe(a MECTHOCTH, MAaCKHPOBKH, HAJINYUS
YKPEIUICHUH, MOpaIbHO-IICUXOJIOTUYECKOT0 COCTOSIHMS BOWCK W T.JI.
ITosToMy OH paccMOTpell Ciydaid, KOrha Kakaas Cpakarollascs CTOpOHa
nMeer cBoW KodpduuueHT motepb. Ecnmm o — Ko3QHIMEHT moTeph
NepBOH CTOPOHBI, a 7} — BTOPOH, TO, IIOBTOPMB BCE BBIKJIAJKH

nu HpeO6pa3OBaHI/Iﬂ, MOJYy4YUM:
£-42="T(p-82), @)
(04

YTO COOTBETCTBYET DELICHHUIO CIeAYIoIeHd cucreMbl AU depeHnuanbHbIX
yYpaBHEHHI:

dA

la——y

dt g )
d_B:—aA

dt

KoneuHnoe 3HaueHHEe YHCIEHHOCTEH CTOPOH 3a BpeMsi ! Haljem
MOCJI€ HHTETPUPOBAHUS CUCTEMBI YpaBHEHUH (5):

No 4 = Ach(tJan) - n B sh(tJan) ,
Va B, =~ B ch(tJan) - Ash(tJan) .

CooTHomeHre  KO3((UIMEHTOB TOTEPh TO3BOJSET  OLEHUTH
Ka4eCTBEHHOE OTJIMYWE OJHOW CTOPOHBI OT JPYroi, HANpUMEp, OLECHHUTH
BJIMSHHE BBIYYKH JIMYHOTO COCTaBAa WM MOPAIbHO-TICUXOJIOTHIECKOro
COCTOSIHHSI BOMCK Ha YHCJICHHOCTh MOTEPh CTOPOH.

(6)
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PasBuBass cBoli Hay4HbI Tmoaxon, OCHIIOB BBOJUT B HETO
Pa3sHOPOIHBIE CPEACTBA MOPAKEHUS] — BUHTOBKH, ITYIIKH, ITyJeMeTsl. Ecim,
HampuMep, TiepBas CTOpOHA HWMEET A TEXOTHHIICB, BOOPYXECHHBIX
BHHTOBKaMH, M Tymiek, P TyJeMeTOB ¢ WHTCHCHBHOCTBIO MOPaKCHHS,
COOTBETCTBEHHO, &, ¥, &, a BTOpas CTOpOHa B TEXOTHHIEB C

BUHTOBKaMu, N mymek, ( HyJleMeTOB ¢ HHTEHCUBHOCTAMU [, &, ¢, TO

YHUCJIO IOTeph IPOTHBHOW CTOPOHBI B EIMHUI]Y BpPEMEHH COCTaBHT
aA+yM +eP u fB+ON+{ Q. llogcraBus 311 BeIpaxeHus B (6),

MBI TONYYNM W3MEHEHHE YHCICHHOCTH CTOPOH IIOJ{ BO3JACHCTBHEM
Pa3sHOPOIHBIX CPEICTB MOPAKECHHS.

Ecmu, Hanmpumep, W3 TEpBOTO BBIPAKEHHS BBIHECTH 338 CKOOKH « ,
TOTA:

aA+yM+gP=a(A+1M+ﬁPj:aAp.
a o

BelpaskeHne B ckoOKax O3HAa4aeT NMPUBEJCHUE K YCIOBHOMY YHCITY
NEXOTHHUEB A, Jpyrux NOpaxaroumx (akropo B BHAE INYLIEK H

&
nynemeroB. CoorsercTBeHHO, kK, =—, k, =— — K0d(PuLHeHTHI
a

MPUBEICHHUSI.
AHanor BeIpakeHus (5) AJIs1 3TOro ciaydas IMeeT BUJI:

2 2

[A+1M+5Pj —[Ak+1M+5P) -
o o o o

2

2
/A B+£N+£Q - B,{+£N+£

a n n n n

Jlanee OcurmoB paccMaTpuBaeT psJ MPAKTHYECKUX 3aaad, B TOM
quclie, KoTjaa Jacth cuil A He mopaxaercs B. OH BbyIenseT U3 oOIIeH
YHCIICHHOCTU BOWCK aKTUBHBIE CHJIBI, OT JCSITEIBHOCTH KOTOPBIX HAMPSIMYIO
3aBHCHUT PE3yJIbTAT MOBEACHUS TOM MM UHON OTICPAIHH.

M. OcunoB Takke OTMEYAaeT, YTO BOOPYKEHHas Oopb0da peako
BEJICTCS JI0 TIOJIHOTO YHHUYTOXCHHUS CHJI IPOTHBHUKA, @ B OCHOBHOM JIO0 TOTO
MOMEHTa, KoTJa OyJeT JOCTUTHYT ONpEeAeIICHHBIA MPOICHT TOTEPh.

OmeHKy JOCTOBEPHOCTH CBoei Teopur OCHIIOB TPOBOINT,
CpaBHHBasi pe3yNbTaThl pPEANBHBIX CPAKEHWH C  BBIYUCICHHBIMH,
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e3P OBaHHBIMU. Hampumep, KBaIpaTHUHBINA 3aKOH CIPABEIJINB, €CITH
BOMCKa M3BECTHOM BBIYUKHU C ONPEACIEHHOW MHTEHCUBHOCTBIO IIOPAXKEHUS
CpaXKaroTcs Ha IUIOCKOM OTKPBITOW POBHOM MECTHOCTH 0e3 YKpeIUIeHHil B
HAeaJbHBIX MOTOIHBIX YCIOBUAX. B peanpHBIX yCIOBUSAX 3TH OTOBOPKH HE
BEITONHAIOTCS. OCHIOB 3TO MOHUMaN. M MO3TOMY CUWTal, YTO BMECTO
KBaIpaTUYHOTO 3aKOHA, KOTJa 3a OCCKOHEYHO KOPOTKHH MPOMEXYTOK
BPEMCHHU TIOTEPU CTOPOH OOpPATHO MPOMOPIUOHANBHBI WX YHUCICHHOCTH,
HaJ0 MPUMEHATH Apyroil. OAHUM U3 MPOCTHIX U MPUEMIIEMBIX ISl TOTO
ypOBH)I I/ICHOHb3yeM0ﬁ BLI‘{HCHHTGHLHOﬁ TCXHUKHU ABJIAJIOCH
MPEANoJIOKEeHHEe O TOM, UTO TOTEepH OOpaTHO NPOMOPLUUOHAIBHBI
KBaI[paTHOMy KOpHIO U3 UX YUCIICHHOCTH. LITO B UTOIr¢ 3KBUBAJICHTHO HE

kBanpaty B ¢popmynax (3), (4), a creneHn % Takoe npubmmKeHne OImke

K HICTHHHOMY, XOTSI B OOIIeM ciIydae TOXXe He HaeanbHo. Metomomorus
M. OcunoBa 1no3Bosisiia NOJIyyaTh 1 MHBIE 3aKOHBI IOTEPb.

AHanu3 pe3ysJbTaTOB MPOBEACHHBIX BBIYUCICHHUA O3BOJIMIN
OcunoBy 000CHOBAaTh psi/i MOJOKEHUH BOGHHOTO UCKyccTBa. [Iporurupyem
UX CJIOBaMH aBTOpA.

1. «Yecunusas ceoro uucnennocms, Mbl HAHOCUM HERPUAMENIO
bonvuiue nomepu U 8 Mo JHce BpeMsl Camu Hecem 0adce HAMHO20 MeHbUUe
nomepu.

2.  «lIpu npesocxoocmee cun evicvliamv Ja0Oell 8 00l 8
HaubobwieM YUCIe He 3HAYUM JCcepmeosamsv UMy 0OecnoiesHo, d,
Haobopom, MO 3HAYUM COXPAHUMb UX U BbIUSPAMb 8PeMs NPU peuleHuu
NOCMABIEHHOU 3A0ayuy.

3. «Pacmepaswuecs 6 6010 CMAHOBAMCA COIOZHUKAMU 8pazd. Bom
nouemy mpycocms 6ce20a NpupasHu8aemcs K HOOA0CMu.

4. «C mouku 3peHuss nomepv YKpenjieHus UMem O0zPOMHOe
3HayeHue 01a obopoHAlowuxca. Amaxosamsv Oadxce nonesvie YKpenaeHus
OMKPLIMOU CUNOU MONCHO MOJILKO NPU 3HAUUMENbHOM NPEe8ocxoocmee 8
CUNAx u 0COOEHHO 8 apMULLEPUL.

5. «H cunvueniwemy, u cirabeuuwieMy 6bl200HO BbICMAGIAMb
Haubobwue AKmugHvle Cuibl. MO BNOIHE COSNACYEMCS C U3BECHHBIM
NPAGUIOM 80EHHO20 UCKYCCMBA HAYUHAMb U 6€CTU B80CHHble Onepayuu ¢
NOJHbIM HANPSAICEHUEM 8CEX CUY.

6. «llocmenennoe ycunenue yenu 6Mecmo GbICLLIKU CPA3Y
CUTbHOU Yenu Gble00OHO He cebe, a NPOMUGHUKY, BbICAASUIeM) CPA3y
CUTILHYIO Yenb.

7. «llpasuno — Oumb NPOMUSBHUKA NO HACMAM  CLYHCUM
HECOMHEHHbIM ~ NOOMEePICOeHUeM OAHHOU  meopuu, 4mo nomepu
CUTbHEUWe20 YUCTOM OONIHCHbI ObiMb MeHbule, yem y crabetiwezoy. «Cunbl
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c6ou He OpobuUmv, a ObIMb CUTLHBIM 8 O00HOM Mecme U, KOHEYHO, 8
savicHeliuem npu OAHHBIX YCIOGUXY.

OcHIoB MOHUMAJN, YTO MAaTEMaTHYECKHE METOAbl HE IIOAMEHSIOT
c000ll OCHOBHBIE IIOJIOKECHUSI TEOPHH BOCHHOTO HCKYCCTBA, @ CO3ZAIOT
MPEATIOCHIIKN Ui 00Jiee yMENIOro M TPaMOTHOTO HMX OOOCHOBaHHSA W
npumeHeHnss. OH mmcan: «Eouncmeennasi npakmuueckas yeib mMeopuu
nomepb — Mo 6onee co3HAMENbHOE YNPAGIeHUe YUCIeHHOCHbIO 8OUCK O
YMeHbULeHUS C60UX NOMEPb U YEeNULeHUs NOMEPL NPOMUESHUKAY.

Jocratouno riybokas 1o TeM BpemeHam Teopusi Ocwunosa
OpUEHTHPOBAaHa Ha HCCIIEIOBaHHE OO0EBBIX HEHCTBUIl Pa3HOPOIHBIX
nojpasnenenuil cyxomytHelx cui. K coxanenuto, [lepBast MupoBas BoitHa,
peBouOIHH, 3aTeM [ paxkJaHcKasi BOHA HE IO3BOJIMIM JIOJDKHBIM 00pa3oM
3aBEPILUTh HAYaThIe UCCIIEIOBAHNS.

4. K Bompocy o HayyHoMm mnpuopurere. CorjacHO Hay4dHOH
TPaIMLMK  TPHOPUTET  YCTAHABIMBAETCS IO  JaTe  IyOJIHMKaIUH
3aKOHYEHHOTI'0 HAYYHOTO MCCIIEJOBaHUs, KOTOPOE MPOI0JKAIOCh B TEUCHHE
JUIMTENBHOTO ~ TIepHoja  BPEeMEHH W HUMENOo  IyOJMKOBaHHBIC
mpeaBapuTeNbHble pe3yibTaThl [§ — 16]. OtMmernMm, uto pabdora Ocurmosa
BBIIIUIA W3 I[IeYaTH HAa TOJ paHbllle H3BeCTHOW paborel JlaHuecTtepa
«Camoret B 6oeBbIx neiicTBusx» (1916 r.) [17]. Dra nocraroyno odbeMHast
KHHTa HacuuThIBaeT 19 riaB. MaTemaTtudeckue BBIKIAAKH COAEPKUT OJHA
rnaBa — maras. B Heit JlanuecTep Takxke MpUXoAuT K AuddepeHIHanIbHbIM
ypaBHeHusiM Buaa (3). Illecras rmaBa mOCBAIIEHA TPHIOKEHUSM —
neficTBusAM (IoTa W aBHAIUH. Pe3ympTaThl uccienoBaHui JlaHdectepa
3aTeM U3y4dalmch B paborax ero mocienoBareiei [ 18 — 28]. 1o cpaBHeHUIO
co cratbeli OcunoBa pabora JlaHuecTepa HOCHT YHPOIICHHBIN Xapaktep.
B Hell He paccMaTpuBAalOTCS Pa3HOPOJHBIE CHIIBI, HET CpPaBHEHUS
OPUMEHEHHUs  pe3ylbTaToB TEOPUM C  MPAKTUKOH € OLEHKaMu
JIOCTOBEPHOCTH. M MpHUUH TOMY HECKOJBKO.

ITepen IlepBoit MHpPOBOI BOITHOW BOEHHBIE TEOPETUKH U MPAKTUKHU
BHJICIIU B TOJIBKO 4TO 3apOAMBLICHCS aBUALIMU JIMIIb CPEICTBO UL BEICHHUS
pa3sBeKH, 00opTOBOE  BOOPY)KEHHE  CaMOJIETOB  OTCYTCTBOBAJIO.
B B03MOXXHOCTH BeieHHsI BOWHBI B BO3JlyX€ HUKTO HE Bepui. Benp, npexe
4eM BOEBaTh, CAMOJIET B BO3JyXe HAJ0 HAWTH B MPOCTOpaxX BO3AYIIHOIO
OKeaHa, a 3TO Ka3aJoch TPyAHOpa3pemuMoii mpobiaemoit. Ho yxe nepseie
MecsIbl BOIHHBI OKa3aJli, YTO HEOOXOIMMO MPOTHBOJCHCTBHE BO3AYIHOMN
pasBenke, 3peKTHBHOCTH KOTOPOW pocia OT Mojera K moyieTy. Pycckuid
mradc-kamurad I1.H. HectepoB ObIT BBIHY)XICH TapaHWTh aBCTPUHCKHN
«Anpbarpoc», 4YTOObI IIEHOW CBOEH JKM3HM HE JONMYCTHTh IOJIydeHHE
aBCTPO-BEHTEPCKOW apMHM Ba)KHOHM pa3BeIMH(OpMANNKM O PYCCKHX CHIIAX.
IlepBoHauaIbHO 3KMMAXH CAMOJIETOB BOIOIOIIMX CTOPOH BOOPYXKAJIHUCh
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kapabuHamu u Mmayszepamu [29]. Ho odeHp ObICTpO Ha camoJieTax
mosiBruch mynemeTsl [30]. Hawamace BoifHa B BO3myxe. Hamo Opnio
co371aBaTh OCHOBBI aBUAIMOHHOMN TaKTHKH, cTpateruu. Pabora JlaHdectepa
M Kacalach OCMBICICHHIO 3THX BONPOCOB C YYETOM TOTO, YTO JIETHBIE
XapaKTepUCTHKH W BOOpYKeHHe camoneToB 1915 roma Bcex BOIOIOMIMX
cTpaH OBIIN OJIM3KH.

IToxoxe, urto Teopuu OcunoBa u JlaHdecTepa CO34aBalIUCh
HE3aBHCUMO JPYT OT APYra M OTpa)kaH Cleu(UKy UcciaeyeMbIX 3a1ad.

Ha 3amane, ccpinadce Ha TO, YTO Pa3pO3HEHHBIE MaTepHalbl MATOU
rnaBel myOnukoBanuck JlaHuectepom B KoHie 1914 roma, oTmarT emy
HAay4HbIH IPUOPUTET.

Opmnako pabora OcumnoBa Kak pe3yJbTaT 3aKOHYEHHOTO HAay4YHOTO
HccrenoBaHus OblIa OMyONHMKOBaHA paHbIIE, CO3MaHHAS UM Teopus Ooiee
LEJIOCTHAS. W TIyOOKas 10 CpaBHEHHIO C Teopueil JlaHuectepa, mostomy
nMeHHO OcHIIOBa CIIEAYET CUATATH MEPBOOTKPHIBATEIIEM HOBOTO HAYYHOTO
HampaBieHWs. Ha Ham B3MIAO, ypaBHEHHS JBYXCTOPOHHHX OOEBBIX
JeicTBUH MpaBIUIbHEE Ha3bIBaTh ypaBHeHUs M OcunoBa-JlaHuectepa.

5.K Bompocy 00 wuaeHTHPUKANUM JUYHOCTH  aBTOpA.
OnyOiukoBaHHasT B TATH HOMepax JKypHana «BoeHHbIt cOOpHHK»
3a 1915 ron o6bemMHas cTaThsl ¢ JOMOJHEHHMEM Mojmucana: «M. Ocumosy.
Ho kem on 6]:1]'[, MBI CETOAHA BPSAI JIU BBIICHUM. B Pa3JIMYHBIX YacCTiaX €ro
CTaTbU COJEPIKATCS JIUIIb KPYTHUIBI TMYHOCTHOH HHopMarmm. YTo MOKHO
MOYEPIIHYTh M3 TEKCTa O CaMOM aBTOPE 3aMedaTeNbHOH ISl CBOETrO
BpemeHHu Teopuu? Kornma pazpabaTeBaINCh OCHOBHBIC MaTEPHAJIBI CTATHH?

OcHOBHO# TekcT, He MeHee 80 PYKONMHMCHBIX CTPAHHII, ObUI HAIIMCaH
BO BTOpOH mojoBuHEe 1914 roma. Ha mpoBemeHme HOCTaTOYHO TITyOOKHX
MaTEeMAaTUYECKUX WCCICJOBAHUH BMECTE C pacueTaMH, COCTaBICHHE
MHOTOYHCIICHHBIX TAOJHII, IPHIMEPOB JTOJHDKHO YWTH OKOJO IMOJyTOpa JET.
Takum 00pa3zoM, Ha4ajo HAIMCAHHWS CTaThbHM OTHOCHUTCS K KoHIY 1912 T.
Crout oOpaTtuTh BHHMaHHE Ha TO, 4T0 B 1912 roxy B Poccum mmpoko
OTMEYaJIoch  CTONeTHe  BOpPOOWMHCKOTO  CpakeHHs, YTO  BBI3BAJIO
MOBBIIIIEHHBI WHTEpeC U KO Bcedl smoxe HamosneoHOBCKHX BOWH W,
BO3MOJKHO, TIOCTYKHJIO TOJTYKOM K MPOBEIECHHIO BOCHHO-HCTOPHYECKUX
HUCCIIEIOBaHUM.

OcHITOB TEMOHCTPUPYET 3HAKOMCTBO C pAa3IHYHBIMH PYCCKAMH
VYcraBaMu TOJIEBOM  CITy>KOBI, TOKAa3blBaeT TIJyOOKHE 3HAHUS BOCHHOM
HCTOPHH, B TOM YHCJIE PYCCKOH BOGHHOH McTopuu. Vcnonabp3yeMblid UM st
HCCIIEJOBAaHUH METOJIOJIOTHUECKUH anmapar TOBOPUT O €ro XOpolIeM
3HAKOMCTBE C MAaTeMaTHYECKMM W CTaTUCTHYECKUM aHaIW30M M CO
CIeUaJIbHBIMH  (QYHKIMAMH. TeKcT CTaThM  HANMCaH TIPaMOTHO
C MCIOJIb30BaHUEM OOJBIIOro cioBapHOro 3amaca. C Apyroil CTOpOHSI,
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B cTarhe OCHIIOB YINOMHHAET, YTO HE yYacCTBOBAX B OOEBBIX ICHCTBUSX,
KaJTyeTcsl Ha HeXBaTKy BPEMEHH U Pa3paOOTKH TEMBI.

[To-Buammomy, OcunoB OBl odHIIEPOM, IIperoIaBaTeIeM BOCHHO-
y49eOHBIX 3aBeJeHHWH, a Ha MOMEHT HAaNWNCaHUS CTaThH, BO3MOXKHO,
npenogasateneM HukosnaeBckoil BOeHHOM akageMmud. IIpuMepHsbIi Bo3pact
COpOK IATh-TIAThAECAT JeT. C HeOOmpIION MoNIeil BEPOSATHOCTH MOXKHO
3aKJIIOYUTh, YTO OH MOT' OBITh M BOCHHBIM YMHOBHHMKOM. IIpenopmaBareneit
BOCHHO-YUEOHBIX 3aBEJCHUII OOBIYHO HE 3ajJeliCTBOBaM Ha (poHTe,
a eJMHCTBEHHOI KPYITHOI1 BOWHOM repes MUpoBoii Oblia Pyccko-smoHckast.

Teneppb, kazanoch Obl, 4Yero Impolle, B apxuBax HAJI0 HaKNTH
MOCTYXHOH crucok oduriiepa, U Mbl 0 Hem 3HaeM Bce! Ho, — yBeI! — B
HallleM cllyyae KaXXylascss TPOCTOTa JIMIIb TOJBKO TOAYEPKHUBAET
CJI0)KHOCTB PEIICHUS POOIIEMBI.

Ja, neiictBurensHo, B Poccuiickom rocynapctBeHHOM BoeHHo-
HCTOPHYECKOM apXHBE XPAHATCS MOCTY)XHBIE CIHCKA OQHIEPOB C
¢dammmueir OCUIIOB C COOTBETCTBYIOIIMM WHHIIMAJIOM, BKJIIOYAsl Te€Hepas-
mariopa  M.IL. OcumoBa w3  BoeHHo-Tomorpaduueckoil  CIryKObI
Nwmmepatopckoit apmun. HMmenHo ero 3apyoexnsie (J.W.Knipp) u
HekoTopeie  oreuectBeHHble (H.B. MutrokoB  [31])  wmccienoBatenu
0OBSBIISIIOT CO31aTeNIeM HOBOW TEOPHH.

OneHuM  BO3MOXHOCTb  HalMCaHUST WM  craTbu  «BiumsHue
YHUCJIEHHOCTH CPAXAIOIINXCSl CTOPOH HA MX MOTEPHY.

M.IL OcumnoB  poguncs B 18591, ¢ 1899r. cmyxun B
TOTIOTE0/Ie3NIECKUX TTO/IPA3/ICTCHAAX PYCCKOM apMHH, TTOYTH HEMPEPHIBHO
y9acTBOBaJl B BOCHHO-TOIOTpapUYIecKUX HSKCHegunusx B TypkecraHe,
Enmncetickoii rydeprnu, B CemunataTiHCKON o0macTu, B YUUTHHCKOM Kpae.
YT1ouHAn TeorpaduUeckue KOOPIAWHATHI  HACENCHHBIX ITyHKTOB U
reorpadmueckux Ttouek Cpemnedt Asum m Cubupu. OmyOimMKOBan mecTb
HAYYHBIX paboT MO MPUKIATHONW acTpoHOMUH, Tonoreoaesnn. B 1910 roxy
n37aJ OCHOBOIIOJIATAIOIMH TPy CBOEH XHM3HM «BimsHue pedpakuuu Ha
reOMETPUYECKYI0 HHMBEIUPOBKY». Ilo ceMelHBIM 0OCTOSITENBCTBAM B
1913 r. Beimen B orctaBKy. Ilo-Buaumomy, no xonua 1913 r. 3aHumancs
pelIeHreM CeMEeHHBIX MPobIeM.

Cdhepa cuyxebnbix u Haydnbix wuHTepecoB M.IL OcumoBa —
NPUKIIaAHAs aCTPOHOMUS, reoaesus u tonorpadus. [lostomy, naxe Bblitns
B OTCTaBKy, K cepeamHe 1914 r., oH Bpsang nu Obl mpuoOpen TiyOOKme
3HaHUS 110 BOCHHOW WCTOPHH, B TOM YHCJIEC IO HCTOPUH TaKTHKH H
CTpaTeTMH HAIMOJICOHOBCKUX BOWH, W HE MEHee TIyOOKHH OIBIT B
pa3pabotke nmuddepeHNHaTbHBIX ¥ AHCKPETHBIX Mojeneld 00eBBIX
JnedcTBui. Bpllle mnoka3zaHo, 4TO OCHOBHBIE HJEU CTaTbu «BiusiHue
YHCICHHOCTH CPAXAIOIIUXCS CTOPOH Ha MX MOTEPM» pa3pabOTaHBI K KOHILY
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1912 roma. IMoatomy Bpsnm nu Obl TeHepan-maniop M.II. OcumoB ycmen
Ham#caTh TIYOOKYI0 M 00BEMHYIO CTaThIO K cepenuHe 1914 1. cmycTs rox
mocie BbIXoJa B OTCTaBKy. CTOHT OTMETHTH, YTO CTHIIMCTHKA CTAaThbU
«BrusHEEe YHCIEHHOCTH CPaXKAaOIIUXCS CTOPOH Ha WX NOTEpU» U
CTHIIUCTHKA paboT reHepan-maifopa M.II. OcumoBa mo Tomoreomesnu
MIPUKIIATHOW aCTPOHOMHH PA3NIUYAIOTCA APYT OT Apyra. [1o sTuM mpuamHaM
M.II. OcumoB HE MOXKET CYUTATHCSI ABTOPOM CTAThH.

Crnenyet oOpaTUTh BHUMAaHKE BOT Ha KaKOE 00CTOSITEIBCTBO.

ITocne Pyccko-SIIOHCKOM BOMHBI, aHAIU3UPYS IPUUUHBI [IOPAKEHUS,
I'enepanbubiit [lltad Pycckoii apmuu caenan BbIBOJ O TOM, YTO SIIOHI[BI
YMEJIO HCIIOJIb30BAIM B OO0 TICUXOJIOTMYCCKHI TIOPTPET Halero oduiepa.
DT1OT, Hampumep, OyaeT ouepTs TOJIOBY KHUIAThCS BIEpeN, a ITOT, HE
TIPOSIBIISISI HUKAKOW WHUIIHATUBEL, OyIeT *KAaTh IpUKa3a M T.JI.

ITostomy, ¢ 1906 roma meficTBOBaN yKa3, MPEAMUCHIBAIOMINN IITA0-
u obep- odumnepam apMuu u (GIIOTA, 3aHAMAIOIIAXCSA IUIAHKPOBAHHUEM U
MIPOBEICHUEM OIIepalnii, MyOIMKOBATh JIFO0ObIC HAyYHBIC W JUTEPAaTypHBIC
MPOU3BEACHUS TOJIBKO TIOZ IICEBIOHMMOM. VICKIFOYeHWe Ienanoch Iiis
Y3KOIIOMMCHOBAaHHOTO CITHCKAa BOCHHBIX IMperojaBaTelicii W BOCHHBIX
xypHaiuctoB. [lo »Toii mpuumue, ckopee Bcero, M. OcumoB — 3T0
MICEBJJOHMM aBTOpa OCHOBOIMOJararomnieil crateu. [Ipu pasroHe BOESHHOTO
MuHHCcTepcTBa B 1918 romy omuH U3 O(HUICPOB-KOHTPPA3BEIUMKOB
YHUYTOXXUII KapTOTEKY AU POBKH IICEBIOHUMOB.

Tparndael cynp0bl PycCKUX OQUIEPOB B TOJbI PEBONIONUN U
I'paxnanckoit BoitHBL. KoOro-to paccrpensiim Kak 3ajlO)KHUKAa B TOJBI
KpacHOTO Teppopa, KTo-To Torud Ha (poHTax, KTO-TO OKasaicsi B
sMurpanuu. TBoOpYeckuii MOTEHIMAN TeX, KTO ocTancs B Poccuu, okazacs
He BOCTpeOOBaH B TIOJNHOW Mepe. JlaBien OrpaHWYCHHBIA OMBIT
I'paxnanckoit BoOMHBL. 3aueM uU3ydaTh JOCTHIKEHHSI BOEHHOH MBICIH
CBEpPrHyTHIX KiaccoB? Benp, kKak Meloch B MECHE MABAALATHIX TOAOB
JIBAALIATOTO BeKa, «om matizu 0o bpumanckux mopeu Kpacnaa Apmus ecex
cunvrett!».

B Tlapwke B ABaAmaThiX romax TeHepal-JeHTeHaHT mpodeccop
Hukonait Hukonmaesnd ['otoBUH coOpasl Ha OpraHW30BaHHBIX UM Bhicmmx
BOCHHO-HAyYHBIX KypcaX INPAaKTHYECKH BCEX PYCCKUX BOCHHBIX yUCHBIX-
smurpanToB. Ho cpean HMX HE OKa3aloch HU OIJHOTO, KTO 3aHUMAJCS OBI
npobnemarukoit «OcunoBay.

[lo-BuarMOMy, OH TOTrHO B TOJABI PEBOJIIOLUU U TPaXIaHCKOU
Bo#HEL. [loTpeOyroTCcs AanbHEWINEe HCTOPUKO-apXUBHBIC HCCIICIOBAHMUS,
YTOOBI BOCCTAHOBHUTH UMsI aBTOpA 3aMEYaTEIbHON TCOPHH.

6. Teopuss OcunoBa B Hame Bpemsi. [Ipouumn ronel. IlosBumnch
HOBBIC HAYYHBIC TCOPHUU, HHPOTEICKOMMYHUKAIIMOHHBIC TEXHOJOTHH.
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CraTtpsi oka3aymach 3a0bITOH. B ceMmmecATsIX TOmax MABaIIaTOTO BeKa
Hay4yHbIii Tpyx OcumoBa Hamien, OICHWI 3HAYeHHE H  TIyOOKO
npoananmsupoan P.M. FOcynoB. B pesymerare ero moABMKHHYIECKON
JIeSITeNTFHOCTH OBbLIa HamucaHa cTaThs «MaTteMaTHaeckoe MOJISTNPpOBaHNE B
BoeHHOM 1ene» [32], B koTopoii padore OcuroBa OBLIO YAEIEHO NOKHOE
BHHMAaHHE, OIICHEH €ro BKJAJ B Ppa3BUTHE WCCIECAOBAaHHA OIEpanuii u
MaTeMAaTUYCCKOTO0 MOJCIHPOBaHUs O0eBhIX mekcTBUil. K coxanenwro,
OTpPaHMYCHHBIC  M3IATCIBCKUE BO3MOXHOCTH  penakinuu  «BoeHHo-
HCTOPUYECKOTO IKypHaia», B KOTOpPOM TieyaTanach OJTa CTaThsl, HE
MO3BOJIMJIM OTPA3UTh B MOJHON Mepe Bce 3aMblcibl OcumnoBa.

Ha 3amame wmarepumansr cratem  P.M. IOcymoBa  u3yumn
P.JI. Xenm6omnn (CIIA). On pasbickan u cratbio M. OcunoBa. [To mpockbe
XenmOonma OBUT BBHIIOMHEH ee¢ TOYHBIM mepeBoa. Teopust Ocumnosa
mpousBena Ha XenmMmOoiga Hensriaaumoe Bredariaenne. Korma B 1993 roay
u3 mevyatu B «EBporefickoM XypHalle MCCICIOBAHHS ONEpaIiii» BBIIIA
ero crartbd noj HazBaHnueM «OcumnoB. «Pycckuii Jlanuectep»» [33] on
Hamucanx CJICOYIOIUe CTPOYKH: <« ouapogan MemooonocuyecKum
nooxooom  Ocunosa K npogepke uiu  NOOMBEPI’COCHUID — IMUX
meopemuueckux coobpadicenuti. OH 00601bHO NOOPOOHO 2060pUM O MOM,
Kakue MemooObl OH UCHOAb3Yem, U Oendem 6ce B03MONCHOe, UmoObl
O0OBACHUMB UX.

Xenmbonn aeTanbHo pa3dupaeT cTatbio OCUIIOBa U CPAaBHUBAET €€ C
pabotoii Jlanuectepa: «...Vhukanvuoiii éxkiad Ocunosa, 803mModicHo, bojee
cywecmeenen u eaiceH, yem exnad Jlanuecmepa. Ocunog Oonee 2nyb6oxko
BHUKAN 6 cymb Oena u umen 6oiee 30pagvlii, Ooiee HAYYHBIL NOOX00 U
MUPOBO33peHUe, YMO CMAGUM e20 6 asaHeapoe mex, Kmo UHmepecyemcs
meopuetl 06oegvlx onepayuii... Ocunos gakmuyecku 3anucviéaem obujee
MamemamuyecKoe peuieHue KeaopamuyHo20 YPAGHeHus nomepv. Xoms s
yeeper, umo Jlanuecmep 3Han 3Mo peuteHue, OH He NPeOCMAsU €20 8 CEOUX
mpyoax, a émecmo 3mo2o ocpanuuuinca zpaguueckumu npumepamu. Ilo
obwjemy eneuamueHur0 MoxicHo ckazamov, umo Ocunos npudepiIcusacs
HayuHo20 nooxoda, a Jlanwecmep — NOAUMUYECKO20, NOIEMUYECKO20 UTU
nponazanoucmckozo. CamviM APKUM APUMEPOM 3MO20, C Moel MOUKU
3penus, Aendemcsas mo ocoboe euumauue, komopoe Ocunog yoersem
npogepke Ui NOOMBEPHCOCHUIO TeopUlU, CPABHUBAA ee NPeOCKA3aHUs C
pesyiomamamu  ucmopuveckux — cpadxcenuti.  Takum — obpazom, oH
O6OHapysicugaem 6adxcHulll (paxm, umo 6oesdast MOWb He NPONOPYUOHATLHA
Keadpamy uucieHHocmu cmopon. OH, NO-6UOUMOMY, NePBblIL U3BECMHbIL 6
ucmopuu ueno8ex, KOHCMamupoasuiuti Smom Gaxm, KOmopwiil 5 HA3841
«3axonom Ocunosa ».
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XOoTs Tpomen yxe TMOYTH BeK, padoroir OcHIoBa IPOIOJIKAIOT
HHTEPECOBATHCS UCCIIETOBATEIIH.

B.A. Kopotkuii [34] B craThe ¢ XapakTepHBIM Ha3BaHHUEM
«MaTeMaTHUeCKOoe MOJCIHPOBAHNE BOEHHBIX omepanuii mo OcurioBy-
Jlaruectepy: HOBBIE MEPCHEKTHBHI MPAKTHUECKOTO MPUMEHEHHS» BO3ACT
IOJDKHOE CO3JaTeNi0 CaMOOBITHOW TEOPHH, XOTSA CUYHTAeT €€ aBTOPOM
BOCHHOr0 Tomorpaga reHepan-maiiopa M.IL. OcumoBa. B crathe OH
aHanu3upyer Bkaajg OcumoBa B MOJETHPOBAHUE BOEHHBIX JEHCTBUH,
cpaBHuBaeT ero c¢ Jlanuectepom. B.A. Kopotkuil monaraer, 4rto riaBHOM
MPUYMHOIN UCTOPUYECKOTO 3a0BEHHs TEOPUHU SBUIIMCH HE TOABI PEBOMIOLUI
u I'paknaHCKuil BOHHBI, a OTCYTCTBUE I'€HEPUPYEMBIX €l NPAKTUYECKUX
pekoMeHIanuii 1o BeaeHuo 0os. OH yTBEpXKIaeT, YTO €CTh TOJBKO JIBa
kpyra 3amau, rme wmogmenu OcwumoBa-Jlandectepa cpa3y MOryT HOaTh
MPAaKTHIECKHE DPEKOMEHIAIIMH — IPEIBAPUTENFHBI pacdeT CIICHapHCeB
BOCHHBIX JCWCTBHM Ha OCHOBE HEIIONHOW OIICHOYHOW WH(pOpMAIUU |
IUTAHUPOBaHUE «BOWHBI 0€3 MOOEHBD», T.C. IUIHTEIBHBIX HCTOIIAIOIINX)>
KOH(IINKTOB B HHTEPECAX TPEThUX cTpaH. [IpHBOIUT IpUMEPHL.

B 2009 r. B xypHane «/cTopuueckas NCUXOJOTHSI U COLMOJIOTHUS
ucropun» [35] H.B. MuTiokoB o0my0iaMKOBall CTaThlo, IOCBSIICHHYIO
OIPE/ICJICHUIO JKEPTB BOMH uepe3 JaHuecTepckue mojnenud. B Heill oH
H3JaraeT METOIOJIOTHIO ONPEAETICHUS YUCICHHOCTH KePTB BOMH Kak depes
KJIACCHYECKHe JIAaHYeCTepPCKHEe MOJeNH, TaK M  HCHOJB3yeT HX
Monudukanuu. K ux gnucny oH otHocut monenu Ocumnoa. Uto camo mo
cebe JOCTAaTOYHO YAWBHUTEIBHO, TaK KaK aBTOP XOPOIIO 3HAET, YTO
M.IL. OcurioB co3majd CBOM MOJCIH paHBIIC JAHYCCTEPCKHX, O YeM
CBUJICTENILCTBYET myOnmukarms camoro H.B. Murtokosa [31].

B 2020 romy B necsitom HOMepe kypHaia «BoeHHast MbICIb)» OblL1a
omybsimkoBana crathst B.B. IlllymoBa «Yuer MopambHOrOo (hakropa u
TEXHOJIOTHYCCKUX XapaKTEePUCTHK B Mojensx 0os» [36]. Camo Ha3BaHme
TOBOPUT O TOM, YTO OJWH W3 OCHOBHBIX AaKIIGHTOB aBTOpP CTABHUT Ha ydeTe
MopansHOTO (akrtopa. OH aHamm3upyer BkiIaax OcHIIOBa B pa3BUTHE
MPUHIIUIIOB MOJICITUPOBAHHUA OOEBBIX MEHCTBHH, OTMEYaeT, 4YTO WM
3aJI0KCHBI OCHOBBI TEOPHM OOEBBIX MOTCHIMAJOB, IIOKA3BIBACT, YTO
OCHIIOBBIM  OTIpE/IeNIeHBl OCHOBHBIE (DaKTOPHI, MOJICKAIIHE YUeTy B
Mozenax 00s, BKIIOYas HCKYCCTBO IOJKOBOAIA, MOPAIFHOE COCTOSHHE
BOIICK.

Jlanee aBTop paccMaTpHuBaeT pa3IHuHbIE MOAETH 005

B BeposATHOCTHOM MOJIENIU C HCIOIB30BAaHUEM METO/a HaHOOJIbIIEro
npaBpononobus  lllymMoB  momyywn — HeEsIBHOE — BBIP@KCHHE IS
CTaTHUCTUYECKOM OLEHKH I1apaMeTpa OO0EBOr0 INPEBOCXOACTBA, TECHO
YBSI3aHHOTO C MOPAJIBHO-TICUXOJOTHUECKUM COCTOSHHEM HaraJarolux.
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B monemn norennuanos lllymoB otMedaeT, yTo modena B BOHHAX HE BCeraa
OTIPENEIsIeTCS] COOTHOLICHWEM BOCHHBIX ITOTEHIMANOB. bombmryio poib
urpaer ncuxonorumueckui ¢axrop. Y, wncmomsdys mnoaxox Ocwuriosa,
MOJTy4aeT HWKHUE OIECHKM IOTeph. TaKkyl0 Jk€ METOMIOJOTHI0 MOXKHO
NPUMEHUTh  JUI1  ydeTa  TexHoJormdeckux (aktopoB. Ilokasana
BO3MOKHOCTh MacCIITaOMPOBaHMS BEPOATHOCTHON MOAEIH OO

Jlanee oH paccMaTpuBaeT pe3ynbTaThl PEIICHUs TEOPETUKO-UTPOBOIL
MOJIETIH «HACTYIUIEHHUE-000pOHa» B MPEJIOMIICHHUH K YIIPABJICHUIO OOEM.

B u3BecTHON cTeneHu NMpOAOKEHUEM YKa3aHHOM CTAaTbU SIBISETCS
craThsl «MaTeMaTHUeCKHe MOJETN OOEBBIX M BOCHHBIX JeHCTBHI» [37],
HaMMCaHHasl ¢ y4acTUEM TOrO XkKe aBTopa.

K mHacrosmemy BpeMeHH OITyOJIMKOBAHO JIOCTATOYHO MHOTO
HAyYHBIX paboT, MCIONB3YIOMNX «ypaBHeHHs JlaHdectepay [38 —43]. Ux
aBTOPBI 3a4acTyi0 HE 3HaOT O BKiaae OcuIloBa B CO3JaHWE U Pa3BHUTHE
JAaHHOTO HAyYHOTO HANpaBJICHWS, OHM HE MPEANONaralT, dYTo
paspaboranrass M. OCHTIIOBEIM TeOpHs TIIyOXKe M MHOTOTpaHHEE TEOPHH
Jlanuecrepa.

W3 psma  MeTogoB, UCHONB3YeMbIX IUII  MOJICIHPOBAHUSA U
HCCIICIOBAHMs CIIOXKHBIX SIBJICHMsSI Halllel J>KU3HHU, JOCTaTOYHO YacTo
HCHOJIB3YETCA IMOJUMOJACIIbHBIC TCXHOJIOTMH, B KOTOPLIX IJId pa3pa60TK1/1
TEX WKW UHBIX «KUPIOHUYUKOB» BCErJa €CTb MECTO UIA pa3JIMYHbIX TeOpMﬁ,
BKJIIOUas TeopeTryeckue npopadorku M. Ocumnosa.

AHaJ’lI/ISI/lpyH MHOI'OYHCJICHHBIC Hy6HI/lKaHI/IH, XO04Y€TCAd OTMCTUTD,
YTO IO CHX IIOP NOJHOCTHIO HE MCCIEAOBAHBI JOCTATOYHO Pa3HOOOpa3HbIC
HanpaBJICHUS] BO3MOXKHOTO NPUMEHEHHS TEOpHUH. A BEOb 3TO, ITOMHMO
pa3HoOOpa3HbIX cdep IMPaKTHUECKOH JEATeNPHOCTH  (METOHOJIOTHS
MaTEeMaTHYeCKOTO MOJEIHPOBAHUS 3a/1a4 TAKTHUKH, IICHXOJIOTHH, OLEHOK
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R. Yusuprov, V. IvANOV
FROM THE HISTORY OF MATHEMATICAL MODELING
MILITARY OPERATIONS IN RUSSIA (1900-1917)

Yusupov R., Ivanov V. From the History of Mathematical Modeling Military Operations in
Russia (1900-1917).

Abstract. The article is devoted to the original mathematical models of combat operations
developed in Russia at the beginning of the XX century. One of the first works in which
approaches to mathematical modeling of military operations were outlined can be considered
an article by Y. Karpov «Tactics of fortress artillery», published in 1906. It considered the task
of defending the fortress from attacking enemy infantry chains. Based on the idea of the
attackers overcoming the line of defense, mathematical relations were obtained linking the
parameters of the shot of the shrapnel charge with the movements of the infantryman.
Similarly, the task of using a machine gun for the defense of the fortress was considered. After
analyzing the obtained ratios, Y. Karpov came to the conclusion that all means of defense of
the fortress can be correlated through the length of the area defended by this means. P. Nikitin
developed Y. Karpov's ideas. He considered a wide range of means of destruction. Based on
the results of the research, the author made recommendations on the distribution of forces and
means in the defense of fortresses. M. Osipov in 1915 published vivid and original models of
two-way combat operations, a year earlier than the well-known Lanchester theory. Summing
up the numbers of the fighting sides at infinitesimal intervals of time, and then moving to the
limits, he obtains linear and quadratic laws of the influence of the ratio of the number of the
fighting sides on their losses, and explores heterogeneous means of destruction. All this is
verified by the practice of various battles. M. Osipov showed that the coefficients in the laws of
losses depend on the training of personnel, terrain, the presence of fortifications, the moral and
psychological state of the troops, etc. Based on the results of mathematical modeling,
M. Osipov for the first time substantiated a number of provisions of the art of war. He showed
that neither linear nor quadratic laws of losses in general do not correspond to the practice of
the battles conducted. For ease of use at that level of computer technology development and to
obtain a more reliable result, M. Osipov proposed using the degree of "three second" in the
laws of losses, although he himself understood its approximate nature. Much attention is paid
to the problem of authorship, the search for a prototype of the creator of the first two-sided
model of combat operations, and the application of theory to solve modern applied problems.

Keywords: mathematical modeling, combat operations, algebraic and differential models.
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B.B. CokoJ10B, I.H. BEP3U/IMH, T.T. MAKCUMOBA, M. WKAH
B3AUMHOE BJIMSIHUE I/IHTEJIJIEKTYAJIEHOFO KAIIUTAJIA
N HHOOPMAINOHHBIX TEXHOJIOTI'NU YITIPABJEHUSA

Coxonoé b.B., Bepsumun J.H., Maxcumosa T.I., Youcan M. B3aumHoe BIUsIHHE
HMHTEJUIEKTYAILHOI0 KAMTAIa 1 MHPOPMAIIMOHHBIX TEXHOJIOTMii YIIPaBJIeHHUS.

AnHotammsi. Ha ceromusmHmii JeHb cymiecTByeT oOIiee IpeacTaBiIeHHE 00
HHTCIUIEKTYalIbHOM KamluTaje, pa3paboTaHbl pPas3iIM4HBIC MOAXOABI K €ro W3MEPEHHI0 Ha
MHKpO- M MakpoypoBHe. Pa3paboTaHbl MeTOAbI TATCHTHOM AaHAIUTUKU JUI1 aHAIU3a
TEXHOJIOTMYECKUX TpPEeHJ0B. Ha KOHLENTyaJlbHOM YpPOBHE HW3BECTHO, 4YTO CYILECTBYET
B3aUMOBIIUSIHUE HHTEIUIEKTYAIbHOTO KAlMTalla U TEXHOJIOTHYECKHX TPEHI0B, HO OTCYTCTBYIOT
METOJUYECKUE pa3pabOTKH U  KOJMYECTBEHHOTO OLCHMBAHHMS TAKOTO BJIMSHHSA C
UCIIOJIb30BAaHUEM JIAHHBIX M3 Pa3JIMYHbIX MCTOYHUKOB. Llesb MCClieloBaHUS 3aKIIIOYAECTCS B
KOJIMUYECTBEHHOM OIICHHBAHMM B3aHMMHOTO BJMSHHS HAIMOHAJIBHOTO HMHTEIUIEKTYalbHOTO
KalMTala ¥ COBPEMEHHBIX HMH(OPMAIMOHHBIX TEXHOJOTHH YIpaBICHUS Ha MaKpOypPOBHE.
PaccMoTpeHbl MaTeMaTHUeCKHE OCHOBAHUS pa3/IeNICHUs] KOMIIOHEHTOB HHTEJJIEKTYaJbHOTO
KanuTana W TexHomorui. IloaTBeprkaeHa rHmoTe3a O CTATHCTUYECKOM 3HAUYMMOCTH
B3aUMOBIIUSHUS MHTEIUIEKTYAILHOTO KanmuTajia 1 MH)OPMAIIMOHHBIX TEXHOJIOTHH yIPaBICHHS.
OnpeneneHa perpecCHOHHas 3aBUCHMMOCTb, KOTOpasi I0CTATOYHO XOPOILIO AINpPOKCUMHPYETCS
JIMHEHHOW perpeccueil MHIEKCa MHTEUICKTYaJIbHOrO0 KamuTajla OT Jiorapudma HHIEKca
MATEHTHOM AaKTUBHOCTH CTpaHbl B oOmactu IT-MeTonoB ympaBieHHs, 4TO MOXET OBITh
HMHTEPIIPETUPOBAHO KaK 3aMEUIEHHE pocTa HHJEKCAa WHTEJUIEKTYallbHOIO KaluTana Hpu
JIOCTHXKEHHU OIIPEACICHHOIO YPOBHS IMAaTEHTHOW aKTHMBHOCTH. Y CTaHOBJIEHO, YTO 4eM Ooee
pa3BUTa SKOHOMMKA, TEM BBIIIC B HEW YPOBEHb HMHTEUICKTYyaJbHOrO KamuTaja M BBIIIE
ypoBeHb pacnpocTpaHeHus IT-MerooB ympapieHUs. SIBHBIMM HCKIFOUEHUSMHU M3 3TOMH
3aKOHOMepHOCTU sABisAtoTcd Kuraii u Muamsa. Kurail, koTopslii oTHOCHTCS K CTpaHam C
JIOXOJIOM BBIILIE CPEIHETO YPOBHS, JEMOHCTPUPYIOT OOJiee BBICOKHE, YEM CTPAHbl €r0 YPOBHS
9KOHOMHMUECKOIO Ppa3BUTHUs, B3aUMOCBS3aHHBIC 3HAUEHMS MHJAEKCA HHTEIUIEKTYalbHOIO
Kammrtana u pacnpoctpaHeHHocTH IT-meTonos ynpasnenus. VHaus, 3aHuMmaromias 3-€ MECTo
Cpear CTpaH ¢ YPOBHEM J0XOJa HIXKE CPEIHEro, MMEET COM3MEPHUMBIC MOKA3aTeI Pa3BUTHUS
MHTEJUIEKTYalIbHOTO KaluTajga M pacrnpocTpaHeHus IT-MeToloB ynpaBleHUs CO CTpaHaMH C
YPOBHEM J0XOJa BBINIE cpexHero. JlanmbHeHIIMe HCCleOBaHHS MOTYT OBITh CBSI3aHBI C
MPOBEPKOIl THIOTE3 O BO3MOXKHOCTH BBISIBIICHUS TPEUIOKEHHBIM METOJIOM KOJIWYECTBEHHBIX
3aBUCHMOCTEH MEXIYy HHTEIUIEKTYyaJ bHbIM KalUTaIOM W TEXHOJOTMYECKUM Ppa3BUTHEM.
HeobOxomuma JeTtanu3anusi BBISBICHHBIX 3aBUCUMOCTEH 10 KoxaMm MEKIyHapOIHOH
MATEHTHOM KJIAacCU(UKALMM M COCTABIISIOUIMM HHTEIUICKTYaJbHOTO KAaIllMTalla, BBISBICHUE
3aBUCUMOCTEH JUISl IPYTUX TEXHOJIOTUYECKHUX 00JIacTei.

KiroueBble cJI0Ba: WHTEUICKTYyalbHBIH KamMTal, HWH(GOPMALMOHHBIE TEXHOJIOTHU
yIpaBieHHs, HaTCHTHbIC JTaHAadThL.

1. BBenenue. JxoHomuka XXI Beka — 3TO SKOHOMHKA 3HAHUM, HOBBIX
WH()OKOMMYHUKAITMOHHBIX ¥ IM(POBBIX TexHonoruid. KoHnenTyaisHOe
OIHCAHUE [IESITEILHOCT KOMIIAHMH B OSKOHOMMKE 3HAHWH OCHOBAHO Ha
MOHATUM WHTEJUIEKTYyalbHOIO KamuTana. MHTeNIeKTyalbHblil KamuTal ecTh
COBOKYITHOCTh 3HAaHWH, YMEHHH, KOMIICTCHIMH, KOTOPBIMH O0JagatoT
COTPYAHHKH, a TAKKe HEMaTePHAIBHBIX aKTHBOB, CBA3EH M B3aMMOOTHOIICHHH
C TIOCTaBIIMKAMH H  KIHCHTaMH, TO[VICP)KABAIOIIAX  3TH  CBS3H
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HHPPACTPYKTYphl, HMUIXa U penyrauun [1,2,3,4]. HccnemoBanus u
W3MEPEHMsI WHTEIUICKTyalbHOTO  KalWTajla B  3HAYUTENIFHOW  CTENEHH
MOCBSIIIEHB! MO0 KOHIENTyalsHBIM Bompocam [1,2,3,4,5,6,7], mmbo
mpobiieMaM — M3MEpPEHWsI  MHTEUICKTYaJbHOTO — KaluTala Ha  YpOBHE
TIpeINPHUATHIA [3,8,9,10, 11, 12, 13]. Tlomxoxn K M3MEPEHHIO
MHTEIUICKTYaTbHOTO ~ KalWTajda JIi YPOBHA HAIMOHAIBHBIX SKOHOMHK
npeyiokeH B pabote [14]. Tem He MeHee, B HacTosIIEE BPEMsI OTCYTCTBYET Kak
CTpOTroe OTpe/e/IiCHHe HHTSIUICKTYaILHOTO KaluTaja, TaK U ¢IUHBIA TOAXO0. K
€ro U3MEPEHUIO.

HoBeie uH(MOpMAIMOHHBIC TEXHOJOTUH, METOJBI HCKYCCTBEHHOT'O
WHTEJJIEKTa U 00pabOTKK OONBIINX JAHHBIX, IM(POBU3ALMS YIIPaBICHYECKHX
U TIPOU3BOJCTBEHHBIX MPOIECCOB TIOBBIMIAIOT KOHKYPEHTOCIIOCOOHOCTH
kommanuu  [15,16,17]. Ha cerogHsmHWiA J€HP  HAKOIUIEH  OTIBIT
WCTIONB30BAHMSL TEXHOJOTHH HWCKYCCTBEHHOTO WHTEIUICKTA, JIOTIOJHEHHOM
peansHOCTH, OONBIIHNX JaHHBIX B YIIPABICHUH CIIOKHBIMH OpTraHU3aIlHOHHBIMA
U COIMATHHO-DKOHOMHYECKAMU CHCTEMaMH, OW3HEC-TIPOIecCaMi KPYITHBIX
TIPENPUATHA U OpraHu3amuid. HaydHsle McclieoBaHrs B 3TOM 00JACTH, Kak
MPaBWJIO, COCPENOTOYEHB Ha OOCY)KICHHH CHEIU(DUKA M BO3MOKHOCTEH
HCIIOJIb30BAHMST KOHKPETHBIX TEXHOJIOTHIA /Il LeJCH YIPABICHHS CIIOKHBIMU
CHCTEMaMH WIIM TIpOLieCCaMH B OJHOM M3 cdep NesTeNbHOCTH, HApUMep, B
MPOMBIIIICHHOCTH, JIOTUCTHKE M TPAHCIOPTE, TOPrOBJIC M MAapKETHHIE,
(hMHAHCOBOM CEKTOpE, CENBCKOM XO3SHCTBE, MEIHUILIMHE U 3PABOOXPAHCHHH,
rocyapcTBeHHOM ymnpasinenuu [ 18, 19, 20].

[[upokoe pa3BuTHE B TOCICAHUC TOIBI TONYYMIT HHCTPYMCHTApHI
MOCTPOCHUS TMATEHTHBIX JAHMIIA(PTOB, MpEIHA3HAYCHHBIA Ui aHAIW3a C
HCIIOJIB30BaHIEM 0a3 TMATCHTHBIX JAHHBIX COCTOSHHS M TPCHIOB Pa3BUTHUS
TEXHOJIOTHH, B TOM YHCIIe HHPOPMAUOHHBIX [21, 22, 23].

HecmoTpss Ha TO, 4T0 HWH(OPMAIMOHHBIC TEXHOJIOTHH OTHOCAT K
HEMaTepUalbHBIM AaKTHBAM OPraHW3alldH, M YacTO BKIIOYAIOT B COCTaB
MHTEIUICKTYaTbHOTO KAaIliTajla, B3aMMOCBS3b MHTEIUICKTYaJbHOTO KaluTana U
HHPOPMAIIOHHBIX TEXHOJIOTHI (pakTraeckn c BBIJICIICHAEM
MH()OPMAIMOHHBIX TEXHOJOTHA W3 COCTaBa HMHTEIUICKTYaJFHOTO KalnTaja)
TaKOKe M3y94aeTCsi MHOTUMHU aBTOPAMH, O Y€M CBHUIIETEIILCTBYIOT PE3yIbTATHI
crcTeMaTHdeckoro 063opa [24], BEIOIHEHHOTO 1Mo MarepranaMm 49 HaydHBIX
CTaTeH, IMMOCBAIICHHBIX STOH TEME.

XoTsi SBIAETCS OYCBHAHBIM MPEIIOJIONKECHHE O CYIIECTBOBAaHUU
B3aMMHOTO BIMSHHS W CHHEPTMM HHTCIUICKTYaJbHOTO  KamuTala |
UH()OPMAIMOHHBIX TEXHOJIOTHH YIIPABIICHUS, B M3BECTHBIX HA CCTOHSIIHUN
JIeHb paboTax He paccMaTpUBAIOTCS MaTeMaTH4ECKHe OCHOBAHMS pa3/iefIeHUs
KOMITOHCHTOB HMHTCJUICKTYaJbHOTO KAllUTAlla M TEXHOJOTHI, OTCYTCTBYIOT
KOJIMYECTBECHHBIC OLICHKU TAKOT'O BIIMSIHUSL, ITOJIXO/IbI K UX TIOCTPOCHHUIO.
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2. JlutepaTypHblii 0030p

2.1. KoHuenuuss HHTeNIeKTYaJbHOro Kamutana. KoHmemrus
MHTEJUIEKTYyaJbHOTO  KalWTalda  HCIONb3yeTcs Ui OICHUBAHHA
HEMaTepHUaIbHBIX aKTHBOB KOMIIAHMH, KOTOpPBIE OCHOBAaHBI Ha 3HAHUSX.
Knaccnaecknmu pabotamu, JaONMHA TOCTATOYHO MOJTHOE MPEIICTABICHHUE
0 KOHIENIHA W HW3MEPECHHH WHTEIUICKTYAIFHOTO KAIlUTaNa SBISTIOTCS
[3, 14]. Kak mnpaBuno, BBIAENSIOT JBE WIM TPU B3aWMOCBSI3aHHBIX
COCTAaBIISIONINX HWHTEJUIEKTYaJIbHOTO KamuTala, KOTOpbIe OLEHUBAIOTCS Ha
YpOBHE KOMIIAHUM MO CTATUCTHYECKUM JAHHBIM U JKCIEPTHBIM OMpOcCam
[3,4,8,9,10,11, 12, 13]. Tlpu ABYXKOMIOHEHTHOM TMOAXOJ€ BBIACISIOT
YEJIOBEYECKUI KallUTal U CTPYKTYPHbIN KanuTail. [Ipy TpeXKOMIIOHEHTHOM
MOJIX0/JIE BBIIEJSIOT B COCTABE CTPYKTYPHOTO KaluTasia OpraHU3allMOHHBIN
1 KITUCHTCKUH KamuTall.

UYenoBedecknid KalmUTaj OnpeaessieTcss Kak COBOKYITHOCTh 3HAHUHA U
HaBBIKOB pPa0OTHHUKOB, WX JIOSUIGHOCTH ¥ IPHBEPKEHHOCTh KOMITAHWH
[3,4,7,8, 14].

OpraHu3alMOHHBIA  KalUTal ONpEAesIeTcss KaK COBOKYIHOCTB
MATEHTOB, aBTOPCKUX IIPaB, TOBAPHBIX 3HAKOB, 0a3 JTaHHBIX, IPOTPAMMHBIX
CHUCTEM, a TaKXe pAacIpeAeNUTeNIbHbIX CeTel, I1eNMoYeKk TOCTaBoK,
OpraHU3aIMOHHBIX MPOIETYP, BO3MOXHOCTEH W KyJIbTYpbl OpraHU3aIluU
[3, 4, 8]. OpraHu3anMOHHBIN KamuTal SBJIAETCS BAKHEHIINM 3JIEMEHTOM
WHTEJUICKTYaJIbHOTO  KaluTaja, KOTOPBIM TOMOTaeT  yiydimaTh |
MO/IJIEP>KUBAThH YEJIOBEUECKHI KaruTall.

KnmenTckuit kamuran (Kanmural B3aMMOOTHOIICHHA) XapaKTepU3yeT
BHEIITHHE CBS3W OpPraHM3alUH. DTO aKTHBBI KOMIIAHWH, KOTOPHIC BOSHUKIU B
nporecce ee PyHKIIMOHUPOBAHUS: CBSI3M C 3aMHTEPECOBAHHBIMU CTOPOHAMH,
KaHaJIbl COBITA, B3AMMOOTHOIICHUS C KIIMCHTAMH, TapTHepami [ 3, 4, 8].

2.2. U3MepeHne MHTEUIEKTYAJBHOr0 KanuTajaa. B padorax [4, §]
MPEJCTAaBICHBI CHUCTEMAaTUYCCKUE O0030pBI MOAXOIOB K OINPEICICHUIO H
U3MEpPEHUIO HMHTEJUIEKTYaJIbHOTO KamuTana. IIpu U3MEpEeHUHN
MHTEJUICKTYaIbHOTO ~ KamWTajda  OOBIYHO  HMCTOJB3YIOT  YKa3aHHBIN
MHOTOKOMIIOHEHTHBIH TonxoJ. Kakmass W3 KOMIIOHEHTOB OIICHHBACTCS C
HCTIOJIb30BAHUEM CTATHCTHYECKUX TOKa3aTelel, NaHHBIX YITPaBICHYECKON
n OyXTaJdTepcKoi OTYETHOCTH KOMIIAHWH, BKJIIOYAIOMIEH CBEINCHHUS O
HEMaTepHaJbHBIX AaKTHUBaX, [MOaHHBIX (OKYCHBIX HWCCIEAOBAaHHA W
SKCIIEPTHBIX OMPOCOB.

BriaenstoT HECKOJIBKO MOJIX0J0B K U3MEPEHUIO MHTEJUIEKTYaIbHOTO
KanuTasa Ha ypoBHE Kommanuu [3, 4, 7, 8, 9].

Mertons! mpsimoro n3mepenust (Direct Intellectual Capital methods —
DIC) npeanonaratot, uto Bce komnoneHTsl MK omieHUBaIOTCS B JICHEKHOM
SKBHUBAJICHTE.
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Merton perHouHOM Kanutanu3anuu (Market Capitalization Methods —
MCM) npeamosiaraeT BBIYHCICHHE PAa3sHOCTH MEXIY PBIHOYHOW
KaruTaau3alyel M aKIHOHESPHBIM KaITUTaJIOM.

Meton peHtrabenbHOCTH akTUBOB (Return on Assets methods —
ROA) ocHOBaH Ha CIEOyIOIMX BBIYHCICHUAX. [lOKa3aTenn CTOMMOCTH
OCHOBHBIX CpEJICTB W TOJOBas TNPHOBLUIH CPAaBHUBAIOTCS CO CPEIHIMH
3HAUEHHMSMH JUISl OTpacid WM JesresibHOCTU. [IpeBbllieHue yIenbHOM
NpuOBLIM  HaJ CPEJAHUM 3HAYEHHEM  HCIOJB3YeTCs Kak  OLEHKa
HWHTCJUICKTYAJIbHOI'O KaltiTaJia.

Meroapl, OCHOBaHHBIE Ha pa3pabOTKE CHCTEMBI IOKa3aTelei,
OTpaXarolmux COCTOSAHUEC pPas3IMYHbIX KOMIIOHCHTOB HWHTCJUICKTYaJIbHOI'O
kanutana (Scorecard Methods — SC). Hawubosee H3BECTHBIM SIBISCTCS
METOJI, TIPEIUIOKEeHHBIN (hHHAHCOBO-CTpaxoBoi rpymmoi Skandia — Skandia
Navigator [1, 8, 14].

Skandia Navigator [1, 8, 14] mO3BOIIET OICHUTH MATH IIIEMEHTOB
BIVMSIHASL MHTEJUICKTYaJbHOTO KallWTana Ha Pe3yIbTaTUBHOCTh KOMITAHWIA:
(UHAHCOBBIC PE3YNBTATHl KOMIIAHHH; B3aHMMOOTHOIICHUS C KIHCHTAMU;
TEXHOJIOTHYECKHE TMPOIECCH], MOJNCPKUBAIOIIAE TIPOLECC CO3MAHH
uenHoctd  (IT —cucrembr, ©0a3pl  JIaHHBIX, pabouyre MPOLELYpPbI);
OpHEHTAIls] HAa MHHOBALIMOHHOE pa3BUTHE, (OKyC Ha HYeIOBEUECKUH
Kanutan. MHIeKchl MepeYrcIeHHbIX AJIEMEHTOB OIPEACISIIOTCS Ha OCHOBE
CTaTUCTUYCCKUX JMaHHBIX, OTYCTHOCTH KOMIIAaHWH, DKCIICPTHBIX OLCHOK U
CYMMUDPYIOTCA IJId OCHKN MHTCJUICKTYAJbHOI'O KarTasa.

B pabote [5] omeHmBamach poJib MHTECIUICKTYaJlFHOTO KallWTalla B
YCTaHOBIICHHH OallaHCa MCEKIY HWHHOBAIIMOHHOW W TIPHHOCSINEH TOXOX
JeSTeNbHOCTRI0. [l OllCHWBaHUS BKJIaJla MHHOBAIIMOHHOTO KamuTajla B
YCTaHOBJICHHE TaKoro OajaHca HCHOJIB30BAJNCh JaHHblE 217 MalblX H
CPeIHUX TPENPHUATHH NPON3BOJICTBEHHOro cekropa Ilakucrana. JlaHHbIE
ObUTM TONyYeHbI Ha OCHOBE ONPOCHHKOB co Iukajoil Jlaiikepra.
K mony4yeHHbIM maHHBIM ObUT TIpUMeHEH PLS-perpeccroHHBIN aHaJM3.
[TonTBepxkneHa THIIOTE3a O TOJOKUTEIFHOM BIIMSHUH BCEX KOMIIOHEHTOB
MHTEJUIEKTYyaJbHOTO KalWTala Ha yCTaHOBJICHHE OamaHca MEXIy
WHHOBAIIMOHHOW U MPUHOCSIIEH T0X0/1 AEATEIbHOCTBIO.

B [6] obOcyxnmaercs Monenb HMHTEIDICKTYIBHOW —TIPOITyCKHOM
CrocOOHOCTH ~ OpraHM3alMl, KakK Mephl  MPOM3BOIUTEIHHOCTH B
nepepaboTKe BHEIIHUX 3HAHWH, MPEBPALICHUM WX B HMHTEIUIEKTYaJbHBIH
KaluTaJl W, B UTOre, IeHepalMy NPHUKIAJHBIX 3HAHWH, HENOCPEACTBEHHO
UCTIONIB3YEMBIX ISl CO3JIaHUS [IEHHOCTH.

IMoxany¥, eMHCTBEHHOIN CHCTEMHOMN paboTO, B KOTOPOi 000CHOBAH
u anpoOMpoOBaH MOAXOJ K OICHWBAHWIO MHTEIUIEKTYaJbHOTO KamuTaua Ha
MakpoypoBHe siBisiercs: padora Carol Yeh-Yun Lin and Leif Edvinsson [14].
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ABTopel [14] TmpemIOKHIM TOAXOA K HM3MEPEHHIO HAIMOHAIHHOTO
MHTEIUICKTYyalbHOTO KalWTajda HAa OCHOBE OTKPBITBIX CTaTUCTHYECKUX U
9KCTIEPTHBIX JAHHBIX. MOZENb MHTEIUIEKTYalbHOTO KalWTala OCHOBaHA Ha
BBIYMCIICHUHM YETHIPEX HHIEKCOB: HHJIEKCOB UEJIOBEUECKOTO, PHIHOYHOTO,
MIPOIIECCHOTO KaluTala W WHAEKca B0300HOBIEeHMS Kammrtana (human,
market, process, renewal capital indices). DT mokasarenu paccyuTaHbl I
40 ctpan B quHamuke ¢ 1995 no 2008 roa. Kaxnplii MHAEKC BBIYHUCISIETCS HA
OCHOBE 7 WHIMKAaTOPOB, KOTOPHIE MOCTPOEHBI Ha OCHOBE CTAaTHCTUYECKUX
MoKa3aTene M3 OTKPBITHIX 0a3 maHHbIX, Takux kak World Bank, OECD,
APEC, Commission of European Community, national Department of
Commerce, Statistics etc. J[OMOJIHUTENBHO aBTOPbI HCIIOJIb30BAJIM JaHHbIE
onpocoB (okycHbeix rpymm. OunancoBblil kanutan (GDP per capita) Takxke
BKJIIOYEH B aHAJIM3.

OpHaKo HECMOTpPSI HA MHOXKECTBO Pa3pabOTOK IO KOJINYECTBEHHOMY
OLIEHUBAHHIO MHTEIUIEKTYaIBHOTO KaIUTala, TeMa OCTaeTCsS OTKPBITON I
JaTpHEWITNX HAyYHBIX n3bickanmid. Hampmmep, Leif Edvinsson, oguH u3
pa3paborunkoB Skandia Navigator 1 METOIUKH U3MEPEHUS HAIMOHAIBHOTO
MHTEJJIEKTYaJbHOTO KallWTaja HAa MaKpOypOBHE, CUHTAET [7], YTO BaXHO
aHaIM3UPOBATh HE TOJILKO 3HAYEHHMsS WHTEJUIEKTYaJbHOTO KaluTaia JUist
TEKYLIET0 COCTOSIHUS, HO M YYHMTBHIBATh HANpaBJIEHHUE U CKOPOCTh €ro
n3MeneHus. ABTopsl [10] m0oKka3bIBaOT, 4TO pa3paboTaHHbIE paHEee METOJIbI
W MOJENM M3MEPEHHs M OLUECHKM HHTEJUICKTYyaJbHOTO  KamuTaja
OKa3bIBAIOTCS IUIOXO MPUMEHHMBIMH JUISi  OLICHUBAHUS  TEHICHIUIA
TIOCJICTHETO JACCSTUIICTHSI, OTMEUYEHHOTO MHTCHCHBHBIM Pa3BUTHEM HOBBIX
NH()OKOMMYHHKALMOHHBIX U U(POBBIX TEXHOJIOTHH.

2.3. UnpopManuoHHBbIe TEXHOJIOTHMM M HMHTE/LIEKTYaIbHBII
KanuTaja. Psjn ucciiefoBaHWM MOCIEAHUX JIET TOCBSIIEH H3YyYEHHUIO
B3aUMOBIIMSIHASL MH()OPMAIMOHHBIX TEXHOJOTMH M HHTEIEKTYaJIbHOTO
Kamurasa.

B paGore [24] aBTOpBI cpemu myOIMKaIuii, MpEACTaBICHHBIX B
ScienceDirect (http://www.sciencedirect.com/), Wiley Online Library
(http://onlinelibrary.wiley.com/) Emerald Insight
(http://www.emeraldinsight.com/) 3a mepuoz ¢ 2009 o 2014 rox, BEISIBIIN
49 craTeil, MOCBAIICHHBIX O B3aMMHOM BIMSHUM WHTEJIEKTYyaIbHOTO
Kanutasa W HMHQOPMALMOHHBIX TEXHOJNOTHMH W MPEACTaBHIM  HX
cucTteMaTHyeckuii 003op m kiaccudukarmio. Ilpusenensr case-study IT
KOMIIAHMH € TOYKM  3pEHHMs  HMHTEIUIEKTYaJIbHOTO  KaluTaja.
WudopmanmoHHble  TEXHOJOTMM  PAacCCMOTPEHBl  KaK  MHCTPYMEHT
yIpaBiCHUs] WHTEJUICKTYyaJbHbIM KAlHMTaJIOM, MCCJICJAOBAHO BIMSHHE
MHTEJJIEKTYaJbHOIO KamnuTalla WM WH(QOPMAIMOHHBIX TEXHOJOTMH Ha
WHHOBALMOHHOE Pa3BUTHE, MHTEIUIEKTYaIbHBIH KalUTal IpOaHaJIu3UpOBaH
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KaKk pecypc pa3paboTku TexHojorui. CpaenmaH BBIBOJ O TOM, HTO
OONBIIMHCTBO aBTOPOB HCCIEAYIOT YEOBEUECKHH KamuTal Kak HanOoiee
BaXHBIM AJIEMEHT WHTEJUIEKTYaJbHOTO KallWTalld, HEKOTOPHIE YIENSIOT
BHUMAaHHE CTPYKTYPHOMY KaIlUTAITy U KaUTaTy B3aUMOOTHOIICHHUH.

B paborax [15, 16] cienaHa MombITKa OIEHUTh B3aMMOCBSI3b MEXITY
CMapT-TEXHOJIOTUSAMH, MH(PPOBHU3ANNECH W HHTEIUICEKTYalbHBIM KallUTAJIOM,
BBISIBUTH TOTCHIUAJ TEXHOJOTUH Ui YIYYIICHHAS HHTCIUICKTYaIbHOTO
KamuTana. ABTOpHI [15] Ha OCHOBe aHaNM3a HAYYHBIX PaOOT IMpeIararoT
MIPEIBAPUTENILHYIO CHUCTEMATH3aLUIO TOJOXHUTEIbHBIX U OTPHLATEIbHBIX
CTOPOH TMPOIECCOB ONU(POBKH HHPOPMAUU 00 HMHTEIICKTYAIbHOM
Kamuraje ¢ TOYKU 3PEHUS 3aWHTEPECOBAaHHBIX CTOpOH. B pabore [16]
paccmatpuBaercss kak  Munyctpus 4.0 u  cBs3aHHBIE € HeH
WHTEIUICKTyallbHbBIE  TEXHOJOTHH MOTYT BIHUSIOT Ha  yIpaBlcHHUE
HMHTEIJUICKTYyabHBIM KalUTajJOM B IIETIOM, W KaK IHA(POBU3AIUS MOXKET
TIOBITUSITH HA €TO OTICIFHBIC KOMITOHCHTEHI.

UccnenoBanue [17] mpeacTaBiIsieT — 0030p  myOnmKamuii,
JEMOHCTPHPYFOIIIX TpaHCHOPMAIIHIO MpeJCTaBICHUS 00
HMHTEIJUIEKTYyaJlbHOM KaIlUTajle MO Mepe Pa3BHTHS TEXHOJOTHH OOIBIITUX
JaHHBIX. ABTOpBI pacCMaTpUBAIOT KOHLENIMIO HMHTEIUIEKTYalbHOIO
KaluTajga B CBETE 3apO’KIaroIeiicst mapagurMbl OOJBIINX JAaHHBIX. ABTOPHI
AHATM3HUPYIOT: YIPaBICHUYECKUE MTPUUMHBI BKIIOUYCHHUsT OONBINMX JAHHBIX B
MHTEJUICKTYaIbHBIN KamuTal; TUIIOJOTHH OOJBIINX JAHHBIX, YIYUIIAIONHIe
MIPAKTUKY Pa3BUTHS HMHTEIJICKTYAIbHOTO KaluTana; 3auHTEpPECOBAHHBIC
CTOPOHBI, YYaCTBYIOIIHEC B CO3MaHUM CTOMMOCTH HHTCIDICKTYalbHOTO
KalmuTajla ¢ WCIOJh30BAHWEM OOJBIINX JNAHHBIX; TEXHOJOTHU OOJBIIUX
JAHHBIX, TOAXOJISIINE IJIS YIPABICHHUS WHTEIUICKTYaJbHBIM KaIHTAJIOM.
ABtopsl [17] 000CHOBEIBAIOT BBIBOA O TOM, YTO B HHU(POBOH IKOHOMHKE
(OKyC UCCIIeTOBaHUN WHTEIUICKTYaIbHOTO KalHUTala JOJDKEH ObITh CMEIICH
C YpOBHSI OpraHu3aldil Ha YpPOBEHb 3KOCHUCTEMBI, TO €CTb C MHUKpPO Ha
ME30YPOBEHb.

2.4.loaxoapl K H3MEPEHHUIO YPOBHSI Pa3BUTHUA TEXHOJOTHii.
CoBpeMEHHBIM TOAXOIOM K OICHKE YPOBHS pPAa3sBUTHA TEXHOJOTHHA
SIBIISICTCA TOCTPOCHHE TATEHTHBIX JAaHAMA(PTOB C HCHOJIH30BAHUEM
METOJIOJIOTHHU TTATEHTHON aHAINTHKH.

Hoxyment [23] mpexactaBimsieT coOOW W3IIOKEHHE ITOIXOMOB IS
JeTaNbHON ~ Kiaccu(UKAlMM ~ TATEHTHBIX ~ CeMEcTB B oOnacTu
HCKYCCTBEHHOTO MHTEIJUICKTa. B KauecTBe MCTOYHMKA NAHHBIX UCIIOJIh30BaHA
0aza nanabix FAMPAT kommanmm Questel. Ha momeHT mnpoBencHus
uccinenoBanust FAMPAT coaepxana cBeenus o Ooniee yeM 59 MUIITMOHOB
MATeHTHBIX ceMeicTB. [Ipu mpoBeneHNy UccaenoBaHus HEe yCTaHABIUBAINCH
Kakue-mubo reorpaduueckue WM BpeMeHHble pamku. [lpu orGope
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MIATEHTHBIX CEMEHCTB MCIIOIh30BANINCH KaK KJIACCH(UKAIIMOHHBIE KOJIBI, TaK
KIIIOUeBBIE CioBa. B pesymbrare Obuto oToOpano cBeime 339 ThIcAdY
MATEHTHBIX ceMeiicTB. B KauecTBe OCHOBHBIX KJIACCH(HUKAIMOHHBIX
MIPU3HAKOB HCIOJB30Basioch 20 obacTel MprUMeHEHHs TATEHTHBIX CEMEHCTB
nu 6 OCHOBHBIX TexHOJOTWH  ((PpYHKIMOHAIBHBIX  HAIPABIICHHUIA)
HCKYCCTBEHHOTO0 UHTeUIekTa. OCHOBHBIM TIPU3HAKOM  JOTOJHHUTEIHEHO
CONOCTaBIBUIMCH TIOMYMHEHHBIE TOJIS 71 OoJiee JIeTallbHOW KiIacCH(HKAIMK.
Pe3ynbTaThl KiaccH(UKALMN TTO3BOJISIIOT OLEHUTh HHTEHCUBHOCTD Pa3BUTHS
TEXHOJIOTUH U NIPUJI0KEHUN UCKYCCTBEHHOIO UHTEJUICKTA.

B paGote [21] wu3yyeHa AMHaAMUKa TpEJCTABJICHUS 3asiBOK Ha
nmareHThl B OOJIACTM  anmapaTHOro  OOEecCre4YeHHs HCKYCCTBEHHOTO
uHTeuIekTa. OLEHEeHbl JOJIM 4HciIa OJOOPEHHBIX 3asBOK U JIUTEIBHOCTh
WX PAacCMOTPEHHS M pa3iIu4yHBIX pHIHKOB. Kiaccam ammapaTHOTO
oOecrieueHHT W BBICOKOTEXHOJOTMYHBIM KOMIAHHUSAM COMOCTABIICHBI
MOKA3aTeM CPEIHET0 BO3PACTa MATCHTOB M CHJIBI MaTeHTOB. OOOCHOBAHBI
CTpaTerMd TATeHTOBaHWE s B 00JAacTH ammapaTHOTO OOeCIeUCHHS
HCKYCCTBEHHOTO MHTEIICKTA ISl KPYIHBIX ¥ CPEITHUX KOMITaHHUH.

IoctpoeH mateHTHBIN NaHAmMApT I TiIybokoro obydenus (Deep
Learning DL) [22], paccMOTpEHBI aclieKThl 3asIBOK Ha MATCHTHI, CBSI3aHHBIC
¢ pazpaboTkoii anroputMoB DL, uX NpuUMEHEHHEM B MPWIOKEHHUIX U
MPOMBIIICHHOCTH, ONKCaHa AMHAMUKA MOJIA4U U 0J00PEHHUsI 3asBOK.

3. HocTanoBKa 3agaum ucciaegoBaHusi. Ha ceromusmHuii neHb
CyliecTByeT o0Iee MpeacTaBlIeHHe 00 WHTEUICKTyalbHOM KaIuTaje,
pa3paboTaHbl pa3TUYHBIC MOIXOABI K €ro HW3MEPCHHI0O Ha MHKPO- U
MaKpOypOBHE, OJTHAKO OTCYTCTBYET OJHO3HAYHOE CTPOTOE OIpEIclCHHE
WHTEJUICKTYalbHOTO KallMTala W €IUHBIH MOAXOJ K ero U3MEpeHHI0 Ha
MakpoypoBHe. Pa3pa0oTaHbl METOIBI MATCHTHON aHAIMTHUKU JJIS aHAJIHA3a
TEXHOJIOTMYECKMX TPEeHI0B. Ha KOHIENTyaJlbHOM ypOBHE H3BECTHO, YTO
€CTh B3aMMOBJIMSHHE HHTEIUIEKTYAIFHOTO KalUTana M TEXHOJOTMYEeCKUX
TPEHIOB, HO  OTCYICTBYIOT  METOAWYECKHE  pa3paboTKu I
KOJIMYECTBEHHOTO OI[CHUBAHMUS TAKOTO BIUSHHUS.

[osichuM, i1 9ero HYXXHO  OTHENATh  HWH(GOPMAIMOHHEIC
TEXHOJIOTHM OT KOMIIOHCHTOB HHTEUICKTYalbHOTO Kamurtaia. B Oomee
obmier popMyITHpOBKE ITOT BOIPOC 3BYUHUT CISAYIOIMIMM 00pa3oM: mouemMy
HENTB3sl CMEIINBATD TEXHOJIOTHH, KaK PEeCypCHl, U NIPyTHe PECYpChHl, B TOM
YHCJIE UCHOJIB3YEMBIE /IS TEXHOJIOTHYECKOTO Pa3BUTHSL.

CyniecTBYIOT J1Ba 00IIMX CBOICTBa PECypCOB.

IlepBoe CBOMCTBO 3aKiO4aeTcsl B BO3MOXKHOCTH HE3aBHCHMOTO
UCIIONIb30BAaHUH OJHOTO M TOTO JK€ pecypca pa3iIW4HbIMH CYOBEKTaMH.
Bynem Has3plBaTh €ro pasaensieMocTblo pecypca. B oTeuecTBeHHOMU
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IUTepaType pasiensieMble pecypchl OOBIYHO HA3bIBAIOT KOHKYPEHTHBIMHU,
9TO, 10 HAIIEMY MHEHHIO, INI0OXO OTPAXKaeT CMBICI 3TOTO CBONCTBA.

BTopoe cBOWCTBO COCTOMT B BO3MOXHOCTH TIPEIOTBpAIICHUS
HECaHKIIMOHNPOBAHHOTO HCIIONIB30BaHMA pecypca. Ero mMpuHSATO Ha3bIBaTh
HCKJII0YaeMOCTBIO pecypca.

Pa3mensieMOCTh  TEXHOJNIOTMH  O3HAYaeT, YTO  HCIIOJIb30BAHHE
TEXHOJIOTUM OJHHUM CyOBEKTOM HE TPEISTCTBYET €€ HCIOJIb30BaHUIO
Ipyrumu cyobektaMu. [Ipu 5ToM IpaBo MHTEIUIEKTYalbHOH COOCTBEHHOCTH
obecrieunBaeT CBOMCTBO HCKIIIOYAEMOCTHM TEXHOJOTMM KaK pecypca
(oTMeTMM, YTO TpaBOBbIE  HOPMBI ~HE  BCErJa  OCTaHABJIMBAIOT
HECaHKIOHUPOBAHHOE KONMHMPOBAaHHE TEXHOJIOrui). Henb3st roBOpHUTH, 4TO
TEXHOJOTUU  SIBISAIOTCS TIOJIHOCTBIO  pa3feiseMbIMH WM  IOJHOCTBIO
UCKIIOYaeMbIMH ~ pecypcamu.  KommpoBaHHe — TEXHOJOTHH  TpeOyer
JIOIIOJIHUTETbHBIX 3aTpar. Hy>KHO y4WTBIBaTh, 9TO CTOMMOCThH pPa3pabOTKH
TEXHOJIOTUM  OOBIYHO  CYIIECTBEHHO  BBINIE, Ye€M  KOMHPOBAHM.
WuppacTpyKTypHBIE W YENOBEYECKHE  PECYPCHI, KaK  JJIEMEHTHI
MHTEIJUICKTYyaIbHOTO ~ KalWTaja, MPEACTaBISIIOT Cco00i  HepasiersieMble
pecypcesl. X ucnonb3oBaHUE TMMHUTHPYETCS] HIMEIOLIMMHUCS MaTepUallbHBIMU
aKTHBaMH M YHWCJIEHHOCTHIO MEPCOHANA KOMIAHHHM WM YHCICHHOCTHIO
HaceJIeHHs CTPaHBI (U1 HAI[HOHAJIBHOTO MHTEIUIEKTYaIbHOTO KaIllNTaa).

O06o03HaYMM:

A m X — COOTBETCTBEHHO CTOUMOCTbD Pa3Je/sIeMbIX U HEPa3JeIsIeMbIX
PECYpPCOB, HCTIOIB3YEMBIX I IPOU3BOJICTBA;

Y=A+X - cymmapHas CTOUMOCTb PECYpCOB;

F(Y) — o6bem nponsBoacTBa (MIPOU3BOICTBCHHAS (DYHKIIHA);

a — mapameTp MacmTabMpoBaHHs TIPOU3BOJICTBA.

IMpn cnenmaHHBIX TNPEANONOXKEHUSAX F() sBIsSETCS OIXHOPOAHOU
(byHKIMEH IepBOH CTENEHH OT X, IOATOMY CIPaBeUIMBBI COOTHOILICHHUS:

Ecnma > 1,10 |
F(aY) = F(a(A+ X)) > F(A + aX) = aF(A+ X) = aF(Y). (M

Ecima < 1,T0 )
F(aY) = F(a(A+ X)) < F(A+aX) = aF(A+X) = aF(Y). 2)

Vuaureiast, uto F(0) = 0, mpu 0 < 1 < 1, monyuaem:
FOO(1-A) +AY) < (1 —ADF(0) + AF(Y). 3)

Takum 06pa30M, MbI y6eZlI/IJ'II/ICL, qTo, npu CACIIaHHbIX
NpeAnoJOXKECHUAX O CBOICTBax PECYypCOB M OOOYHICHMHU O BO3MOXHOCTHU
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MTHOBEHHOTO MAacIITaOUpOBaHUS NPOM3BOACTBA, IIPOU3BOACTBEHHAS (DYHKIHSL
HE MOXXET OBITh BOTHYTOH Ha JIFOOBIX MHTEpBaaX, JIeBas I'PaHHIA KOTOPBIX
coBIlazaeT ¢ HyneM. BripaxeHne (1) mokassIBaeT, YTO NpPH TUPAKUPOBAHUU
CYIIECTBYIOIINX  TEXHOJOTHMHA  OOECIIeuMBAeTCS  CBEPXJIMHEWHBIA  POCT
NPOM3BOJCTBA IIPM  WMHBECTUPOBAHMM B  HEpa3fielsieMble  PECypCEHL
VHBecTHpOBaHHE B Pa3BUTHE TEXHOJOTHH OKYMAeTCs TOJNBKO B TOM Ciydac,
€CJIM CO3JaeTCsl HOBBII MPOYKT, HA KOTOPBI MOTYT OBITH YCTaHOBJICHBI 1IEHBI
BBIIIE PBIHOYHBIX. [lpeamnonaraercs, YTO WHBECTOP MOXET BBIOMpAThH
COOTHOIIEHHE CpeAcTB. [loTpayeHHBIX Ha pasielisieMble W HepasJeiseMble
pecypcbl. OniHaKo, py OMKUCAHUU MPOLIECCOB TEXHOJIOTMYECKOTO Pa3BUTHS HA
YPOBHE CTpaH HEOOXOAWMO YYMTBIBATH, YTO COOTHOLIEHHUE PECYpPCOB MOMKET
OIIpeNeNsATHCS O0OBEKTHBHO CYILLIECTBYIOIMH 3aKOHOMEPHOCTSIMU
TEXHOJIOTHYECKOTO pa3BHUTUA. [109TOMY BBIABICHHE TAKHX 3aKOHOMEPHOCTEH
NPEACTABISET COOON BAXKHYIO HAyYHO-IIPAKTHICCKYIO 3a71a4y.

Ecmm B (1) m (2) mpemnonoxwuts, uto X ectb ¢yHkmus G(4)
u Y=A+G(A4), To IpOU3BOJICTBCHHAS (DYHKIIUS:

F(Y)=F(A+G(4)), 4

yKe He OyJeT 00J1aaTh MepeIrcIeHHBIMA CBOMCTBAMI.

Bbonee  nmeranpHBlE  MOJENM  TEXHOJOTWYECKOTO  Pa3BHTHS,
OCHOBaHHBIE Ha BBIACICHHH PECYPCOB JBYX PACCMOTPEHHBIX THIIOB,
mpeacTaBieHbl B [25].

B HacTosmee BpeMs HE CyLIECTBYET OTKPBITBIX AAHHBIX, KOTOPHIE
TIO3BOJIMIIM OBl BBIPA3UTh CTOMMOCTH TEXHOJIOTHH KaK PECYypcOB Ha ypOBHE
CTpaH M B SBHOM BHze onpenenuTs ¢pyHkiun G(4) u F(Y), Ho moctpoeHue
KOJINYECTBEHHBIX OIIEHOK B3aMMOCBSI3U HH(MOPMAIMOHHBIX TEXHOJIOTHHA
YIpaBICHUS] M HHTEIUIEKTYAIBHOTO KamuTajga OyAeT LIaroM B PELICHUH
Tako# (hyHIaMEHTANbHOW 3a7auu.

B kauecTBe  XapakTEpPHCTHK  DPa3BUTHA  MH()OPMAIMOHHBIX
TEXHOJIOTHI YNPaBIICHNUS HCIIOIb30BAHBI IOKA3aTelIN MaTEHTOBAHUS JUIA
TeXHoJoTHIeckoit obmactu «IT-meTonsl ympaeneHus». BwiOop Takmx
IoKazaTesiel 00yCIOBIEH HECKOIbKIMH NIPUINHAMU:

—  TPagMLHOHHBIM HCIOJb30BaHUEM XapaKTEPHCTHK MaTEHTOBAHUS
KaK pe3yJIbTaTOB Pe3yJIbTATUBHOCTH UCCIICA0BAaHHI U Pa3paboTOK;

—  BO3MOXXHOCTBIO TPAaKTOBKM IIOKa3aTellel KaK XapaKTepUCTHK
pa3zenseMbIX PeCcypCcoB;

—  OTKPBITOCTBIO U HAJI)KHOCTHIO ITATEHTHBIX TaHHBIX;

—  BO3MOJKHOCTBIO TOHKHX HACTPOEK 3alpoCcoB K IAaTEHTHHIM
0a3aM JaHHBIX.
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B [26] maTeHTOBaHWE pacCMaTPHUBAIOCh KaK JACSITEIBLHOCTb, B
pe3yJibTaTe KOTOPOW CO3/AAI0TCS HOBbIE WHHOBALIMOHHBIC MPOIYKTHI, a HE
KaK pe3yiabTaT WCCIEeJOBaHMKH U pa3paboTOK. ABTOpaMH ITOCTPOEHBI
JIMHEIHBIE PErpecCHH, KOTOpbIC CBS3BIBAIOT Jorapum ducia HOBBIX
WHHOBALMOHHBIX  HPOJAYKTOB  ONPENENICHHOW  KaTeropud, KOTOpPbIC
MPOU3BOAT KOMIIAHUH, C JIOTApU(PMOM YHUCIIa MATCHTHBIX 3aIBOK TOH XKe
KaTerOpuH, MOJJAHHBIX KOMITAHUCH B KAKOM-TTHOO MPEIBIAYIIEM TOY:

logN = flogP; + a, 5)
WITH:
N =yFf, ©)

rae N — KOJIM4eCTBO HOBBIX MHHOBAIIMOHHBIX IPOYKTOB,
P; — KOMM4ecTBO MATCHTHBIX 3a8BOK, MOJAHHBIX B TOJ], KOTOPBIA OBLT Ha
i TOJIOB paHbllle, YeM IOl MOSBICHUS MPOAYKTA.

Jlis Bcex perpeccuif, momydeHHelX B [26] 3Hauenme S < 0,1.
Jpyrumu cioBaMu, HaOJIFOJa€TCsl OIYTHMOE 3aMeJUIEHHE POCTa 3aBUCUMOM
MepEeMEHHOI NpH yBETUUEHUH HE3aBUCUMO NepeMeHHOM.

Martepuainsl U METOABI, UCIOJIb30BaHHbIE B [26] MO3BOJIMIM aBTOpaM
BBISIBUTE BPEMEHHBIE JIarM — HHTEPBAIbl BPEMEHHM MEXKAY MOSBICHHEM
IATEHTOB W HMX HCHOJBb30BAHMEM B HHHOBAIMOHHBIX IPOXYKTax.
@DaKTHYEeCKH  yCTAHOBIEHA INPHYHUHHO-CICACTBEHHAS  CBSI3b  MEXKIY
pe3ynbTaTaMH HCCIEJOBaHMH M pPa3pabOTOK M BBIXOJOM Ha PBIHOK
HMHHOBAallUOHHBIX TPOAYKTOB.

Ilepen Hamu Taxke CTOMT 3ajada ONPENENIECHUS PETPECCHOHHBIX
3aBUCUMOCTEH, B KOTOpPbIX B KadeCTBE HE3aBUCUMOW II€PEMEHHOI
HCTIONB3YIOTCS TOKa3aTeld IaTeHTOBAaHUS, a B KadecTBE 3aBHCUMOMU
MEPEeMEHHOM — MHJIEKC M CYOMH/IEKCHl MHTEIUICKTYaJIbHOTO KamuTana. [Ipu
3TOM CJIO’KHO TOBOPUTH O SBHBIX INPUYHHHO-CIECACTBEHHBIX CBA3SIX MEXIY
MIATGHTOBAHMEM M YEJOBEYECKMM M HHTEIUICKTYaJbHBIM KallUTaJIOM,
MOTOMY 3a/a4a aHalW3a BPEMEHHBIX JIATOB HE MMEET MPOCTOH
HHTepHpeTanuu. TeM He MeHee, TaKOM aHalIHu3 MO3BOJMUT JOMOIHUTEIBHO
YTOUHHUTh B3aWMHOE BIMSHHE Pa3BUTHS HH()OPMAIMOHHBIX TEXHOJIOTHH
YIPaBJICHUS M HHTEIUIEKTYalIbHOTO KaluTania.

Lems uccnenoBaHUs 3aKIIOYAETCSl B KOIMYECTBEHHOM OLICHUBAHUU
B3aMMHOIO BIIMSHMS HAIMOHAIBHOTO HHTEIJIEKTYyadbHOIO KamuTana M
COBPEMEHHBIX HH(POPMAITMOHHBIX TEXHOJIOTHH YIIPaBIeHU HA MAaKPOYpPOBHE.

JUids  [OCTHMXKEHHS JTOM IEeNH CYIIECTBYIOUIHME MOAXOABI K
M3MEPEHUI0 HHTEJUIEKTYyaJbHOTO KalluTajla HAaMH aJalTHPOBAHBI IS
HM3MEPEeHUs Ha MaKpOypPOBHE HAIMOHAIBHOTO HHTEIUIEKTYaJIbHOTO KalHuTaia
CTpaH Ha OCHOBE OTKPBITBIX JaHHBIX; OIPEAEICHBl II0 OTKPHITHIM
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MIATCHTHBIM JaHHBIM OCHOBHBIE TEXHOJOTHYECKHE TPEHABI B 00JacTH
WHPOPMAMOHHBIX ~ TEXHOJOTWH  YNpaBIeHHS C  HCIIOJIB30BaHHEM
HHCTPYMEHTApHWsI MATEHTHOW  aHAJNUTHKH, pa3paboTaHa  METOAWKa
W3MEPEeHUs] WHTEIUIEKTYyaJbHOTO KamuTajla W TPOBEPEHBI THUIOTE3Bl O
CTaTHCTHYECKOW 3HAYMMOCTH B3aWMOBIUSHIS WHTEIUICKTYaJIbHOTO Talla W
WHPOPMAMOHHBIX TEXHOIOTHH YIIPaBICHUS.

4. MartepuaJjbl 1 MeTO/JbI HCCJIET0BAHUS

4.1. Metoauka u3MepeHHs] MHTEJLUIEKTYAJbLHOr0 kanurtajia. [Ipu
pa3paboTKe CHCTEMbl IOKa3aTeNe Uil OICHUBAHUS HHTEIUICKTYaJIbHOTO
KanuTala 1 MTHHOBAIIMOHHON aKTUBHOCTH MCIOJIb30BaHa JBYXKOMIIOHEHTHAs
KOHIICTIIIMSl WHTEJUIEKTYaJbHOTO KamuTana. VIHTeNuleKTyalbHBIA KamuTai
BKJIFOUAET: YeJIOBEUECKUIT KallUTall U CTPYKTYPHBIN KanuTaj, 00beANHIIONIIIH
OpraHM3alHOHHBIA KamuTall W KalmuTal B3aMMOOTHOIICHUH C KIHCHTAMH
(xeHTCKHUN KamuTai). BeiOop IBYXKOMITOHEHTHON CTPYKTYpPBI 00YCIOBICH
TE€M, YTO OpraHM3aLMOHHBIM W KIMEHTCKUH Kamurtal OOBCTUHSIOT
B3aMMOCBSI3aHHBIC M B3aWMOJIOTONHSIOMIAE SJIEMEHTHI, pa3IMJalolIriecs B
OCHOBHOM, TII0 KPUTEPHIO OTHECEHHS K BHYTPEHHEH (CTPYKTYPHBIH) H
BHEITHeW (KIMEHTCKWHA) OIS OpraHM3allikl cpele, Npu Tepexoie K
HU3MEPCHUIO OPTaHU3AIMOHHOIO U KIHEHTCKOTO KaluTaja OHH MOTYT OBITh
00BbeIMHEHB B CTPYKTYPHBIH KamuTajd Ha YPOBHE XapaKTEPU3YIOIIUX HX
CTaTUCTHUYECKUX MOKa3aTeeH.

KimroyeBass 3a7aga COCTOMT B TOM, YTOOBI HAWTH CTATHCTHYECKHE
[IOKa3aTeNny, OTPaXKarolllu€  MHTEIUIEKTYaIbHbI  Kanurtan.  IIpsmeix
OQUIIMATIBFHBIX ~TOKa3aTelel, MO3BOJITIOMINX KOJHMYSCTBCHHO OICHUTH
MHTCIUICKTYaJ IbHBIA KalTal KpaifHe Mano. [103ToMy MBI CIIEIOBaIH JIOTHKE
BBIOOpPa CTATUCTHUYECKUX TOKa3aTeJed, HCIONB3YeMOW [UIi MOCTPOCHHUS
CyOMHJICKCOB  HAI[MOHAJIBHOTO HHTEJUICKTYaJIbHOTO KamuTana [l14] w
rNM00aTbHOTO  WHHOBAaIMOHHBIA — mHAekca (THMU) [27], a Takxke
pa3paboTaHHBEIM HAMH MOAXOAaM K OLICHUBAHHIO COLUATIBHO-IKOHOMUYECKIX
SIBIICHUH 10 TETEPOTeHHBIM JaHHBIM [28, 29]. CniemyeT OTMETHTD, 9TO YETKHX
KPHUTEpUEB BKIIOYCHHS TOTO WM HMHOTO CTaTHCTHYECKOTO ITOKa3aTens B
COCTaB OTpPEIENICHHOTO CyOuWHAekca HeT. bomee TOro, mpu MOCTPOCHUH
I700aTbHOTO WMHIEKCA HMHHOBAIMK, COCTaB MOKa3aTelel He3HaYUTEIbHO
MEHseTCS U3 To/a B ToA [27] Ayst TOro, 9TOOBI UTOTOBBIE CYOMHACKCHI JTydIle
OTpaXkall pe3yJbTaThl M YCIOBHS WHHOBAIIMOHHON aesTenbHOCTH. [lpm
WHEKCHOM TMOJIXOJ€ K OIEHMBAHUIO MHTEIUIEKTYaJIIbHOIO KaruTajia
Pa3NIUYHBIC aBTOPHI UCTIONIB3YIOT PAa3HBIC UCXOJIHBIC HAOOPHI CTATUCTUYCCKUX
mokaszaresyieif, JIOCTaTOYHO IIOJHAsi CBOJIKA  HCIOJb3YEMBIX  CHCTEM
CTaTUCTUYCCKUX MTOKA3aTelNeH MPUBOAUTCS B padore [14].

Jns oOecnieueHuss BOCHPOHM3BOJUMOCTH OIICHOK HAIIMOHATIBHOTO
MHTEJUICKTYaJIbHOTO  KamuTalla HaMH  [pejajaraertcss  HMCIOJib30BaTh
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HOpMAaJIM30BaHHBIC 3HAYCHUS TEPBUYHBIX CTATUCTHYECKUX IOKa3zaTelell H
WHAWKATOPOB, COCTABISAIONINE OCHOBY JUIS BBIYHCICHHUS TJI00AIBEHOTO
MHHOBAI[MOHHOTO WHJEKca. 3HAYeHHS 3THUX ITOKa3aTeled OCTYNHBI IS
3arpy3kd ¢ o¢puIHMaIbHOrO  caiita  BcemupHOl  opraHu3aiym
HMHTEIUIEKTyaJIbHON COOCTBEHHOCTH o CCBUIKE
https://www.wipo.int/publications/en/details.jsp?id=4622, GII 2022
Database. Bwibop 3Tux mnokasateneid OOYCIOBIEH TEM, 4YTO HCXOJHBIC
JaHHBlE O 3HAYEHHMAX OTHX IIOKa3aTeledl yxe BepuHUIUPOBAHBI
pa3paboTYMKaMy OTYETOB O TJI00AJILHOM HMHHOBAallMOHHOM HHCKce [27].
IIpennaraemsiii copeprKaTeNbHbI COCTAaB IOKAa3aTeJIeH, OINPEeSOIUX
HHTEJUIEKTYaJIbHBII KanuTall, IpUBeIeH Ha pUCYHKe 1.

Jlonst 00y4alomuxcst Mo IMPOrpaMMaM BBICIIETO 00Pa30BAHUS OT YMCICHHOCTH BO3PACTHOH IPYIIIIBL,
KOTOpasi COOTBETCTBYET TUITMYHOMY BO3PACTy CTY/CHTa, %o

Jlonst BBIITYCKHHKOB T10 IPOrpaMMaM BBICIIIET0 00pa30BaHUst B 00IACTH HAYKH U TEXHUKHU OT BCEX
BBIITYCKHMKOB [IPOrPaMM BhbICLIEro 00pa3oBanus, %

Jlomst HHOCTPAHHBIX CTYAICHTOB OT 00Y4AIOIIMXCs TI0 TIPOrpaMMaM BBICIIET0 00pa30BaHusi, %o

KomuuecTBo nccnenoBaTereil B mepecueTe Mo 3aHATOCTH Ha MOJTHYIO CTAaBKY, YeJl. Ha MITH. HACETCHUS
Banossie pacxos Ha HUOKP, % BBIT
I'nobanbHele KopropatnBHble HHBecTHIHN B HIOKP Tomn-3 MupoBbIx kommanuii, M. gomt. CIIA
CpezHuii pefiTHHT TOI-3 YHHBEPCUTETOB 10 peiHuUTy QS, Gab
HayxoemKasi 3aHSTOCTB (JOJIs1 3aHATBIX HA JOIDKHOCTX 1-3 KaTeropuu mo MesxayHapoHOM
xnaccudurammn 3anstuii (ISCO) ot obmiero uncna 3aHATHIX), %

o1st GHUpM, TIPEUTATarONIUX OQHUIMATBHBIC IPOrPaMMbI 00YYCHHS IS CBOMX TTIOCTOSHHBIX
COTPYHUKOB, PabOTAIOMINX MOHbIIT pabounii eHb, B BEIOOPKE 00CIeI0BaHHEIX HUPM, %o
Jloist TPYI0yCTPOCHHBIX JKCHILMH € YYEHBIMHU CTENIEHAMH OT OOLIEro Yncia TPYI0yCTPOCHHBIX
| sxenmuH, %
Jlonst uccnenoBateneii B GU3Hec-CEKTope OT BCeX MccnenoBaTeneH, %o

cyﬁmmelcc YeJIOBEeUYEeCKOro Kanmuraja

HC

Iutupyemocts nokymenrtos, H-unnekc mo https:/www.scimagojr.com

Wupexc noctyna k UKT, %
Nunexc ucnonszosanust UKT, %
. HWnnekce pa3BUTHs 5JIEKTPOHHOTO MPABUTENLCTBA, I0JIH €I,
5 MHiIeKc S1IeKTPOHHOrO yuacTHs, A0MH e,
£ Munexc 3 heKTHBHOCTH IOTUCTHKH, €.
Z BenuypHbie uaBecTOpHI, caenok / BBIT no ITC mapa. momwt. CIIA
= [omyuaten BeHUyPHOTO KamHTana, CIENoK / BBII no ININC mupga. gomn. CIITA
§ TTonmyueHHBIH BeHUYpHBII KarMTal, CTouMocTh, % BBIT
£ BanoBeie pacxozxst Ha HUOKP, BeImoHEHHbIE KOMMEPUECKHMHU Ipeanpustusamy, % BBIT
£ Banossie pacxonst Ha HIOKP, puHaHCHpyeMble KOMMEpYecKMMA npeanpusitisamu, % BBIT

IC — MH/IeKC HHTEJIEKTYAIBLHOT0 KaluTala

E- COTpyIHHYECTBO MEX/y YHUBEPCUTETAMH U IPOMBIILICHHOCTEIO B 00mactu HUOKP, 6anmst
o CocrosiHue KIacTepoB, Gamibt
E Banossie pacxozst Ha HUOKP, duHaHCcHpyeMmble H3-3a pyGexa, % BBIT
£ Kom14ecTBo COBMECTHBIX MPE/NPHATHIY/CTpaTermueckux abancos / BBIT no ITTC mpa. nomt. CIIA
‘% ITnaTexxu 3a HCTIONIB30BAHNE UHTEIUICKTYaTbHOH COOCTBEHHOCTH (MMIIOPT), % OT 0011ero oobeMa
| TOPrOBIH
S BricoKoTeXHOMOrMaHbII HMIIOPT, % OT 0GIIETo 06BEMa TOProBIH
Wmmoprt yciyr VKT, % ot o61iero oobeMa Toprosiu
Ipsimble nHOCTpaHHBIE HHBECTULMH, % BBIT
Pacxomst Ha 10, % BBIIT

Puc. 1. I/IHIIGKC, Cy6I/IH,Z[eKCI)I U TIOKa3aTeIU IJIs1 OUCHKU MHTCIUICKTYAJIbHOI'O KalluTajia
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W3 81 mokazarens mis 132 crpaH, IO KOTOPBIM PAacCUUTBHIBACTCS
I'MA [27] Obutm  OTOOpaHBl Te, KOTOphIE SBISAIOTCS  HanOolee
nHPOPMATUBHBIMH, C HAIIeH TOYKHU 3pSHMUS, A OTPaKEHHUS BCEX aCMEKTOB
MHTEJUIEKTYyaJbHOTO KamuTaja. TakuMm o0pa3oM, HWHTEUIEKTYaIbHBIH
KalmuTajl Ha MakpoypoBHE (YpOBHE CTpaHBI) OIPEIENsIeTCS HaMH depes
COBOKYITHOCTb ~ CTaTUCTHYECKMX TIIOKa3aTellel, HCIOJIb30BAHHBIX IS
ONpeNeNiecHUs]  €ro  HWHJIEKCa, BBIYMCICHHOTO C  HCIHOJIb30BaHUEM
HOPMaJIM30BaHHBIX 3HAYCHU 31 CTaTHCTHYECKOTO IMoKa3aTes.

3HaueHus CTaTUCTHUYCCKUX nokazarejei HOPMaJIN30BaHbI B
muarnasone [0, 100], Gosee BbICOKHME OaIbl COOTBETCTBYIOT (JIYYILIHM)
pesynbratam. CyOunzaekcsl udenoeueckoro (HC) u crpykrypHoro (SC)
KamuTajga  OMNpeieNsiioTcs — Kak  JIMHeWHas ~ cBepTka  (cpeiaHee)
HOPMAJIM30BAHHBIX 3HAYCHHHA WMCXOIHBIX CTATUCTHYCCKHUX ITOKa3aTelneil.
WHBIMU CclTOBaMH, 9eTIOBEUCCKHA M CTPYKTYPHBIH KalHWTal ONpeAelseTcs
HaMH, KaK ¥ HWHTCJUICKTYAJbHBIA, Yepe3 COBOKYITHOCTH CTAaTHCTHYECKUX
MoKa3aTeliei, WCMOJIb3yEeMBIX IUIT  BBIYHCICHUS  COOTBETCTBYFOIIUX
nHACKCOB. Takoil MoAXon MIMPOKO PacHpOCTPaHEH B MUPOBOW IPAKTHKE
OTIpE/ICIICHUs] HMHTETPANBHBIX I[OKa3aTeneld, HampuMep, B METOJOJOTHH
pacueta T1I00ANBHOTO WHHOBaNMOHHOro wuHAekca [27]. IlompoGHoe
OIIMCAaHUE HUCXOJHBIX CTATUCTUYCCKHUX nokKazarejieli 1 HICTOYHUKOB JaHHbIX
IIpeCTaBICHbI B [27].

B CoOTBeTCTBMM € METOJOJIOTHEH TIOCTPOEHHS TJI0OAIBHOTO
nHHOBauMOHHOTO MHAekca (') [27] HopManu3anys 3HaUeHUH TepPBUYHBIX
MoKasaTelleld BEIMONHIETCS IO Clexyromeid cxeme. Bcee mokazatenn
HOopManu3oBaHel B guanasoHe [0, 100], rme Oomee BBICOKHE OauTbl
COOTBETCTBYIOT JIy4YIINM pe3yjbraraM. HopmupoBaHHE NPOBOAMIIOCH IO
METOy «MHUHHUMYM-MaKCUMyM», TJ€ 3HaYeHUS «MHHUMYM» U «MaKCUMYyM)
ObTM MHHUMAaJIBHBIM M MAaKCUMaJlbHBIM 3HAUCHWSIMH TIOKa3aTeled B
BbIOOpKE. BBuTH prMeHeHs! crienyromue Gpopmyst [27]:

Wi = (Vi = Viin) 7 (Vimaxty — Vmingy) 100, eciu nokazamens «xopowuiin,  (7)
Wi = (Viaxy — Vi) 7 Vimaxiy — Vmingy) 100, eciu noxkazamens «nioxouy, (8)

IJie W; — HOPMaJIH30BaHHOE 3HAYCHHE (-OT'0 TIOKA3aTelIs;
V; — UICXOHOE 3HAUCHUE [-0T0 TTOKa3aTels;
Vimin(i) — MMHAMAJIbHOE 3HAYEHHUE [-0I0 N10KA3aTels;
Vimax(i) — MAKCUMAaJIbHOE 3HAUEHHUE i-0T0 I0Ka3aTels.
[Tokazarenh CUUTACTCS «XOPOIIUMY, ECITH YBEIMUEHUE eTO 3HAUCHHH
BHOCHT ITOJIOKATENFHBIN BKJIA]l B 3HAUCHHUE CyOMHIEKCa, B COCTaB KOTOPOTO
OH BXOIWT. B MHOM ciIydae moKa3aTellb CAUTAeTCS «IUIOXHAM.
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Hopmanu3oBaHHble MOKa3aTeNl CrPYIIIMPOBAHBI MO CyOMHAEKCAM
WHTEJUICKTYAIbHOTO  KanmuTayia  (pUCYHOK 1).  3HaueHWe  KaXIOro
cyOMHIEKCa BBIYHCISIIOCh KAk CpejiHee BXO/USIIIMX B €ro COCTaB
HOPMaJIN30BaHHBIX MIOKA3aTeNeH:

_y12 , HC
HC = ),;2,w;'“ /12, ®
_y19 ,,,SC
SC =2, wP" /19, (10)
HC (Human Capital) — cyOMHJIEKC YEIIOBEYECKOT0 KalUTajla,
wf¢ — HopmanuzoBaHHBIE 3HAUECHHS TOKa3aTeNeH, COCTABJIAIONMX

CYOMHJIEKC YEeOBEYECKOrO KaluTama;

SC (Structure Capital) — cyOMHIEKC CTPYKTYPHOTO KaluTajia;

w;¢ — HOpManM30BaHHbBIC 3HAYEHMs MOKa3aTesel, COCTABIAIONINX
CYOUHJIEKC CTPYKTYPHOT'O KallnTaia;

Wnnexc maTemnekryansHoro kanurtaia (IC — Intellectual Capital)
ompezensiercs o Gopmye:

IC = (HC + 5C)/2. (11)

[Ipennaraembrit  (OpMambHBI TOMXOJ K ONPEICICHUI0 TOHATHN
MHTEJJIEKTYaJbHOTO, YEJIIOBEYECKOTO M CTPYKTYpHOTO KamuTana 4epes
COBOKYNMHOCTh  CTAQTHCTHYECKHX  [OKa3zaTelel, HCHONb3YeMbIX  JUIA
MIOCTPOCHHUS COOTBETCTBYIOIINX HWHIEKCAa W CyOMHIEKcoB (BbIpaxkeHus (9)-
(11)), anpobrpoBaH HAMH IPU OIICHUBAHNH B3aUMOCBSI3H YPOBHS Pa3BUTHUS
KOMITIOHEHTOB ~ MHTEJIEKTYyalbHOTO  KamuTala ¥ HWHHOBAIMOHHOM
aKTHBHOCTHU Ha MakpoypoBHe [30].

4.2. AHanu3 ypoBHSI Pa3BUTHS WH(OPMAIMOHHBIX TEXHOJIOTHH
ynpaBienusi. J[ns OLEHKM ypPOBHS  pa3BUTUS  HWHQPOPMAIMOHHBIX
TEXHOJIOTUIl ~ yNpaBIGHUS  HCIOJB30BAaHO  OJHO  HX  BEAYIIHX
wiatgopmennsix pemrenuii Orbit Intelligence [31], B wactHOCTH, 0a3a
nateHToB  FAMPAT wu mnporpammHoe oOecrnedeHue JUisi HaTEHTHBIX
HCCIIEJOBAaHNUH M aHAIN3A.

Bpemennas rmyomnHa momcka — ¢ 2003 roma mo Hacrosiee BpeMs
(ma 31.03.2023). B kadecTBe enMHWIBI HAOMIOIACHUS pPacCMaTpPHBACTCS
MIATEHTHOE CEMEHCTBO, TO €CTh BCE IIATEHTHI, OIMCHIBAIOIINE OJHO
n3obperenue. [lpoaHann3mpoBaHBl JaHHBIE TOJBKO O JICHCTBYIOIINX
MaTeHTaxX M 3asiBKaX B CTaAMU paccMOTpeHMdA. [eorpaduueckue paMku
MIaTEHTOBAHUS HE YCTAHABJINBAJINCE.

Jlng mocTpoeHus [uarpaMM HCIOJIb30BaHBl CPEACTBA BU3YyaTH3aLUU
QUESTEL - ORBIT. Yactp amarpaMM TIOCTPOCHa aBTOpPaMH C
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UCTIONIb30BAaHMEM AHAINTHYCCKUX IAHHBIX, IIONyYCHHBIX H3 CHCTEMBI
QUESTEL — ORBIT.

Mbl  mpoaHaNM3WPOBANM  JaHHBIE O TIOJAHHBIX  3asiBKaX W
3aperHCTPUPOBAHHBIX TATEHTaX Ui TeXHoJormdeckor obmactu «IT-meTozbt
ympasireans» (Technology domain «IT Methods for Management») u
TexHoJornaecko obmactn  «Kommproteprele TexHomormm»  (Computer
Technology). Hcmone3oBano moctymuoe B Orbit Intelligence [31,32]
BBIJICJICHHE TEXHOJIOTMYECKNX 00JlacTeld, KOTOpOE OCHOBAHO Ha TPYIIHPOBKE
KJIacCOB M TOJKJIACCOB MexyHapoaHo# nareHTHO# Knaccudpukauuu (MIIK).
Bcero BbIIensitoT 35 TEXHOJIOTMUYECKHX OONacTei, KOTOpble OOBbEAWHEHBI B
rpynnbl: Xumus, DnekTporexHuka, [Ipubdopsl, MammHoctpoenue u pyrue.
HccnenoBanHble B paboOTe TEXHOJIOTMYECKHE O0JacTH BXOASAT B TPYIITY
ONeKTPOTEXHNKA, B KOTOPYIO BKIIOYCHBI: AyIMOBU3YaIbHBIC TEXHOJOTHHU;
OCHOBHBIC KOMMYHHKALIMOHHBIE IIPOLECCHI; KOMIIBIOTEPHBIE TEXHOJIOTHHY;
mppoBas CBfA3b; INIEKTPUUECCKHE MAIIWHbI, amnmapaTsl, SHepretuka, WT-
METO/IBI YIIPaBIICHN; TIOIYTIPOBOIHHIKH; TEINCKOMMYHHUKAIHH.

[lepcriekTHBHBIE HANPaBICHHUS WCCICIOBAHUS B aHAIM3HPYEMbIX
TEXHOJIOTHUECKHUX 00TACTSIX OTPEIEeISUINCh:

- 10 COOTHOUICHHUIO [[eﬁCTByIOHIHX IIATCHTOB U 3asBOK Ha CTaaUU
paccmotpenus (Technology domain «IT Methods for Managementy, Status
Alive, Granted / Pending);

- o nMmnpupoCcTty IO roJaM KOJUYECTBAa 3aABOK B CTaguu
paccmoTpenus (pending).

JluHaMMKa TIaTEHTHOH aKTUBHOCTH, TAKXKE CBHJICTEJILCTBYIOIIAs 00
MHTEpece K TEXHOJIOTHYECKOH 00JIACTH U €€ MEepCIIeKTUBHOCTH, OLCHUBAIACH
TI0 KOJINYECTBY MTATEHTHBIX CEMEHCTB Ha -1 roj moaun 3asiBKH.

Kpome Toro, nmpoBefieH aHaIM3 paclpeielieHUs] HaTeHTHBIX CEMENCTB
TEXHOJIOTHYECKOH 00JacTH IO OCHOBHBIM KOHLEIMIMSAM W T0 CMEXKHBIM
TEXHOJIOTHYECKUM 00JIacTsIM, HanboJIee YacTO BCTPEUAIOIIMMCS B TTATEHTAX.

MupoBsle JHIEphl B aHATU3UPYEMOH TEXHOJOTHYECKOW OO0JIacTH
ONpEeeTCHbl MO KOJNMYECTBY JICHCTBYIOIIMX MATEHTHBIX CEMEHCTB,
ONYyOJIMKOBAHHBIX B TATEHTHOM OQUCE CTpaHbl. DKCHAHCHs Ha PBHIHKH,
CBHUJICTENBCTBYIOIAsl O BOCTPEOOBAaHHOCTH TEXHOJOTUH, OICHHBAIACH IO
KOJIMYECTBY JCHCTBYIONMX TMATCHTHBIX CEMEWCTB y mpaBooOiamaTenei B
pa3IUYHBIX MATEHTHBIX Oo(ucax cTpaH. PacmpocTpaHEHHOCTh TEXHOJIOTHH,
TO eCTb OKCIIAHCHS MHUPOBBIX JIWJIEPOB B IIPEAMETHBIE 00JIacTH,
OLIEHMBANACh IO KOJIMYECTBO JAEHCTBYIOLIMX IIATEHTHBIX CEMEWUCTB Y
npaBooOnasaTenei o 06aacTsIM NPUMEHEHHUSI.

4.3. BrisiBieHNe B3aMMOBJIUSIHUS YpoBHA pa3Butus IT-meronos
ynpaBjieHHsi M HAIMOHAJIBHOIO HHTENJIEKTYaJbHOro Kamurtaja. J[is
BBIIBIICHUSI B3aWMOBIIMSHHSA YPOBHSA pa3BuTHA IT-MeTomoOB ympaBieHUs H
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HAllMOHAJIIBHOTO ~ MHTEJUIEKTYalbHOTO  KallUTana  I[pOaHAJIN3UPOBAHO
pacripeielieHle IEUCTBYIOIIUX TATEHTHBIX CEMEICTB ISl TEXHOJIOTUYECKON
obmactn «IT-meTomsl ympaBieHHs» MO CTpaHaM 3alUTHl (CTpaHaM, B
KOTOpBIX M300peTeHMst B obOmacTu «IT-MeToxpl ympaBiieHHS» 3alUIICHBI
maTeHToM). BpiOopka cTpaH s ONpeneNeHHst 3aBUCHMOCTH ObLia
MOCTpoeHa cieayromuM odpasoM. OmpeneneH Ton-30 MaTeHTHBIX O(HCOB
CTpaH, W3 Hero ucKiIoueHsl Eponeiickuit matentHeiii oduc (EP),
nmareHTHeIH  opuc  BceemupHOW — opraHM3anMM  MHTEUICKTYaJbHOM
coocreerHocti (WO), a Takke mMaTeHTHbIE O(QHCHl BoweMIUX B TOM-30
eBpoIeiickux  CTpaH, Tak Kak  MHOTHE  MAaTeHTooOIajzaTeny,
3apEerUCTPUPOBAHHBIE B ATUX CTPAaHAX, HE PETUCTPHUPYIOT 3aBKH, IOJaHHbIE
B EBponeiickuii narentnsiii odpuc (EP) u B matenTHbli oduc BeemupHoii
OpraHM3alMH MHTEIUICKTYyanbHoi cobctBeHHOCTH (WO), B HAIlMOHAIBHBIX
MaTeHTHBIX o¢ucax. Mg ocraBmmxcs 15 cTpaH omnpeneneH HHIEKC
MAaTeHTHOH akTHBHOCTH B obOmactu «IT-meronsl ympaBieHUs» Kak
OTHOIIECHHE KOJIMYECTBA MACHCTBYIONIMX ITATCHTHBIX CEMEHCTB B JTOH
obmactu k o6vemy BBII, Beipaxennomy B nommapax CIIA mo mapurery
MOKYIIaTeIbHOH CHOCOOHOCTH. AHAJIOTMYHOE HOPMHPOBAaHHE OOIIEro
KOJIMYEeCTBA IIaTEHTHBIX CEMEHCTB HCHOJB3yeTCsS B  METOJOJIOTHH
MIOCTPOCHHSI COCTABJISIOIIUX TI00aILHOTO MHHOBAIIMOHHOTO UHAEKca [27].

Jlanee OBITM MOCTPOEHBI W MPOAHATU3UPOBAHBI IAPHBIC PETPECCUU
MEXJy 3HAUCHMSIMM HHJEKCa WHTEJUICKTyaJbHOTO KaluTalla UM HHAEKca
MATEHTHOW AaKTHBHOCTH B TeXHoJormdyeckoi obOmactu «IT-MeTombl
YIPaBICHU.

OneHka BPEMEHHBIX  JIaroB B 3aBHCHMOCTH HHJEKca
WHTEJUIEKTYyaJIbHOTO  KalliTaja OT YPOBHS pa3BUTHS WH(POPMAIIMOHHBIX
TEXHOJIOTUI yNpaBieHHs MpoBeneHa No jAaHHeM 3a 2017-2021 roger o
KOJINYECTBE JCHCTBYIOIIMX MAaTEeHTOB M 3asIBOK, JUIl KOTOPHIX HAOII0IaeMBbIi
TOJI ABNAETCS MepBHIM TonoM monaur 3aseku (1% application year). TTomxxox k
MIOCTPOGHUIO BBIOOPKM CTpaH ObUI aHAIOTMYEH OIMCAHHOMY  BBIIIE.
Hcnonb30BaH KOPPEISILIUOHHO-PETPECCHOHHBIH aHaIIN3.

IIpuy npoBeneHUM  CTAaTUCTHUUECKOTO  aHaIW3a  OLEHHUBAJach
CTaTHCTUYECKas 3HAYUMOCTh IapaMeTPOB PErpeccuu U Kod(p(HIUEHTOB
KOppeJIsiIUM C HUCIOJNB30BaHHEM BCTPOCHHBIX CPEACTB  OTKPBITOM
cTatiucTHyeckoi miathopmsl Jamovi, Bepcus 2.3.18.0 [34].

5. Pe3yabTartsl

5.1. llepcieKTUBHOCTL Ppa3BUTHS TexHoJorud B oOjactu IT-
MeT00B ynpapjeHusi. COOTHOIIEHNE TTATCHTHBIX 3asBOK, HAXOSAIIUXCS B
CTaguM  PACCMOTPEHHUs, W  OJOOPEHHBIX  3afgBOK  XapaKTepH3yeT
WHTEHCHBHOCTh ~ NAaTEHTOBAaHUS. HTEHCHBHOCTh NATCHTOBAaHUS B
TEXHOJIOTHYECKOH O0JacTH KOCBCHHO XapaKTEPU3yeT MEpPCICKTHBEI
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Pa3BHUTHS HOBBIX TEXHOJIOTHH B 3TOU oOsiacTy (Tadnwma 1). s moHuMaHws
MPECTAaBICHHBIX B TaONWIC NAaHHBIX HYXHO YYHTBHIBATH CIEAYIOIIHE
0COOEHHOCTH TIO/ICYETa 3asBOK. YUHTHIBAIOTCS HE OTHEIHHBIC IMAaTCHTHBIC
3a5BKM, a IHaTeHTHble ceMelcTBa. Kaxaoe pelicTByroliee NaTeHTHOE
cemeiictBo  (Alive) Moker OBITH TPEACTAaBICHO Kak 3asBKaMH,
HaXOIAIIMMHUCS B CTaJUH pPACCMOTPEHHUS, TaK W YK€ OJOOpPCHHBIMH
3asiBkaMu. CemeiicTBa CO CTaTyCOM «OJOOPEHHBIE» 0053aTeIbHO BKIIOYAET
0oI0OpeHHBIC 3asBKM. B ceMmeiicTBaXx €O  CTaTycOM «B  CTaJuH
paccMOTpeHHs» OJIOOpEHHBIE 3asBKM OTCYTCTBYIOT. MBI  CpaBHHIH
TEXHOJIOTHYECKYI0 o0sacTh «IT-MeTonpl ympaBieHus» ¢ Oojiee HMIMPOKO
TEXHOJIOTUYECKONW O00JIACTBI0 «KOMIBIOTEPHBIE TEXHOJOTHH», MPH 3TOM
CYIIECTBYIOT MATCHTHBIC CeMEHCTBA, MPHHAJICKAIINE 00CUM 00JIacTIM
OTHOBPEMEHHO. AHAIN3 TaOJIHIBI CBUACTEIBCTBYET O TOM, 4TO pa3Butue IT
METOJIOB yIpaBiIeHHs Ooyiee BOCTpeOOBAHO WIIW/H 3Ta O0JACTh HACTOSIICE
BpeMst 001aaeT OONBIINM MTOTESHIINATIOM IS Pa3BUTHA.

Tabmuma 1. CooTHOIIEHNE ITOJaHHBIX X 0XOOPEHHBIX ITATEHTHBIX 3asBOK (TOJIBKO
JeHCTBYIOIMNE MATeHTHI IO IBYM TexHosorndeckuM obmactsam «I T methods for
management» u «Computer technology», moctpoeno mo ganusM [31]), KonrdecTBO
MATEHTHBIX CEMEICTB

Cratyc IT-meTozb! yrpaBiaeHUsAKOMIBIOTEPHBIC TEXHOJIOTHH

Bcero ;[eﬁCTBy}oEuHx (alive) 619 253 2257 838

[aTEHTHBIX ceMelicTB

M3 HUX

0100pEeHHbIE 294 971 (48%) 1413 155 (63%)

B CTaMU PACCMOTPEHUs 324 282 (52%) 844 683 (37%)

CemeiicTBa, B KOTOPBIX €CTh

3asiBKU B CTaUHU 369 091 1044 484
ACCMOTPEHHS

M3 HAX CEeMeHCTBa, B KOTOPBIX 44809 (12%) 199 801 (19%)

eCTb 0JJOOpEHHBIE 3asBKH

IIpu aHanmu3e AMHAMUKY NATEHTHOM aKTUBHOCTHU B TEXHOJIOTUYECKOI
obmactu  «IT-meronsl  ympaBieHHs»  HCHOJB30BaHHBIE  JIAaHHBIE
CTPYIIUPOBAHbI IO IOJY MOJA4X MEpBOil 3asBKU B MAaTEHTHOM CeMelCcTBe
(pucyHok 2). B sTrOoM omimume OT JaHHBIX TaOmuipel 1, B KOTOpOH
YUYUTBIBAIOTCS BCE JIEHCTBYIOIIME IIATEHTHblE CEMENCTBA. AHaIU3
COOTHOUICHHWSI ~ NATEHTHBIX  CEMEHCTB, HAXOMAIIMXCSI B  CTaJuH
paccMOTpeHHsI M TATEHTHBIX CEMEWCTB € OJOOpDCHHBIMH 3asBKaMH B
nuHamuke 3a 20 ser ¢ 2003 mo 2023 rox mokaszan, yto B 2019 romy
KOJIMYECTBO TTATEHTHBIX CEMEHCTB Ha PAaCCMOTPEHHH BIICPBBIE IIPEBBICHIIO
KOJIMYECTBO OJOOPEHHBIX MATEHTHBIX CEMEWCTB. OJTO IPOM30LIIO B
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pe3yapTaTe COYETaHUS JABYX (DaKTOPOB — BO3PACTAHWS IATCHTHBIN
aKTHBHOCTH MW IPOIOJDKHUTEIBLHOIO BPEMEHH PacCMOTPEHMS —3asBOK.
CoxkpamieHne KoJn4ecTBa 0J0OpEeHHBIX MAaTeHTHRIX ceMeicTB B 2019 romy
BBI3BAHO TEM, YTO IS MHOTHX 3asSBOK BPEMS HX PACCMOTPCHHUS MPEBBIIIACT
yetbIpe roaa. CokpalieHne MaTeHTHBIX CeMEWCTB Ha paccMOTpeHnu B 2022
roj1y 0OBSICHSIETCS TeM, YTO elié He BCE 3asBKU BKIIIOUCHBI B 0a3y.

120000 -

100000 -
e Ha paccMOTpeHUU

800009 Ono0OpeHs! / \

60000 - JeiicTByromiue /

40000 /
20000 | /

|t
0

2003 2005 2007 2009 2011 2013 2015 2017 2019 2021 2023

KonnuecTBO MaTeHTHBIX CEMEHCTB

1-i1 rox mojjaun 3assBKA

Puc. 2. JlunaMuKa MaTeHTHOH aKTHBHOCTH IS TEXHOJIOTHYECKOM 00JIaCTH
«IT methods for management»: pacnpe/ienieHie KOIUYECTBA ITATEHTHBIX CEMEHCTB
10 IEepBOMY I'O/ly [I0Jauy 3asBKH, IIOCTPOEHO 110 JaHHBIM [31]

5.2. KoHuenuuu #u cMexXHble 00J1aCTH Ui TEXHOJOrHYecKoi
odgactu IT-meroasl ympaBieHusi. J[ns onpeneneHWs OCHOBHBIX
KOHLENUUH, HCHOJIb3YEMBIX B IATEHTHBIX CEMEMCTBAX TEXHOJIOTMYECKOM
obmactn «IT-meronmsr ympaeineHuss», npuMmeHeH cepuc Questel-Orbit,
MO3BOJISIIOINUI  [TOCTPOUTH KJIACTEPHl COBMECTHO O YIOTPEOISIEMBIX,
B3aMMOCBSI3aHHBIX TI0 CMBICJIOBOW Harpy3Ke, KIFOUEBBIX CIIOB (PUCYHOK 3).
KoHnenust mpencTaBisieT TeMaTHKY, XapaKTepH3YIOIIYI0 — KIJIacTep.
HexoTopble koHuenuu Haubojee pacnpocTpaHEeHbl, HampuMep — cOop
nmansbix (Data Acquisition), 6osbmue nannsie (Big Data), 6iokueiin (Block
Chein). Eme oaun cepBuc Questel-Orbit mO3BONMI  ONpEACTUTH
YHCICHHOCTh TATEHTHBIX CEMEWCTB, OTHOBPEMEHHO IpHHAIeKAIIUX
TexHonoruueckoit oonactu «IT-meToms! ympasnerms» (619 253 maTeHTHBIX
ceMecTBa) U OCTAIBHBIM 34 MATEHTHBIM 00JIACTSIM (PUCYHOK 4).
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Concept clusters

B

ENTERPRISE

COMPUTER
INSTRUCTION

BLOCK
CHAIN ACQUISITION
N MODULE

K e
ERTACT

EMPLOYE

Puc. 3. OcHOBHBIE KOHIEIIINH I TeXHOJIornueckoi oonactu «IT methods for
managementy: pactpe/ieicHIUe TAaTEHTHBIX CEMEUCTB M0 TeMaTHYECKUM 00IacTsiM,
HanboJIee YacTO BCTPEYAIOIIMMCS B TATEHTAX, TOCTPOEHO O TaHHBIM [31]

Technology domain

Organic fine
chemis!

Textile and

paper
machines

2175

16253

Puc. 4. CmexxHBIe TEXHONIOTHYECKUE 00IaCTH AT TATEHTHBIX CEMEMCTB U3
texHonorundeckoit obnactu «IT methods for managementy», mocTpoeHo 1Mo AaHHBIM
[31], komuuecTBO AEHCTBYIOMNX MATEHTHBIX CEMENUCTB

C TEXHOJOTHYECKON O00JaCThI0 «BBICOKOMOJICKYJISIPHAS  XUMHSL,
MOJIUMEPBI» TepeceueHuil Het (Oenoe mose). PUCYHOK TO3BONISET OLICHUTH
CTENeHb B3aMMOCBSI3M [T-METOMOB yMpaBieHHs C TEXHOJOTHUSIMU H
NPWIOKEHUSIMA ~ JIPYTUX ~ TEXHOJIOrMYecKuX  obnacreit.  Haumbonee
PacIpOCTPaHEHHBIM SIBJISETCS COYETAHHE TEXHOJIOrHYeckoil obmactu «IT-
METOJBI  YIPaBIEHUS» C OOJACTAMM: aBTOMATHYECKOE YIIPaBJIEHHE
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(control),  mmdppoBerle  kommyHukammu  (digital ~ communication),
KOMIBIOTEepHBIE TexHoJormu (computer technology), TereKoMMyHHKaIH
(telecommunication) u MeTposiorus (measurement).

5.3.CTpanbl M KOMIOAHMU — JHAEPbl B TEXHOJOrHYeCKOM
obaactu IT-meroas! ynpasienus. [Ipu onpeneneHun CTpaH-IUAEPOB 110
JIEHCTBYIOIINM TATEHTHOM CEMEWCTBaM TEXHOJIOTHIeckoil obmactu «IT-
METOJbl YNPABICHUS», MBI UCKIIOUMIN U3 CIHCKAa E€BPOINEHCKUE CTpaHBI,
HaxOJSIIIHecss B IOPUCIUKIMU eBponelckoro mnareHTHoro oduca (EP)
(pucyHok 5). Takxke mnpencTaBiCHB! IAHHBIE O KOJUYECTBE MATEHTHBIX
CEMEHCTB, 3aperuCTPUPOBAHHBIX B MAaTeHTHOM oduce BcemupHoii
OpraHM3aly WHTeJIeKTyanbHol cooctBeHHocTH (WO). Beero na paty
HCCIIeI0BaHMS BhISBICHO 619 253 neificTBYIOIMX MATCHTOB B 3TOM 001acTH.
Kuraii sBisercs nugepoM Kak cTpaHa MyONWKanuu MaTeHTOB. Kuraickwmii
oduc akkymymupyer 54% marenrtos, CIIIA — 24%, SInonns u Kopest — no
15%. B oducax WO u EP 14% wu 8% coorBerctBenHo. B Poccun
3apETUCTPUPOBAaHO MeHee 1% Bcex JEMCTBYIOIIMX MATEHTOB OJTOM
TEeXHOJOTHUeCKOH obmactu. Ciemyer OTMETUTh, 4YTO CyMMapHOE
KOJIMYECTBO IATEHTOB 110 BCEM HMAaTEHTHBIM o(ucaM OoJiblle 00Iero yucia
MIATEHTOB B IOJITOpa pa3a, TaKk KaK YacTh IATEHTOB 3aperHCTPUPOBAHBI
OJTHOBPEMEHHO B HECKOJIbKUX MATEHTHBIX O(ucax.

Konn4ecTBo NaTeHTHBIX CEMEICTB 10 CTpaHaM IyOIuKaum
KHP

335462

147 368

SnoHus — e—— 03 279
WO  w— 86 758
Wnppsg messmm 3] 99]
Kanaga == 21411
bpaszunus
Mexkcuka
T'onkoHT

Puc. 5. Muposbie imueps! (Torr-15) 1o KoJIMIecTBY IeHCTBYIOIIIX OITyOITMKOBAaHHBIX
B [IATEHTHOM O(price CTPaHbI MATEHTHBIX CeMEICTB s TeXHOIornueckoit oomactu «IT
methods for managementy, noctpoero 1o gaHHbM [31]

[IInpoko u3BecTeH TOT (aKT, YTO U 1O BCEi COBOKYITHOCTHU ITATEHTOB
Kuraii sBisieTcst MUPOBBIM JIHJEPOM. B TO ke Bpemst HaJj0 YyUUTHIBATh, YTO
Kuraii myOJMKYyIOT MEHbIIE IMaTeHTOB B JPYrHMX CTpaHax, 4eM JpyrHe
cTpaHsl B mateHTHOM o¢uce Kutas (pucyHox 6). DTO CBHICTEIHCTBYET
0 BaXXHOCTH pbhIHKa KuTas 1y MUpOBOI 5KOHOMMKH 3HaAHUH.

Informatics and Automation. 2023. Vol. 22 No. 5. ISSN 2713-3192 (print) 987
ISSN 2713-3206 (online) www.ia.spcras.ru



LM PPOBBIE THOOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIE TEXHOJIOI'MU

Becs mmp 34 283 158

Kuraiiciii matenTeeiii oduc 20 298 078

C1pana npasoobnagarena: Kurait & Kuraitckiit
TAaTeHTHEIT oduc 13 513 522

Crpana npascobnanarena: Kuraii 13 610 643

Puc. 6. CooTHOIIEeHNE YnCTa OMMyONMKOBAHHBIX IATEHTOB B Mupe, Kuraiickom
naTteHTHOM oduce, nareHToB Kuralickux npaBoobiagarenei, no fanHbM [31]

Habmopmaercst akcmancus —Tom-20  KOMIaHHWK-TIpaBOOOIagaTesnei
MATCHTHBIX CEMEICTB B TEXHOJIOrU4ecKoi oonactu «IT-MeToasl ynpaBieHus»
B pa3M4HbBIC MpeAMETHBIC oOnacTh (00JacCTH TPUMEHEHUs), MPEXIE BCETO,
CpeNCTBa JJIsl XpaHEeHUsI, 0a3bl IAHHBIX, TPAH3AKIMH (PHUCYHOK 7).

CPEACTBA
BA3A - MHWOPM‘I.(MR NNATEHAA

ana ONNATA B/IOKYEAH NPOAAMK

XPAHEHMA OAHHbIX « O TPAH3AKLIMM  MHOOPMALIMA
SGCC - STATE
GRID
o omimoy | 1696 639 259 3 53 54 147 12 56 19
OF CHINA
makorcina 2803 354 954 5 282 131 570 87 370 74
B 941 689 418 281 126 20 257 69 132 21
TENCENT
meHnoosY | 2639 319 341 95 290 256 712 204 183 105
SHENZHEN
MICROSOFT
mweHnooey | 835 | 600 207 580 132 26 21 84 47 33
LICENSING
ALBABA 774 312 269 62 194 133 112 29 94 74
HITACH! 333 610 192 151 114 230 39 22 54 25
INDUSTRY &
commercaL 1768 245 563 9 169 56 234 71 269 63
BANK CHINA
NEC 1154 427 111 366 217 302 38 19 32 89
CHINA
consmucton 1583 345 398 0 140 48 54 67 191 40
BANK
sooaLe 743 511 227 706 153 23 1 197 42 116
ADVANCED NEW
JovmcE MW 1076 241 703 247 375 100 563 226 219 104
STATE GRID
corroRATON | 337 | 143 78 0 12 9 55 2 14 2
OF CHINA
vaHooupaN | 463 | 308 163 841 150 715 3 a5 24 81
SAMSUNG
necmomcs | 388 422 121 689 278 238 26 82 63 219
Tovoramotor 737 431 40 626 140 543 18 19 16 71
FuITSU 965 530 141 241 103 215 64 13 61 33
CHINA ELECTRIC
POWER
i 377 | 107 97 1 2 2 21 4 18 0
INSTITUTE
AMAZON
o s 460 278 242 222 134 3 2 313 as 126
CUANGDONG ' 893 171 30 1 3 22 20 2 9 4

POWER GRID
Puc. 7. Dkcnancus nmpaBooOIagaTenell B poJACTBEHHBIC IPEMETHEIE 00IaCTH, 110
JaHHBIM [31], KOJIMYECTBO NEHCTBYIOIIMX NATEHTHBIX CEMEHUCTB
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Jlanasle g Tom-20 KOMITaHWK-TIpaBooONamaTeel MaTEHTHBIX
ceMeiicTB B TexHojormdeckor obOmactm «IT-meTompl ympaBieHUS»
XapakTepu3yeT OpHUEHTAWI0 OSTHUX KOMHaHWK Ha peIHKH Kurasd,
Coenunénnbix IltatoB, Snonmn, Kopew, eBporetickux ctpad, Uaann u
psima Apyrux cTpaH (PUCYHOK §).

KHP | CWA | Anowns = Kopes | WO EP | Muaws |Taiisawb Kawaga Ascrpanus| Bpaswima Cumranyp Mekcuxa| Poccus
SGCC - STATE
GRID
CORPORATION
OF CHINA

BANKOF CHINA | 4146 0 0 0 0 0 0 0 0 0 0 0 0 0

18M 638 4085 381 127 461 120 55 157 102 70 18 11 9 2
TENCENT
TEcHNoloGY 3674 602 150 115 605 102 69 62 18 6 20 39 12 | 21
SHENZHEN
MICROSOFT
TecHNooey 1770 3585 786 799 2249 1796 1055 357 407 364 | 440 134 318 430
LICENSING
ALIBABA

9668 43 3 4 100 4 1 0 1 8 1 0 0 0

HOLDING 2426 471 263 49 976 179 37 810 2 4 3 46 1 6
HITACHI 387 803 2662 52 774 298 124 44 13 36 14 52 3 0
INDUSTRY &

coMmErRcAL 2704 0 0 0 0 0 0 0 0 0 0 0 0 0
BANK CHINA

NEC 204 1144 2275 27 1611 237 57 40 5 12 10 34 4 5
CHINA

CONSTRUCTION | 2602 0 0 0 2 0 0 1 0 0 0 0 0 0
BANK

GOOGLE 1039 2423 557 590 1526 1062 504 19 361 399 144 7 10 13
ADVANCED

NEW 2467 921 396 377 940 633 442 730 153 170 80 716 78 80

TECHNOLOGIES
STATE GRID
CORPORATION | 2484 11 1 1 23 0 0 0 0 4 0 0 0 0
OF CHINA

YAHOO JAPAN 2 194 2412 2 8 2 2 10

SAMSUNG
ELECTRONICS 839 1783 195 1860 1223 997 552 30 44 @ 121 53 25 23 69

TOYOTAMOTOR | 1592 1783 2170 121 51 224 90 9 17 6 77 17 4 52
FUIITSU 224 869 2228 57 251 326 3 11 5 2 0 18 2 2

CHINA ELECTRIC
POWER
RESEARCH
INSTITUTE

o
o
o
o
o
o

2238 15 0 0 42 1 1 0 0 2 0 0 0 0

AMAZON
TECHNOLOGIES
‘GUANGDONG
POWER GRID

Puc. 8. DxcraHcust Ha PEIHKY: paclpeneNneHne mpaBoodiagareneit mo odgucam crpan
MOJa4yy 3a9BOK M PETHCTPALMU MATEHTOB AJIs TeXHOJIorn4deckoi obmactu «IT
methods for management», no nanubM [31], KOTHYECTBO IEHCTBYIOLIMX CEMEUCTB

179 1926 185 35 346 217 121 0 117 35 9 30 4 6
1857 0 0 0 0 0 0 0 0 0 0 0 0 0

5.4. B3auMoCBA3b MeKIY HAOMOHAJIbHBIM HHTE/IEKTYaTbHBIM
KANUTAJIOM M pacnpocTpaHeHueM B crpaHe IT-meronoB ynpasjieHus.
PrcyHok 9 miutrocTpupyeT cripaBeIMBOCTh BEICKa3aHHOM HAMH THIIOTE3HI O
BO3MOKHOCTH KOJIMYECTBEHHOTO TIOATBEPKACHUS B3aMMOCBSI3H MEXIY
HAIIMOHAJIBFHBIM HMHTEIDICKTYaIbHBIM KaIUTaloM, W PacHpOCTPAaHCHUEM B
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crpane [T-metonoB ynpasienus. CTaTUCTUIECKH 3HAYMMas PETPeCCHOHHAS
3aBHCHUMOCTH BBIABIICHa HaMU Ui TPYNIEI U3 15 cTpaH, BXOOAMHX B TOII
CTpaH 0 KOJMYECTBY JEHCTBYIOIINX OMyOJIMKOBAHHBIX B TATEHTHOM O(HCe
CTpaHbl TATEHTHBIX CEMEHCTB B TeXHOJOTHYecKoW obOmacth «IT-meromb
ynpasienus» («IT methods for managementy).

80 cua y = 39,5 x°.1905
Cunranyp R = 0,44

70
Wapauns Kanaga

Asctpanus == Kopes

&0 y= 9,1In(x) +40,5

Anonna R2= 0,48

Kurait

50 | Poceumn, <%

e FoHKkoHr

Whams

(1€)

40 Hoe.3enanans

Bpasunua

30
HOAP

20 Mekcura

10

MHAEeKC MHTeNNeKTyanbHOro Kanutana

5 10 15 20 25 30
WHAeKc NaTeHTHO aKTUBHOCTM B TEXHONOMMYecKoi obnactu «IT methods for
management»

Puc. 9. IlonoxwurenbHast B3aHMOCBSI3b MEX/y HHTEIIIEKTYaIbHBIM KalIUTAJIOM 1
MAaTEHTHOM aKTUBHOCTHIO. PasMep nyssipbka nponopuuronaneH BBII na nqymry
Hacenenus B gosutapax CIIIA mo mapurety nokynaresasHo# criocoOHOCTH. CHHUM
LIBETOM BBIJICJICHBI CTPAHbI C BBICOKMM YPOBHEM JI0X0/1a MO KiIacCH(UKAIMK
BcemupHOro 0aHKa, 3e71€HBIM — BBILIE CPETHEr0, KOPHYHEBBIM — HIXKE CPEHEro

B3auMOCBsI3M HMHTEIUIEKTYAIbHOTO KamuTajia W €ro JJIEMEHTa —
YeJI0BEUECKOr0 KaluTana — OT HHEKCA MATEeHTHOW aKTHBHOCTH MOT'YT OBbITh
ANMPOKCUMUPOBAHBI 3aBUCHUMOCTSIMH (IIPH OIECHUBAHUU CTATHCTHYECKOM
3HAUUMOCTH [ApaMeTPOB perpeccud U KOID(PUIMEHTAa KOPPENSAIUH
nosy4eHsl p-value<0,01):

IC =9,1In(x) + 40,5; R> = 0,475, (12)
IC =39,5x""%: R2 = 0,442, (13)

rae /C — MHIGKC WHTEJUICKTYalbHOTO KalUTana, X — WHIEKC MaTeHTHOM
aKTHBHOCTH, R’ — K03()PHUIMEHT JeTepMUHAINH;

HC = 11,5 In(x) + 36,8; R? = 0,523, (14)

HC =35,479x"**: R?= 0,518, (15)
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rne HC — WHIEKC YelOBEYECKOro KamuTalla, X — WHAEKC IaTeHTHOW
aKTUBHOCTH, R’ — k02D PUIMEHT AeTepMUHAIIIH.

Jlorapudpmmueckne perpeccn (12) um (14) maroT  KOppeKTHYIO
HHTEPIIPETAnIo I Kod(hdUIMeHTa IeTepMUHAIIMHA KaK JIOJI0 OOBICHEHHON
JIWICTIEPCUX 3aBUCHMOI mepeMeHHO. Bripaxenus (13) u (15) aHamormgHel
noydeHHBIM B [26]. st Beipakenwnit (13) u (15) 3HaueHHE CTETICHH TPH X
MOXET OBITh MHTEPIPETUPOBAHO KaK 3JTACTUYHOCTh MHICKCA YETIOBEYCCKOTO
KamuTaja 1o MHACKCY MATCHTHON aKTUBHOCTH. DJIACTHYHOCTD PACCUUTHIBACTCS
KaK OTHOCUTEJIBHOE U3MEHEHHE 3aBHCHMON TEPEMEHHOW Ha €IUHUILY
OTHOCHUTEJIbHOTO W3MEHEHHs HE3aBUCHMOW NepeMeHHOH. MHbIMHM crioBamu,
IpU  YBEIMYCHHUM WHICKCA MATEHTHON akTuBHOCTH B 10 pa3 wuHaEKC
YeJI0BEUYECKOro Kanutana usmenurcs B 10%*0,244=2 44 pasa.

JJii pacCMOTPEHHOH TPYMNIBI CTpaH MaKCUMalbHOE 3HAYCHHE X —
WHJICKCA TTaTeHTHOW aKTHBHOCTH B 48 pa3 OoibIlle MHHUMAIBHOTO, a IS
WHICKCOB MHTEIUICKTYAIbHO W YeJIOBEYECKOTO KammTaia Bcero B 2,5 u 3,8
pa3a coorBeTcTBeHHO. Koadduumentsl merepmunanuu monxeneit (1) u (2)
R? cBunerenbcTBYIOT, YyTO OKOJIO 50% aucnepcu 3HAYEHUM 3aBHCHMBIX
MIEPEMEHHBIX OOBSICHIIOTCS 3aBUCHMOCTEIO OT X.

Bonee Toro, uem Goee pa3suta s3koHOMHKa (BBII Ha mymry Hacenenus
B noyvtapax CIIA mo maputery MOKymaTelbHOH CIOCOOHOCTH), TEM BBIIIC B
HEH ypOBEHb YEJIOBEUECKOTO U MHTEIUIEKTYAILHOTO KalluTana U BhIIE YPOBEHb
pacnpoctpanenus [T-MeToI0B yrpaBieHusl, 1 Hao06opoT. JIuHMA perpeccun Ha
PUCYHKE 9 WITIOCTPUPYET ATy JAOBOJBHO MPEACKa3yeMYO0 B3aUMOCBS3b MEXKTY
HHTEIUICKTYaTbHBIM KaIUTAIOM U Pa3BUTHCM.

Tem He MeHee, HEKOTOPBIC SKOHOMHKH HE BIMCHIBAIOTCS B JTY
Mozmenb. OHUM (QYHKOIMOHUPYIOT BEINIE WM HIDKE TMPOTHO3UPYEMBIX
MOJIeNbI0 3HaYeHWU. Ha pHCyHKe CHHHM I[BETOM BBIICIICHBI CTpAaHBI, C
BBICOKAM YpOBHEM JioxXoJa N0 Kiaccupukanuum BcemupHoro OaHKa.
HNmenHo 31U cTpasbl, a Takke KuTail, KOTOpbIII OTHOCUTCA K CTpaHaM C
JOXOZOM BBIIIE CPENHEr0 YPOBHS, JEMOHCTPHUPYIOT Ooiiee BBICOKHE
B3aMMOCBSI3aHHBIC 3HAYCHUS WHACKCa HWHTEIUICKTYaJbHOTO KamuTajla H
pacrpoctpanenHoctH IT-metonoB ynpasneHus. CTpaHbl C JOXOJOM BBIIIE
CPEIHEr0 YpPOBHS, B KOTOPHIX JOCTATOYHO IIMPOKO pacmpoctpaneHsl [T-
METOJBI YIpPaBICHUS ICMOHCTPHPYIOT Oojiee HHU3KHE 3HAYEHHS HHIEKCa
WHTEJUIEKTYyalIbHOTO KallWTala, 4YeM CTpPaHbl C BBICOKUMH JIO0XOJaMH.
Uutepecen ¢GeHOMEH 3KOHOMUKH MHIuM, KOTOpas 3aHUMAeT 3-¢ MEeCTo
Cpelld CTpaH C YPOBHEM JI0XOJa HUXE CPEJHEro U UMEET COM3MEPUMBIE
MOKa3aTeIy PA3BUTHS WHTCIUICKTYAJIBHOTO KalWTala W PaclpOCTPaHCHHUS
IT-MeTO0B yIIpaBICHUS CO CTPAaHAMHU C YPOBHEM J0XOa BBIIIC CPEIHETO.

5.5. UccaenoBanne JaroB B 3aBHCHMOCTH  HAIMOHAJBLHOIO
HHTEJUIEKTYAJIBLHOT0 KANNTAJIA H pacnpocTpaHenns B ctpaHe IT-meronos
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ynpaBjeHusi. Ji1 BBIABIEHHS JIarOB B 3aBHCHMOCTH HAIMOHAIHGHOTO
MHTEIUICKTYaIbHOTO KalWTaja OT MaTeHTHOW akTUBHOCTH B obmactu IT-
METOJOB  VYIPABICHWS  MNPOAHANM3MPOBAHBI  3aBUCHMOCTH  HWHIEKCA
HMHTEIUICKTYaIbHOTO KaITiTalla, ONpPEIeNIeHHOTo 10 JaHHBM 3a 2021 rom mms
CTpaH, OT Jorapudma KOJHMIECTBA 3AIIUIICHHBIX B CTpPaHE ICHCTBYIOIINX
TIATEHTHBIX CEMEHCTB, JUTs KOTOPBIX TIepBast 3asiBKa OblIa TOaHa B KayKABINA U3
rogoB 2017-2021. BrusiBieHbI 3HAUMMBIE KOPPEIALMU MEXIy Jorapudmamu
KOJIMYECTBA ACHCTBYIOIIMX MATEHTHBIX CEMEMCTB JUIS BCeX aHAIU3HUPYEMBIX
TOJIOB IEPBOM Moaul. DTO ABJIAETCS KOIUMIECTBEHHBIM MOJATBEPIKACHUEM TOTO
(akTa, 4TO CTpaHBl — JIMJEPhl NATEHTHOM aKTUBHOCTH COXPAHSIOT 3Ty
aKTHBHOCTH B T€UEHHE JOCTATOYHO JoJiroro nepuona (pucynok 10). Jms 2017
u 2018 ro0B BBISIBICHBI CTATUCTUYECKH 3HAYUMBIE KOPPEISIMU MEXIY
WHICKCOM HMHTEJUICKTYyallbHOTO KamuTana ¥ JorapuMoM KoIWdecTBa
MaTeHTHBIX cemelcTB, a ansg 2019, 2020 u 2021 romoB KOppesiiud He
3Ha4MMBI (cTpoka 1 pucyHok 10). DTOT (hakT HeNB3s MHTEPIPETHPOBATH KaK
CBUIICTEIHCTBO CYIIIECTBOBAHMS BPEMEHHBIX JIATOB, IOCKOJIBKY OH MOXKET OBITh
CITeICTBUEM MEHBIIIero oobeMa BEIOOpKH B 2019—2021 rogax.

1C PF2021 PF2020 PF2019 PF2018 PF2017

PF2019

PF2oig

PF2017

Puc. 10. B3aumocBsi3u Mex 1y HHIEKCOM UHTEJUIEKTYaJIbHOTO KaluTaia u
MaTeHTHOHN akTUBHOCTHIO: IC — MHJEKC HHTEIUIeKTyallbHOro KanuTana 3a 2021 roz,
PF2017-PF2021 — norapugmsl Koau4ecTBa ASHCTBYIOIINX MATEHTHBIX CEMEHCTB,
3aIMIIEHHBIX B CTPaHe, sl KOTOPBIX IepBas 3asBKa OblIa OJaHa B
COOTBETCTBYIOLIEM roay. CTaTucTuyeckas 3HauuMocTh: * p-value<0,05;

** p-value<0,01; *** p-value<0,001. Bemonreno ¢ ucnonbs3oBanueM [33]
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TakuM o00pa3oM, MOATBEPIUTH WM ONPOBEPTHYTH THUIOTE3Y O
CYIIECTBOBAHWHM BPEMCHHBIX JIarOB BO BIMSHHUU NMATCHTHOM aKTHBHOCTH Ha
MHTEJJICKTYa bHBINA KalnuTal HE MPEJCTaBiIseTCS BO3MOXHBIM. Kak ObLIO
MOKa3aHo BbINIE, Hanbonee MHOOPMATUBHBIM U aHAIN3a B3aWMOBIIHSHHA
SIBISIETCSI KyMYJISITHBHBIN IIOKa3aTeNb IMATEHTHOW AaKTUBHOCTH CTpPaHBI.
VYCTaHOBNIEHBI CTAaTUCTUYECKH 3HAYMMBIE PETPECCHOHHBIE 3aBUCHMOCTH
WHJIEKCA HMHTEJUIEKTYaJIbHOTO ~KamuTaja oT Jiorapuma KOJIMYecTBa
JIeHCTBYIOIINX MAaTEHTHBIX CEMEMCTB, UIsl KOTOPHIX MoJaua 3asBKU Obla B
2017 u 2018 rogax. Pe3ynbpTaTel perpecCHOHHOTO aHaIM3a MPEICTaBICHBI
Ha pucyHke 11. CooTBeTCTBYIOIINE YPaBHEHUS PETPECCUN UMEIOT BU/!

IC = 8,2 ln(x(2017)) + 60, R?= 0,49,
IC = 8,0 ln(X(Zglg)) + 57, R?= 0,56

Model Fit Measures

Overall Model Test
Model R R? F df1 df2 p

1 0.69970 048957 11.510 1 12 0.00534

Model Coefficients - IC

(16)

)

95% Confidence Interval

Predictor ~ Estimate SE Lower Upper t p Stand. Estimate

Intercept 59.9911 3.1762 53.0706 66.912 18.8874 <.00001

PF2017 8.2010 24173 2.9341 13.468 3.3926 0.00534 0.69970
a)

Model Fit Measures

Overall Model Test
Model R R* F df1 df2 p

1 0.7500e0 0.56340 12.904 1 10 0.00491

Model Coefficlents - IC

95% Confidence Interval

Predictor  Estimate SE Lower Upper t p Stand. Estimate

Intercept 57.2590 29123 50.7699 63.748 19.6609 <.00001

PF2018 8.0200 22326 3.0455 12.994 3.5822 0.00491 0.75000
0)

Puc. 11. [TapameTpbl perpecCHOHHBIX 3aBUCUMOCTEH MEXAY HHAECKCOM
MHTEIUIEKTYaIbHOTO KalMTasa 1 Jorapu(MoM KOJIMIeCTBa AEHCTBYIOMINX
MAaTEeHTHBIX CEMEHCTB, 3alMIIEHHBIX B CTPaHe, A7 KOTOPBIX MepBas 3asBKa Oblia
nozxana B: a) 2017; 6) 2018 rogax. BrmonsaeHo ¢ ucnons3oBanneM [33]
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6. 3akarouenune. PaccMoTpeHbl MaTeMaTHIeCKHe OCHOBaHUS
pa3zeneHns KOMIIOHEHTOB WHTEJUIEKTYaJbHOTO KalWTala M TEXHOJOTHIL.
Ha xoHIenTyamsHOM ypOBHE H3BECTHO, YTO CYIIECTBYET B3aWMOBIMSIHHE
WHTEJUIEKTYyaJbHOTO  KamuTajla ¥ TEeXHOJOTWYeCKHX TpeHaoB. Ha
CeTONHSIIHWN  JIeéHb  CYIIECTBYeT  MHOXKECTBO  pa3paboToKk 1O
KOJIMYECTBEHHOMY  OICHMBAaHWIO  WHTEIUIGKTYaJbHOTO  Kamuraja ¢
WCTIONIb30BaHUEM  JIBYX-, Tpe€X-, IISITUKOMIIOHEHTHOW MOJEIU €ro
COCTaBJIAIONIMX HA MHKPO- W MakKpoypoBHe. Pa3paboTaHbl MeETOJBI
MATEHTHOW aHANUTUKU JJIsl aHAIM3a TEXHOJOTMYECKHX TPEHAOB. TeM He
MeHee TEMa KOJINYE€CTBEHHOT'O OLICHUBAHUS B3aUMOBJIUSHHS
MHTEJUIEKTYaIbHOTO KaluTajla M TEXHOJOTMYECKUX TPEHAOB OCTAETCs
OTKPBITOM /ISl JATbHEHIITNX HAYYHBIX U3BICKAHUH, TaK KaK pa3pabOTaHHBIC
paHee METOINBl W MOJEIN W3MEPEHUS M OLEHKH WHTEIUICKTYaIbHOTO
KaIuTajla OKa3bIBAIOTCS IDI0X0 MPUMEHUMBIMH ISl OLICHUBAHUS TEHICHITHIA
MOCTICTHETO JCCATHIICTH, OTMEYCHHOTO MHTCHCHBHBIM Pa3BHUTHEM HOBBIX
HHPOKOMMYHHUKAITMOHHBIX U IH(POBBIX TEXHOIOTHH.

B mpomecce wmcciaemoBaHHS BO3MOXKHOCTEH  KOJNHUYECTBEHHOTO
OIICHUBaHWMS B3aUMHOTO BIUSHUS Ha MaKpOypOBHE HAIMOHAIBEHOTO
HHTE/UICKTYaJbHOIO  KaluTaja ¥ COBPEMEHHBIX  HH()OPMAIOHHBIX
TEXHOJIOTUH YIpaBJICHUS] HAMH aJanTUPOBAHBI CYIIECTBYIONINE TTOAXOABI K
W3MEpPEHUI0 HMHTEJUICKTYAIbHOTO KamuTala [JIsl H3MEpEeHUs ero Ha
MaKpOypOBHE C HCIIOJB30BaHWEM OTKPBITHIX JaHHBIX; OIMpPENeiIeHBl IO
OTKPBITBIM TMATCHTHBIM JAHHBIM OCHOBHBIC TEXHOJIOTHYECKHUE TPEHIBI B
00xacTd WHPOPMANMOHHBIX TEXHOJOTHHA YIPABICHHUS C HUCIIOJIB30BaHHEM
WHCTPYMCHTAPHSI TATCHTHOH AHAUTHKH, INPEHJIOKCHBI CTATUCTHICCKHE
MOKa3aTely, METOAWKA OICHUBAHWS H MPOBEPEHBI THIIOTE3Bl O
CTAaTUCTHYECKOW  3HAYMMOCTH  B3aWMOBIUSHHS  HHTCIUICKTYalbHOTO
KamuTajia i THPOPMAIMOHHBIX TEXHOJIOTHHA yIIPaBICHUS.

Ha momeHt uccienoBanusa B 0Oaze maHHbix FAMPAT xommanum
Questel, mpegocTaBIAIONIEH OMHO UX BEAYNIUX IIATPOPMEHHBIX PEIICHUI
Orbit Intelligence nans MaTeHTHOW aHAIUTUKH, cojepx)aitock 619 253
3amucel 0 NEHCTBYIOMMX MAaTEHTaX M 3asiBKaX B CTAJAWH PACCMOTPEHUS ISt
TexHoJoruuaeckoro cermenrta «IT-metoapl ynpasinenus» u 2 257 838 — mns
TEXHOJIOTHYECKOro cerMeHTa «KoMmbIoTepHbIE TeXHOJOTHH». CpaBHEHHE
9THX 00JacTell M0 COOTHOIICHHUIO YHCIa ACHCTBYIONINX MMATEHTOB U 3asBOK
HA PacCMOTPEHHUM IO3BOJWIO CIENaTh BBIBOX, 4TO pa3ButHe [T-mMeTon0B
ympasyieHus 0oJjiee BOCTPEOOBAaHO, MIIW/U 3Ta 00JIACTh B HACTOSAIIEE BpeMs
00JamaeT OONBIITUM MTOTCHIATIOM JJIS Pa3BUTHSL.

B 2019 romy koiau4yecTBO NMAaTEHTHBIX CEMENHCTB Ha PacCMOTPEHUH
BrepBbie ¢ 2003 roga MPEBBICHIO KOJHUYECTBO OJOOPCHHBIX MATCHTHBIX
ceMeHCTB. DTO MPOM30ILIO B pe3yjibTaTe COYeTaHus IBYX (akropoB —
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BO3pacTaHWA  TATCHTHBIH AaKTHUBHOCTH W  YBEIMYCHHS  BPEMEHH
PacCMOTPEHHS 3asSBOK.

Kurait sBisercs nmmepoM Kak cTpaHa ITyOnWKanuy mateHToB. U3
619 253 neifictBytommx mateHToB B obOmactu «IT-meTomsl ympaBieHWsD
Kuraiickuii oduc akxymymupyet 54% matentoB, CIIHA — 24%, Snonus u
Kopest — mo 15%. B oducax WO u EP 14% u 8% coorBerctBeHHO. B
Poccum 3apeructpupoBano meHee 1% Bcex ACHCTBYIOIUX MATEHTOB JTOM
TeXHOJIOrnueckoi obaactu. CymMMapHOE KOJMYECTBO MATEHTOB IO BCEM
MaTeHTHBIM o¢ucaM OoJIbIIe OOIIEero YKCia MATCHTOB B MOJTOPA pa3a, Tak
KaK 4acTb IaTEHTOB 3aperHCTPHPOBAHBI OJAHOBPEMEHHO B HECKOJBKUX
MATCHTHBIX O(HCaXx.

B TO Xe Bpemsi, MIMPOKO M3BECTHBIA (hakT, YTO 110 COBOKYITHOCTH
maTeHToB Kurtail sBigeTCS MHPOBBIM IHACPOM, TOATBEPKACH HAMH H
JIOTIONTHEH BBIBOJOM O TOM, 4To KuTail myOiMKyIOT MEHBIIE ITATEHTOB B
JIpYTUX CTpaHax, 4eM IpYyrue CTpaHbl B MaTeHTHOM oduce Kutas. Ito
CBUJICTENECTBYET O BAXKHOCTH pbIHKa KuTas Iyl MHPOBOW 3KOHOMHKH
3HaHUI. Y CTaHOBIICHA HALICIIEHHOCTH TOM-2(0 KOMIIaHUK-TIpaBOOOTaIaTeIeH
MATCHTHBIX ~CEeMEHCTB B  TEeXHONOTWYeckoil oOmactm  «IT-mMeTomsr
ynpasneHusi» Ha pelHKH Kutas, Coequnénnsix Illtatos, Snonuu, Kopewn,
€BPOIIEUCKUX CTpaH, MHIuu U paja Ipyrux CTpa.

Jus  TexHojormyeckod  oOmactd  «IT-MeTompl  yIpaBiICHUS»
XapakTepHa  CIeAyIollas  coJepxarTenbHas  cTpykrypa. Hawubonee
pacipoCTpaHEeHHBIMH KOHLEIIMSIMHY, SIBIIIOTCS KOHIETIHH: 00paboTka
maHHbIX  (data  processing), ©OwmsHec (business), HWACHTHUPHUKAIHS
(identification), ToBapsl (commodity), NEpCIEKTUBHBIM HAIPaBICHHEM
Pa3BUTHSL TEXHOJOTHH SIBISICTCS TIOCTPOCHUE MPOTHO3HBIX MOJeIei
(prediction model).

Haubonee  pacmpocTpaHeHHBIE  COYETaHUS  TEXHOJOTMYECKOH
obmactu «IT-meronmsl ympaBleHHS» C JAPYTUMH TEXHOJIOTHYCCKHUMH
obnmacTsIMH:  aBToMarmdueckoe  ympasieHwe  (control),  1HdpOBEIE
koMMyHHuKaruu (digital communication), KOMIBIOTEPHBIE TEXHOJIOTHH
(computer technology), TenexkommyHnukanuu (telecommunication) wu
MeTpoJorus (measurement).

B mpomecce wumccnemoBaHHS —IOATBEPXKAEHA  CIIPABEIIIMBOCTD
BBICKa3aHHOM HAMHM  THIIOT€3BI O  BO3MOXKHOCTH  YCTAaHOBJICHHS
KOJINYECTBEHHO!N B3aMMOCBSI3U MEXy HAI[MOHAIBHBIM HHTEILICKTYAIbHBIM
KaluTaJIOM, W paclpocTpaHeHueM B cTpaHe [T-MeTonoB yIpaBieHUS.
CraTUCTUYECKH 3HAayMMasi PEerpecCUOHHasi 3aBUCHMOCTb BBISBICHA JUIS
rpynnsl U3 15 crpaH, BXOASAIIKMX B TOM CTPaH IO KOJINYECTBY JIEHCTBYIOMINX
OIyOJINKOBaHHBIX B TMAaTEHTHOM oO(uce CTpaHbl NMAaTEHTHBIX CEMEHCTB B
TexHooruueckoit obnactu «IT-meronsl ynpasnenus» («IT methods for
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management»). PerpeccmoHHas 3aBUCHMOCTb  JIOCTATOYHO  XOPOIIO
alIpOKCUMUPYETCs JIMHEWHOM perpeccuedl MHAEKCAa HHTEIIEKTYaIbHOTO
Kanutaja OT Jorapudma HHAEKCAa TNATEHTHOW aKTHBHOCTH CTpPaHBl B
obnactu IT-MeTo0B ynpaBieHus], YTO MOKET ObITh HHTEPIPETUPOBAHO KaK
3aMe[JIeHHe  POCTa HMHJIEKCAa MHTENIEKTYalbHOTO  KalWTana MpH
JIOCTH>KEHUH OTIPEAEICHHOTO YPOBHS MaTEHTHON aKTHBHOCTH.

YcraHoBIIEHO, YTO YeM OoJiee pa3BUTa SKOHOMHUKA, TEM BhILIE B HEH
YPOBEHb MHTEJUIEKTYaJIbHOTO KaIIUTala U BBIIIE YPOBEHb PACIIPOCTPAHCHUS
IT-meronoB  ynpaBineHus.  SIBHBIMM ~ UCKIIOYEHUSIMU M3 3TOH
3akoHOMepHOoCTH ABIsitoTCcs Kurait u Unauda. Kurail, koTopslit oTHOCHUTCS K
CTpaHaM C JIOXOJOM BBIIIE CPEIHEro YPOBHs, JEMOHCTPUPYIOT Ooliee
BBICOKME, YE€M CTpaHbl €ro YpOBHA SKOHOMMYECKOIO pPa3BUTUS,
B3aMMOCBSI3aHHbIE 3HAYEHUS MHAEKCAa HHTEIEKTYaJdbHOTO KaluTala H
pacnpoctpaneHHoctu [T-meronoB ympasnenus. Muaus, 3aHumaromas 3-e
MECTO CpeIu CTpaH C YPOBHEM J0XOJa HIDKE CpPEIOHEro, HMEeT
COM3MEpPHMBIE MOKA3aTeNH pPa3BHTUS HHTEIUIEKTYyallbHOTO KalWTala H
pacnpoctpanenus IT-mMeTon0B ynpaBiIeHHs CO CTpaHAMHU C YPOBHEM JOX0Ja
BBIIIIE CPETHETO.

JlanpHeiime HampaBiIeHHUS HCCIEJOBAHUS MOTYT OBITH CBSI3aHBI C
IIPOBEPKOM THUIIOTE3 O BO3MOXKHOCTHU BBISIBJIICHUS IIPEJIOKEHHBIM METOJI0M
KOJIMYECTBEHHBIX 3aBUCUMOCTEH MEKIY MHTEIUIEKTYaJbHbIM KallUTAJIOM U
TEXHOJIOTHYECKUM pazBuTHeM. C 3TOH ILenblo, BO-TIEPBBIX, HEoOXoIuma
JeTamn3alidsd  BBIABICHHBIX  3aBHcHMOCTE 1o kogaM MIIK wm
COCTaBIIIOIUM HHTEIUIEKTyalbHOTO KalMTana, BO-BTOPBIX, BBIABICHHE
3aBUCHMOCTEH JUIA APYTUX TEXHOJIOTHYECKUX 00JIacTeil.
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MUTUAL INFLUENCE OF INTELLECTUAL CAPITAL AND
INFORMATION TECHNOLOGIES OF MANAGEMENT

Sokolov B., Verzilin D., Maksimova T., Zhang M. Mutual Influence of Intellectual Capital
and Information Technologies of Management.

Abstract. To date, there is a generally accepted idea of intellectual capital, and approaches
have been developed to measure it at the micro and macro levels. Methods of patent analytics
for the analysis of technological trends have been developed. At the conceptual level, it is
known that there is a mutual influence of intellectual capital and technological trends, but there
are no methodological developments for quantifying such influence using data from various
sources. The purpose of the study was to quantify the mutual influence of national intellectual
capital and modern management information technologies at the macro level. The
mathematical foundations for the distinction of the components of intellectual capital and
technologies were considered. The hypothesis about the statistical significance of the mutual
influence of intellectual capital and management information technologies was confirmed. The
dependence was approximated by linear regression of the intellectual capital index on the
logarithm of the country's patent activity index in the field of IT management methods, which
can be interpreted as a slowdown in the growth of the intellectual capital index when a certain
level of patent activity is reached. It has been established that the more developed the economy,
the higher the level of intellectual capital and the higher level of dissemination of IT
management methods. China and India are clear exceptions to this pattern. China, which is an
upper-middle-income country, demonstrates higher than the countries of its level of economic
development, interconnected values of the index of intellectual capital, and the prevalence of
IT-management methods. India, ranked 3rd among lower-middle-income countries, has
commensurate rates of development of intellectual capital and the spread of IT-management
methods with upper-middle-income countries. Further research may be related to testing
hypotheses about quantitative relationships between intellectual capital and technological
development via the proposed method. It is necessary to detail the identified dependencies by
IPC codes and components of intellectual capital and identify dependencies for other
technological areas.

Keywords: intellectual capital, information technologies of management, patent
landscapes.
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ON STOCHASTIC OPTIMIZATION FOR SMARTPHONE CPU
ENERGY CONSUMPTION DECREASE

Pelogeiko M., Sartasov S., Granichin O. On Stochastic Optimization for Smartphone CPU
Energy Consumption Decrease.

Abstract. Extending smartphone working time is an ongoing endeavour becoming more and
more important with each passing year. It could be achieved by more advanced hardware or by
introducing energy-aware practices to software, and the latter is a more accessible approach. As the
CPU is one of the most power-hungry smartphone devices, Dynamic Voltage Frequency Scaling
(DVFS) is a technique to adjust CPU frequency to the current computational needs, and different
algorithms were already developed, both energy-aware and energy-agnostic kinds. Following our
previous work on the subject, we propose a novel DVFS approach to use simultaneous perturbation
stochastic approximation (SPSA) with two noisy observations for tracking the optimal frequency
and implementing several algorithms based on it. Moreover, we also address an issue of hardware
lag between a signal for the CPU to change frequency and its actual update. As Android OS could
use a default task scheduler or an energy-aware one, which is capable of taking advantage of
heterogeneous mobile CPU architectures such as ARM big. LITTLE, we also explore an integration
scheme between the proposed algorithms and OS schedulers. A model-based testing methodology
to compare the developed algorithms against existing ones is presented, and a test suite reflecting
real-world use case scenarios is outlined. Our experiments show that the SPSA-based algorithm
works well with EAS with a simplified integration scheme, showing CPU performance comparable
to other energy-aware DVFS algorithms and a decreased energy consumption.

Keywords: Android OS, dynamic voltage frequency scaling, stochastic optimization, SPSA,
energy consumption.

1. Introduction. Mobile devices, such as smartphones, tablets, and
smartwatches, became an integral part of modern life. Digital services provided
by these devices both improve quality of life and form new ways of social
interactions. More than 6.3 billion smartphone subscriptions were active, and
in 2024 this figure is expected to exceed 7 billion people. The most common
operating system (OS) for mobile devices today is Android [1].

As the battery capacity of mobile devices is limited, power consumption
optimization becomes an increasingly important task — no one wants to have
an important call interrupted because of a discharged battery. This issue
could be alleviated by applied software, which is capable of providing energy
consumption models and eco-friendly profiles. Then, a boost of device
longevity is provided by new hardware technologies like Li-Pol batteries or
heterogeneous big.LITTLE CPU architecture. Finally, Android OS contains a
power management subsystem which includes three components: energy-aware
scheduling (EAS), dynamic voltage frequency scaling (DVFS) governors and
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idle state (IS) governors, so improving underlying algorithms improves energy
consumption as well.

In essence, the DVFS algorithm analyzes the current state of the
smartphone and advises the CPU to switch to a particular frequency, so that
the algorithm could meet some optimization criteria. Performance and energy
consumption cannot be optimized at the same time, because to save energy
one has to set a low frequency, and higher computational capabilities call for
higher battery resources. Therefore, every energy-aware DVFES algorithm finds
some form of balance by introducing combined optimization criteria. Ideally,
applications run as slow as perceivable comfortable to save energy.

A significant part of research is mainly concentrated on DVFS
algorithms or better energy models for task scheduling, and there is a reason
behind such attention — energy-aware task allocation combined with online CPU
performance control could result in considerable energy savings. Simultaneous
perturbation stochastic approximation (SPSA) is one of the possible ways
to track optimal CPU frequency in terms of both energy consumption and
performance. On average, the algorithm will nearly follow the steepest descent
direction [2]. SPSA could be considered a random search technique, and it
helped in solving various computer science-related tasks [3]. In our previous
work, we investigated an SPSA-based DVFES governor using a single noisy
observation [4], and while working on par with commonly used algorithms,
further experiments confirmed that an approach proposed there, although
already usable, was not final. SPSA with two noisy observations is more stable
compared to one observation version [5]. Thus, the optimal frequency tracking
process converges faster on average.

The main contribution of this paper is a proof of the concept that the
energy-aware DVFS algorithm could be built based on SPSA with two noisy
observations. Additionally, we formulate a different average risk function
which takes into account the cost of execution of a program at a particular
frequency to save energy. Technical considerations are also investigated, for
example, whether is it worth running our new DVFS governor with EAS or
Completely Fair Scheduler (CFS), and how to connect it with EAS when
needed. We also take into account the notable fact that the CPU frequency
change cycle could be considerably longer than the DVFS cycle.

This paper is organized as follows. In Section 2, an overview of the
DVES and EAS alongside the existing algorithms for modern smartphones
for those subsystems is given. It also contains a brief overview of stochastic
optimization in general, a description of the SPSA approach and a review
of the previous work in the field. Section 3 contains a description of the
proposed DVES algorithms. Experimental setup and methodology discussion
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are presented in Section 4, while experimental results are analyzed in Section 5.
Final remarks are given in Section 6 to conclude this paper.

2. Overview

2.1. DVFS and EAS. CPUs in modern smartphone systems-on-a-chip
are always multicore. Generally, this architecture is homogeneous — each
core has the same computational capabilities and power profile. However,
there is a novel approach for mobile device CPU design reflected in the ARM
bid.LITTLE architecture — a heterogeneous CPU. Cores are divided into several
clusters, and each core is homogeneous only within its cluster. Therefore
it is possible to run computationally non-demanding programs on weaker,
but energy efficient (so-called "LITTLE") cores, while more powerful and
power-hungry ("big") cores are utilized for prioritized or computationally
intensive tasks. A real-world example of such a design is given in Table 1.

Table 1. Xiaomi Redmi Note 8 Pro CPU clusters frequencies
ASS A76

F (Hz) I (mA) (m AI//gHZ) F (Hz) I (mA) (m AI//gHZ)
2000000 | 90.04 45.02 2050000 | 324.33 158.21
1933000 | 85.8 44.39 1986000 | 307.98 155.08
1866000 | 80.27 43.02 1923000 | 291.52 151.60
1800000 | 72.77 40.43 1860000 | 269.61 144.95
1733000 | 66.61 38.44 1796000 | 247.53 137.82
1666000 | 62.05 37.24 1733000 | 233.56 134.77
1618000 | 58.95 36.43 1670000 | 209.73 125.59
1500000 | 52.33 34.89 1530000 | 177.39 115.94
1375000 | 44.83 32.60 1419000 | 152.46 107.44
1275000 | 39.69 31.13 1308000 | 130.33 99.64
1175000 35.5 30.21 1169000 | 105.19 89.98
1075000 | 31.24 29.06 1085000 | 91.11 83.97
975000 27.86 28.574 1002000 | 79.53 79.37

875000 25 28.571 919000 | 70.65 76.88
774000 23.5 30.36 835000 | 61.38 73.51
500000 | 19.55 39.10 774000 | 56.85 73.45

It is important to note for our research that core configuration is available
within OS, and operating frequency is set uniformly for the entire cluster, that
is, every core within a cluster always works at the same frequency. Different
clusters might work at different frequencies at the same time.
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DVES as a technique is a control over CPU operating frequency and
voltage at runtime to increase or decrease CPU performance at a cost of power
consumption. Generally, CPU power consumption is related to the cube of
its frequency, and as a side effect CPU heats. However, cooling mechanisms
available to mobile devices are limited both by power usage and form factor,
therefore most of the time heat could only be dissipated by surrounding air.
Thus therefore, operating frequencies are limited to those producing an amount
of heat that could be consistently dissipated — at the time of writing, about 2
GHz for commercially available CPUs.

Although dependency between power consumption and frequency is
still vaguely close to linear at these levels, power efficiency — the relation of
power to performance — is clearly exponential [6]. Power efficiency could also
be interpreted as the cost of instruction execution at a selected frequency. A
complimentary optimization criterion is the execution time, so in practice, the
goal is to achieve a certain balance between power and performance. Android
OS DVES governors are OS modules that observe the current state of a device
and send signals to the CPU to increase or decrease operating frequency.
For example, powersave and performance governors set minimum and
maximum frequency respectively.

Although we say that DVFS governors "set" some frequency to a
cluster, it is technically a recommendation to the CPU, not a direct assignment.
Frequency change does not happen immediately, and DVFS cycle length — the
time between governor invocations — could be considerably lower than the
frequency change time. For example, the default cycle length for the OnDemand
governor is 10 ms, while both clusters of Xiaomi Redmi Note 8 Pro CPU take
about 30 ms to change frequency. So while the first governor invocation could
initiate hardware frequency update, from the CPU perspective the next two
invocations are as good as non-existing.

Energy-aware scheduling (EAS) [8] is an Android OS task scheduler,
which could only operate in heterogeneous CPU topologies such as ARM
big.LITTLE. Power management for symmetric topologies is uniform, that
is, CPU frequency is set globally for the entire CPU, therefore, the maximum
occupancy and performance are the same for every core. EAS uses a normalized
energy model for every core cluster, taking into account available frequencies
and power usage. When a task needs to be scheduled, EAS chooses the core
to run this task in such a way that CPU power consumption will increase in
the least possible way. However, EAS works while the CPU load is lower
than 80%, otherwise, a Completely Fair Scheduler is used until the load is
decreased. In order to obtain consistent power savings, EAS should be able to
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issue signals to hardware to control the CPU clusters’ maximum occupancy,
and schedutil DVFS governor is considered to be a part of EAS.

2.2. DVEFS algorithms. There is a number of commonly available
DVES governors for Android OS. Some of them are Android-specific, while
others were initially used in the Linux kernel [9]:

PowerSave: This governor sets the CPU to the minimal available
frequency and keeps it forever. This governor saves the most energy but
provides the worst performance.

Performance: This governor works exactly the opposite, it sets the
maximum frequency for the best performance and highest energy consumption.
Performance and PowerSave reflect two extreme optimization strategies.

OnDemand: This governor sets cluster frequency proportionally to
the maximum core load — active time divided by total time — within a cluster
observed between governor invocations, so the device remains responsive.
When a particular CPU load threshold (~ 80%) is reached, the maximum
frequency is set until the load is again below the threshold.

Conservative: An improvement over OnDemand, this governor
gradually increases the frequency when there is activity on the CPU and
decreases it is to the lowest value when there is none to little activity.

Interactive: This governor is developed specifically for Android OS
with Ul interaction in mind. Operating frequency is once again dependent on
the activity level, but activity level evaluation is event-driven in addition to
timer-driven. User interaction such as screen touch is among tracked events.

schedule: This is a governor designed to work exclusively with EAS.
Its basic idea is the same as in OnDemand, but the definition of the load is
based on the EAS energy model instead of the active time to total time ratio.

While there is a large number of DVFS algorithms created by standalone
developers to enhance the characteristics of the default algorithms, additional
approaches are covered in the literature.

Research is done on replacing EAS and schedutil with a different
approach for better energy efficiency. Unlike the static energy model of EAS,
AdaMD [10] implements a scheduling routine which regularly inspects various
resources that are currently required by executed processes and reassigns
them to a more suitable cores if needed. Compared to other thread-to-core
approaches, this technique allows to save up to 28% o energy while satisfying
95% of performance constraints.

In recent years there is a research trend to evaluate neural network usage
for general-purpose DVFS governors. For example, the “Long Short-term
Memory” effect of the recursive network could be used, as correlations should
be made only for short-term data to prevent gradient attenuation problems [11].
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Such network architecture reduces CPU power consumption by a maximum of
19% in comparison to common DVFES.

DVFES could be built in mind with other criteria than performance or
energy saving. Chip temperature is another important factor, and by using
decisions from the relatively simple neural network in the DVFS process average
chip temperature could be reduced by up to 18 deg C with a minimum execution
overhead and comparable performance [12]. However, chip temperature is
not mutually exclusive with energy efficiency, as using deep reinforcement
learning neural network to determine the temperature of the chip and estimating
environmental temperature could result in 23.9% less energy consumption
while retaining the required level of performance [13].

Application-specific DVFS models could also be built. For instance, a
DVEFS model for augmented reality applications that takes into account the
requested frame rates and response time could theoretically be decreased by
up to 80%, but it was not proved in practice yet [14].

Graphical Processing Unit (GPU) is a powerful device to offload
computations from the CPU, and it also could operate on different frequencies,
so it is reasonable to make a joint DVFS strategy for both devices. A simple
rule-based model could reduce energy consumption by 18.11%, while the
smartphone frame rate drops by 3.12% [15]. Another approach is to aggregate
load, energy and temperature data for CPU, GPU and RAM, and assign
frequency for each component by joint priorities list. This technique saves
at least 26.8% power compared to default governors and state-of-the-art
approaches [16].

2.3. Idle states and idle state governors. Modern CPUs are capable to
enter idle states where program execution is suspended. Multi-core processors
can set one or more of their cores to idle state, while other cores remain active.
While in an idle state, part of the processor hardware is switched off, so it
consumes less power. The deeper the state, the more hardware is switched off,
but at the cost of greater entry and exit times. In Linux and Android OS terms,
the total enter latency and minimum time hardware would stay in a particular
idle state is called target residency [17].

For example, without going into much detail, here is a list of idle
states of dual-core ARM CortexA9 processor [18] in order of increasing idle
depth:

— CO — active state.

— C1 (WFI) — most CPU timers are deactivated. Exit latency is 4 us.

— C2((CPUs OFF, MPU + CORE INA) — CPU is off, memory protection
unit (MPU) is activated to protect critical data, and the core is inactive. Exit
latency is 1100 us.
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— C3 (CPUs OFF, MPU + CORE Closed Switched with Retention) —
similar to C2, but the core is in CSWR mode. Exit latency is 1200 us.

— C4 (CPUs OFF, MPU CSWR + CORE Open Switched Retention) —
similar to C3, but the core is in OSWR mode. Exit latency is 1500 us.

It is important to note that ability of a CPU to enter a particular state
could be or could be not utilized by mobile device system-on-chip and OS,
therefore, it is possible to observe a smartphone capable of entering only C1,
while its CPU could go deeper by design.

The idle state governor is a module within the Android OS kernel that
can track the current system state and send a signal to the CPU to enter or
exit some idle state for one or more of its cores. There are several default
algorithms generally available in Android devices, and at the time of writing
the default algorithm is the menu. It tries to predict the current idle duration,
then adjusts the obtained value based on a number of factors, and then tries
to find the deepest idle state given its target residency and exit latency. The
prediction of the current idle duration is based on the history of the previous
idle times.

2.4. Evaluating Energy Consumption. Measuring smartphone CPU
energy consumption is a non-trivial task, and there are several approaches
available. We classify them into direct and non-direct approaches [7].

Direct approaches involve the physical measurement of momentary
CPU electrical parameters either with external or internal sensors. Energy
consumed over a period of time could be estimated as:

E= /O Ut)I(¢) dt,

where U (t) is momentary voltage, I(¢) is momentary current. While it is
technically possible to have separate circuits to power the CPU at different
voltages, it is challenging, so in commercially available smartphones DVFS
is in fact dynamic frequency-only scaling, while voltage changes only due
to natural processes within a battery'. Therefore, we may rewrite the above
formula as:

t
E:U/ 1) dt, (1)
0

! Battery voltage drops during discharge, but between 100% and 20% the change is technically
negligible by electronic components
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where U is a nominal voltage on a CPU. Equation (1) allows to simplify
measurement scheme and use only an ammeter. In practice, as ammeter
readings are discrete, the Riemann sum is calculated instead of the actual
integral.

While this approach could provide the most reliable results, there
are considerable limitations to it. First of all, while the internal sensors
are rather common for smartphone peripherals such as Bluetooth and Wi-Fi
modules, they are seldom used to estimate the CPU power consumption . The
frequency and momentary current multiple times over a single second. An
external ammeter should be able to catch such high-frequency changes, so
most advanced commercially advanced ammeters operate in K H z range [19],
but their cost could be a prohibitive factor. Additionally, ammeters should be
connected, consequentially, with the measured device. Smartphone electronics
do not allow us to easily connect CPU power input with ammeter. Alternatively,
one could connect an ammeter to a battery connection slot while also using an
external power device at a constant voltage, but readings acquired with this
approach will be inevitably skewed by other smartphone peripherals such as a
screen or Wi-Fi module.

Non-direct approaches estimate energy consumption by associating
statistics unrelated to energy to it by some model. For example, one could
estimate how much energy is consumed by a specific CPU instruction [20].
Due to the size of instruction sets in modern CPUs, we consider this approach
impractical and instead follow the model proposed by Google [21]. Under this
model, a CPU operating at a specified frequency consumes a specific constant
current. Therefore, equation (1) is simplified even further as:

E=UY_I(fi)tsi, (2)

i=1

where n — number of frequencies available to CPU, f; — particular operating
frequency, I(f)i) — constant current at a specified frequency, ¢ ¢; — time spent
by CPU at a frequency f;.

Equation (2) is further supported by Android OS, as ty; is stored in
special time-in-state files in the /sys directory. Temporal data is stored in
separate lines for each frequency as “<frequency><time>”. The number of
lines is equal to n. It is worth noting, that the CPU clusters under big. LITTLE
architecture are treated as separate CPUs, so lines in time-in-state also

2 Anecdotally, we didn’t encounter them in any devices available to us.
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differ from core to core depending on the cluster they belong to. Time
is measured in 10 milliseconds units, and the count is started when the
corresponding OS driver is installed or reset to measure processor data. Values
for I(f;) are stored in a weight coefficients file called power_profile.xml.
This file should be provided by the smartphone manufacturer, but unfortunately,
it is not always the case. However, absent power constants could be extracted
from other smartphones using the same CPU model with the same or similar
core topology. An example of such file contents is given in Table L.

To estimate power consumption one needs to multiply timing data to
corresponding weight coefficients in a device power_profile.xml - a file
provided by a smartphone manufacturer which contains power metrics for each
smartphone device or peripheral. A sample of its contents related to CPU is
shown in Table I. Power constants there are reported in m.A3.

Different DVFS governors produce different time distributions over
available sets of frequencies. Methodologically, when a voltage is constant,
electrical charge is a main indicator of energy consumption and Equation (2)
could be rewritten as:

qpi = I(fi)tss,
q= Z qi,
=1

E =Ug,

where qy; is an electrical charge spent at i-th frequency, ¢ — total electrical
charge. Because of this, we report energy consumption in our experiments in
mAh.

2.5. Simultaneous Perturbation Stochastic Approximation. In a
significant number of control problems target system behavior could be
described in the form of empirical quality functional (also known as medium
risk functional). An optimal control action is taken based on the extrema of
this functional. In our case, CPU operating frequency might be determined
based on the list of available frequencies, current CPU workload and its history
and other quality criteria such as energy consumption.

31t is necessary to point out, that, in general, power constants reported in 1 A are not enough to
make conclusions on energy consumption, as voltage would also be required. However, as constant
nominal voltage for mobile CPUs available to market is 1V, current constants are numerically
equal to power constants.
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More formally, let F;(z,w) be a function of discrete time ¢, some
parameter x and randomised vector w. The medium risk functional is defined
as:

fi(z) = EypFy(z,w),
and the minimum point of f;(z) as

0; = argmin f;(x).

Then in order to find the optimal point the task is to build the sequence
of estimations {f,,} such that ||d,, — 6;|| — min based on observations of the
random variables Fy(z,,w,), n=1, 2,..

We define a momentary trial perturbation as a sequence of the observed
uniformly symmetrically distributed independent random vectors A,, with
covariance matrices:

CO’U{AHA?} = 57,j02AI,

where 6,,; € {0,1} is the Kronecker symbol, 0 < oa < co. The Bernoulli
random vectors are suitable and frequently used as a simultaneous trial
perturbation because the vector coordinates A,, are independent of one another
and have equiprobable values of +1.

It is possible to use three following algorithms when observations are
noisy:

~ ap
gn = anfl - EAnyna

A ~ Qo

= _ —7A + T
On = 0n_1 28, ’ﬂ(yn yn)7

70

én = én—l - E

An(?ﬁ ~ Yn)s

to build a minimum point estimation sequence for a functional F'(x) without
significant loss of convergence rate [22]. We denote noisy observations in the
following way:
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Yn = F(én—hwz) + Un,

y; = F(én—l - ﬁnAn;w:) + U,

y;l_ = F(énfl + BnAnaw;l—) + vy,

{a, } and {3, } here are sequences of non-negative numbers conforming to a
set of conditions, w,’ is a stochastic perturbation vector for y," observation, v,
is an arbitrary external noise during the observation. This recurrent procedure
is called simultaneous perturbation stochastic approximation (SPSA) because
it inseparably contains a randomized trial perturbation which is simultaneous
in all coordinates. Overall, SPSA could be classified as a stochastic gradient
descent algorithm.

The first algorithm uses only a single noisy observation, and the second
and third involve two noisy observations. For the purposes of distinction
between those variations of the SPSA algorithm, we will call the version with
a single noisy observation as SPSA1, and the latter two variations — SPSA2.

Among the conditions for consistency of estimates we specifically set
out a condition for a weak correlation between the trial perturbation {A,, } and
sequences of indeterminacies {w, } and {v,} as the most important. SPSA1
has lower mean squared convergence rate compared to SPSA2 but has the
advantage of using only a single noisy observation, which could be more
time-efficient at the end, hence both variations could be used in practice.

Both variations of the SPSA algorithm follow the same general flow:

1. Define an empirical functional F'(x).

2. Make an initial optimal estimate of fo.

3. Perturb a current optimal estimate.

4. Obtain the required amount of the noisy observations of F' and update

a current optimal estimate O,.

5. Go to Step 3.

Previously, we developed a DVFS governor based on SPSA with a
single noisy observation [4]. It was shown, that overall its energy consumption
is between OnDemand and Interactive governors under the CFS scheduler
with a performance drop of no more than 3.06%, but in some specific scenarios
it could save up to 16% of the total CPU energy.
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3. Algorithm

3.1. Defining The empirical Functional. Empirical functional is
a crucial component for SPSA algorithm. Although from a theoretical
perspective, its definition could vary significantly even within the same
problem [2], we used the lessons learned of the SPSA1 governor and added
the following considerations to the functional definition.

We start our discussion by defining a load L on the CPU core as the
percentage of active CPU time from the total CPU time (active and idle) over
some period of time. This definition is the same as the one defined for the
OnDemand governor. Then, a computational volume or simply volume denotes
a product of frequency by load. Essentially, the volume is a number of the
CPU ticks dedicated to active computational processes, and it is closely related
to the number of the executed instructions. The crucial observation for DVFS
is that the same volume produces different loads under different frequencies:
the higher the frequency, the lower the load, and vice versa.

The task of DVFS is peculiar in the sense that we can base our DVFS
strategy on the history of the CPU load observations among other criteria,
but still, the future load cannot be reliably determined — for example, we
can’t predict that smartphone would receive a phone call in the next second.
Therefore, we introduce target load or threshold load L1 — a specific constant
value of load over some observation time. In our experiments we used
empirically determined values of Ly from 60% to 80% — such values provide
additional computational capacity in a scenario where the actual load proved
to be much higher than anticipated from the load history. Lr is used as a
boundary between two different DVFS strategies:

— If the current load exceeds Ly, we assume that the smartphone
performs a rather long computational task. Therefore, all CPU resources
should be made available for it, and the optimal frequency that DVFS should
set is the one that provides the closest load to L1 under the currently observed
volume. In this case, performance considerations outweigh energy savings.
Long-term, if a load doesn’t drop below L, the maximum frequency will
eventually be set until the load drops.

— If the load does not exceed L7, it means there is room to optimize
energy consumption by finding such a frequency that provides the best energy
efficiency and the projected load still does not exceed L.

We now define execution efficiency or cost-of-execution (CoE) of an
operating frequency f in the following way:

B(t) _ [yUWIMd _ I,U

COE = )
Nticks ft f
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where CoE is cost-of-execution, E'(t) is energy spent over a period of time,
Nticks 18 @ number of CPU ticks observed during that time, ¢ is the observed
period of time. The discussion on translation from integral to constant product
is given in Subsection 2.4. In essence, CoE is the energy cost of one CPU tick
under a specific operating frequency.

CoE could also be viewed as a priority for the DVFS governor for the
frequency selection — the lower the value, the higher the priority. Under this
point of view, some generalized cost-of-execution GCoE metric could be used
instead of CoE to prioritize the frequency selection, as it only needs to establish
order relationship between frequencies.

In our research, we defined it as:

Iy
GCoE = —=.
f

As discussed, the CPU voltage is safe to be treated as constant, so by
removing U term from the CoE definition we do not change the established
order relationship®*.

It is important to note that, given the power constants available, with the
increase of f I also increases, but GCoE/( f) is generally a non-monotonically
increasing function. An example is given in Table 1, where the A55 core
consumes the least amount of power at a frequency of S00MHz, but is most
energy efficient at §75MHz.

In the end, when the current load is below L, the optimal frequency
would be the one with the lowest GCoE among those who could process the
same volume without the projected load exceeding L.

As we defined the algorithm to determine the optimal frequency in
both scenarios (performance and optimization), the result of our empirical
functional and the quality of the current frequency estimation is determined as
the distance between the current and optimal frequency indexes in a sorted
frequency list.

3.2. Theoretical Foundation. In order for empirical functional to be
usable in the SPSA?2 algorithm and to prove the consistency of the algorithm,
some conditions should be satisfied. First, the changes of optimal frequency
are bounded by a task definition:

”fn - fnflll <0 < o0.

“4Besides, given that in our case U=1V, CoE and GCoE are numerically equal.
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Then, F(f) satisfies two assumptions:
Assumption 1: F(f) is strongly convex and have a minimum point f*:

(f=f*,VF(f)) 2 ~Inl.5 —1,Vf € R.

Assumption 2:
The gradient VF'(f) satisfies the Lipschitz condition:

IVF(f) — VE(f)] < AL5m055) 121 5], — b,
Vfi, fo €R.

It is proved that SPSA2 converges when both assumptions for empirical
functional are met [5], therefore, algorithm from 3.1 converges.

3.3. Strategies to Implement Observations. A straightforward
approach to implementing SPSA?2 takes 3 invocations of the DVFS routine.
We note that due to the absence of floating point operations in the Android
OS kernel, it is easier to manipulate with frequency indexes in a sorted array
rather than with the frequencies themselves. In all cases if the index is beyond
array boundaries, it is set to low or high boundary correspondingly.

1. Given the current frequency index i;, a random number A = +1 is
generated, and a frequency with the index i; + Af is set to obtain the first
noisy observation i+ of functional.

2. Then the frequency with index i; — Af is set to obtain the second
noisy observation y~.

3. New frequency is set by index ;41 = 7; — %.

However, by definition of SPSA2 a faster approach is also possible
which takes only two invocations:

1. The current functional value under the current frequency with index
i; is treated as the first noisy observation 1°. A random number A = +1 is
generated, and a frequency with the index i; + A is set to obtain the second
noisy observation i+ of functional.

2. New frequency is set by index ¢;41 = ; — aly’—y")

However, waiting for 2 or 3 invocations to bﬁ finished could be
detrimental to governor performance and estimation accuracy. Therefore,
we try out another scheme, which is not strict in terms of the SPSA?2 definition,
but takes only a single iteration:

1. Given the current frequency index i;, a random number A = +1 is
generated. The load for frequencies with indexes i; + Af is calculated in the
assumption that the volume will remain the same, and the functional value for
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the modelled observations ™+ and y~ is obtained. Then the new frequency is
set by index 4;1 = i; — M

In the last scheme, we also added an optimization for the performance
mode. When the observed load is 100%, we modify the value of 5 and thus
introduce a sequence of [3,, instead of a single value to increase frequency
more substantially. If, however, this decision would prove excessive, and the
high load would not last long, the next iteration of the algorithm would reduce
operating frequency.

In all schemes, additional precautions are taken before setting ;1 to
properly handle corner cases. Based on the number of observations, we will
further call those schemes SPSA23, SPSA2, and SPSA2, respectively.

3.4. Accounting for Frequency Change Lag. The time CPU takes to
change frequency could be considerable. For example, the OnDemand governor
is scheduled to re-evaluate optimal frequency every 10 ms. Historically,
OnDemand was developed for desktop computers and servers, and frequency
switch could happen within 10 ms. However, in our preliminary research
with Xiaomi Redmi Note 8 Pro, we found out that after the initial frequency
change request by the OnDemand-based DVES governor, it could take up to 3
consequent DVFS routine calls to register the updated frequency from the CPU,
and the DVFS governor sends a frequency change request on every invocation.

This situation is indicative that even the most commonly available DVFS
governors are based on assumptions that may not be true for the underlying
hardware.

As our SPSA2 governors are also using the OnDemand governor timer
model, and it is important for the algorithm to make noisy observations at
the requested frequencies, we skip the DVFES routine invocations where the
CPU cluster frequency is still different from the one requested previously. The
algorithm continues when a proper frequency is set, and it is assumed that the
load between two routine invocations was obtained at the requested frequency;
thus, the noisy load observation is properly obtained.

3.5. EAS Integration. Energy Aware Scheduling works closely with
the schedutil DVFS governor, and it is stated that EAS is not guaranteed
to reduce energy consumption if the schedutil is not an active governor. In
fact, schedutil implements the same strategy as the OnDemand governor,
that is, it selects cluster frequency proportional to the maximum load over
cluster cores with the minimum frequency corresponding to 0% load and the
maximum frequency corresponding to 100% load. However, the EAS CPU
load definition is significantly different from the one used in OnDemand. The
CPU load is estimated in terms of the EAS energy model and occupancy of all
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tasks assigned to a specific CPU core. Instead of a posterior evaluation, it is
estimated a priori.

For our proposed schemes we used the OnDemand load definition even
when EAS is turned on, and, as shown in the experiments, tuning «, 5 and L
is enough to align our SPSA2 governors with EAS.

4. Experimental Methodology

4.1. Device Selection. For our experiments, we used Samsung Galaxy
s7 SM-G930F. Its processor, Exynos 8 Octa (8890) has 2 clusters with 4
Cortex-AS53 cores (LITTLE) and 4 Exynos M1 cores (big). It is notable that
while originally supporting Android 8, it could be patched to run Android 10
and 11.

The smartphone was patched to run the herolte’ Android 11 kernel,
which could be run on the test device with the EAS scheduler. To test the default
CFS scheduler, we used Samsung android_kernel_samsung_universal8890
for Android 10°. This kernel selection allows us to compare our governors’
performance against commonly available Interactive, OnDemand and Schedutil
governors. Our DVFS governors were added as additional modules to both
of those kernels, and it was required to obtain root access for the smartphone
to install custom builds. Switching to our governors was done by the default
cpufreq system calls [9].

4.2. Test Cases. As noted in our previous work [4], it is important
for the general-purpose DVFS governor to be able to handle different kinds
of workloads while providing a trade-off between performance and energy
consumption. However, each governor is built with a particular workload
model in mind, and this model is not bound to reflect real-world scenarios.

We’ve considered the following list of diverse test cases to be
implemented. Each test case was assigned a name for further reference.

1. videoVLC - playing MP4 file using VLC video player, preliminarily
selected as a default video player.

2. trialXTreme3 — imitation of playing Trial Xtreme 3.

3. flappyBird — imitation of playing Flappy Bird.

4. type — creating a note in the Notes application, writing text and
deleting a note.

5. camera — launching a default camera application and recording a
video with it. The resulting video is deleted in the end.

Shttps://github.com/pascua28/herolt
Shttps://github.com/8890q/android_kernel_samsung_universal8890/tree/lineage-17.1
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6. twitch — watching a Twitch stream in a browser and closing the
browser after a while’.

As the Monkeyrunner tool we used previously was not available in the
toolchain for the test device, a set of utilities that mirrors its functionality to
run tests was written in Python®.

All tests are launched 10 times for 5 minutes to average the influence
of system background processes. They are implemented as Python scripts as
well. To launch a test, a smartphone needs to be connected to a controlling PC,
and the test execution is controlled through adb commands.

To test smartphone performance we selected Geekbench 5.5.1, as it has
an open methodology we found valid for our purposes [23]. The performance
tests were launched 3 times for each evaluated governor due to their longevity,
and an average of the obtained score points was calculated.

4.3. Modified Energy Consumption Models. Overall, direct
measurement approaches were not used in the research for this paper due to
the difficulties outlined above. While the basic energy consumption model
could already be used, it does not take into account idle state management.
Moreover, the source code behind time-in-state files is not synchronized
with the idle governors. To address this issue, we propose the following
modifications to the basic model.

Equation (2) implicitly assumes that the CPU consumes a fixed amount
of power by just being at a specific frequency, regardless of the fact if there is
an active computational process or not. This assumption is supported by the
implementation of idle task while the CPU is in CO (Active) state. When the
OS scheduler cannot schedule an active tasks for the core, it assigns a special
idle task, which consists of NOP (No Operation) instructions. C1, however,
involves stopping CPU core timers, and the computational process cannot be
run.

Given than, only CO and C1 states are available on the test device,
and given the fact that there could be several clusters of cores with a single
frequency for all cores within a cluster, we modify Equation (2) as:

Nel Nel Nf; Ncores;

E=Y Eidie,t)+ 3 U:-S L) S tom 3)
i=1 i=1 j=1 k=1

"We would like to thank @StreamerHouse channel for their dedication to 24/7 streaming
schedule as it allowed to keep test case source code without modifications regardless of the launch
time.

8https://github.com/makar-pelogeiko/freq _gov_test
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where Ncl is a number of core clusters, Fidle;(t) is energy consumed by a
CPU for just being turned on, N f; is a number of frequencies for ith cluster,
Ui is a nominal voltage of cores in ith cluster, I;(f) is a nominal current for
slected frequency f in ith cluster, N cores; is a number of cores in ith cluster,
t¢jk s a time spent by kth core within ith cluster on jth frequency.

‘While this model is more elaborate than the one described in (2), it
could be simplified for practical reasons. In the first term, we assume that
each cluster has linear energy consumption over time for just being turned on.
Intuitively, it seems that to properly calculate idle state energy footprint we
should split E'idle;(t) to basic CPU energy consumption and C1 footprint for
each core, but base CPU and C1 idle state power profiles are not available in
power_profile.xml, we omit this term from further analysis.

Moreover, calculating 31 "% { ;1. seems excessive, because cores
of the same cluster operate at the same frequency. However, this term becomes
useful when we are trying to estimate the impact of deep sleep idle states
impact on energy consumption.

While idle state stops CPU core timers, it does not change the nominal
core operating frequency, that is, a core operating at 1 GHz before sleep will
continue to work at 1 GHz after sleep. We initially assumed that the core is
put to sleep when there are not enough tasks to schedule in the system overall,
so the DVFS governor sets the minimum operating frequency for the cluster.
Our initial idea was to deduct idle time in C1 from the time spent by the core
on the lowest frequency such as in:

Nel Ncores; Nfi
E=Y Ui-( Y Llf)(tror — ") + D L(fi)tsin),
i=1 k=1 j=2

where t}f“e is the time spent by kth core in idle states. However, this assumption
proved to be wrong, as it was shown experimentally that there were cases
where ¢ < t};f”c), which means that the system put a core to sleep at a
higher frequency than minimal.

While it is technically possible to modify the Android OS kernel and to
track at which frequency the core was suspended, instead we assume that idle
state management is independent of DVFS, but not of the OS scheduler, and a
core may be put to sleep at any frequency at any time. Therefore, we propose
to track idle state energy footprint by deducting idle state time from each time
spent on frequency proportionally:
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Nel N f; Ncores; ¢
, -
E=3 Uy IL(f;): (tgn = 6" <)
i=1 j=1 k=1 Zm:l tymk

As this approach is not precise but gives empirically good insights on
actual energy expenditure, we use both original basic and modified models
into report our results.

4.4. Device Preparation. Validity of experiments and output stability
was enhanced by the following protocol we have described in the previous
research [7]:

— All unnecessary applications were uninstalled, and all application
activities were turned off for those that could not be uninstalled.

— Peripherals that were not used in a particular test case (i.e. Wi-Fi,
4G, GPS) were turned off.

— A cool-down period of 2 minutes was taken between the tests for
background processes to finalize and decrease the device temperature.

— Before running a particular test case, it was run for a single time for
warming-up purposes.

Battery charge levels were not homogenized before each test runs, as it
was unnecessary by our energy consumption models. In fact, for the device to
be controlled by a test run utility, it was connected to a PC via USB, so the
battery was charging during the test runs.

5. Experiments. The governor implementations are available for
Android 11° and Android 10'°.

The full experimental data is also available.!!

The first set of the experiments was taken under Android 11 with
EAS turned on. By enumerating possible parameters we found out the
best-performing settings for all SPSA algorithms:

l.a=2,8=1,Lr =70%;

2.Cluster 0: o = 2, B8 = 1, Ly = 80%; Cluster 1:
a=3 =1 Lyr=98%.

Tables 2 to 5 contain the median values for energy consumption under
the basic and modified energy models. Here and in the subsequent tables we

%https://github.com/makar-pelogeiko/herolte _Eas _Idle _modification/tree/Q-stable-spsa_gov

10https://github.com/makar-pelogeiko/android _kernel _samsung _universal8890/tree/lineage-
17.1-spsa _gov

https://studentspburu-my.sharepoint.com/personal/st076963 _student _spbu _ru/ _layouts/15/
onedrive.aspx?id=%2Fpersonal %2Fst076963%5Fstudent%S5Fspbu%5Fru%2FDocuments %
2Fdiploma%?2Fresultsga=1
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highlight scenarios where the SPSA governor energy consumption is higher
than energy consumption of every baseline governor in italic and the cases
where SPSA is better than some of the baseline governors in bold. Table 6
contains performance data. The first line for SPSA governors corresponds to
the first set of parameters, and the second line — to the second set.

Table 2. Energy consumption (mAh) under Android 11 with EAS scheduler (basic
energy model), videoVLC, trialXTreme3 and flappyBird tests

Algorithm videoVLC | trialXTreme3 | flappyBird
SPSA23 21.67 27.62 24.86
21.43 24.53 24.62
SPSA2, 23.40 37.44 40.64
22.65 32.50 34.36
SPSA2, 23.75 43.43 47.04
22.17 30.43 31.23
Schedutil 24.56 44.30 43.56
Interactive 141.21 119.08 104.73
OnDemand 34.86 86.06 92.86

Table 3. Energy consumption (mAh) under Android 11 with EAS scheduler (basic
energy model), type, camera and twitch, tests
Algorithm type | camera | twitch

SPSA2; 32.61 2243 | 30.59
3091 22.02 | 24.86
SPSA2, 46.46 | 25.27 | 38.62
39.96 23.67 | 28.93
SPSA2, 52.19 26.44 | 47.06
35.66 22.86 | 27.32

Schedutil 47.09 27.36 | 51.83
Interactive 122.31 | 5536 | 91.33
OnDemand || 97.43 56.16 | 80.68

Overall, the energy consumption dispersion is omitted in this paper, but
it is available in the full experimental report. It should be noted that the values
for the SPSA and schedutil governors have a visibly low dispersion in all
experiments, and energy consumption could be compared by the median value
only. It is not true for OnDemand and especially Interactive governors.
For example, Interactive showed in the videoVLC test the minimum and
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maximum values under the basic energy model of 42.42 and 155.91 mAh
respectively. However, it does not affect the validity of the analysis, as even
the minimum energy consumption of both governors was higher than the
maximum value for schedutil or SPSA governors.

Table 4. Energy consumption (mAh) under Android 11 with EAS scheduler (modified
energy model), videoVLC, trialXTreme3 and flappyBird tests

Algorithm videoVLC | trialXTreme3 | flappyBird
SPSA24 5.90 14.71 10.23
6.11 13.49 10.15
SPSA2, 6.34 19.16 16.27
6.24 16.71 14.16
SPSA2, 6.31 19.68 18.21
5.93 15.61 12.75
Schedutil 5.91 20.24 15.70
Interactive 33.74 46.78 35.46
OnDemand 8.59 34.84 32.48

Table 5. Energy consumption (mAh) under Android 11 with EAS scheduler (modified
energy model), type, camera and twitch tests
Algorithm type | camera | twitch

SPSA2; 8.99 14.41 22.84
8.67 13.71 18.98
SPSA2, 7.69 17.18 | 28.18
12.30 | 15.24 | 21.88
SPSA2,; 13.02 | 17.76 | 33.25
9.36 15.43 | 20.70

Schedutil 10.24 15.62 34.92
Interactive 21.83 30.56 58.48
OnDemand || 21.35 25.07 47.53

Performance-wise, both existing and novel algorithms perform
comparably. There are no clear outliers, and for single-core test, the difference
between the best and worst performance is within 15%, while it is within 18%
for the multicore scenario. We note that the first set of SPSA parameters
provides better performance than the second set. SPSA23 performance is
worsened by the fact it needs 3 observations, but not too much.
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Table 6. GeekBench 5.5.1 performance scores

Algorithm Single core | Multicore
SPSA23 287 970
282 913
SPSA2, 302 1025
290 962
SPSA2, 331 1073
324 966
Schedutil 319 970
Interactive 321 1112
OnDemand 296 1068

When we look at energy consumption data, it should be noted that the
modified energy model significantly changes the observed values compared to
the basic model, and in some cases their ratio. The modified model, in our
opinion, still better reflects data reality if direct measurement is not available,
and our next analysis is based on it, even though the basic model is more
complimentary to the SPSA governors.

The Interactive and OnDemand governors are consistently more
power-hungry than schedutil under EAS, and, as a general rule, we definitely
suggest using schedutil over other governors if EAS is available in stock
firmware.

As for the SPSA governors, all of them could be used in place of
schedutil. First of all, they all handle trialXTreme3 and twitch tests better
than schedutil. We assume it to be related to 5 = 1 in our experiments, as
higher (3 results in a more rapid gradient descent, and in a quickly changing
reality of CPU load complicated by frequency switch lags relatively smooth
frequency change is good for consistent CPU usage. SPSA2; with the first
set of parameters is shown to consume more energy in most of the tests (up
to 27% for type test), while being only 10% better in performance compared
to schedutil, so the second set of parameters is recommended there, as
performance is at the same level, while energy consumption may be up to 31%
better. SPSA2, is the most balanced governor, as it is up to 20% better in
some tests and up to 10% worse in others energy-wise, but it demonstrates a
5.6% performance increase in multicore case, which is more realistic scenario.
SPSA2; is the most conservative of other governors energy and performance-
wise, but overall multicore performance is comparable to schedutil.

A special case is the videoVLC test, where the SPSA governors tend to
spend more energy than schedutil. The difference is never significant (no
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more than 7.2% for SPSA2,), but our explanation is that the timings of intense
computations (frame decoding) are such that the SPSA governors cannot drop
frequency to lower values. The only exception is SPSA23, but the difference is
within a margin of a statistical error.

Tables 7 to 10 contain the median values for energy
consumption under the basic and modified energy models for the
tests run under Android 10 and CFS scheduler.The situation there is drastically
different. First, schedutil cannot be used there as a benchmark as it would be
running under the conditions it was not designed for. Then, the Interactive
governor demonstrates a remarkable improvement in energy consumption.

Table 7. Energy consumption (mAh) under Android 10 with CFS scheduler (basic
energy model), videoVLC, trialXTreme3 and flappyBird tests

Algorithm videoVLC | trialXTreme3 | flappyBird
SPSA2; 23.52 49.49 48.67
23.55 43.87 44.68
SPSA2, 26.14 66.62 71.74
24.34 63.82 62.85
SPSA2, 26.58 101.24 116.08
23.65 57.40 85.69
Interactive 22.25 44.31 53.47
OnDemand 29.18 76.41 94.63

Table 8. Energy consumption (mAh) under Android 10 with CFS scheduler (basic
energy model), type, camera and twitch tests
Algorithm type | camera | twitch

SPSA23 57.73 26.25 | 38.71
51.96 25.08 | 30.22
SPSA2, 81.87 36.10 | 45.66
70.70 | 29.28 | 33.41
SPSA2, 116.36 | 31.28 | 50.54
68.21 25.23 | 32.04

Interactive 59.52 24.32 41.73
OnDemand || 101.57 | 41.39 66.24

However, all SPSA governors demonstrate energy behavior reminiscent
of SPSA1 governor [4], where they are most of the time either between
OnDemand and Interactive, and in some margin cases inconsistently
demonstrate better or worse results.
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Table 9. Energy consumption (mAh) under Android 10 with CFS scheduler (modified
energy model), videoVLC, trialXTreme3 and flappyBird tests

Algorithm videoVLC | trialXTreme3 | flappyBird
SPSA23 5.70 13.51 12.07
5.57 11.13 11.07
SPSA2, 6.35 17.53 17.27
5.66 14.57 15.38
SPSA2, 6.20 19.83 25.58
5.44 11.67 20.35
Interactive 1.31 13.28 12.30
OnDemand 7.08 21.65 24.03

Table 10. Energy consumption (mAh) under Android 10 with CFS scheduler (modified
energy model), type, camera and twitch tests
Algorithm type | camera | twitch

SPSA2; 13.22 4.88 16.53
11.33 4.48 13.54
SPSA2, 17.44 | 4.88 18.98
15.22 | 4.18 14.61
SPSA2, 23.59 | 3.27 20.50
14.63 2.14 13.91

Interactive 11.71 2.93 16.92
OnDemand || 22.03 4.98 23.61

The reason behind such energy behavior is a change in scheduling
strategy. Unlike EAS, CFS does not prioritize LITTLE cores over big ones,
and in similar situations, big cores are loaded more resulting in a higher power
drain.

Additionally, while overall SPSA2; demonstrates an acceptable energy
consumption, its performance is worse, as at load levels of 99—100% it does not
immediately recommend increase frequency. As other algorithms demonstrate
higher overall energy consumption than Interactive, and the latter provides
an acceptable performance to the end user, we did not run performance tests
for the SPSA governors.

6. Conclusion. Our experiments show that all SPSA governors could
be used alongside EAS to obtain better CPU energy efficiency in common use
cases. In CFS-controlled environments, the SPSA governors could also be
used, but they demonstrate energy efficiency comparable to existing governors.
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We conclude, that like SPSA1 in our previous work [4, 7], the SPSA2 family
of governors performs better than OnDemand, Interactive and schedutil
in the scenarios where the workload is evenly distributed over time or has
prolonged periods of calculations — improvement of up to 31% could be
observed with the same performance under EAS. We observe that stochastic
optimization provides good optimal point tracking in noisy environments in a
long run without setting seemingly optimal frequencies at every step. In the
spiky workloads, a conservative approach to frequency changes causes those
computational spikes to be treated as constant load and therefore could result
in a somewhat higher CPU energy consumption. In the end, the SPSA2 family
could be used to prolong a smartphone’s lifetime on a day-to-day basis.
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M.A. TIEJOreunko, C.JO. CAPTACOB, O.H. 'PAHUYMH
O CTOXACTUYECKOHU OIITUMU3AIINN
SHEPT OIIOTPEBJIEHUA ITPOIIECCOPA CMAPT®OHA

Henoeetiko M.A., Capmacos C.IO., I'panuuun O.H O CcTOXacTHYECKOH ONTHMH3AIMH
JHepronoTpedIeHns nponeccopa cmaprdgoHa.

AHHOTanusi. YBeJIUYeHHe BpeMeHH paboThl cMapT(OHa — 3TO MOCTOSIHHOE CTpEeMJICHHE,
KOTOpOE C Ka)/IbIM I'OJIOM CTAaHOBHTCS Bce Oosiee 1 GoJiee BaKHBIM. ITO MOKET ObITh JOCTUTHYTO
¢ moMmomipio 6ojee COBEPIICHHOTO OOOPYJOBAaHMS WM IyTeM BHEIPEHHs B IIPOrPaMMHOE
obecrieueHre MPaKTHK C YYeTOM SHEepronoTpediieHusl, U MOCIeIHUI OOX0 sABIsieTcs: Golee
noctynHeiM.  Ilockonbky LIIT sBisleTcss OMHUM M3 CaMblX SHEPrOEMKHUX YCTPOHCTB st
cMapT(hOHOB, IMHAMUYECKOe MacIiTadupoBanue yactoTsl HanpspkeHus: (DVES) npencrasisier
co0oii MeTon HacTpodku 4acTtoThl LIIT B COOTBETCTBMM C TEKYIIMMH BBIMUCIHMTEIbHBIMA
HOTPEOHOCTAMH, U yike OBbITH pa3paboTaHbl pa3IMIHbIEe aTOPUTMBI, Kak SHeprocoeperammniye, Tak
¥ sHeproHesasrcumMble. Criellys Halleil npeiblayleil paboTe 1o TOMy BOIPOCY, Mbl IpejiiaraeM
HOBBII moaxon DVFES 11s ncnonb3oBaHust CTOXaCTHIECKOH aNMPOKCHMAIIIY OHOBPEMEHHBIX
Bo3MyLIeHH (SPSA) ¢ 1ByMs 3alyM/ICHHBIMU HAaOMOACHHSMH 1JIs1 OTCJICKMBAHUS ONTHMAIBHON
JaCTOTHI U PeaN3aluy HECKOIBKUX aITOPUTMOB Ha ero ocHoBe. Kpome Toro, Mbl Takske penraem
npo6GJeMy amnnapatHol 3aJepKKu Mexxy curHaioMm s LIIT o6 M3MeHeHnHW 4acTOTHl U ee
aktyeckum o6HoBNeHHeM. Ilockonbky OC Android MOXET MCIOJIB30BaTh IUIAHUPOBIIMK
3aJa4 0 YMOJIYaHHIO WY TUIAHUPOBIIUK C YYETOM SHEPronoTpeOeHus], KOTOpPhIi Crioco0eH
HCIIONIb30BATh MPEUMYILECTBA PA3HOPOIHBIX apXUTEKTyp MOOWIbHbIX LIII, Takux kak ARM
big. LITTLE, MblI Tak:ke UCCIIeqyeM CXeMy MHTErpaly MexXIy IpeiaraeMbIMK arOpUTMaMi
u mianuposimkamu OC. IpescTaBiieHa METONOIOIMA TECTUPOBAHUS HA OCHOBE MojeJell 1
CpaBHEHHS Pa3paOOTaHHBIX AJTOPUTMOB C CYHIECTBYIOIIMMH, a TaKKe OMUCaH HaOOp TEeCTOB,
OTpaskalolii peaibHble CLIEHApHU UCIONb30BaHMsA. Halm sKcrepuMeHThl OKa3bIBaloT, 4TO
anroput™ Ha ocHoBe SPSA xopomo padoraer ¢ EAS ¢ ynpoleHHON cXeMOil MHTerparuu,
JeMOHCTPHpY s pousBoauTebHocTh LT, cpaBHuMyIo ¢ apyrumu anroputMamu DVFES ¢ yyetom
9HEPronoTpedIeH s, U CHUKEHHUE SHEPronoTpeOIeHuUsI.

Kurouesbie cioBa: OC Android, iuHamMuuecKoe MacIITaOMPOBaHUE YaCTOThI HAMIPSIKEHNUS,
croxactuyeckast ontumusanusi, SPSA, snepronorpedienue.
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E.C. HOBUKOBA, E.B. ®EIOPYEHKO, 11.B. KOTEHKO, N.W. XOJIO/
AHAJIMTUYECKHUHN OB30P mMoaAXO010B K OBHAPY XEHHUIO
BTOP)KEHI/Iﬁ, OCHOBAHHBIX HA ®EJJEPATUBHOM
OBYYEHUU: IPEUMYUIECTBA UCITIOJIb3OBAHUS U
OTKPBITBIE 3AIAYU

Hosukosa E.C., ®edopuenko E.B., Komenxko H.B., Xonoo U.J. Ananaurudeckuii 0030p
MOAXO/0B K OOHAPY:KeHHI0 BTOP/KeHWil, OCHOBAaHHBIX Ha (elePATHBHOM OOyYeHHH:
MpenMYyIecTBA HCIOJb30BAHUS U OTKPBITHIE 3224 H.

AnHoOTanus. J{ns obecriedeHHs: TOYHOTO ¥ CBOCBPEMEHHOTO PearnpoBaHus HA Pa3IM4HbIC
THIBI aTaK, CHCTEMbI OOHApYXKCHUS BTOPKCHHII COOMpAOT M aAHAIM3HUPYIOT OOJBIIOE
KOJIMYECTBO [JAHHBIX, KOTOpBIE MOTYT BKJIIOYaTh B TOM 4YHCIEe M HMHOOpMALHUIO C
OrpPaHUYEHHBIM JIOCTYIIOM, HallPHMEp, NEPCOHAJbHbIC JaHHbIC WIIH NAaHHBIE, IPEICTABIIIONINE
KOMMepUeckylo TaiiHy. ClefoBaTelnbHO, TaKHe CHCTEMBI MOTYT OBITH PacCMOTPEHBI Kak
UCTOYHHK DPHUCKOB, CBA3aHHBIX C 00paboTKOiH KOH(HMIEHIMANbHON HH(MOpMALMU |
HapylieHueM ee OeszomacHocTH. IIpuMeHeHHMe mapaaurMsl (elepaTHBHOIO OOydeHHMs [UIs
MOCTPOCHHUSI AHATMTHYECKUX MOJENCH OOHApYKCHHSI aTaKk M aHOMAIMH MOXET 3HAYUTEIBHO
CHM3UThH TAKUE PHCKH, MOCKOJIbKY JAHHBIEC, FCHEPUPYEMbIE JIOKAIBHO, HE MEPeJaloTcsl KaKoii-
00 TpeThell CTOpOHE, a O0ydYeHHE MOJIENH OCYIICCTBILSIETCS JIOKAJBHO — Ha MCTOYHHKAX
naHHBIX. Mcnons3oBanue degepaTHBHOroO 00y4eHus il OOHAPYKCHHsI BTOP)KCHUIT O3BOJISET
penmTh mpodiaeMy 00ydeHUsI Ha JaHHBIX, KOTOPBIE MPUHAUISKAT PA3IMYHBIM OpraHH3aLMsIM,
1 KOTOPBIE B CHIIy HEOOXOIUMOCTH 00OECIIeUeHHs 3aIUThl KOMMEPUECKOI Ml APYroi TaiHEI,
HE MOTYT OBITh BBUIOXKEHBI B OTKPBITHIH J0CTyI. Takum 00pa3oM, JaHHBIHA MOJXO/ TO3BOJISICT
TaKXKe PpaCUIMPUTh U Pa3HOOOPA3UTh MHOJKECTBO [AaHHBIX, Ha KOTOPBIX O0yd4aroTCst
AHAIUTUYECKHE MOJEIM aHaiu3a, M IOBBICHTH TEM CaMbIM YPOBEHb IETEKTUPYEMOCTH
pasHOPOIHBIX arak. bmaromaps ToMy, 4YTO 9TOT MOAXOJ CHOCOOCH IPEOONeTh
BBIIICYIOMSHYThIE HPOOJIEMBI, OH AaKTUBHO HCIOJIB3YeTCS [UIS HPOCKTUPOBAHUS HOBBIX
NIOAXOJ0B K OOHapy)KCHUIO BTOP)KCHUH M aHOMAaJMH. ABTOPBHI HCCIENYIOT CYLIECTBYIOIIHE
peuieHus A1 OOHApY)KEHHsI BTOP’KEHUI M aHOMalMii Ha OCHOBE ()eAepaTHBHOrO OOYYEHHMS,
U3y4al0T UX HPEHMYIIECTBA, a TakxkKe (HOPMYIHPYIOT OTKPBITBIC IIPOOIEMBI, CBSI3aHHBIE C €ro
NpUMeHeHHeM Ha mpaktike. Oco0oe BHHMaHHE YIEISeTCS apXUTEKType IpeaiaraeMbIX
CHCTEM, IPUMCHSEMBIM METOZaM M MOJEISAM OOHapYKCHHsI BTOPXKCHHH, a TaKKe
00CY)KIAalOTCS  MOJAXOAbIl K MOJCIMPOBAHUIO B3aUMOACHCTBUS MEXKAY MHOXKECTBOM
I0JIB30BATENeil CHCTEMBI M paclpeeleHUI0 JaHHBIX MEeXIy HHUMH. B 3aKiIloueHnH aBTOpHI
(OpMYNHPYIOT OTKPBHITBIC 33jaud, TPEOYIOIIHE PpEIICHHs JUIi HPUMCHCHHS CHUCTEM
0o0OHapy)KEHHUS! BTOP)KEHUH, OCHOBaHHBIX Ha (heiepaTUBHOM 00Y4€HHH, HA IPAKTHKE.

KuioueBbie cioBa: OOHapyKeHHE BTOPXKCHHUH, aHOMaiuM, (erepaTHBHOE OOydeHHE,
MOJICIIY aHaJn3a, Pa3JieleHHe NaHHbIX.

1. Benenue. /[yt cBoeBpeMEHHOTO M 3((EKTHBHOTO pearipoBaHUs
Ha pa3iu4yHble WH(OpPMAIMOHHBIE YIPO3bl CHCTEMBI  OOHApYKEHHs
Brop>xernit (COB) 1 aHoManuii COOMPAOT M aHATM3UPYIOT OOJIBIINE 00HEMBI
AHHBIX. bompmmme o00beMBl MaHHBIX Takke TpeOyroTCs Uil OOydeHHs
3¢ PEeKTUBHON MOZIETH aHain3a, BHIONHSIONICH BBIIBICHHE BTOPKCHHN U
aHOMaJMH. 3a4acTyl0 TAaKWE [aHHBIE MOTYT BKIIOYAaTh Pa3lIMYHBIC THIIBI
KOHOUICHINAIBHOW WH(pOpMAaLiy, BKIIOYas IEpCOHANbHBIC AaHHBIC. B
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Poccuiickoit @enepaiin K TNEPCOHATBHBIM JAHHBIM OTHOCATCS JIaHHBIE,
KOTOPbIE YHUKAJILHO OTIPEIEIISIOT UX BJIA/IENbIIA, @ 3aKOHOAATENbCTBA APYTUX
CTpaH pacCHIUPSIOT 3TO MOHATHE, BKIIOYas MIaHHBIE, OTHOCAIIMECT K
YCTpONCTBaM, UCIOJIb3YEMBIM YEJIOBEKOM, Takue Kak IP-angpeca, yHUKanbHbIE
UICHTU()UKATOPEl YCTPOWCTB WIIM TIPWIOKECHHH, a TaKKe JaHHBIE O €ro
MECTOMOJIOKEHNH. TakuM 00pa3oM, P MOCTPOSHUN CHUCTEM OOHApYKEHHS
BTOPKEHHH HEeo0X0 MO HaWTH KOMIPOMHCC MEXKTY
KOHOUJICHIMAIBHOCTEIO  COOMpaeMBbIX M aHAJIM3UPYEMbIX JaHHBIX U
0€30MacCHOCThI0 CYOBCKTa TMCPCOHAJBHBIX [AHHBIX, U B OOJBIIMHCTBE
cilydaeB JaHHas 3a/aya pelaercs B MOJIb3y oOeclieyeHus Oe30IacHOCTH,
T.€. BBITIOJIHSACTCS cOOp, 00pab0TKa M aHAIK3 BCEX JIAHHBIX, BKITIOYAS JIAHHBIC
¢ orpaHuueHHbIM JoctynoM. [lapagurma deneparuBroro oOyuenust (PO)
MO3BOJIICT PEIIUTh 3Ty MpoOJieMy IyTeM CO3[aHHA paclpeiesIeHHbIX
MHTEIUICKTYyalbHbIX ~ CHCTEM, OOECTICUMBAIOINX  KOH(HACHINAIEHOCTh
aHammupyeMblx naHHbIX [1,2]. Cyte PO 3akimrogaercs B 0OOydYeHHH
aHAINTHYECKUX MOZENel Ha HaOOpax IaHHBIX, KOTOpblE HAaXONITCS Ha
pa3HBIX HMCTOYHHMKax Oe3 OOMEHa [aHHBIMH MEXAy HHMH. bomee Toro,
HeJJaBHUE HCCIIEAOBAaHMS MOKA3alM, YTO MOJENM aHanu3a, oOydyeHHbIC B
(denepaTHBHOM peXHMe, JeMOHCTPUPYIOT 3QdeKTUBHOCTL B OOHAPYKEHUH
aTak M aHOMaluil, CpaBHUMYIO C 3((EKTUBHOCTBIO MOJEJEH aHaiu3a,
00y4JeHHBIX KJIAacCHYeCKUM o00pa3oM, T.e. Ha BCEM JOCTYIIHOM Habope
maHHeIX [3—5]. TeM He MeHee, ee NPUMEHEHHE CBA3aHO C pELICHHUEM
BaXXHBIX KaK IMPAKTUYCCKUX, TaK U TCOPETUYCCKUX 3aaady. K #uMm otHOCSTCH
cienyrouue 3anauu [ 1, 6].

—  HeomnopoaHoctb YCTPOUCTB, KOTOpBIE TEHEPUPYIOT
aHATM3UPYEeMbIe JaHHbIE, YTO MOXET MPHUBECTH K HEOOXOIUMOCTH
00paboTKM pa3TUIHBIX (POPMATOB U aTPHOYTOB TaHHBIX.

—  JloCTymHOCTB YCTPOHMCTB BO BpeMsi OOYUICHHSI MOJICTHM aHAJIHA3A.
YcrpoticTBa, KoTOphie OoJiee CTAOMIBHBI M YaIlle TOCTYIIHBI sl 00y4YeHHS,
MOTYT OKa3bIBaTh 00Jiee CHIIbHOE BIMSHHUE Ha pe3yIbTaThl 00y4YeHUsI.

—  Pacnpenenenne nanHpix. OYeBHAHO, YTO HAOOpHI JAHHBIX,
NpUHAUIKAIIUE pPa3HBIM  BiajeibllaM, MOTYT MMETb pa3iudHble
XapaKTEepUCTUKH, B T.4. MMETh pa3HOe paclpenesieHne MeToK. Takon
cilyyail pacrpelefieHus] JaHHBIX HM3BECTEH KaK Cilyyaidl 3aBUCHMBIX, HE
WJIGHTUYHO paclpeliefieHHbIX HaHHbIX (not independent and identically
distributed (non-IID) data). On Bo3HHKaeT B pe3ynbTaTe W3MCHEHHS W/WIIN
npetida KOHIENIMA B HaOOpax MaHHBIX, a TaKXKe MOXXET OBITh CBS3aH C
pa3sHBIMU 00BEMaMH JAHHBIX, XPAHAIINXCS Y PAa3HBIX BIIAICIIBIEB.

—  Hacrpoiika mnapamerpoB cuctemMbl PO ¢ yd4eToM TaKuWx
[IapaMeTpoB KakK JOCTYIHBIE BBIUHCIHUTEIBHBIE PECYPChl KIHEHTOB,
KOJIMYECTBO B3aUMOJACHCTBYIOIIMX KIHEHTOB, CIOXXHOCTH 00yJaeMoit

Informatics and Automation. 2023. Vol. 22 No. 5. ISSN 2713-3192 (print) 1035
ISSN 2713-3206 (online) www.ia.spcras.ru



NHP®OPMAILIMOHHA S BE3OITACHOCTb

MOJENH aHalW3a, KOTOPBIE ONPEACIAIOT TPOIYCKHYI0 CIIOCOOHOCTH
00yUeHMS.

Crnenyer OTMETHTh, YTO, TI0 MHEHHMIO aBTOPOB, ITOCIEHHSA 3a1ada
TECHO CBs3aHa C MPOOJIEMON MOCTYNHBIX HA0OPOB MaHHBIX, KOTOPHIE
MTO3BOJISIFOT aJCKBAaTHO CMOJENHPOBATh KaK B3aMMOJCHCTBHE MHOXKECTBA
Pa3IHYHBIX KIMEHTOB, TaK W PA3JIMIHOE PACIpENCICHUE TAHHBIX MEXIY
HUMH, M OLIEHUTh MapaMeTphl CHCTEMBI C y4eToM OTHX (akTopoB. B
nocinenHee Bpems, InpoOmema mnpumeHeHus OO s mocTpoeHus
pacnpesieNieHHbIX aHATUTUYECKHMX CHUCTEeM AaKTHUBHO HCCIeAyeTcs, U B
Hay4dyHOH  juTeparype MOSIBUIIOCH MHO>KECTBO HCCJIeIOBAHUH,
MOCBAILICHHBIX Pa3IMYHBIM TEOPETUYECKUM U MpUKIagHbIM acrektam PO.
Hanpumep, B [7—9] aBTOpBl HCCIEAYIOT 3a7ayy OOBEIUHECHHUS
(arperupoBaHus) JOKAIBHEIX MOAeNeH A (HOpMHUPOBaHHSA TIO0ATBHOMN
AHATNTHYECKOW MOJETH, YCTOHYMBOW K HEHWACHTHYHO pacIlpeNeIeHHBIM
nmaHebIM. [IpoGmemsl moctpoerus cucteM PO ¢ ydeToM OrpaHHYCHHOU
MPOIYCKHOW CHOCOOHOCTH CETH KJIMEHTOB oOcyxmatotcs B [10— 12].
Hampumep, Yxan u np. [12] pewaror 3a1auy yCKOPEHHUS! BBIUMCIEHUH U
CHIDKEHHS TpeOOBaHWI K BBIYHCIUTENBHBIM pecypcaM, O0yCIOBICHHBIX
UCIIONIb30BaHHEM ToMOMOp(HOro mudpoBaHus Ui JAOHOJHUTEIbHON
3alIMTHl NepeaBaeMbIX JaHHBIX BO BpeMs (enepaTuBHOrO OOy4eHHS.
Jpyrue acniekTbl Oe3omacHOCTH U KoHuneHuuanbHoctn MO, Takue Kak
npuMeHeHne AupQepeHIraIbHOl  NPUBATHOCTH, JOBEPEHHBIX — Cpe[
ucrnonHeHus, msydaiorcss B [13 —17]. CymecTByeT Takke MHOECTBO
HCCIICIOBaHMM, KOTOPBIC aHAIM3HPYIOT MpUMeHHMocTh PO i pereHus
Pa3IMYHBIX IPAKTHYECKUX 3a1a4. K HacTosmeMy BpeMEHH HCCICIOBATEIH
NPEATIOKIIN Pa3IMYHble ToAXoAbl HAa ocHoBe PO uIs pemeHus mpodiemMm
mudpoBoro  3mpaBooxpaHenms  [18,19],  OesomacHocTm  [20 —24],
3NEKTPOHHOU KoMMepiuu [25 — 27], aHanu3a TekcToB [28] u T.1.

Cpenu  pOCCHICKMX  HCCII€IOBaHHUH clenyeT OTMETHUTH
HCCNeIOBaHUs, BhINOJHAEMbIe 1o pykoBojacTBoM M.M. Xonona, koTtopsie
MOCBSIICHBI pa3paboTke (peiimBopka (emeparuBroro odyuenus FL4J Ha
sI3BIKE TTporpamMMupoBanus Java [29, 30].

Takum oOpazoMm, HECMOTPs Ha TO, 9YT0 PO SBISIETCS OTHOCUTEIHHO
HOBOHl  OOJIaCTBIO  HWCCIEOBaHMH, CYIIECTBYeT HEOOXOIWMOCTH B
CHUCTEMATH3aluy pPa3pabOTaHHBIX ITOAXOJO0B, MOCBAUICHHBIX pPa3IMIHBIM
acriektaM PO. B Hacroseit pabore aBTOpHI HCCIEAYIOT CYLIECTBYIOIINE
MOAXOABI K IOCTPOCHHIO CHCTEM OOHAapy)KEHHsS BTOP)KEHHH Ha OCHOBE
(enepaTuBHOrO OOYyYeHUs, ynensisi 0co00oe BHHUMaHHE HCIIOJIB3yEeMbIM
ApXUTEKTYpHBIM DEIICHHUSM, MPUMEHSEMBIM MOJEIIM aHau3a, Habopam
JAaHHBIX M  cHoco0aM  MOJEIHMPOBAaHUS  B3aUMOJEHCTBUA  MEXIY
MHOXECTBOM KJIMEHTOB-BIAJIE€NbLIEB JIAHHBIX, U CXEMaM paclpeaeiIeHus
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JAHHBIX MEXIy HUMH. ClleyeT OTMETUTh, YTO B CHIIy TOTO, YTO JaHHOE
HampaBJICHHE TOJIBKO HAYMHACT AaKTHBHO pa3BUBATHCS, OCHOBHAS
MOTHBALUS TAHHOTO HCCIIEIOBAHUS 3aKJIIOUAcTCsA B ONpPEICICHUH, KAaKHe
pELIEHHs ISl BHIIIEYIOMSIHYTBIX MPOOJIEM YK€ MPEJIOKEHBI, HACKOIBKO
3G(PEKTUBHO OHM PEIIAOTCSA, W KaKHe 3a/Jaud NPEICTOHUT CIIE PEIIUTb.
CdopmynupoBaHHbIe 3aa4ll ¥ HPOOIEMBI MOTYT CITY’)KUTh OCHOBOH ISt
Ooyiee TOYHOM NOCTAHOBKU LieNICH M 3a/1ad HCCIEIOBaHMM, CBSI3aHHBIX C
npuMeHeHneM (eaepaTuBHOro o0ydeHUst Uil OOHApYKeHUs! BTOPXKEHUH U
aHomanuii. TakuM 00pa3oM, OCHOBHOM BKJIa/I aBTOPOB 3aKJIFOYAETCS B!

—  aHaJNM3e AapXUTEKTyp (eaepaTuBHBIX CHUCTEM OOYyYeHWUs,
BKJIIOYasl [10J/IePKUBAEMbIE CXEMBI paclipeieeH s JaHHbIX U TpeOOoBaHUs
K JIOCTYITHOCTH KJIMEHTOB U K UX BBIYHUCIIUTEIBHBIM pecypcam;

—  aHanm3e HAOOpOB MJaHHBIX, KOTOPBHIE HCIOJIB30BAINCH JUIS
OILIEHKH CHCTEMBI, ¥ OJXO0J0B K MOJEIIUPOBAHHIO (DeIePATUBHBIX CHCTEM;

—  CpPaBHHTCIBHOM aHAlM3€ M CHUCTEMAaTH3aLUH MPEATI0KEHHbBIX
MOJXOJIOB K OOHApyXCHWIO BTOPKCHHH Ha OCHOBE (QeaepaTHBHOTO
00yUeHMs.

CraTpsi OpraHm3oBaHa cieAylommM obOpa3zoMm. B pasgene 2 mano
Kpatkoe onucanue KoHuenuurn ®O U 0COOEHHOCTH CHUCTEM, NMOCTPOEHHBIX
Ha ocHoBe PO. B pasgene 3 oOCYXHAIOTCS THIUYHBIE APXUTEKTYPHBIC
pewenns COB. B pazzaene 4 npenctaBieHa METOOJIOTHS UCCIEIOBAHUS U
CpaBHUTENbHBIE KpuTepuu A aHanusa cucreM COB Ha ochHoBe @O, B
paszene NpeACTaBICHA CPABHUTENBHAS XapaKTEPUCTHKA BBINOJIHEHHOTO
aHAIUTHYECKOTO 0030pa ¢ IpyruMu 0030paMu 10 3Toi Teme. B pasmene 6
NIPEACTABICHBl  PE3yJbTaThl CPAaBHUTEIBHOTO aHAIM3a IOJIXOJIOB K
oOHapyXeHUI0O BTOp)kKeHHMH Ha ocHoBe @O. B koHme crarbn
c(hOopMyITHPOBAHbI OCHOBHBIE MIpEeuMyIIecTBa UCTIONIb30BAHMSA
(denepaTnBHOTO O0Oy4YeHHs Ui OOHApYKCHHS BTOpP)KCHMH M 3a/1a4H,
KOTOpBIE €IIe MPEICTOUT PEIIUTh.

2. ®eneparuBHoe odyuenue. Kimouepas unes @O 3akirodaercss B
00y4YeHHH JIOKAIBHBIX MOJENel HEMOCPEICTBEHHO Ha KIHEHTaX, KOTOphIe
TeHEePUPYIOT WM BIAACIOT COOCTBEHHBIMU JAaHHBIMH, 3aT€M MapaMeTpsl
JIOKAJIBHBIX MOJIeNe O0O0BbeNUHSAIOTCS s (OpMUpPOBaHUS TIO0ATBHON
Mozend, KoTopas B mpomecce OOydeHHS  pacchbUlaeTcs — BCEM
B3auMozeiicTBytomuM knueHTaMm [1]. Ha pucynke | mpencrtaBneHa cxema
(denepaTHBHOTO OOYUYCHHS.

TakuM 00pa3oM, MOXHO BBIJICTUTH TPH OCHOBHBIX KOMIIOHEHTA
CHUCTEM, MOCTPOCHHBIX Ha ocHoBe PO: 1) KIMEHTHI, KOTOpbIE BIAACIOT
JaHHBIMM 1 OOYyYaloT JIOKaJbHYIO MOJENb; 2) cepBep, KOTOPHIH
KOOPJMHUPYET BECh Mpolecc 00y4eHNs M BHIUMCISIET TII00ATBHYIO MOJIEIb;
3) KOMMYHHKAI[MOHHO-BBIYMCIINTEIbHAS Cpela, KOTopas oOecrnednBaeT

Informatics and Automation. 2023. Vol. 22 No. 5. ISSN 2713-3192 (print) 1037
ISSN 2713-3206 (online) www.ia.spcras.ru



NHP®OPMAILIMOHHA S BE3OITACHOCTb

oOMeH mnapamerpamu Mojend. Mcxoas W3 ITUX KOMIIOHEHT, MOXHO
BBIJICIIUTh  CJCAYIOIINE KIIOUEBbIE XAPAKTEPUCTUKU  AHATMTHYECKHX
CHCTEeM, TIOCTPOCHHBIX C UCMONb30BaHHeM DO:

—  cXeMma B3auMOJICHCTBUS MeXTy KiueHTamu [18];

—  BBIYHCIIMTENbHBIE M CETEBbIE PECYPChl COTPYAHHUYAIOIINX
BJIaJICTIbLICB JIAHHBIX;

—  cXeMma pa3J/IeNeHUs NaHHBIX MEXKIy KIHMCHTaAMH.
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Puc. 1. Cxema deneparuBHOTro 00yueHUs

Cxema B3aMMOIEHCTBHA MEXIy KIHCHTAMH ONpeAesser, Kak
opraHm3oBaH  mpomecc  (enepatmBHOrO  oOy4yeHHMsA.  Pasmmuaior
HEHTPAIM30BAHHYIO M JCLEHTPAIM30BAHHYIO apXHTeKTypy cuctemsl DO.
B ciyyae neHTpaiM30BaHHON apXUTEKTYPhl OJMH U3 B3aMMOJEHCTBYIOINX
Y3J70B BBINOJHSACT pOJb AarpeTHPYIOUIETO CepBepa, KOTOPBIA TaKkKe
KOOPIMHUPYET Bech Mpouecc obydenusa. Poib arperupymoinero cepsepa
MOJKET BBITIOJHATHCS TaK:KE HEKOTOPHIM JIOBEPEHHBIM JIUIIOM, KOTOPBIN HE
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BIIajieeT JaHHBIMU. B cimydae meneHTpanu3oBaHHol cucteMbl @O, GyHKIIH
arperupyromero cepaepa BBITIOJTHSAIOTCS B3aMMOACHCTBYIOIIMHA
kmueHTtamMu  [6]. Takas cxema OOy4eHHs eIIe H3BeCTHA KaK pOEBOe
obyuenne (swarm learning) [31]. Ha pucyHke 2 mTOKa3aHBI CXEMBI
B3aMMOJICHICTBHS BO BpeMs Iporiecca (peIepaTHBHOTO O0yICHHUS.
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Heo6xoanMo OTMETHTb, YTO CYIIECTBYIOT TaKXKe THOPUAHBIE CXEMBbI
KOMMYHUKAINH, KOTOpBIE MPE/ICTABIICHBI 160 uepapxuei
JISNIEHTPATN30BaHHBIX (eIeparuii, THO0 OTHOPAHTOBOH CEThIO (eaepariuit
C IIEHTPaIM30BaHHON CXeMOH KOMMyHHKaIuH [ 18].

B 3aBucuMOCTH OT BBIYMCIINTENBHBIX PECYPCOB Y3JIOB-KJIHEHTOB,
UX JTOCTYITHOCTH BO BpeMs Ipouecca 00ydeHus, a TakKe XapaKTepUCTHK
MPOITYCKHOW CIIOCOOHOCTH CETH pa3fiM4aroT JABa THUIA 00beAMHEHUS WMIIH
deneparuu  KIMCHTOB: (¢enepaiuss opraHusanuii  (cross-silo) wu
deneparus ycrpoiicts (cross-device). Jlns denepauuu opraHusaiuit
XapaKTepHO HeOOJIbIIOE YHUCIIO KINEHTOB, B POJU KOTOPBIX OOBIYHO
BBICTYNAIOT OpraHW3all¥ W/MIM IEeHTPbl 00paboTku naHHBIX. Jlis
dbenepauu  yCTpOWCTB HA00OPOT CBOWCTBEHHO OOJIBIIOE YHCIIO
KJIMCHTOB C OTPAaHUYCHHBIMH BBIYHCIUTEIBHBIMH pECypcaMH, Kpome
TOTO OHHM MOTYT MOSBIATHCS M OTKIKOYAaThCcs B JIIOOOH MOMEHT
MaIlIMHHOTO 00y4eHus. Jpyroil BaxxHOH 0COOEHHOCTBIO (heIepaTHBHOTO
00ydeHus ABIsAETCS croco0 pacnpenesnenns TaHHbIX. CeMaHTHYECKH 3TO
MOHATHE TIOXOXE Ha TMOHATHE «(parMeHTanus IaHHBIX», KOTOpOe
UCHOJB3YeTCSl NPU OpraHu3aluu (U3NYECKOTO0 XpaHEHUs IaHHBIX B
pacmpeneneHHbx  xpaHmwinmax [32]. OObpryHO Habop  JaHHBIX
XapakTepu3yeTcs JByMs H3MepeHusMu: 1) umciom aTpuOyToB U
2) yucnoM 3anuceil B HeM. EciIM KIHMEHTH MMEIOT OJMHAKOBBIE HAOOPHI
aTpuOyTOB, TO JaHHBIE pa3feleHbl TOpHU30HTAIBHO. B ciyuae
BEPTUKAIBHO PAaCHpPElEJICHHBIX JaHHBIX KIHEHThI HWMEIOT pPa3linyHble
aTpuOyTHl JaHHBIX AJISI OJHOT'O M TOTO e Habopa oOpasuos. Takoil Tun
pa3OueHusl NaHHBIX €CTECTBEHEH I MHOTHMX CICHapHUEB NMPUMEHEHUs
MalIMHHOTO 00y4eHHs, HalpUMep, ONepaTop MOOMIBHOM CBS3M BiaJeeT
JIAaHHBIMH O KOHTaKTaX 4eJoBeKa, a (PMHAHCOBas OPTraHU3aLUs MOXKET
nMeTh HWH(POpMAIHUI0 O ero ()UHAHCOBOM COCTOSIHUH, U COBMECTHBIH
aHAIM3 TAKUX JaHHBIX II03BOJIET BBISBISITh HMHTEPECHBIE CXEMBI
MomeHHHYecTBa. Ha pucyHKe 3 TOKa3aHBl CXEMBl paclpeacieHus
JIAaHHBIX MEXKIY KIUCHTAMH.

Kpome TOro, B peampHBIX Cllydasx JAaHHbIE MOTYT OBITh
pasfeNeHbl MEXJQy KIHMEHTaMH 4YacTHYHO BEPTHUKAJIbHO, YACTHYHO
TOPU30HTAIBHO — 3TOT CIy4ail COOTBETCTBYET CAMOMY CIOXKHOMY THITY
pacmpezesieHusl JaHHBIX — THOpuaHOMy. OmNUCaHHBIE BBIIIE CBONHCTBA
cucteM @O omnpepensoT pasigMyYHBIE CIEHAPUM  HUCIOJIb30BAHUS
cuctemM @O, BriroYas TaKke TpeOOBaHHS K TPOU3BOAMTEIHLHOCTH
nporuecca o0ydeHus!, BBIOOPY QyHKIIMU arperupoBaHus U T.J.
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Puc. 3. BapuanTsl pacripeneneHus JaHHBIX MEKAY KIMEHTaMH: a) TOPU30HTaIbHO
pacnpeienéHHbIe JaHHbIE; 6) BEPTUKATIBHO pacIpe/IeICHHbIE TaHHbIE

3. Cucrembl oOHapyxeHusi BTop:keHuii. Cucrema OOHapyXeHHS
Brop:keHuit (COB) siBisteTcst BaXKHOM 4acThIO JIFO00H CHCTEMBI YIPaBICHUS
n obecriedeHrs WHPOPMAITMOHHON O€30MaCHOCTH WM TpEeAHA3HAYCHA IS
oOHapy)XeHHUsI aTaKk W aHOMaJMi B WHPOpManmoHHBIX cuctemax. COB
MOTYT OBITh KJIacCH(UIIMPOBAHbI B 3aBUCHMOCTH OT THIA aHAJIH3HPYEMbIX
JIaHHBIX. B o0mmem ciydae, mpuHATO BBIAEIATH y370Bble U cereBble COB.
CereBass COB oTcnexuBaeT ¥ aHalM3HPYEeT CETeBOW TpaduK, a y3iIoBas
COB cobupaet u aHATU3UPYET JAHHBIC KYPHAJIOB OICPAIIMOHHON CHCTEMBI
u npuioxeHuil. Kpome toro, cymectByroT cnenuanusupoBanHsle COB,
pa3paboTaHHbIC [UIs aHAIIM3a JAHHBIX ONPEICICHHBIX KOMMYHHUKAIIMOHHBIX
WIN JPYTUX HPOTOKOJIOB, & TaKKe TMOPHIHBIC PELICHHS, COBMEIIAIOINE
aHaJM3 HECKOJBKHUX THUIIOB BXOJHBIX AaHHBIX. THIHYHOE aPXUTEKTYPHOE
pemenne COB BkIrOuaeT KOMIOHEHTHI AJisi cOopa U 00pabOTKU JaHHBIX,
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aHanw3a, OOHApy)XeHHs aTak (WM aHOMalMH) M pearupoBaHUS Ha HUX
(pucyHOK 4).

bazoBeie kommoHeHTHI COB Takke BKIIOYAIOT PEMO3UTOPHUI
JAHHBIX, B KOTOPOM XpaHATCS COOpaHHbIE HCXOAHBIE JAaHHBIE W
cpaboTaBme  TMpPEOyNpeXACeHUs, W 0a3y 3HaHWH, COAEpIKaIIyIo
nHPOPMALNIO O TpaBUIaX OOHAPY)KEHUS aTak, CHTHATYpax WM MIa0IoHax
BPEJOHOCHOH aKkTMBHOCTH. CyIllecTByeT JBa OCHOBHBIX IIOAXOAa K
OOHAapyKEHHIO aTaKk WIM aHOMAJIMH B HMH(POPMAIMOHHOW CHCTEME:
CUTHATYPHBII M OCHOBAHHBIA HAa IPUMEHECHUM METOAOB U MOJENEH
MamuHHOrOo oOyueHust [33,34]. Iloaxoasl Ha OCHOBE CHUTHATYp
00HapYKMBAIOT aTaKH, MCIOJIb3Ysl METOJbI COIIOCTABICHHS NIA0JOHOB IS
MOWCKAa W3BECTHOW aTaku; IO3TOMYy Oa3a 3HaHMN 00 aTakax JOJDKHA
MOCTOSTHHO ~ OOHOBIITBCSL  ANSL  OOECHEYEHUs  BBICOKOTO  YPOBHS
oOHapyxeHUs atak. IToT THII COB MoKa3bBatOT BEICOKYIO 3P PEKTUBHOCTH
00OHapyKeHHS aTaK N3BECTHOT'O THIIA; U OOHAPY>KEHHS HEM3BECTHBIX aTak
WIN aTaK HyJIEBOTO JHS MPUMEHSIOTCS TTOIXO/bI, OCHOBAHHBIC Ha METOJax
U MOZETAX MammuHHOTO 00y4deHus (MO).

XpaHunuuie faHHbIX basa 3HaHui

HcTouHuKK ana yanosoi COB:

cncTemHbIE ypHansl OC u Mogayne cGopa u KomnoHeHT 0BHapyKeHuA BTOPHEHUIA
CHCTEMHBIX CNYIKG, npenobpabotimn

JKYPHANbI NPUNOMEHNIA W T.A. A3HHBIX Mopgynb 06HapyeHWA aTak Ha ocHoBe

Aanubie npaBHA U CHIHATYP
Meroununkm ana ceteasoil COB:
AaHHbIE CETEBOTO TPAdHKa, Moaynb 06HapyKeHuA aTak i aHOManwii Ha
MEJKCETEBOTO IKpaHa OCHOBE TEXHONOIMM MCKYCCTBEHHOTO

WHTENNEKTa :

+  MeToasl MaWHHHOTO OBYYEHMA C yunTenem
(BKniouan ray6okmMe HelpoHHbIe ceTh)
MeToabl MawnHHOro obyyerma 6e3 yyutena
[eHETUYECKWE aNTOPHTMBI

CKpPbITbIE MBPKOBCKME MOAEN

Ur.a.

WMHumaenTol

HoHTpmepsbl Moayns
6Ge3onacHoCTH

NPHHATHA
KOHTpMEp

HOHTponMpyeman HHGOPMALMOHHAA CHCTEMA
oo

Puc. 4. Apxutexrypa COB

B Hacrosimee BpeMst UCCIeTOBATEIH MPEIIOKIIIN ITUPOKUI CIEKTP
pemeHnid, HCIoNMB3yomuXx Metonsl MO, BKIIOYas — aJalnTHBHYIO
pe3oHaHCHYIO TeopHio [35], reHermdeckme anropuTmsl [36, 37], MeTons
Kjmactepm3anny  gaHHBIX [38], Hederkoi Jormkm [36] u TIyOOKHe
HEHpOHHBIE CETH, TaKWe KaK CBepTOUYHBIe HeWpoHHBIE cetu [39,40],
peKyppeHTHbIe HelipoHHbIe ceTH [41], rimyOokue aBTo3HKOAEepH! [42] U T. 1.

Haneueitmas wnaccudukamms COB ocHoBaHa Ha TOM, Kak JTH
KOMIIOHEHTHI CBA3aHBl U KOOPAMHHUPYIOTCS B cHcTeMe. Tak, CyIECTBYIOT
MOHOJIUTHBIE, paclpe/ieieHHble, HepapXudeckue U MyJIbTHAreHTHBIE
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cuctemsl [43, 44]. Pactipenenennas COB npeamnonaraet, 9To KaKIbIi y3el
nHPOPMAIMOHHON CHCTEMBI MMeeT cBOIo codcTtBeHHYI0 COB, croco6HyIo
00ImaThCs ¢ APYTUMHU CHCTEMaMH, KPOME TOTO UMEETCSI OJIH BBIJICIICHHBIN
cepeep COB, KOTOpBII OTBEYaeT 3a OKOHYATENIbHBIN aHANW3 JaHHBIX H
npuHsATHe pemennii. B xoruenm nepapxmdeckoir COB moxansasie COB
00BeIMHAIOTCA B KIACTEPhl, U KaXKIBIH KIacTep UMEET CBOW COOCTBEHHBIH
TOJOBHOM y3€l, KOTOPBI OTBeuaeT 3a B3aUMOACHUCTBUE C JIPYTMMHU
knactepamu [45]. Apxurekrypa COB 00BIYHO BRIOMpACTCS UCXOJS U3 TUMA
KOHTPOJIHPyEeMOH HHPOPMALIMOHHON CHCTEMBI u JOCTYITHBIX
BBIYHMCIIUTEIbHBIX, JHEPIETUYECKIX PECYPCOB M IPOIYCKHON CIIOCOOHOCTH
cern. Hampumep, tunoBoi apxurektypoir COB s oOHapykeHus
BTOp)KEHUIT B o00make sBisiercs pacnpenencHas COB. OcHoBHO#M
NPUYMHOIN Takoro BBIOOpa SBISETCS HEOOXOIMMOCTh aHaNM3a OONBIINX
00beMOB ceTeBOro Tpaka M YCKOpPEHHE BBIYMCICHHH Ha OOJBIINX
MOTOKaX IaHHBIX. {11 cHcTeM, MOCTPOSHHBIX HAa OCHOBE TEXHOJOTHH
Wurepruera Bermeil, mpuMepoM KOTOPBIX CIyKaT CHCTEMBI «YMHOTO» JI0OMa,
pexkomenayemoit  apxurekrypod  COB  sBusiercs — pacnpeaenceHHas
nepapxudeckas COB Ha ocHoBe areHTOB [39]. DTO 00BSACHSAETCA TEM, YTO
COBPEMEHHBIE CHCTEMBI «YMHOTO» J0Ma OOBIYHO MOCTaBJISIIOTCS BMECTE C
HabopoM 0O0JayHBIX CEPBHCOB, IPEJOCTABIAEMBIX IPOU3BOAUTEIIEM
npoaykra. B atom cimydae mporpammuslii areHT COB ycraHaBnuBaeTcs Ha
JIOMalllHEM  MapUIpyTH3aTope C  MOMOIIBI0  CHENHATH3MPOBAHHOIO
NpOrpaMMHOTO obecrieueHus. Takod areHT CHoco0eH pealn30BhIBATH
pasnuuHble  (QYHKIWH, BKIIOYas MOHUTOPHUHT TOTOKOB MaHHBIX OT
JIATYMKOB, WX IPEIBAPUTEIBHBIA aHAJIN3 M MEPEChUIKY pe3yJbTaToOB
aHaiau3a rojoBHOMYy KommoHeHTy COB, pacnonoxxkeHHOMY B oOsake
nocraBiiuka ycayr. TumoBas apxutekrypa COB  «ymHOro» noma
IpeJCTaBIEHa Ha PUCYHKE 5.

Poyre
| Yerpofictao 1 P
Cepaep npunowenmii

| Mpuaomenun ] yMHOro AoMma

Yerpociao 2 = «ymmoron S
fAoma S

e [ UeHTp ynpasnesus

HHDOPMAUMOHHOH

= . GesonaciocTbio
YerpoiicTeo N
pey Arent COB
YcrpoiicTea

«YMHOTO» A0Ma

ObnayHan HPpacTpyKTypa
KOMNaHWU-NpoBanaepa
Puc. 5. BeicokoypoBHEBas apXUTEKTypa uepapxuueckoit pacnpeneneanoin COB mis
CUCTEM «YMHOT0» JIOMa

KomnbloTepHasa ceTb «YyMHOro» A0ma
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Takast apXUTeKTypa, ¢ OIHOW CTOPOHBI, TO3BOJISIET BEIOPATH y3€l C
6omee MomHBIMH pecypcamMu ais ycraHoBkn COB, ¢ mpyroil CTOpOHBI,
MOIACPKUBACT  OBICTPBIA  TPEJBApUTENBHBIH  aHaNM3  JIOKAJBHO
TeHEPUPYEMBIX HAaHHBIX C IIOCIEAYIOIMNM YIIyOJICHHBIM aHaJU30M,
OCYIIECTBIISIEMBIM YK€ TMOCTaBIIMKOM yciyr. Emre ofHMM HECOMHEHHBIM
MPEUMYIIECTBOM TaKOTO IOIXOAa SBISIETCS BO3MOXKHOCTH IPUMEHEHUS
3HaHMH 00 WHIMAEHTaX OE30MacHOCTH B Pa3IUYHBIX KOHTPOJIHPYEMBIX
CUCTEMaX «YMHOTO» J0Ma. EJNMHCTBEHHBIM CEpPhE3HBIM HEJOCTaTKOM
ABJIACTCA 3HAYUTEILHBIA PHUCK HapyumeHus KOHq)I/I[leHLIl/laJ'II)HOCTI/I
MOJIb30BaTeNel «YMHOT0» JIOMa M3-32 BO3MOKHOW YTEUKH JaHHBIX.

Uepapxuueckas pacnpenenenHas apxutekrypa COB  Takxke
mpejyiaraeTcs il OOHApYKCHHUsSl aTaKk W aHOMaluil B KuOepduzmyeckmx
cUCTEMaX, TaKUX KaK MHTEJUIEKTyallbHble HepreTuueckue cetu [46 —48].
Kak mnpaBmino, 3TH WHTEIDICKTYallbHBIE CETH COCTOAT W3 Pa3IMIHBIX
B3aMMOJCHCTBYIOMIUX  CYOBEKTOB,  BKIIOYAIOMHUX  JJEKTPOCTAHIIHH,
KOHCUHBIX IIOJIb30BAaTEJICH, WPEACTAaBICHHBIX CHCTEMaMH YIPaBICHUS
SHEPrOCHAOKEHUS ~ «yMHOTO»  JOMa, W  IOPHUOUYECKHX  JIWII,
OCYIIECTBILTIONINX KOHTPOJIb 3a HeprocHabkeHneM. MepapXxus JToOKaIbHBIX
COB MoxeT ObITh MOCTpoeHa 00 Ha OCHOBE THIA B3aMMOJEHCTBYIOIINX
cyObekTOB [46,47], nmMO0 Ha OCHOBE «IPAaHUI] BTOPKEHHS», KOTOpBIE
OTPaHMYMBAIOT PACIPOCTPAHCHHE yiepOa B CiIydae ycnemHou araku [48].

Takum 06pazoM, MOKHO BBIIBUTB, YTO CoBpeMeHHBIe cucteMbl COB
U aHAIUTHYECKHE CHCTEMBI, TMOCTpOoeHHble Ha ocHoBe PO, UMEIOT 1Ba
00IMX CBOKMCTBA, OMPEICIAIONINX BBIOOP apXUTEKTYPHOTO PEIICHHS: 3TO
cxeMa B3aMMOJCUCTBHUS MEXKIy KIHCHTaAMH (arcHTaMu) W TpeOOBaHHSA K
BBIYUCITUTEILHBIM pecypcam y3II0B c YCTaHOBJICHHBIMHU
WHTEJJIEKTYyaJ bHBIMH ~ areéHTaMHu. ApXHTEKTypa JeLEHTPaIM30BaHHON
cucreMbl @O cootHOocuTca ¢ pacnpeaeneHHo COB ¢ ogHOpaHroBBIMHU
areHTaMH, B TO BpeMs Kak LEHTpaln30BaHHas cxema moctpoeHuss O
ommska k wuepapxmdeckoin COB, B KOTOpOW JOKaTbHBIE areHTHl WIH
KJIaCTEPHl OTHOPAHTOBBIX areHTOB CBS3BIBAIOTCS C TJIABHBIM KOMIIOHEHTOM
COB ganms  BBIpaOOTKHM OKOHYATEIHHOTO pEIICHHSA. XapaKTEePHUCTHUKH
obmauno#t cpenpt COB  Onu3kw K  BBIYUCIHMTEIBHBIM — TIapaMeTpam
(denepanny OpraHM3aINi, KOT/Ia B3aMMOJEHCTBYIOIIHE CYOBEKTHI HMEIOT
JIOCTATOYHO BBIYHCIUTEIBHBIX pECypcoB M pecypcoB xpaHeHus. COB ms
nH(oOpMaMOHHON cHCTEMBI Ha OCHOBE TexHonoruu MHTepHera Bereit
JIOJDKHA YYUTBIBaTH TE JKE€ OrPaHHYECHHUS, KOTOPHIE ONPEAENISIOTCS
XapaKTEepUCTUKAaMH KOHTPOJIUPYEMBIX YCTpOHCTB, uTo U cuctemMa ®O s
(denepauMu  yCTPOMCTB, T.€. OJHEPromnoTpedsieHne, BBIYUCIHUTEIBHBIC
pecypchl M IMPUHY NOJIOCH ponyckanus. [Jisi cBoiicTBa, ONpeaessronero
cxeMy pacmpeneieHuss gaHHbIX B cuctemax ®O, He cymecTByer
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OYEBHIHOTO COOTBETCTBHUS, XOTS 3TO CBOHCTBO UPE3BBIYAMHO BAYXKHO MPH
MIPOEKTHPOBAHNN aHATUTHIECKOH CHCTEMBI, OCHOBAHHOW Ha MPHHIUIAX
@®0O. bompmmHCTBO cymecTByfommx cucteM DO  monmep)kKuBaioT
TOPU30HTAILHO pacnpeneneHHbie  naHuabie  [49]. C  Todku  3peHHS
oOHapyXeHUsI BTOpKeHMH U aHoMmanmii ceteBple COB wmoryr OBITH
paccMOTpeHbI KaK KIMEHTHI C TOPU30HTAIBHO paclipeleIeHHBIMU TaHHBIMH,
MOCKOJIBKY OHM OOBIYHO PabOTalOT C ONpEJeSICeHHBIM HabopOM aTpHOYTOB,
U3BJIICUCHHBIX U3 ceTeBoro tpaduka, a COB mns pa3NuvHBIX MPOTOKOJIOB
WIA TPUIOKCHUH MOTYT OBITh PACCMOTPCHBI KaK CIy4ail BEpPTHKAIBHO
pacIpeieneHHbIX JaHHBIX, MOCKOJbKY OHHM paboTaloT C IKypHaJlaMu
Pa3IMuHBIX NPHJIOKEHUH, UMEIOIUX pa3Hblil opmar u Habop aTpuOyTOB.
Amnanornydno, areHtsl COB B 001a4HO# cpefie T0SDKHBI IMETh OJNHAKOBBIE
HaOOpHl aHANM3UPYEMBIX aTpuOyTOB, B TO Bpems kak areHtel COB,
pa3BepHyTEIe B cpeae HMHTepHeta Beme#l, MOMKHBI OBITH CHOCOOHBI
00pabaThIBaTh pa3NUYHBIC MPHU3HAKH, XapaKTePU3YIOIINEC OJHH M TE JKe
OOBEKTHI, MOCKONBKY OHH COOMpAalOT NaHHBIE C OONBIIOTO KOJIWYECTBA
Pa3HOPOIHBIX JATYHKOB.

OCHOBHBIM TIPEHMYIIECTBOM MpUMeHeHus TexHonorud DO s
moctpoeHuss COB sIBIIsseTCSI BO3MOXKHOCTh CHH3UTh PHCKH, CBSA3aHHBIC C
00paboTKON KOH(MHUIACHIIMANBHBIX NaHHBIX. Kormga B3auMOACHCTBYIOIIME
CyOBEKTHI TIPEACTABICHBI KOMMEPYCCKIUMHU OPTaHU3AIUSIMH, KPUTHICCKIUMU
uHppacTpykrypamu, ucnoip3oBanne PO MO3BOJIAET MOBBHICHTH YPOBEHb
JIOBepHus ~ MEXIy HHMH W OpraHm3anueii,  oOecreunBaromiei
WHPOPMALMOHHYID 0E€30MacHOCTh, IOCKOJBKY B OSTOM ClIydae HET
HEOOXOIMMOCTH IepelaBaTh KOH(QUICHINAIBHEIC TaHHEIC, U B TO K€ BPEMs
MOSIBIIICTCST BO3MOXKHOCTh OOMEHA 3HAHUSAMH 00 aTakaX M aHOMAJHIX C
coXpaHeHHEeM KOoH(uIeHIHanbHOCTH. J[ns cucteM Ha ocHoBe MHTepHera
Bemeit npumenenne @O cmocoOHO CHU3UTH OOBEMBI IIEPEAABAEMOIO
ceTeBOro Tpaduka, UYTO SBISCTCS BaXXHBIM ()AKTOPOM B  YCIOBHSAX
9HeprodPPeKTUBHOW ceTH, M oOecreuyrnBaeT BO3MOXKHOCTh aHalIn3a
00JIBIIIOTO KOJTMYECTBA PA3HOPOIHBIX YCTPOMCTB M TATYUKOB.

Mexay TeM npuMeHeHHe (enepaTUBHOTO OOyUeHHS HaKJIaJbIBacT
oTpeNieNieHHbIe TPeOOBaHWS K BBIYHCIUTENFHOW MOIIHOCTH OOBEKTa,
BEITTOJTHSAIONIETO JOKAJIbHOE 00ydIEeHHE MOJENH, a TakKe K 00beMy HmaMsTh
JUI XpaHEHWS MaHHBIX, HEOOXoAMMBIX s oOydeHus. Ilostomy mpum
MPOSKTUPOBAHUU CUCTEMBI KpailHE BaXHO OLEHHUTH IPOMYCKHYIO
crnocoOHOoCTh  OO0y4eHWst  cucTeMbl  aHanu3a Ha  ocHoBe @O,
XapaKTepU3yeMyI0 Yepe3 JOCTYITHBIC BEIYUCIUTEIBHBIC PECYPCHI KIMCHTOB,
KOJIMYECTBO B3aUMOJCHCTBYIOUIMX KIHEHTOB, CJIOXHOCTh 00y4aeMoi
Mozenu aHanu3a. HeoOXOoOUMOCTb pacCMOTpEHHs 3TUX  BOIPOCOB
oTpe/ieraa OCHOBHBIC IICJTU TAHHOTO UccienoBanus. Kpurepuu cpaBHeHUs
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pa3paboOTaHHBIX MMOAXOIOB K OOHAPYKCHHIO BTOPKEHHH Ha OCHOBE
(denepatuBHOrO OOyUEHHS W PE3yJIbTATHl MCCIEIOBAHMS IIPEICTABICHBI B
CIEeYIONINX pa3zerax.

4. MeTo0JIOTHSI TMOMCKA W AaHAJIN3Aa PeJIeBAHTHBIX PadoT.
UccrenoBanme m anamm3 COB Ha ocHOBe ¢QenepaTHBHOTO OOYYECHHUS
BEITIONTHAJIOCH Ha OCHOBE PEKOMEHIAIMHA 10 CHCTEMATHIECKOMY aHAIN3Y
HayyHOM mureparypsl [50], KoTopble NpeAnoyaraloT OHpeseleHHe
1) BompocoB, pelraeMbIX B XOJ€ HCCIEJOBaHUs, 2) CTpAaTeTHH IMOMCKA U
oTOOpa Hay4HOW JHMTEpaTyphl U 3) KPUTEPUEB BKIIIOYEHUS M MCKIIOYESHHUS
pabotr B wuccienoBanue. KiroueBoil 3ajauell HcCCleIOBaHUS SBISIETCS
aHalM3 IOJXOJOB K OOHAapyXEHUIO BTOpKeHMH Ha ocHoBe PO c
BO3MOKHON OIIGHKON mpakThdeckoil mpumeHuMmoctu PO st perreHus
3amadud  OOHApPYXKCHHS BTOPKCHUH, I03TOMY OBUIH COHOPMYIHPOBAHBI
cleyromIe BOIpock uccienosanus (BU).

BU1: Kakass cxema KOMMYyHHKauuu [uisi opranuzagun PO —
LOEHTPAIM30BaHHAS WM JICHCHTPATU30BaHHAS — WCIONB3YeTCd TpH
noctpoenun COB?

BU2: Kakasi cxema pacnpezesieHusi JaHHBIX — TOPU30HTaIbHAST WU
BepTUKAJIbHASA — yUYUTBIBaeTCA npu noctpoeruu COB?

BU3: Kakue HaOOpHI AAaHHBIX HCIHOJB3YIOTCSA IS TECTHPOBAHHUSA
MPEUIOKEHHBIX ~ CXeM  paclpelesieHHs] JaHHBIX, KakuM oOpa3oMm
MIPOUCXOTUT MOJACTHPOBAHUE PACHpPEACTICHUSA JAHHBIX MEXIY KIMEHTaMu?
Y4uTBEIBaeTCS JH CIy4ail He MACHTHYHO PacIIpee/ICHHbIX JAHHBIX?

BU4: Kakue wmetrompl u  Moaenn MO  HCHONB3YIOTCS IS
0oOHapy»KeHHs aTaK 1/MiId aHOMAJIN?

BUS: Kakue METpUKH  HCHONB3YIOT  aBTOPBl A OLIEHKHU
pa3paboTaHHBIX pelIeHUI?

BU6: Kakne nporpammubie O6nbnuorekn ®O HCHONB3YIOTCS IS
nocrpoenus nporotunos COB?

OTH BONPOCH TAaK)Ke OMPEHETIIN KPUTEPUH OLEHKH IOIXOAO0B K
00Hapy>KEHUIO BTOP)KEHWH, NPEICTABICHHBIX B OTOOpPaHHBIX paboTax.
Crparerus TTOWCKa Hay4HO-HCCIIETOBATENbCKUX paboTt OblTa
chopMyIHpoBaHa KaK Ha OCHOBE HCCIIEIOBATEIBCKUX BOIIPOCOB, TaK M B
COOTBETCTBUM ¢ pekoMeHmamusMu [50]. Beutn  mpoaHanM3UpOBaHBI
HCCIIeI0OBAHMS, OIyOJMKOBAaHHBIE B HAYYHBIX JKypHajaX M KOH(EpeHIIUsIX,
HE YYUTHIBAJHMCh CTAaThbM B HEHAYYHBIX >KypHaJlaX MWJIM KOMMEPUYECKHE
JOKYMEHTBI, Ipe3eHTauuu M cuaiael. Ilouck ocymiecTBisics Kak IO
AHTJIOSA3BIYHBIM OMOIMOTpaUUECKHM CHCTEMaM, TaK M B PYCCKOS3BIYHOM
HAy4YHOW OJIEKTpOHHOH Ounbnmorexe elLibrary. Takum o0pazom, s
(OpPMHpPOBaHUSI MHOXECTBA HCCIEAYEeMBIX pPabOT ObUIM BBIIOIHEHBI
CJEIYIOIIHE IarH.
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Hlar 1. ®opMupoBaHHe KIFOUEBBIX CIOB HA PYCCKOM U aHTJIMHACKOM
SI3BIKAX.

Mar 2. Ilonck mybnukanuii Ha OCHOBE Habopa KITIOYEBBIX CIIOB B
ANEeKTPOHHBIX 0a3ax maHHBIX: eLibrary (TmOWCK MO KIIIOYEBBIM CIIOBaM Ha
pycckom s3wike), IEEE Xplore, u ScienceDirect (Imomck 1Mo KIIOYEBBIM
clIoBaM Ha AaHIJIMHACKOM sI3BIKE). Pe3ynpTaToM 3TOro mara sBISCTCS
NepBOHAYANIBHBII HA0OP IMyOJIMKanH.

Hlar 3. [IpoBepka ucxoxHOro Habopa IyONIMKaIMi Ha COOTBETCTBUE
KPpUTCPUAM BKJIIOYCHUSA W HCKIIOYCHUA. Ot KpUTCPpUU TO3BOJIAIOT
OLIEHHTH, OYZAET JIU MyONnKaIKs BKIIOYEHA B OKOHYATENLHYIO BEIOOPKY IS
MOCJIEAYIOMIET0 paccMOTpeHus. B kadecTBe KIIOYEBBIX CIIOB OBUIH
OTIpEIeNIeHBI CIEAYIOINE CIIOBA:

—  Ha PYCCKOM S3bIKE:

¢denepatuBHoe oOydenne AND (amomammm OR  arakm  OR
Brop>keHui) AND (komnbrotepabie cet OR nH(pOpMaIMOHHBIE CUCTEMBI),

—  Ha aHIJIMICKOM f3BIKE:

federated learning AND (anomaly detection OR attack detection OR
intrusion detection).

boutn ompenenensr cnenyrounme kputepun BriodenHus (KB) u
uckiroueHus (KN):

KB1. B paboTe 4eTko onmcaH MoAX0/1 K OOHApYKEHUI0 aHOMaJIMH 1
BTOpP)KEHWII Ha OCHOBe (peepaTUBHOTO OOydeHHsi, O00CykKIaeTcs
apXHUTEKTypa PELICHUs], MOJEb aHAIN3a, ONMCAH CLEHapUH SKCIEPHMEHTa
U WCIONB3yeMble HAOOpBI JaHHBIX, OIMCaHa METOAWKA BHU3yaH3aIlud
JTAHHBIX, T.€. IaHBl HCXOIHBIC JAHHBIE U CIIOCO0 TOCTPOCHHUS TpadUIecKOro
MIPECTaBICHNUS.

KB2. [lyOnukamuss ~ MMeeT  YeTKyH  CTPYKTYpy.  MeToasl
MIPECTaBICHBI YSTKO M HATIIIHO.

KB3. [ly0nukanust HamuicaHa Ha PYCCKOM (aHTJIMHACKOM) SI3BIKE C
COOJTI0/IEHNEM CTHIIMCTHYECKHX U IPaMMaTHYECKHX HOPM.

KMH1. B paboTte npezcraieH 0030p pabOT Wik CpaBHECHHE METOIOB.

KN2. [IpencTaBneHHbI MOAXO IUIOXO OMNKCAH, a IyOJMUKAaIus He
HUMEET YEeTKOH CTPYKTYpbl W/WIM W3JIOKeHa HEeHay4HbIM si3bIkoM. OOrmas
cxema JTana cOopa MCXOJHBIX JaHHBIX IpeJCTaBieHa Ha pucyHke 6. Ha
pHucyHKe 7 IpeicTaBlieHa CTATUCTUKA MyOJIMKANWM, CrpyNIUPOBAaHHBIX MO
UX TUmy, 3a nocieaaune Tpu roxa mo 6asam IEEE Xplore u ScienceDirect.
Cremyer OTMETHTh, YTO HAa PYCCKOM S3BIKE pabOT IO HCCIeAyeMOn
TEMaTHKEe HAa MOMCHT BBIIIOJHCHUS HCCICIOBAHUSA OOHAPYKCHO HE OBLIO.
DTO TMO3BONSECT TOBOPUTH O TOM, 9YTO JaHHAs TeMa HCCICIOBaHHUN
HEJIOCTaTOYHO XOPOIIO U3yUeHA U MCCIICIOBAHA POCCHHCKUMH YICHBIMHU.
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HayuHble 3n1eKTpOHHbIe \ Hcxoanoe GuHanuHoe

MNpumeHeHue N qucne MNpumeHeHHe KpUTEpUHES uneno
6ubnuoTeRM untpos . S BKAIUEHNA 1 MCHAIHEHUA P —
IEEE Xplore® i eete caosa 10174 33
lfoaa ny6auKaumm:
IEEE Explore 2016-2023

Tun ny6aukaymii:
CTaTen B XypHane,
ScienceDirect Teancul KoHpepeHyui

191 11

Science Direct

[
% LIBRARY.RU

eLibrary

0

Puc. 6. Cxema nporiecca oT60pa Hay4IHBIX ITyOJIMKALiA, TOCBSIIEHHBIX ITpobiieMe
npuMeHeHus denepaTuBHOro o0yueHus Ul 3a1a4 OOHAPY)KCHHUS BTOPKEHUH 1
aHoManuii. Bce uncnoBble 3Ha4eHUs 1aHbI Ha aBryct 2022

5. CpaBHeHme ¢ IpyruMu 0630pamMu. EcTh HECKOJIIBKO 0030pOB 1O
(denepatnBHOMY 00y4eHHIO Uil OOHApYKeHHs BTOpkeHHH B MHTepHere
Belllel, Cpeau KOTOpBIX Cienyer OTMeTuTh [51,52], B KOTOpBIX
paccMaTpuBaIOTCs TEOPETHUECKHE MNPOOJIEeMBl M OyAylue HaNpaBICHHA
HCCIIEJOBaHMH, CBA3aHHBIX ¢ npuMeHeHneM @O aist 0OHapyKeHHs aTak u
aHOMannid. AHaJIUTHYEeCKAH 0030p, TpEACTaBIEHHBI B craThe [52],
IIOBOJIGHO OOMIHpEH. ABTOpPHI MPOAHAIM3UPOBANH 15 HCCIIemoBaTEIHCKIX
pabot, ces3anHeix ¢ COB Ha ocHOBe PO, HO aBTOPHI COCPEAOTOUCHHI HA
HCCIICIOBAaHUHU OCOOEHHOCTEH IMPEIOKEHHBIX MOJIX0J0B, HE CPABHUBAIOT
UX B KOHTEKCTe mapamerpoB, crenupuueckux mast DO, Takume Kak
apxurexrypa @O, mozens MO, noaxo k pa3dbueHur0 Habopa AaHHBIX IS
MOJICTIMPOBAHUSl  B3aUMOJCHCTBHSI HECKOJIIBKUX  KIHEHTOB, (yHKUuUS
arperauuu, u T.0. B [51] aBropsl onmcanmu u cpaBHuiu 12 pador,
cBs3aHHBIX ¢ nmpuMeHeHneM PO mis mobieHus 3¢dexruBroctu COB.
ABTOpBI paccMOTpeNu HE TOJNBKO IIpe/ularaeMble MOIXOIbl, HO TaKXkKe
NPEACTaBMIM  HCHOJNb3yeMble HaOOphl JaHHBIX, Mozenn MO, wu
cnenuduieckne HACTPOHKH (enepaTHBHOTO OOydEeHHS, TaKHe KaK YHCIIO
payHIOB arperanuu, a Takxke (QyHkums arperupoBaHus. OJHAKO maHHAs
nHopmanmsi TpencTaBIeHa KpaTKO, OCHOBHOM akIEHT cJellaH Ha
pa3pabaTbIBaeMBbIil aBTOpaMn MoaxoA. Takum o0pa3zoM, HAacTOSIMN 0030p
SIBJISIETCSL HanboJiee TOJHBIM, B HEM paccMoTpeHo Oosee 40 pabot, kpome
TOT0, TIOAPOOHO MCCIENOBAHBI BOMPOCH, CBS3aHHBIE C MOJEIHPOBAHHEM
B3aMMOJEHCTBHA MEXAy YycTpoiicTBamMu  (KIMEHTaMH), M  CXeMOH
pacnpeneneHusl JaHHBIX, PACCMATPHBAIOTCS IMOAXOABI K MOICIHPOBAHUIO
HEMJICHTUYHO PaCHpeAeTICHHBIX TaHHbIX.
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Puc. 7. Craructrka myOIuKaIuii, CrpyIIUpOBaHHBIX TI0 X TUITY, 32 MOCICIHUE
3 roxa no 6a3zam IEEE Xplore u ScienceDirect

6. [loaxoapl K OOHApPY:KEHHMIO BTOpP:KeHHii, MOCTPOEHHBIX Ha
npuHunax ¢egeparuBHoro oo6y4yenusi. OOo0OIIEHHBIE pE3YIBTATHI
BBIIIOJIHEHHOTO ~QHAJIM3a HCCIIENOBATEIbCKUX pabOT IpEeACTABICHHl B
Tabmumax 1-5. Pe3ympTaTel CrpynmHMpoOBaHBI MO TPEIMETHBIM 00IacTsIM,
Juist kKotopbix npemnoxkeHsl COB na ocHoBe ®DO: cereBass 6e30macHOCTb
(tabnmua 1), Oe3omacHocts loT-ycrpoiicTB (Tabmuna 2), MEAMIIMHCKHUE
ycrpoiictBa (Tabmuna 3), NPOMBINIIEHHBIE KHOEP(HU3UYECKUE CHCTEMBI
(Tabnuua 4) M TPaHCIOPTHBIE WHTEIUIEKTYyallbHbIE CHUCTEMBI (Tabiuua S).
Brabmue 6' mpenctaBieH  aHanm3  OCOGEHHOCTEH  HACTPOEK
(enepaTuBHOTO 00YUYEHHS, NCTIONIB3yeMbIX i1t nocTpoeHus COB.

Tabmmna 1. CpaBHUTENBHBIH aHAIN3 padoT (ceTeBast 6e30MacHOCTh)

Ref. Mopens aHanmza Habop nanHbIx OrieHMBaeMbI€e 110KA3aTEIH

HabOp TaHHBIX,
creHepupoBaHHbIit 20

TouHOCTB (accuracy), IIOJIHOTA, TOYHOCTh
[53] | HC (cBeprounas HC) ydacTHHKaMu npoekta LAN-

(precision), F-mepa
Security Monitoring Project

TouHoCTB (accuracy), MOJTHOTA, TOYHOCTH
(precision), F-mepa, loss (3HaueHne
(ysKunM noteps)

yny4diieHHbid SEA [55] (Habop

[54] | HC (LSTM HC)
KOMaHJI cepBepa)

1 .

ITycTsle s4eiiky B TaONHUIIE TOBOPAT O TOM, YTO 3TOT BOIIPOC B pabOTe HE pacCMaTPHUBATICS.
2 .

https://www.lan-security.net/
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IIpodonscenue Tabruywr 1

ceeproynas HC

[80], UNSW-NB15 [67]

Ref. Mogenb aHanmm3a Habop nanHbIx OneHnBaeMbI€ MOKa3aTeIn
[56] | mommocssmas HC NSL-KDD [57] Tounocts (accuracy), loss (3HaueHue
(YHKIUH 1TOTEPD)
Aegean Wi-Fi Intrusion Dataset | Tounocts (accuracy); o6bemM
[58] | HC (asToomxonep) (AWID) [59] nepenaBaemMoro Tpaduka (Mo6)
[60] CICIDS-2017 [61] TouHocTh (accuracy)
Tounocts (accuracy), TPR, FPR; Bpems
[62] NSL-KDD [57] o0y4eHus: MOZIeNH B (eJiepaTHBHOM
pexnMe
TouHOCTB (accuracy), MOJTHOTA, TOYHOCT
[63] N-BaloT [64] (precision), F-mepa; o6bem
[epeaBaeMoro CeTeBOro Tpaduxa Bo
BpeMsi 00y4eHHS
HC (cBeprounas HC)| Tounocts (accuracy), FPR; Bpems
[65] NSL-KDD [57] o0y4eHust MOJIeNH B (e/iepaTHBHOM
pexnMe
[66] UNSW-NBIS5 [67]; Tounocts (accuracy), loss (3HaueHHE
CICIDS-2018 [61] ¢yHKunM noteps)
[68] CIC-DD0S-2019 [69] TO‘IHF)(?TL (accuracy), MOJIHOTA, TOYHOCTh
(precision), F-mepa
[70] NSL-KDD [57] To4HOCTB (accuracy); BO3HATPAKIACHHE B
00y4CHUH C TIOKPEIICHUEM
TouHOCTB (accuracy), MOJTHOTA, TOYHOCT
717 |He NSL-KDD [57] (precision), F-mepa, ROC-AUC; Bpems
o0yueHust MOJIenH B (heIepaTHBHOM
peKuMe
TON-IoT-v2 [73],
[72] UNSW-NBI15-v2 [67], TouHOCTB (accuracy), IIOIHOTA, TOYHOCTh
HC BoT-IoT-v2 [74], CSECIC- (precision), F-mepa, FPR
IDS2018-v2 [61]
[75] NSL-KDD [57] TouHocTh (accuracy)
ancam6is 4 HC
(LSTM HC ¢ COTCBBIC TAHHBIC IDOTOKOA TouHOCTb (accuracy), IIOJIHOTA, TOYHOCTh
[76] |Gaoxkamu GRU ¢ Modbus ?77] P (precision), F-mepa; Bpemst 06yueHus
Pa3HBIM PazMepoOM MojenH B (eiepaTHBHOM PEXUME
OKHa)
[ — TouHocTh (accuracy); Bpems Ha
[78] erpeceis TON-IoT [73] TeHEpalMIo IIyMa B MEXaHH3Me
perp Ju((epeHIIMIBHOM MPHUBATHOCTH
HC ¢ 6noxkamu GRU
u SVM KDD CUP99 [80]; Tounocts (accuracy), FPR, F-mepa;
’ y), FPR, pa;
[79] | xnaccudukaropom B CICIDS2017 [61]; YHCJIO PayHJIOB arrperupoBaHMs 1JIs
3
Ka4ecTBE BBIXOAHOTO | WSN-DS OLICHKH CKOPOCTU 00YYCHHsI MOACIN
cIiost
T'paguenTHbIi Tounocts (accuracy), FNR;
[81] | 6yctunr Ha nepesbsi | CIC-DDoS-2019 [69] TeopeTHYecKas OleHKa 00beMa
pemenuii (GBDT) npeaBaeMoil HHpOpMALHH
TouHOCTB (accuracy), MOJTHOTA, TOYHOCT
[82] GAN HC + NSL-KDD [57], KDD CUP99 (precision), F-mepa, morepu (loss), AUC,

CKOPOCTb CXOJIMMOCTH

3 https://www.kaggle.com/datasets/bassamkasasbeh1/wsnds
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Tabmmna 2. CpaBautensubli ananmns padot (IoT ycrpoiicTsa)

Ref. | Mopenp aHanuza Habop nanubIx OrneHnBaeMbIe MOKa3aTeN
[83] UNSW-NBI15 [67] F-mepa
HC (aBTosuKOzED)
[84] NSL-KDD [57] Tounocts (accuracy)
cOOCTBEHHBI HAOOP
HC (pexyppenTHas | nanusix ot [oT ycTpoiicTs .
[85] |Heiiponnas cetb ¢ | (33 ycrpoiicTBa), aTaku illR’ ;:iﬁ:f:rguigyﬁmgrﬁzm
6moxkamu GRU) BBITIOJTHSAJINCH ITyTEM pe T 00Be
3apakeHus 6oTHeToM Mirai
CICIDS-2017 [61],
[86] | HC CICDD0S-2019 [69] FPR, FNR
CICIDS-2017 [61];
HC (cBeprounas NSL-KDD [57];
[87] HC)( P waGop )JaHH[I,Ix]OT IoT Tounocts (accuracy), TPR, FPR
ycrpoiicTs [88]
HC (mosHOCBs3Has TouHocTb (accuracy), MOJHOTA,
(89] HO) NSL-KDD [57] TOYHOCTH (precision), F-mepa
[90] | HC (asrodmxonep) TounocTh (accuracy), MOTHOTA,

HC (monnoCcBsI3HAS

N-BaloT [64] — ceTeBoit
Tpaduk oT 9 yCTpOICTB,
aTaK{ BBITIOIHSINCH ITyTEM
3apaxenust BASHLITE u
6otHeToM Mirai

TOYHOCTS (precision), F-mepa

TouHocTb (accuracy), MOJHOTA,
TOYHOCTS (precision), F-mepa;
TEOPETHYECKUE OLICHKH

[22] |cerp 1
reHepupyeMoro tpaduka u
ABTO3HKOJEP) o
BBIUHCIINTEIIBHON Harpy3KH BO
BpeMst 00yJeHust
Tabauua 3. CpaBHUTENBHBIN aHAIM3 Pa0OT (MEIUIIMHCKHE YCTPOKCTBA)
Ref. | Mogenb ananusa Habop maHHBIX OreHUBaeMbIC TOKA3ATEIN
HepapxudecKast - ; - 04HOCTS (accuracy), MOJHOTA,
(o1 |1epap NSL-KDD [57]; TON T y
LSTM HC IoT [73] TOYHOCTS (precision), F-mepa
HabOp TaHHBIX,
CTeHCPHPOBAHHEIT ¢ Tounocts (accuracy), MONHOTA,
[92] [HC (cBeprounas) HCTIOJIb30BaHHEM racy), ?
TOYHOCTS (precision), F-mepa
CHMYJIATOpA PEaKINH Ha
rmoko3y [93]
Ha6op MeauiuHCKux TouHocTb (accuracy), MOJHOTA,
[94] | GAN-cets nmanaeix CHARIS [95]; TOYHOCTS (precision), F-mepa, ROC-

UNSW-NB [67]

AUC
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Tabmmma 4. CpaBHuUTENBHEIH aHanH3 padot (mpomsbinuieHHbIe KOC)

[103]; u3amepenus Toka s
kocmuueckoro mattia [103];
uHpOpPMALHUS O MacCaKUPax
Heto-Hopkckoro Takcu [104]

Ref. | Monens ananusza Ha6op nanHbIX OrieHrBaeMble OKa3aTeNny|
HC (cBepTouHas 6 TouHocTh (accuracy),
[96] | HelipoHHas ceth ¢ HAaLOp IAHHEIX OT CHCTOMbI MOJHOTa, TOYHOCTh
razocHaOxenus [97] .
6noxamu GRU) (precision), F-mepa
TounocTs (accuracy),
[98] | HC (aBTOSHKOIED) MOJIHOTA, TOYHOCTh
(precision)
HabOop JaHHBIX OT CHCTEMBI
razocHaOxenus [100]; SWaT [101]; |IlomHoTa, TOUHOCTE
HAI [102]; u3mepenus notpediasemoii| (precision), F-mepa;
MmotHocTH [103]; n3mepenus HCIOJIb30BAHUE MTAMSITH,
HC (aBTosHKOzED), |cepauebuenus [103]; uamepenus HCTIOJIb30BaHKE
[99] Tpaucdopmep, u 4acTOTHI AbIxaHus nanuenta [103]; | rpaduueckoro
npeobpa3oBaHue KOOp/IMHATHI IPABOH PyKU HpH poreccopa, Bpems
dypbe BBINIOJTHEHUH PA3IUYHBIX ICHCTBUI | BHIIOJIHEHMUS,

MIPOIYCKHAas CIOCOOHOCTD
o0y4eHnus, norpedisieMas
MOIITHOCTh

Tabmuma 5. CpaBHUTENBHBIH aHATN3 Pa0OT (MHTEIUICKTYaIbHbIE TPAHCIIOPTHBIE

CHCTEMBI)
Ref. | Mopenp ananuza Ha6op nanHbIX OrneHMBaeMbIe MOKA3aTEIH
TouHoCTb (accuracy), MOJHOTA, TOYHOCTh
(precision); METPHKH, XapaKTEPU3YIOIIUE
[105]{HC KDD Cup99 [80] | BpeMeHHBbIE 3aTpaThl Ha IPUMEHEHUE
TEXHOJIOTHH OJIOKYEHH, B YaCTHOCTH, BpeMs
reHepanuu 0yoka OoKueiHa
TON-IoT [73]; ..
Ionxota, TounocTs (precision), F-mepa;
Habop naHHbIX J1b
[106]| HC (Tpancdhopmep) BaoMa BpeMsi 00y4CHUsI MOJEIHU B (heACPaTHBHOM
N peKHMe
aBTOMOOMIIEH
TounoCTh (accuracy), IOJHOTA, TOYHOCTh
N recision), F-mepa; Bpemst 00ydeHUs MOJICIH
[107]| ciyuaiinblii nec OTIDS* (p ), Pa; Bp e A

B (enepaTHBHOM pexxume; 3arpyska LITY u
namsts (RAM)

4 https://ocslab.hksecurity.net/Dataset/C AN-intrusion-dataset
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Tabmuna 6. Aranns Hactpoek PO mpu noctpoerne COB

Hannuue tectoena/
Ref. AIITOpUTM arperupoBaHUsL HCHOIB3yeMBbIi Jpyrue ocobernnoctu COB
¢peiimBopx PO

[20,58,60]| FedAvg

[53, 84] |FedAvg

UCIIONb30BaHHE TPAaHC(HEPHOTO

[87] |FedAvg 00y4enus (transfer learning)

[81,86] | FedAvg

romoMop¢Hoe muppoBaHue
[108] | FedAvg (cxema Iletie)
[68] |FedAvg xa/Flower FL AdepeHuua,as
HPUBATHOCTH

[83,89,98]| FedAvg

FedSGD,

[56] FedAVG

HCIIONBb30BaHME TPAHC(HEPHOTO

o0yuenus (transfer learning);
[70] | FedSGD na/PySyft yCTOHYMBOCTS K data
poisoning aTakam

(78] |Fedt nmuddepeHmanbHas
HPUBATHOCTH

[72] |Fedt, CM+

oneHka ycroitunoct COB k
[79] |FedAGRU aTakaM Ha U3MEHEHUE METOK
obydaromiero Habopa

FedAVG (arperupoBanue

KKy HTCPALIHIO 1

[22] arperupoBaHKe KaxIple n
sm0x), FED CM (Ha ocHOBe

KOOPAMHATHO-MEIUAHHOTO

IPAMECHTHOTO CIyCKa)

oueHka ycroiunoct COB k
aTakaM Ha U3MECHEHHE METOK
oOyuaroriero Habopa

[63,71]
[62,65,66,
75.91,107]
[76, 106] 1a/PySyft FL
[94] na/Flower FL
[90] na/PySyft FL
[92] |FedAVG cBOii TecTéeR TIPHMCHCHHE JUI51 BIABIICHHS
AHOMAITHI
HabOp JaHHBIX JKypHAJIOB,
[54] |FedAvg COIEpIKALUX KOMaHIBI
cepeepa
[99] |FedAvg[109] FedML TIPHMCHCHHE U5l BIABIICHHS
aHOMAJIUI
(82] CBOIi TecTOe T UCTIONB30BaHuE TpaHcdhepHoro

o0yuenus (transfer learning)
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6.1. ApxuTekTypHble peuieHus 1mo nocrpoeHuro COB Ha ocHoBe
(denepaTuBHoro  odyuenus. Hawmbomee  9acTo  HMCIOIB3YEMBIM
apxutekTypHsiM pemeaneM PO gt moctpoenus COB  sBusercs
LEHTPAIN30BaHHas cXxeMa OOydeHHs, B KOTOpOH TioOanbHas MOJIENb
(opMupyeTcst OTIECIBHBIM BBIICJIICHHBIM JOBEPCHHBIM CepBepoM. JlaHHas
CXeMa HCIIONB3YeTCs Il IOCTPOCHUSI MEPAPXHUYECKHX PACHPEACICHHBIX
COB B cucremax Uurepnera Bemeir u COB, pa3BepHYTHIX B 00JayHbBIX
cpenax [58, 60, 62, 63, 65, 66, 68, 70, 83 — 87, 89, 91]. Tunosas
apxurektypa COB Ha ocHoBe nentpanuszoBanHoro @O mpencrtaBieHa Ha
pucyske 8. B Hell psiji y37I0B OCYILIECTBISIOT COOP JaHHBIX OT YCTPOWCTB U
BBIIIOJIHAKOT 06yquI/1;1 JIOKaJIbHOM MOJCJIM aHaJIu3a AJId BBIABJICHUA aTakK
W/ aHOMaIMH, Janee JOKAIbHO OOy4YeHHBIE MOJIEIH OTCHUIAFOTCS
BBIJICTICHHOMY CepBepy O€30I1acHOCTH, KOTOPBIH (OpMHUpPYET TIIOOABHYIO
MOJENb, arperupysl JoKaubHble. JlaHHBIM TIpOIECC OCYIIECTBISETCS
UTEPATHUBHO, MTOTOMY HEOOXOIMMO YYUTHIBATH NPOIYCKHYIO CIIOCOOHOCTH
KaHalla, CBSI3BIBAIOIIETO KIMEHTOB U cepBep Oc3onmacHocTH. Ha pucynke 8 B
KayecTBE KIMECHTA BBICTYNAeT IUIaThopMa TPHIOKEHHH MOOMIBHBIX
rpanmuHblx  BeraucneHuin (MEC, Mobile Edge Computing), xotopas
cobupaeTr nanHele oT ofgHOW moxacetu loT yctpoiictB [87, 107], omHako
KJIMEHTaMH MOTYT OBITh IUIIO3BI OE30MaCHOCTH JIOKAIBHBIX CETeH, Kak
B [20], a Taxke camu ycTpoicTBa [58, 83, 98], onHAKO B MOCIEIHEM CITydae
CJICAYCT YYUTBIBATh BBIYHUCIIUTCIBHBIC PECYPChI, KOTOPBIMU OHU 06Ha}IaIOT.

.CPBI - . TnoBanbHas mogens

BbIABNEHWA BIGPJNEHWI‘;\

.. JNoKanbHo obyyeHHan
... b MOJEenNb BbIABNEHUA
i BTOPHEHWIH

JNokanbHan

CepsepHan yacte COB
CcoB,

Puc. 8. Pacnipenenennast COB ¢ neHTpani3oBaHHOH cxeMOl B3anMoAeHCTBUS
MEXIY KJIHeHTaMH [67]
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Jlost MacImTaOHBIX, reorpaduuecku pacrpeeIeHHbIX
BBIUHCIIUTENBFHBIX CeTeH MpeiokeHa nepapxudeckas apxutekrypa COB, B
KOTOPOH BBIYMCIEHUE TJI00ANBHOW MOJENN aHalIn3a, HCIONB3YeMOM s
BBISIBIICHUSI aHOMAJHH, Tarke (HOpMHUpPYETCS HepapXWdecKd Ha ypPOBHE
cermeHTOB [53, 91]. Bce ywgacTHuKM mporiecca OOBETUHSIOTCS B TPYIIIHI
WIA CEerMEHTH, W KaXJas TpyNIa BHIIOJHIET OOydeHHe HEKOTOPOH
MIPOMEXXYTOYHON MOJeH B (peepaTHBHOM pexuMe 00ydeHUsl, T0CiIe Yero
rinobajgpHas MOJENb  BBIYMCISCTCS IyTEM  arperupoBaHUsl  TaKHX
NPOMEXYTOUHBIX Mozeneil. [Ipu 3Tom, Ha Kaxaom sTare (OpMHPOBAHHUS
rno0aJbHOW  MOJENM, MPOUCXOJUT OIEHKa TOro, HACKONbKO Beca
JIOKAJIbHOM MOJIeNIU KaX/I0T0 Y4aCTHHKA OTJIMYAIOTCS OT BECOB INI00ATBHON
MOJEIY, U €CIU OTIMYUS B BeCax MOJEICH NPEBBIIIAIOT HEKOTOPHI
3alaHHBli  MOpOT, TO TaKOM KIMEHT UCKIIYaeT u3 rpynnsl [79].
Takoe pemieHre  TO3BOJSIET  TOBBICUTH ~ YCTOWYHMBOCTH  MoOJeNeil
BEISBIICHUS aTak, 00ydaeMbBIX Ha HecOaJaHCHPOBAaHHBIX HA0Opax ITaHHBIX
[53,79]. HenenrpanuzoBanHas cxemMa ®O mnpemioxeHa A MOCTPOSHUS
COB, pa3pabaTelBaeMBIX IJIi  HHTCIDICKTYAJIBHBIX  TPAHCHOPTHBIX
cucreM [105 — 107]. [JanHOE pemieHHEe OOYCIIOBICHO, B MEPBYIO OdYepelb,
reorpaMueckoil  pacrpeneseHHOCThI0 TaKMX CHCTeM, M  BBICOKOM
MOOMIIBHOCTBIO TPAHCHOPTHBIX CPEICTB, KOTOpBIE SIBIITFOTCS
HEOTHEMJIEMBIMH KOMIIOHEHTaMH TaKHX CHCTeM. TpaHCIOPTHOE CPEACTBO,
MepeMeIasch B IPOCTPAHCTBE, IOAKIIOYACTCS K pa3HBIM 0a30BBIM
CTaHLMAM IM MHTEJUIEKTYaIbHBIM NPHUIOPOKHBIM yCTpOICTBaM, Moirydas
TakUM 00pa3oM aKTyaJbHYIO JOPOXKHYIO WH(POPMALHUI0 M OOHOBICHHYIO
MoJieNb OOHapyXXeHusl arak M aHomanuid. Tumosas apxutekrypa COB B
9TOM CIlydyae HMEeT ABYXYPOBHEBYIO CHCTEMY: HA HIDKHEM YpPOBHE
TPaHCIIOPTHBIE CPEJICTBA 3arpy’KatoT OT 0A30BBIX CTAHIIMI MOJICIN aHAJIN3a,
ucronp3yemsle B COB, u OOHOBJIAIOT MX C y4eTOM COOMpaeMbIX HMH
JTAHHBIX, TI0CJIE YEro OTIPABIISIIOT MX 00paTHO 0a30BEIM cTaHIMAM. bazoBbie
CTAHIIMU TIONYYalOT JIOKANbHBIE MOJENHW OT MOJKIIOUYEHHBIX K HHM
YCTPONCTB, MPOBEPSIIOT X KOPPEKTHOCTh, M yYacCTBYIOT B (hOPMUPOBAHHU
HOBOW mioOampHON Momemu. TakuMm o00pa3oMmM, Ha BEpXHEM YPOBHE,
HEHTPANBHBIA ~ arperupyomui  cepBep  0€30MacHOCTH  3aMeIIeH
MHOXXECTBOM PAaCHpEACICHHBIX B3aWMOJCHCTBYIOMNX 0a30BBIX CTaHITHH.
Takoe pemreHme MO3BOJIIET MOBBICHTE ycToiunBocTh COB K BpeZoHOCHBIM
JICWCTBMSM, HampaBIEHHBIM Ha  HapylleHHe  (yHKIMOHHPOBAHMS
LIEHTPAJbHOTO y3/l1a W CHMU3UTh pPHUCKM YTEUKH JaHHBIX, B T. 4.
nepcoHanbHbeIX. Ha pucynke 9 mpeacraenena cxema noctpoenuss COB Ha
OCHOBe JeneHTpanu3oBaHHoro ®O.

Heckonbko uHoit monxoxa k moctpoenuto COB nHa ocHoBe @O mns
CaMOYTpPaBJIIEMBbIX TPAHCIIOPTHBIX CUCTeM hpeasoxkeH B [107]. ABTOpHI
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NPEIUIOKMUIN TIepeaTh (YHKIMH arperHpOBAHUS JIOKAIBHBIX MOAENCH Ha
YPOBEHb KOHEUHBIX y3JIOB, T.€. TPAHCTIOPTHBIM CPEZICTBaM, a cOOp AaHHBIX U
00y4eHHE JIOKAIBHBIX MOJIENIEH OCYIIECTBIISITh HA YPOBHE 0a30BBIX CTAHIIHUM,
T.K. 3TO MO3BOJAET CHHU3HUTHh BBIYMCINTEIBbHYIO HAarpy3Ky Ha TIpaHUYHbIC
YCTpOHCTBa, IOCKONBKY OIEpaIysl arperupoBaHUs] 3HAYUTEIBHO MEHEE
pecypcoeMKasi, 4eM MpOIecC JIOKAJbHOIO OOYydYeHHs] MOJENH aHamm3a. B
00oux ciydasx g obecriedeH s LeJIOCTHOCTH ¥ HEM3MEHHOCTH JIOKAIBHBIX
U TIO0anbHBIX MoJeJell B YCIOBUSX pPAaCIpeeieHHBIX BBIYHUCICHUN
NPUMEHSIOTCSL TEXHOJIOTMH OstokueiiHa. Vcronp3oBaHue OiokueitHa ¢ oHOU
CTOPOHBI pelllaeT 3aJayd, CBs3aHHble C BepuUduKaumed W NPOBEPKOH
AQyTeHTHYHOCTH MOJENel aHalau3a, C JPYrod CTOPOHBI, IOPOXKIAET HOBBIE
3ajayy, OOYCIIOBJICHHbIE IPUMEHEHHEM  PECYPCOEMKHX  ONEepalui,
cnennUUHBIX Ui OJIOKYeiHa, TaKWX KakK IMU(poBaHUe, eIIH(paris,
TeHepaysl KIIFoUeH, BRIpaboTKa KOHCEHCYCa U T. .

[leueHTpann3oBaHHoe
obbeguHeHe mogenei

aHanusa (@ ))D )
o) O

S

OTtnpaska
obyyeHHOH mogenn
aHanusa

3arpyska
o0BHoBNEHHOW
Mmoaenu aHanusa

Puc. 9. Pacnpenenennas cxema COB Ha ocHoBe aenenTpanuzoBanHoro @O [105]

6.2. Cxembl pa3jejieHHsi AaHHBIX Mexay kiaumeHramu COB u
HCMOJIb3yeMble HA0OpHI AaHHBIX. AHanu3 paboT moKasal, 4YTO
npeactaBineHHsle B gurepatype  COB  mommepKHBalOT  TOJNBKO
TOPU3OHTAJIBHYIO CXEMY paclpeselieHus AaHHbIX, T.€. BCE KIHEHTHI
001a1a10T OIMHAKOBBIM HAOOpOM aTpuOyToB. J[aHHOE pelIeHue BBITJISIUT
€CTECTBEHHBIM C YYETOM TOTO, YTO B OOJIBIIMHCTBE CIIy4aeB BXOJHBIC
JIAaHHBIC IIPEACTAaBJICHbl CETEBBIM TPaUKOM WM CTaTUCTUYECKUMHU
XapaKTepPUCTUKaMH, C(OOPMHPOBAHHBEIMH HA OCHOBE aHalIN3a CETEBBIX
MOTOKOB. B KadecTBe HaOOPOB JaHHBIX B OCHOBHOM HCIIOJIB3YIOTCSI TaKHe
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Haboper kak CICIDS2017 [61], NSL-KDD [57], ropu3oHTambHOE
pa3zieneHne JaHHBIX MOJEIHPYETCs MyTeM TPYMIHUPOBKU MakeToB 1o [P
azpecaM WCTOYHHKOB CETEBBIX MOTOKOB WIIM CIIydaiiHBIM oOpa3om. B
pabortax [96, 107] B kadecTBE BXOIHBIX JAHHBIX HCIIOJNB3YIOTCS ITaHHBIC
CIEIMaTM3UPOBAHHBIX KOMMYHHKAIIMOHHBIX TIPOTOKOJOB, TaKHX Kak
ModBus, CAN. B Hux Taxoke GopMHpYeTCs eIUHBIN I BCEX YIaCTHHKOB
Habop arpudyroB. Hanpumep, B [107] mpuMmeHseTCs 4YaCTOTHBIN aHAU3
coobmernii CAN-IIUHBI ¢ MOCICAYIOIUM TPUMCHEHHUEM MPEOOpa30BaHMUS
®dypre a1 HOPMUPOBAHMS MHOXKECTBA AHATU3UPYEMBIX IPH3HAKOB.
B[71, 85] mpobiiemy ¢opmupoBanus o0iiero Habopa arpuOyTOB JUIst
Pa3HOPOJHBIX YCTPOWCTB MpeJylaraercs pemarb NOyTeM OIpeaeeHHs
MHOXECTBa aTpUOyTOB Ui KaXJOro THUIA YCTPOMCTBA, TaKHUM 00pa3oM,
Mozmenb  aHamu3a  oOydaercs B (eAepaTHBHOM  pEKUME  Ha
«TOPU3OHTANBHBIX)» NAHHBIX U1 Ka)KIOTO THIIA YCTPOWCTBA, a B OCHOBE
COB nexunr ancaMOib Takux mozeneii. Taxke OBUIO IMOKA3aHO, YTO TaKOE
pellleHre  T03BOJIICT  3HAYHMTENFHO  CHHU3UTH  YPOBEHb  JIOKHO
MOJIOKUTEIBHEIX cpabaTeiBanmii [71]. B [84] mpemnaraetcs BBIIOTHATH
oOyueHne Monmenn B  (eIepaTHBHOM pEKUME IS BBIIBJICHUS
ONPEJENICHHOr0 THIA araK, 4YTO IpelroyaraeT omnpeaeieHrne Hadopa
aHAJTM3UPYEMbIX aTPHOYTOB I KaKIOrO THIA aTakKu, KOTOPBIN SBISCTCS
OJMHAKOBBIM JUIA BCEX KIMEHTOB. Takoe pelieHue obecreunBaeT
TOPU30HTAIBLHOE Pa3/IeNICHNE JAHHBIX MEXITy KIMCHTaMU.

B [99], HecMoTpss Ha TO, YTO aBTOPHI HCHOJB3YIOT TOCTATOYHO
pa3HooOpa3Hble HAOOPHI TAHHBIX — CETEBBIC JaHHBIC, TAaHHBIC OT JATYHKOB
CHUCTEMBbI OUHMCTHBIX coopykeHudt [101] u T.1., cxema pazfeneHust JaHHbIX
SIBIISICTCS TOPH30HTAIBHON: T MOJCITHUPOBAHUS B3aUMOJCHCTBUS MEKIY
MHOXECTBOM CTOPOH HA0Op JaHHBIX IIOCICJOBATEIFHO JICIHUTCS Ha
HECKOJIBKO 4YacTed, YTO MO3BOJSIET COXPAHHUTH JIOTHYCCKYIO CTPYKTYPY
BPEMCHHBIX PSJIOB.

Cny4yaii ~ BepTHUKaJbHOTO  paclpelelieHHs]  JaHHBIX  Cpead
B3aMMOJIEHCTBYIOMKX KIUEHTOB it noctpoenns COB mpakTudeckd He
n3ydeH. VckmodeHne coctaBisier padborta [4], B KOTOpOH MpemrpHHSITA
TIOTIBITKA MOJICIIUPOBAHMS JAaHHOM CXEMBI pa3ieiCHUs JaHHBIX. ABTOPHI
rcrnoib3oBanu Habop maHHBIX SWAT [101], KOTOpBINA COAEPKUT TaHHBIC OT
IIECTH PA3TUYHBIX TEXHOJOTHUYECKUX IIPOIECCOB, OIMUCHIBAEMBIX Pa3HBIMU
Ha0OpaMU CEHCOPOB M aKTyaTopoB. [IJis MOJIEIMPOBaHUS BEPTHKAIBLHOTO
pacrpenenieHusl JaHHBIX MEXIy KIUCHTaMH, OH OBLI TMOJECICH IO
nporeccaM. OOydyeHHe TI00AILHONW MOJICNIA aHAU3a JJIs BBIABICHHS aTak
OCYIIECTBISIIOCH € TMOMOINBI0  CHCIHATA3UPOBAHHOTO  (peMBOpKa
FATE [110], u, HecMOTpsI Ha MOJIy4YCHHbIE BBICOKHE TOKa3aTeld TOYHOCTU
OOHApY)XCHUsSI aTaK, aBTOPbl MPOJECMOHCTPUPOBAIIM, UYTO TEKYyIlas
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peanm3anus  cxeMbl  (emepaTHBHOIO OOy4YeHHS HE MOXET OBITh
HCTIONB30BaHA AJISI OTIEPATHBHOTO BBISBICHUS BTOP)KCHHH B CHILY BBICOKHX
TpeOGOBaHMI K BBIYMUCIUTENBEHBIM PECypcaM U BPEMEHH, HEOOXOANMOMY Kak
st o0ydeHWs TakoH MOJAeNW, TaK W JUId KiIacCU(UKaluM IaHHBIX,
HOJaBaeMbIX €l Ha BXOJI.

6.3. MogeaupoBanie HEHIECHTHYHO paclpeie]eHHbIX JIAaHHBIX.
BnusiHre HEMJEHTHYHO paclpeleNIeHHBIX JAaHHBIX HCCIEeIYyeTCsl JIOBOJIBHO
4acTO, ¥ MOKHO BBIZIEIHTH JIBa OCHOBHBIX CIIOCO0a MOJICITMPOBAHHMS TAKOTO
pacripeseneHus aHHBIX. B mepBoM ciyyae ofMH HaOOp JNAHHBIX JACIUTCA
MEXAY KIMCHTaMHU, U KaXKIbIH KIUEHT MOJy4aeT ONpeesICHHBIH THIl aTak
(M HeckoJbKO THMHOB artak) [63,71]. Hampumep, s MomennpoBaHUsS
B3aUMO/ICHCTBUS § YCTPOMCTB ¢ HEMACHTHYHO Paclpe/IeIeHHBIMU JTaHHBIMU
Habopa NSL-KDD 06511 pa3zesneH CleayomuM 00pa3om:

—  «HOPMAaJIbHBIN» TpaduK ObLT MOIETICH Ha 8 YacTeid;

—  Tpaduk ¢ aTakaMH OBUT Pa30oUT IO THIY aTak, a 3aTeM KaKIoe
MOJTyYEeHHOE IOAMHOXKECTBO 3amucel OBLIO pa3iesieHo0 MEeXIy IByMs
KIHMeHTaMH, T.e. ycrpoiicTBa Ne 0 m Ne | mmenu naHHBIE TIO aTake Ha OTKa3
B obciyxxuBanuu (DoS atake), ycrpoiictBa Ne 2  Ne 3 — mo arakam Tuma
Probe, ycrpoiictBa Ne 4 u Ne 5 — mo atakam tuna R2L, u ycrpoiictBa Ne 6
u Ne 7 — o atakam U2R.

B cirydae, korjga pedyb WAET O BBLABICHUM aHOMAIIU, THIT aTakh He
YUYHUTBIBACTCS, 1 HEMHICHTHYHO pPaclpeelIiCHHbIE JTaHHbIE MOJCIHPYIOTCS,
Bapbupys IpPOLEHTHOE COAEP)KaHWE HOPMAaJbHBIX WM aHOMAaJIbHBIX
TAHHBIX B Ha0Ope MaHHBIX OTHOTO YycTpoiictBa. Hampumep, B [70] mis
MOJIETIMPOBaHMS HEHJCHTHYHO PACIpEAEICHHBIX IAHHBIX «HOPMAalIbHBIN»
Tpaduk ObLT pacupeneneH mo 10 ycTpoiicTBaM B MPOIEHTHOM OTHOLICHHUH
ciexyrommM obpazom: 25%, 50%, 75%, 25%, 50%, 75%, 25%, 50%, 75%,
50%, COOTBETCTBEHHO, THUII aTaKW HE YUUTHIBAJICS.

Bo BTOpOM cnydae WCHONMB3YIOTCS pasHble HAOOPHI [TaHHBIX C
OJJMHAKOBBIMH TapaMeTpaMH, U KaKAbli HA0Op UrpaeT pojib JAaHHBIX OJJHOTO
ycrpoiictBa [72, 87]. Hampumep, B [72] ucnonb3yiorcs 4 pasHbeix Habopa
nmanabix — ToNIoT-v2 [73], UNSW-NB15-v2 [67], BoT-loT-v2 [74],
CSECIC-IDS2018-v2 [61], w1 MomenupoBaHUS B3aUMOIEHCTBUS YETHIpEX
IITI030B 0€30MaCHOCTH, YCTAHOBJICHHBIX B Pa3HBIX OECHPOBOIHBIX CETSAX.
Jlns BBIpaBHUBAHHS MHOXKECTBAa aTpUOYTOB M3 HAOOPOB IAaHHBIX OBLIH
W3BJICUCHBI BCE IPU3HAKU, CBS3AaHHBIC C CETEBBIMH ITOTOKAaMH. Kakmpri
Ha0Op IaHHBIX XapaKTepH3YeTCS pPa3HBIM COCTaBOM aTakK, KpOMe TOro,
pasnMyHa MX J0JIS MPUCYTCTBHS B 00ydYaromux BbIOOpKax. Beuio mokasaHo,
yro PO 1o3BoJIIET JOCTHUYL JOCTATOYHO BBICOKMX  IOKa3arenen
oOHapyXeHMs aTak (MUHMMaJbHOE 3HAa4Ye€HHE TOYHOCTH (precision) Ha
TecTOBBIX Habopax maHHBIX — 90.20%, a makcumanbHOe — 99.98%) mpm
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CPaBHHUTENIFHO HHU3KOM YPOBHE JIOXKHO TIOJIOXKUTENIBHBIX CpadaThIBaHUN
(MakcHManbHOE 3HAYEHHE JTOTrO IMOKAa3arellsi Ha OJHOM M3 HAaOOPOB PaBHO
5.38%, a mmaUMansHOEe — 0.04%). TakmM oOpa3oM, 3TOT Ke MOAXOI K
MOATOTOBKE O0YYAIONIMX BBHIOOPOK B3aMMOJEHCTBYIOUIMX YCTPOHCTB MOXKET
OBITh HCIIOAB30BAaH IS OIEHKH obOoOmaromeii crmocoonoctn COB,
moctpoeHHbIX Ha @O, T.e. CIOCOOHOCTH OOHApPYKMBATh HOBBIC BHIBI aTakK,
KOTOPBIX HET B HCXOJHOM OOydYarolieM Ha0ope OTAENBHOrO YYacTHHKA
(kmueHTa) Takoi cucteMbl. OTHAKO B OOIIEM CITydae TOYHOCTh OOHAPYKCHUS
aTaKk 3aBUCHUT OT PENpPE3eHTATUBHOCTH TaKUX aTak B oOydarommx Habopax
JaHHbIX [98].

IIpobnema oOIeHKH 000OINAONIeH CIIOCOOHOCTH AHATUTHYCCKOU
MOJIeNH, 00Y4eHHOM (eiepaTUBHOM peXUMe, IPe/ICTaBIeHa He I0CTaTOYHO
noiHo. Ha pucynke 10 mpexncraBieHo pacmpeseneHne paboT ¢ y4eToMm
BBITTOJTHEHHOM OIIEHKH CIOCOOHOCTU aHATUTHYECKOH MOJIeNH, 00yIeHHOH B
(denepaTUBHOM pEXUME, BBISBIATH HOBBIE THIBI aTaK, KOTOPBIC
OTCYTCTBYIOT B 00y4aroliel BBIOOPKE KIIUCHTA.

Heyrasaro  [—

Yucno pabot
Puc. 10. Jonst paboT, B KOTOPBIX BHIIONHSIACH OLICHKA CIIOCOOHOCTH MOJIEITH,
00y4eHHO# B eepaTHBHOM PeXKUME, K BBISBICHUIO HOBBIX THUIIOB aTaK, KOTOPBIX
HeT B o0y4aromiel BBIOOpKe KJIMEHTa

6.4. MeToabl MAaIIMHHOIO 00y4eHusi, ucnojbzyembix B COB Ha
ocnoBe ®O. B ocHoBHOM 151 0OHapyxeHus atak u anomaymii B COB Ha
ocHoBe DO wucnonb3yroTcsl TIyOOKHE HEHpOHHBIE CETH: IOJHOCBS3HBIE,
CBEPTOYHBIC CETH, PEKYpPPEHTHBIE CETH, a TaKXKe CeTH JOIron
kpatkocpounot  mamsatm  (LSTM-cetm). Meromsl — KIIaCCHYECKOTO
MalIMHHOTO OOYy4YCeHHMs, TakWe KaK JCpPEeBbsI DPEHICHHUH, JOTHCTHYECKas
perpeccusi, METOAbI OMOPHBIX BEKTOPOB NPAKTHYECKH HE HCIIOIB3YIOTCH.
Ortor (akT B mepByr0 odepenp oOBsAcHAETCS TeM, uTto camo PO Obuio
MPeUIOKEHO Uil o0ydeHHs TIITyOOKMX HEHpPOHHBIX ceTed, W (yHKIHN
arperupoBaHusd JIOKaJIbHBIX Moz[eneﬁ B OCHOBHOM pa3pa60TaHL1 JUIA TaKUX
TUNIOB MoOJened aHanmu3a. /[{ng BBIABICHMS AaHOM&JIMH B OCHOBHOM
IIPUMEHSIOTCSI HeHPOHHBIE CETH aBTORHKOEepHI [83, 98].
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[IpennoxxeHsl MHTEpPECHBIC peIIeHHS MO Hcmoib3oBaHuio PO B
codyeTaHWu ¢  TpaHcPepHbIM  OOydeHHEM, T.€.  HCIIOJb30BAHHEM
Ipeno0yIeHHBIX MOJIENIEH. KimroueBoit uneen HCIIOJIb30BaHUS
TpaHcepHOro 0OydeHHs SBIACTCA NMPUMCHEHHE 3HAHUH, MOITYYEHHBIX B
OHOW 00JacTH K HOBOHM IMPEIMETHOW OOJIACTH, IUIS YCKOPEHHs mpoIiecca
oOydeHUsI MOAEIM AaHalN3a, IOBBIICHWS €€ TOYHOCTH W CHIDKCHHSA
BBIYMCIIUTENBHBIX pecypcoB. TpancdepHoe denepatuBHoe oOyueHHE
MO3BOJISIET YCKOPUTH TpOIecC OOydYeHHs JIOKIBHBIX Mojened. OTo
JIOCTHTaeTcs IMyTeM OOydeHHMs WCXOJAHOW MOJAEIM Ha OTKPHITOM Habope
JaHHBbIX, W MHCIIOJIb30BaHHWN €€ B KaudCCTBC HCXOZ[HOﬁ JUI O6y'-IeHI/lﬂ
nokanbHbIX Mozeneit [70, 87]. Hampumep, B [70] ucxomHas cBepTo4YHas
cethb oOyuaercss Ha Habope NSL-KDD [57], 3arem onHa mepenmaeTcs B
KavyecTBe NpemoOydeHHON KIMEHTaM, W BO BpEMs JIOKAJIbHOTO OOydYeHHUS
BBITIOJHACTCS IOJCTPOMKA TOJBKO IOCJIEIHETO IMOJTHOCBA3HOTO CJIOS Ha
npyrom Habope manaEIXx UNSW-NBIS5 [67].

Crenyer TakXe OTMETHTh, YTO IS (OPMHUPOBAHUS TI00ATBHON
MOJIENIA dYallle BCEro HCHOJb3yeTcs anroputm arpermpoBanust FedSGD,
KOTOPBIH TIpeJIoiaraeT arperupoBaHue 1napaMeTpoB JIOKaJIbHOW MOJAENN B
KOHIIE Ka)[[OM 3IO0XHU JIOKalIbHOrO oOy4yenusi, 1 FedAvg, oTmuuaromuiics
T€M, YTO OH TO3BOJIAET 337aTh KOJIUIECTBO 3MOX JOKAIHHOTO O0Y4YEHHs, IO
3aBCPIICHUHN KOTOPBIX BBITIOJIHACTCA BBIYMUCICHUEC MMapaMETPOB riao0anpHOM
mogenu.  Anroputm  FedAvg  sBisieTcss  OCHOBHBIM  CIOCOOOM
dbopmupoBanus mojaenerr anammza B COB Ha ocHoBe @O, MOCKOJNBKY
aBisieTcst 6osiee APPEKTUBHBIM C TOYKH 3PEHUSI CETEBOTO B3aMMOJICHCTBHS
MEXAy KiIMeHTaMu. Mexay Tem mokazaHo, uto M FedSGD, m FedAvg
IUIOXO 00padaThIBAlOT pa3HOPOAHBIE M HEHWAEHTHYHO paclpejiesieHHbIS
JaHHbIe: 3((GEKTHBHOCTD MOJIENIeH aHan3a, MOJYYEeHHBIX C MX MTOMOIIBIO,
3HAYUTEIBHO CHUKAETCS PU 00yYEeHUH Ha TaKUX JaHHBIX [72].

6.5. MeTpuKkH OLECHKHM pPa3paGoTaHHBIX pemeHuil. [{ng oueHku
pa3pabOTaHHBIX PEIICHUI B OCHOBHOM HCIIOJIB3YIOTCSI METPUKH, CBSI3aHHBIC
C OUEHKOH 3(QQEKTUBHOCTH MOJENECH aHamu3a, TaKUe Kak Ol BEPHO
KIacCH()UIMPOBAHHBIX ~ OOBEKTOB, JONSA  JIO)KHO  IOJIOXKUTEIBHBIX
cpabaThIBaHWii, YyBCTBHTEIHHOCTh KiaccudukaTopa U T.10. B psme padot
BBITIOJTHAETCS OLICHKA BPEMEHH OOYYEHHSI MOJENH B IEHTPAIM30BAaHHOM U
(henepaTHBHOM pEKHMeE, U aBTOPBI HCCIICIOBAHUH MTOKA3bIBAIOT, YTO BPEMS
00y4eHust MOJieNH B (elepaTUBHOM PEKHME 3HAUUTEIIbHO CHUXKAETCS, YTO
B YCJIOBHSIX OTpaHMYEHHOCTH 3HepreTmdeckux pecypcoB loT ycrpoiicTs
BBITJISLIUT IOCTATOYHO NpUBIIEKaTenbHO. OHAKO MPAKTHYECKH HU B OJTHOM
paboTe HE YTOUHSIIOTCSI YCJIOBHSI IPOBEJCHUS JaHHOTO JKCIIEPUMEHTa, B
YaCTHOCTH, HE yKa3bIBaeTCsl pa3mep oOydaromieil BEIOOPKH, HUCIIOIb3yeMOi
IOpU HEHTPAIU30BAHHOM OOYYEeHUH, M pa3Mepbl [TaHHBIX, KOTOPBIMU
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BIAJICIOT B3aMMOJICHCTBYIOIINE YYAaCTHUKH NPU (elepaTHBHOM O0ydeHHH;
a Take pexkmMm mnpuMmenenus PO. OueBHIHO, YTO BpeMsl OOYUICHHS
Mozenell aHamM3a 3aBUCHT B TOM 4HCIe W OT pa3Mepa oOydaromien
BBIOOPKH, M €CJIM BBIOOpKA JaHHBIX, HAXOSIIAACA HAa YCTPOWCTBE MHpHU
(denepaTuBHOM O0Oy4YEeHWH, SBISCTCS 4YacThIO HCXOJHOH, TO MOXHO
MIPEATIONOXKNTh, YTO UIUTENBHOCTh OOYYeHHS MpH MPOYHMX PaBHBIX
HACTPOMKax MOXXET OBITh 3HAYMTEIHHO MEHbIIE, a MPHU PaBHBIX pazMepax
oOydJaromux BBIOOPOK MOXET OKaszaThCs Jaxke Ooibplie 3a  CYeT
HEOOXOJMMOCTH CHHXPOHM3ALMU KIMEHTOB U Ilepefadd [JaHHBIX B
npouecce oOyuenusi. [locnenHuil mapaMmeTp CHIBHO 3aBHCHT OT TOTO, B
kakoM pexume pasBepHyTo DPO. OHO MOXKeT ObITH HCIOJIB30BAaHO B
CUMYJISILIMOHHOM HMJIH peajbHOM (enepaTHBHOM pexuMme. B nmepBom ciyuae
BCS CHCTEMa, BKIIOYas B3aMMOJCHCTBYIONINE Y3JIbl, pa3BEpTHIBACTCS Ha
OHOM BBIYHCIIUTEIGHOM Y3JIe, CETEBOE B3aMMOJCHCTBHE HPAKTHUECCKU
OTCYTCTBYET, TAaKOH pPEXHM HCIOJIB3yeTCsl ISl BBIOOpPA M HACTPOUKH
mapameTpoB @O w amamuTHueckoi Momenn. B demepaTmBHOM pexime
y3JIbl Pa3BOPAYMBAIOTCS HA HECKOJBKMX (PU3NYECKHX MM BUPTYaJIbHBIX
y3/1ax, B 9TOM CJIydae MMEEeT MECTO HACTOSIIEe CETEBOE B3aMMOJEICTBHE.
Mexny TeMm, pa3HHIIA B MPOMYCKHOW CHOCOOHOCTH OOy4YeHUs B
(enepaTBHOM U CUMYJISILIHOHHOM PEXHUMax MOXET ObITh 3HAUUTEIbHOU B
3aBUCHMOCTH OT THIA MOJEIM aHaluM3a M HACTPOeK (QYHKIMHU
arperupoBanus [49]. Toapko B He3HAUMTENBHOM YacTH padot [22, 99, 107]
aBTOPHI HccieAyioT apyrue mapameTpel @O, takme kak 3arpyska LIV,
o0beM TmeperaBaeMOro ceTeBoro Tpaduka, o00bEM HCIIOIL3yeMOi
ONEPaTUBHOM MaMsITH, IPU 3TOM B [22] naHHBIE MapaMeTPbl OLIEHUBAIOTCS B
KOHTEKCTE€  INPUMEHEHHWs  TEXHOJIOTMM  OJIOKYelHa, B  YacTHOCTH
HCCIIEAYIOTCS TIapaMeTpbl MEXaHU3Ma KOHCEHCYycCa MpH IreHepaluy HOBOIO
Omoka, a B [107] maHbl TeOpeTHYECKHE OIICHKH OXHIACMOTO CETCBOTO
Tpaduka u 3arpysku LIIY Bo Bpems oOyuenus. Mexay Tem, Ooipmias
4acTh HCCJIENOBATENbCKUX paboT mo3uIuoHupyror PO kak crnocod
noctpoernst COB umenno B cersx loT-ycrpoiicts [22, 83 — 87], koTopbie
MOTYT  XapaKTepH30BaTbCsi OTPAHMUYCHHBIMH  BBIYUCIUTEIBHBIMH U
9HEPreTUYECKIMH PECypcaMy, HHU3KOH IIOJIOCOH MPOIyCKaHHUs KaHasa
CBSI3M, MO3TOMY HCCIIECJOBAaHME TAKUX MApaMETPOB SBILIETCS KPUTHIECKU
BaXHBIM TIpH ompeneneHnn apxutekrypsl COB, mapamerpoB @O, u
HEMOCPEJCTBEHHO MoOJenu aHanu3a. lMccienoBaHue MNEpeYHCICHHBIX
rapamMeTpOB MOKET OBITh BBINOJIIHEHO IpH pa3BepTbiBanuu COB Ha ocHOBe
@O Ha 3KCIEPUMEHTAIBHOM CTEHJIE COCTOSINIEM KaK M3 BUPTYaJIbHBIX, TaK
1 pu3HYECKUX ycTpoHCTB.

6.6. Ucnosb30BaHne NPOrpaMMHBIX CpeAcTB U (peiiMBOpKoOB
A MOCTPOEHMSI IKCMEPUMMEHTAJIBHBIX CTeHA0B. B Oonblueil vactu

Informatics and Automation. 2023. Vol. 22 No. 5. ISSN 2713-3192 (print) 1061
ISSN 2713-3206 (online) www.ia.spcras.ru



NHP®OPMAILIMOHHA S BE3OITACHOCTb

paboT maHHBIE IO Pa3BEPTHIBAHUIO U MCIOIB30BAHUIO IKCIIEPUMEHTATBHBIX
CTEHJIOB OTCYTCTBYIOT. B [68, 76, 90, 94, 106] HCTIONB3YIOTCS
CIIeNMaIM3UpOBaHHbBIe OMOMMOTEeKH 1isi moctpoeHuss PO, B YaCTHOCTH
PySyft, Flower. CormacHo [49], PySyft v0.6 u HmKe He Tonmep>KUBaeTCs
peanmsHBIN (emAepaTHBHBIA pEXHM, a MOCIEIYIONINEe BEPCHH JTaHHOTO
(dperiMBOpKa peann3yloT HECKOJFKO MHYIO KOHIETIIHIO PACIpeNesICHHOTO
o0y4eHusi, B KOTOpOH CYIIHOCTH, UMeromue poib Data Analyst (ananmurnka
JIAaHHBIX), YIQJIEHHO 00y4JaroT MOJIETIb Ha JIaHHBIX, PUHAJIEKAIINX APYTron
cymHocTH — Buazenslly naHHbix (Data owner), Takum oOpazom,
B3aHMO}1€l7[CTBPIe MCKIY HECKOJIbKUMHU CYIIHOCTAMU, BJI1aCIOIIIUMU
JIAaHHBIMH, TIPAKTUYECKH 0TCYTCTBYeT. bubnmoreka Flower noanepxusaer u
CUMYJISILIMOHHBIA M (pelepaTUBHBI pPEXUMBI OOYYeHHs, a TaKKe
MPEJOCTABIICT JOCTaTOYHO IIHPOKUH CHEKTp pPAa3MUYHBIX (YHKIUH
arperupoBaHUs, YTO JEJaeT €€ HCIIOJIB30BaHHE IMPEAMOYTHTEIBHBIM TpU
TECTHPOBAaHUHU MOIXOMOB K OOHAPYXKCHUIO BTOPKCHHH W aHOMAaJHA Ha
ocHoe ©O.

6.7. IlpuBaTHOCTL AaHHBIX U ycToiiuuBocTh COB k arakam Ha
mMenenne pasmerkn. DemeparrmBHOe 0O0ydUeHHE, KaK W KIACCHYECKOE
MaIIMHHOE OOy4eHHe, YSI3BHUMO K POy aTak: COCTSI3aTeNIbHBIM aTakaM,
CBSI3aHHBIM C M3MEHEHHEeM (YHKIIMOHAJIBHOCTH 00y4aeMoil MOJIeIIN aHalIu3a,
M aTakaM Ha JIOTMYECKHI BBIBOJ], LECJIBIO KOTOPBLIX ABJACTCA IMOJYYCHHC
nHdopMauu 00 HCIOJBb3yeMbIX HA0Opax IAaHHBIX W/MJIM WX CBOMCTBaXx.
OIIHaKO B OTJIMYUEC OT HeHTpaJ'[PIBOBaHHOﬁ CXEMBI O6y‘-IeHI/I$[, Koraga BCE
JaHHBIE COOMpPAIOTCS W KOHTPOIHPYIOTCS ONHHM CyOBEKTOM, B Cllydae
(denepaTuBHOTO OOYYCHUS MaHHBIMH M WX KAdeCTBOM VIIPABISIOT HX
BIAJCNbIbI, TAaKHM O00pa30M, pacHIupseTcs IOBEPXHOCTh aTakh, U Y
37I0YMBIIUICHHUKA TIOSIBIIIETCSl OOJbIIe BO3MOXKHOCTEH ISl €e YCIIEITHOTO
nposesieHnsi. C  y4eToM STOTo, BOINPOCHI, CBSI3aHHBIE C  YSI3BUMOCTSIMU
ManHHOTO 00ydeHus, B COB, mocTpoeHHBIX Ha (enepaTHBHOM O00yYeHUH,
pHOOpeTaoT 0CcOoOYI0 aKTyaJlbHOCTh. BMecTe ¢ TeM CHCTeMaTHYeCKHi
aHaNM3 JIUTEpaTypbl TIOKa3aj, YTO JaHHBIH BOMPOC TPAKTUYECKH HE
nccienoBad. Hanbomnee moHOe MccenoBaHre MPEACTaBIeHO B [22], aBTOPHI
W3yYWIN BIMSIHAE HECKOJIBKMX THIOB aTak, B T.4. IMOAMEHY METOK
oOyugaromerr BBIOOpKH ("oTpaBieHHe" NMaHHBIX), M3MEHEHHE TIPAJUCHTOB
JIOKATBHBIX  Mojenel ("oTpaBineHwe" MOAENTM) MW IOKa3zaimd, dYTo 0Oe3
UCTIOJIb30BaHMsl (DYHKIMH arpernpoBaHMsl, YCTOMYMBBIX K HEHIEHTHYHO
pacnpeneieHHbIM JaHHBIM, JOCTaTOYHO OJHOTO aTakKyIoIIEro KIMEHTa B
(eneparyu, 4TOObI HAPYLIIUTH CXOAUMOCTH INI00AILHOM MOJIEIH.

Bormpockl mpuBaTHOCTH HaOOpPOB JAaHHBIX TaKXKe MPAKTHYECKH HE
HCCIICIOBAHEI, B paboTax [68, 78] BHITOJHEHBI OLICHKH BIUSHUS HA TOYHOCTh
rJ00AIBHOM  MOzeNM  MeXaHu3MoB jauddepeHnansHoil  MPUBATHOCTH,
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aBTOPBI IIOKAa3alM, YTO CHIDKCHHE TOYHOCTH TIJI00aNbHOW MOJEIH IIpH
JI00aBIICHNH IIyMa K IpajJieHTaM JOKaJbHON MOJEIN HE 3HAYUTEIHHO, TEM
HE MEeHee He BBIPaOOTaHBI €WHBIE PEKOMEHIALNH 110 BBEIOOPY IapamMeTpoB
nuddepeHInanbHON IPUBATHOCTH, KOTOpass Obl oOecriedywBalia 3aJaHHBIN
YPOBEHb TOYHOCTH TJIOOQJIBHOM MOJEIM aHamW3a MPH JIOMYyCTUMOM
BEPOSITHOCTH KOMIpOMeTarnu obOydaromux Habopos. B [108] mpobiema
KOHOUICHIMAILHOCTH ~ JaHHBIX  pelIaeTcst  MyTeM  NpPHMEHEHHS
romomopdHoro mudpoBanus (cxema Ilelie), SKCHEpUMEHTHI IOKA3bIBAIOT,
4TO B 3TOM Cjyyae HE MPOUCXOAUT MOTEPH TOUYHOCTH IIIOOAIBHOI MOJeIH,
OJIHAKO aBTOPHl HE YKa3blBAIOT BIMSHME IIU(POBaHMS Ha BpeMs ee
¢dopmupoBanus. Bmecte ¢ TeM B [16] SKCIEpUMEHTABHO IMOKA3aHO, YTO
BpeMst 00y4YeHUs 1 00BEM CETEeBOro TpaduKa CHILHO 3aBHCSAT OT NPOTOKOJIA
mmpoBaHUs, CETCeBON TpadWK MpHU OOYUCHHWH TOJHOCBS3HOW HEHPOHHOU
cetr Ha Habope maHHBIX, cocTosmeM u3 10000 cTpoK-BEKTOPOB, H pazMepe
Oarua, papHoro 100, MmoxxeT nocturats ot 1.78 I'b 1o 36 I'b.

7. BbIBOABI: TNpeUMYIeCTBA MCNOJIb30BAHUS H  OTKPBIThIE
3agaun. [IpoBeneHHBIC WCCIEIOBaHMS TOKa3ad, 4YTO (enepaTuBHOE
o0ydeHHe MOXET OBITh YCIENIHO HCIIOIb30BAHO JUIS IIOCTPOCHUS
pacrpeieeHHbIX CUCTEM OOHApYKEHHs BTOPXKEHHH, KOTOpble 00JalatoT
HECKOJIbKUMHM BQ)XHBIMH CBOWCTBaMH. BoO-IIepBBIX, Takue CUCTEMbI
MO3BOJISIIOT 00padaThIBaTh TaHHBIE C OPAHUYEHHBIM JIOCTYIIOM, HAIpUMep,
NepCcoHaJbHbIC JaHHbIE W/WIM KOH(QUWAEHIUANbHbIE AaHHble. K Takum
JIAaHHBIM TaK)Ke OTHOCSTCS JaHHBIC OT KPUTHUECKHX HHPPACTPYKTYP, B T. 4.
ceTeBol TpaK M TaHHBIE OT TEXHOJOTHUECKHX IPOLECCOB, M NPUMEHEHNE
®O mno3BONSET HACTpaMBaTb MOJAEIM OOHAPY)XEHHS BTOPXKCHHH U
aHoMaiMi  Ha  TakuX  Habopax ~ 0e3  KOMIpOMeTaluu  HX
KOH(MACHIIMAIBHOCTH, CTUMYJIUPYS TEM CaMbIM B3aUMOJEHCTBUS MEXIY
Pa3IMYHBIMM OpPraHu3alHsAIMH 1 KuOeppusndeckumu oobekramu. OcoOeHHO
HNEepCHEeKTUBHBIM BHIATCA pelieHus no noctpoeHuto COB, coderaromue
DO ¢ metogamu TpaHcPepHOTO OOyUEHHUS.

Bo-BTOpBIX, MOJENH BBISBICHHUS aHOMAJIHN W/WIN aTak, 00ydCHHBIC
B (enepaTHBHOM pEXHUME Ha HECKOJbKHX HaOopax [aHHBIX, KOTOpBIE
COJCp)KaT pa3HbIC THIBI aTak, o0mafaloT Oojee BBICOKHMM YPOBHEM
JIETEKTUPOBAHNSI paHee HEM3BECTHBIX aTakK IO CPAaBHEHUIO C MOJCISIMH,
00ydJeHHBIMH Ha OJHOM HabOpe MaHHBIX. Takum 00pa3oM, TaKue MOJIENn
obnazaroT OoJiee BEICOKOIT 0600mIatoeii crnocoOHOCTHI0, (OPMUpPYEMOH 3a
CYET pacHIMpeHHs 00ydaromeil BHIOOPKH.

B-TpeTpux, BO3MOXHOCTh HOCTpOeHHMs AeueHTpanuzoBanHoi COB
Ha ocHoBe DO  mO3BONSET  peUmIMTh  NPOOJEMY — HapyLICHHUS
paboTOCHOCOOHOCTH EHTPAIBHOTO  Y3i1a, YIPABISIOMIET0 MPOLECCOM
OOHApY)XCHUSI BTOPXKCHHS W/WIM aHOMAalHW{, BKJIOYas MepeoOydcHue
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COOTBETCTBYIOIIIUX Mofelel aHamm3a. JlaHHas mpoOiemMa HM3BECTHA Kak
eanHas TOYKa OoTKaza (single point of failure), mis xoTopod XxapakTepHO
HaJIMYAE OJHOTO KPHUTHYECKOTO KOMIIOHEHTA, BBIXOA M3 CTPOS KOTOPOTO
MIPUBOJNT K HAPYIICHUIO (QYHKIIMOHUPOBAHMS BCEH cHCTeMBI. B ciydae ke
@O, cnocoOHOCTH CHCTEMBI K OOHapYKCHHIO BTOPKEHHHA COXpaHSIOTCS,
OHH JIMIIh OTPAaHMYCHB BO3MOXHOCTSMH JIOKANBHBIX MOJZEJNeH aHamm3a.
OCHOBHOW OTKpPBITOH TPOOJEMOM SIBISIETCS. OTCYTCTBHE IOJXOJOB K
noctpoennto PO, 1o3BoAOMMX (PGEKTUBHO BBHINOJIHATE O0ydeHHE Ha
BEPTHKAJIbHO pPACHpENENICHHBIX JaHHBIX. TakoW THN paclpeeleHus
JIAaHHBIX XapakTepeH Uil KHOep(PU3MYECKUX CHCTEM, B KOTOPBIX OOBEKTHI
NPE/ICTAaBICHBl HEOJHOPOIHBIMH Ha0OpaMH JaTYMKOB, U COOTBETCTBEHHO,
UX TIOBEJICHHE OIMCBHIBACTCS! passiMuHbIMKM aTpuOyTamu. [IpencraBieHHbIE
pemeHus 1O OOHApYXKCHHIO BTOpKeHHH Ha ocHoBe PO mpemmoxeHbI
TOJIBKO U TOPU30HTAJIBHO Pa3[elICHHBIX JNaHHBIX, 2 IMEHHO JJII aHAIIN3a
CETeBBIX [JAaHHBIX; COOTBETCTBEHHO, 3a/Jada BBIABICHUSA aHOMAIHH B
TEXHOJIOTHYECKHX TIpoLeccax MeToAaaMu (eraepaTHBHOTO  OOydCHHUS
OCTaeTCst HepeIICHHOM.

Taroke ciegyer OTMETHTh, 9YTO B OOJBIIMHCTBE paboT i
(dhopmupoBaHus 00MLICH TT00ATHHON aHATUTHISCKOW MOJCIH HCIOIb3YHOTCS
JIBa KJIACCHYECKHX TOJXO0Ja K arperHpoOBaHMIO JOKAJIBHBIX MOAENEH — 3TO
anropurmbl FedSGD u FedAvg. Bmecte ¢ Tem B [22, 72] ObUIO TIOKa3aHO, 4TO
pasHble aNTOPHUTMBI arperHpOBAaHUSI MOTYT OKa3bIBaTh 3HAUUTEIHHOE
BIUSHHE Ha OO0OOMIAIONIYI0 CMOCOOHOCTh TIOOANBHBIX AHAJTMTHICCKUX
Mopenei. Takum 00pa3oM, CICHApUH dKCIepUMEHTANEHOH oreHkn @O st
noctpoeHrss COB IODKHBI TakKe BKITFOYATh aHAIN3 Pa3IMYHBIX aJlTOPHTMOB
arperupoBaHus, B T. 4. T€X, KOTOPBIC JOKA3yeMO YCTOWYHBEI K HEHIICHTUIHO
pacnpeneneHHbIM TaHHBIM, Harpumep, Fed+ u FEDMO [111].

W3 Bcero BBIIIECKA3aHHOTO MOHO CAENIaTh BBIBOJ, YTO CYLIECTBYET
Ha3peBIIas HEOOXOAUMOCTh B CO3MaHUU W CTAHAAPTHU3ALUU METOJOJIOTHU
onedkn COB, mocTpoeHHBIX Ha OCHOBe NMpUHOUIOB PO, KoTOpas OyneT
ompeneniaTh TpeOoBaHMS KaK K HaboOpaM NaHHBIX Ui TECTHPOBAaHUS, MX
pacrpeneneHMI0 (B TOM  YHCIIE OKCHCPUMEHTHI C  HEHICHTHYHO
pacripesieleHHBIMH JaHHBIMHA), OIICHUBAEMBIM METPHKAM, TaK W YIUTHIBATH
xapakTepucTuku aHanmmsupyemoi COB, Bxio9as pa3iuyHBIE aJTOPUTMBI
arperupoBaHUs, APXUTEKTYPY W YCTOHYMBOCTH K Pa3sHOTO poja aTakam, W
XapaKTePUCTHKH CPEJIbl MPOBEJCHUS IKCIIEPUMEHTOB. TakKe 0CTaeTCs Psil
OTKPBITBIX TPOOIEeM, OOJBIICH YacThIO CBA3aHHBIX C MPAKTHYCCKUMU
aciektamMu npuMmeHeHuss @©O, B YACTHOCTH, OCTAIOTCS OTKPBITHBIMU
BOIIPOCHI, CBSI3aHHBIC C ONpeNeNICHHEM TPeOOBAHUI K BBIYHCIUTEIBHBIM
pecypcaM, MpOIMYyCKHOH CHOCOOHOCTH KaHalla CBS3H, YTO OCOOCHHO Ba)KHO
JUIsl CUCTEM, IOCTPOEHHBIX Ha OCHOBE TexHoJiornu HWHrepHera Bemeid.
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DakTH4ecKH, TEKyIUHA MOAXON K aHam3y mnpuMeHumMoctdn PO k
00HAPYKEHHIO aHOMAJIMH M BTOPXKEGHUH 3aKII0YAaeTCsl B HCIOIb30BaHHU
COBPEMEHHOTO M aKTyaJIbHOTO Habopa NaHHBIX W MOJEIMPOBAHHIO €r0
pacnpesiesnieHnsl M0 MHOXKECTBY B3aMMOEHCTBYIOIIMX KIMEHTOB. B Takmx
JKCIIEPUMEHTaX B OCHOBHOM HCCIEAYIOTCS pa3lIMdHbIE CLEHAPHU
pacmpeneneHus NaHHBIX, W OLEHWBACTCA MX BIMSIHHE HA TOYHOCTh
oOHapyXeHHs aHOMaJlMii M aTak. BMmecTe ¢ TeM BKCIIEpUMEHTBHI JTOJDKHBI
BKJIIOYATh TaKKe OINUCAaHMA TOHOJOTMM ceTH, apxurektypy COB,
XapaKTepUCTUKHU BBIYUCIUTENBHBIX Y3JI0B. OTO TO3BOJUT HOIYYHUTh
peaJMCTHYHbIE OLEHKM 110  BBIYUCIHMTENBHOH  3(QeKkTuBHOCTH W
JUTUTEIEHOCTH OOYYeHHMs MOJenu B (ellepaTHBHOM pexuMe. PerieHnem
JIaHHOU mpoOsieMbl siBisieTcss pasBepThiBanne COB nHa ocHoBe PO Ha
9KCIIEPUMEHTAIbHOM CTEHJE, COYETAIOIEM KaK BHUPTyaslbHBIE, TaK U
¢msnyeckne ycrpoiictBa. IlpumepoM Takoro creHZa MOXET CIYXXKHTb
MIPOrpaMMHO-aNNapaTHbI KOMIUIEKC, OIIMCAHHBIHN B [68].

B 3akmodeHne Takxke CTOMT OTMETHTh, YTO B HACTOSIINH MOMEHT
OOJIBIIMHCTBO HCCIeoBaHNH B 0Omacti npuMeHeHnss @O 1 mocTpoeHus
COB cdokycupoBaHo Ha 3amade OOHApPYKCHHS BTOPKCHHH U
KiIaccu(UKauy aTak. 3ajgada, CBA3aHHAs C pa3pabOTKOM TEeXHOJIOrMH
IIpUMEHEeHNUs KOHTpMep Ha ocHOBe PO, MpakTHUECKU HE INpe/CTaBlieHa B
Hay4qHOH nuTepaTtype. Bmecte ¢ Tem, mpumenerne @O MOXKeT 3HAUUTEIBHO
MOBBICUTh 3 (GEKTHBHOCTh IOACUCTEM NPEIOTBPAILICHUS BTOPKEHHH,
OCOOCHHO  Pa3BepHYTHIX B  MPOTPAMMHO-ONPENENIEMBIX CETAX U
peaTM3YIONINX TEXHOJIOTUH CAMOBOCCTAHOBIICHHSI M CAMO3AIIUTEL.
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ANALYTICAL REVIEW OF INTELLIGENT INTRUSION
DETECTION SYSTEMS BASED ON FEDERATED LEARNING:
ADVANTAGES AND OPEN CHALLENGES

Novikova E., Fedorchenko E., Kotenko I, Kholod I. Analytical Review of Intelligent
Intrusion Detection Systems Based on Federated Learning: Advantages and Open
Challenges.

Abstract. To provide an accurate and timely response to different types of attacks,
intrusion detection systems collect and analyze a large amount of data, which may include
information with limited access, such as personal data or trade secrets. Consequently, such
systems can be seen as an additional source of risks associated with handling sensitive
information and breaching its security. Applying the federated learning paradigm to build
analytical models for attack and anomaly detection can significantly reduce such risks because
locally generated data is not transmitted to any third party, and model training is done locally -
on the data sources. Using federated training for intrusion detection solves the problem of
training on data that belongs to different organizations, and which, due to the need to protect
commercial or other secrets, cannot be placed in the public domain. Thus, this approach also
allows us to expand and diversify the set of data on which machine learning models are trained,
thereby increasing the level of detectability of heterogeneous attacks. Due to the fact that this
approach can overcome the aforementioned problems, it is actively used to design new
approaches for intrusion and anomaly detection. The authors systematically explore existing
solutions for intrusion and anomaly detection based on federated learning, study their
advantages, and formulate open challenges associated with its application in practice.
Particular attention is paid to the architecture of the proposed systems, the intrusion detection
methods and models used, and approaches for modeling interactions between multiple system
users and distributing data among them are discussed. The authors conclude by formulating
open problems that need to be solved in order to apply federated learning-based intrusion
detection systems in practice.

Keywords: intrusion detection, anomalies, federated learning, analysis models, data
partition.
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Abstract. Recently, different attempts have been made to characterize information
security threats, particularly in the industrial sector. Yet, there have been a number of
mysterious threats that could jeopardize the safety of food processing industry data,
information, and resources. This research paper aims to increase the efficiency of information
security risk analysis in food processing industrial information systems, and the participants in
this study were experts in executive management, regular staff, technical and asset operators,
third-party consultancy companies, and risk management professionals from the food
processing sector in Sub-Saharan Africa. A questionnaire and interview with a variety of
questions using qualitative and quantitative risk analysis approaches were used to gather the
risk identifications, and the fuzzy inference system method was also applied to analyze the risk
factor in this paper. The findings revealed that among information security concerns, electronic
data in a data theft threat has a high-risk outcome of 75.67%, and human resource management
(HRM) in a social engineering threat has a low-risk impact of 26.67%. Thus, the high-
probability risk factors need quick action, and the risk components with a high probability call
for rapid corrective action. Finally, the root causes of such threats should be identified and
controlled before experiencing detrimental effects. It's also important to note that primary
interests and worldwide policies must be taken into consideration while examining information
security in food processing industrial information systems.

Keywords: food processing industry, information security, risk identification, risk
analysis, fuzzy inference system, ISO 27005.

1. Introduction. In order to address the problems with nutrition and
food security in sub-Saharan Africa, food processing might be extremely
important. In actuality, the robustness of the food processing sector directly
affects the creation of an abundance of high-quality, wholesome, and secure
meals that are accessible to customers and reasonably priced. Processing
food is essential to preventing losses after harvest and maximizing harvest
usage, especially during drought and seasons of low production, and plays a
crucial role in providing income for farmers [1].

In any industry, information is one of the most valuable assets and
resources, but it’s also the most fragile element, particularly in the food
processing industry. It is a value, and every food processing sector has
understood that information security threats can negatively affect firm process
stability and public image, as well as financial loss, environmental impact,
and client and partner satisfaction. Thus, information security applies to the
protection of data and information, information systems, and their essential
components from unauthorized access, use, exposure, and modification in
order to ensure confidentiality, integrity, and availability [2].
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In the past, all industries used to be built on mechanical devices and
closed systems [3], which meant that most industrial systems were not
connected to each other or to public networks such as the Internet. During
the risk analysis of these industries, the security-related risks posed by
accidental component failures and human errors must be considered. Yet,
the scenario is somewhat different now; shifting away from analog or
traditional equipment and toward technology offers many advantages in
terms of production, but it also has a number of disadvantages [4]. As a
result, the most popular sectors are subject to a variety of internal and
external security threats, including human, environmental, physical, and
natural risks, all of which can have disastrous consequences.

This argument demonstrates that industries are confronting a larger
security flaw, an increase in the number and effectiveness of assault
scenarios, and increased network complexity [5]. As a result, all industries
are confronted with a number of Internet-related concerns, including
security risks, intellectual property violations, and personal data privacy. As
a result, understanding information security threats in companies is critical
in order to prevent future harm.

In reality, in this food processing business, information security risk
management is the most important way to reduce losses or damages caused
by a variety of security risks. By employing a risk management approach
and assuring stakeholders that risks are effectively handled, information
security management systems (ISMS) secure the confidentiality, integrity,
and availability of information [6].

Therefore, information security risk management aims to protect the
security of systems that identify, analyze, and evaluate industrial data, and
in order to manage risks, a strategy for assessing the level of risks and
identifying potential dangers should exist [7]. Based on ISO 27005, risk
analysis is the first step in the risk management process. Evaluating
information security risks entails detecting threats and vulnerabilities,
calculating the likelihood and impact of known threats, and finally
prioritizing the risks to determine the appropriate amount of training and
controls needed for effective mitigation [8].

The purpose of this paper is to analyze information security risk in
the Sub-Saharan Africa food processing industry information system, and in
this study, the authors proposed fuzzy inference system (FIS) methods
based on ISO 27005 standards. Inaccuracy and uncertainty in the real world
and human thought are modeled by a mathematical technique called fuzzy
logic. This essay will demonstrate how fuzzy logic may be used to evaluate
risk [9]. In this paper, the authors studied five critical food processing
industry assets. Therefore, the five critical assets are briefly characterized
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here, such as electronic data, physical hardware, software revenue
management systems, food processing industry reputation, or intangible
assets, and human resource management (HRM) or employers.

Finally, this paper covers the above-mentioned food industrial assets,
the mathematical foundations of fuzzy logic, as well as membership
functions, fuzzy sets, and logic rules. Fuzzy expert systems turn input
numbers into linguistic values, which are adjusted by if-then rules provided
by a human expert. The concept of a fuzzy expert system is explored in
detail, along with its rule base and set membership functions.

2. Literature review. Over the years, many studies have been
conducted on the topic of information security risk analysis, with various
techniques and objectives, but with the fundamental purpose of providing
some kind of information about the dangers that could harm an industrial
organization's assets. In order to unravel the problem of information
security risk analysis, various software packages have been developed based
on the developed methods.

There are over 30 methodologies and frameworks that can be used for
security risk analysis and assessment. During the risk identification process,
potential events are identified based on their positive or negative impact on
the main mission goals [10]. Also, the main purpose of the risk analysis is to
evaluate the identified risks based on the frequency of their occurrence and
their perceived consequences for the mission goals. As a result, one of the
most practical methods in this context is to use experts' opinions to identify
the rate and potential consequences of risks; thus, after fully recognizing the
risks, it is possible to improve opportunities and reduce threats posed by
industry risks by implementing risk response strategies [11].

The scenario in information security can be defined as a combination
of assets, vulnerability, threat, controls, and consequences [12]. With strong
information security, the food processing industry decreases its risk of both
inside and outside assaults on information technology systems. They also
keep sensitive data safe, protect systems from cyberattacks, provide
continuity for the company, and provide peace of mind to everyone in the
organization by keeping confidential information safe from security threats.

The risk analysis for seeking goals is very useful due to the
definition and nature of risks, and the risk analysis that focuses on
examining the effects of risks on industry goals can play a vital role in
information security risk management. This, along with risk analysis, is a
great help in developing response strategies and reducing unexpected
consequences [13]. Accordingly, two general approaches to information
security industry risk analysis can be derived by reviewing the existing
literature on risk analysis: qualitative and quantitative risk analysis.
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To perform a comprehensive assessment of risk in industrial
information systems, both quantitative and qualitative methods should be
employed. Knowledge of methodology in this area is the prerequisite for
accurate risk evaluation, i.e., the combined use of quantitative and
qualitative methods ensures more accurate risk estimation[14]. The
qualitative method is influenced by subjective judgments and provides poor
results for assessing risks because risk analysts mostly depend on their
judgments based on their previous knowledge and experiences.

For this purpose and to overcome the inherent limitations in the
qualitative approaches to risk analysis, quantitative approaches have been
developed, as have various mathematical approaches, for example, fuzzy
logic. This method is an advanced model in the information security risk
analysis of industrial information systems. Thus, fuzzy logic tools allow us
to assess the level of risk using quantitative and qualitative indicators and
expert knowledge, whose values are constantly changing over time and
which take into consideration the nonlinearity of process growth
probabilities and dependability [15].

Fuzzy logic is a type of many-valued logic that deals with
approximate reasoning rather than fixed and accurate reasoning, and it is a
useful approach to plotting an input space to an output space [16]. It is a
type of logic utilized in some expert systems and other artificial intelligence
applications in which variables' degrees of truthfulness are represented by a
range of values ranging from 0 (false) to 1 (true)[17]. In this way, the
membership function of an event on those sets represents the degree to
which it belongs to the sets of outcomes and considers a method based on a
fuzzy risk matrix that allows expert knowledge to be recorded in an
intelligible manner, [18] proves that the fuzzy risk matrix is compatible with
the Mamdani fuzzy inference system.

The most important element of risk analysis in the food industry
based on fuzzy logic is that the entire process leads to the development of a
control system capable of effectively reducing risk. Because of the exact
output of analysis and consideration of countermeasures, it can repeat risk
analysis on a regular basis with valuable output[19]. Furthermore, it
reduced subjectivity to an appropriate standard by using fuzzy logic and
methods based on fuzzy logic because of quantitative input data, so
subjectivity was moved to the process of creating relations and
dependencies between input data and risk assessment, where it could be
better controlled [20]. A fuzzy inference engine, a set of fuzzy membership
functions, and a set of fuzzy rules are the key elements of a fuzzy expert
system. They’re used in a variety of fields, including data analysis, financial
systems, pattern recognition, and linear and nonlinear control [21].
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Finally, the fuzzy logic approach has been recommended as the
appropriate tool to improve food industrial processing information security
and may help analyze complex conditions. Thus, the main purpose of this
paper is to evaluate risk values in a more reliable, flexible, and objective
manner by using this proposed method and prioritizing the level of risk value.

3. Material and Methods. This methodology research was based on
ISO 27005, and was completed in 2022. The participants in this study were
experts and staff from different sections of the food processing industry in
the Sub-Saharan Africa information system (N = 145). The participants
were executive management, regular staff, technical and asset operators,
and third-party consulting companies.

Participants were asked to evaluate five different information assets
based on a scale of ten points (one, two, .... and ten) to estimate the
likelihood and severity of the threat and group them into a three-point Likert
scale (low, medium, and high) as shown in Table 1. The collected data was
analyzed to calculate the likelihood of related threats and their severity.
Some specialists in the field of food processing industry information
systems confirmed the reliability of the questionnaires. For each question
and its corresponding criticality, the average scores were calculated based
on the answers of the participants. Finally, all of these average values were
used in the FIS model to calculate the final risk values.

Table 1. Likert-scale questionnaires
Likelihood and severity of data collection
Low Medium High
1 [ 2 | 3 4 | 5 | 6 | 7 8 [ 9 | 10

These questionnaires and interviews had three parts, such as:

—  Personal information: this is very basic personal information
about the participant in the food processing industry;

—  The characteristics of systems and the state of information
security in the food processing industry’s information system (context);

—  Risk identification: this part included natural disasters, human
threats, and physical and environmental threats.

Based on ISO 27005, the information security risk analysis techniques
provide a number of ways. Therefore, it has indicated the following processes.

3.1. Risk Identification Process. The process of recording any
hazards that could prevent an organization or program from achieving its
goal is known as risk identification. It is the first phase in the risk
assessment process, which is used to find, allocate, and describe the types of
risks. Therefore, the main goal of risk identification is to determine what,
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where, when, why, and how something can impact a company's capacity to
operate. All aspects of the risk assessment process are included asset
identification and its values, impact level, and threat frequency. This
involves eight steps. These steps are:

Step 1. Identify assets and their values. Identifying and valuing
food processing industrial assets is a crucial step in determining the
appropriate level of protection in the food processing industry. Therefore,
an asset’s value to any industry, especially the food processing sector,
can be quantifiable based on expense, sensitivity, mission criticality,
and/or a combination of these factors. In this study, the values of assets
were evaluated by executive managers, technical asset operators, and risk
management experts in the food processing industry.

Step 2. Threat identification and analysis. A threat is someone,
something, an event, or a thought that causes or poses a risk to an asset. By
exploiting vulnerabilities or a state of weakness, threats can compromise the
confidentiality, integrity, and availability (CIA) of food processing industry
assets. Thus, threat analysis is the act of investigating threat detection
sources and comparing them to an information system's flaws.

The study's purpose is to identify the threats that could jeopardize
an information system in the food processing industry, as the authors
noted in the above top five assets in industry information system.

Step 3: Identify the vulnerability and its level. Vulnerability is
described as a lack of security in a security system. Threats can take
advantage of a vulnerable position because it provides or creates an
opportunity for them to do so. The interrelationships between threats and
vulnerabilities are examined to determine a likelihood level.

The level of susceptibility is visibly lowered as a high
countermeasure is implemented in any manufacturing facility. In this study,
just like asset value, the level of vulnerability and threat were evaluated by
experts and participants in the food processing industry in Sub-Saharan
Africa’s information systems.

Step 4. Likelihood. When assessing the likelihood, it needs to be
considered how often a specific threat might occur and how easily related
vulnerabilities can be exploited. This information can be collected from the
food processing industry information system in sub-Saharan Africa through
questionnaires and interviews.

The possibility of each situation and its impact occurring must be
determined after the incidents have been identified. This can be done using
qualitative or quantitative analysis methodologies. The frequency of the
threats and the ease with which the vulnerabilities might be exploited
should be described.
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Step 5. Impact. A degree of loss and harm resulting from some
failure might be referred to as event repercussions or impact. Each systemic
failure has certain knock-on effects. A failure may result in economic loss,
environmental harm, personal injury, or death, among other conceivable
outcomes. For various outcome types of facility risk analysis, repercussions
need to be quantified using relative or absolute measures.

3.2. FIS process steps. The technique of mapping from a given input
set to an output set using fuzzy logic is known as a fuzzy inference system.
In our risk assessment model, the Mamdani Fuzzy Inference System (FIS)
was employed for fuzzification, rule evaluation, and defuzzification
according to Figure 1.

Fuzzy Inference System (FIS)
Likelihood

[T —— " Rule l  Crisp
Fuzzificat }_. ) —-D fuzzification
Severity Input. uzzification Evaluation | ez ° ‘0 tput

The inputs are crisp
(non-fuzzy)
numbers

All rules are The results of The results is 3

eviltlxli{l-e:siig the rules are crisp (non-fuzzy)
Fa C X ngin combined 3nd numbers
uzzy reasoning defuzzified

Fig. 1. Risk analysis process based on a fuzzy inference system

Step 6. Fuzzification. The first step is to use membership functions
(MF) to assess the inputs' degree of membership in each of the relevant
fuzzy sets (fuzzification). In this case, we used MATLAB software to solve
all the equations. The fuzzy membership function is a graphical
representation of the degree of membership of any value in a particular
fuzzy collection. The X-axis of the graph indicates the universe of
discourse, while the Y-axis reflects the degree of membership in the range
[0, 1]. In this paper, we used Trapezoidal MF (TMF) in likelihood and
Gaussian MF (GMF) in severity. TMF has four parameters: “a, b, ¢, and d”.
The Range ‘b’ to ‘c’ represents the element's maximum membership value.
And if x is between (a, b) or (c, d), its membership value will be between 0
and 1. A GMF is defined by two parameters, ‘a’ and ‘b’, and can be written
as follows: The mean / center of the Gaussian curve is represented by ‘a’ in
this function, while the dispersion of the curve is represented by ‘b’.
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According to steps 4 and 5, likelihood and impact (severity) are used
as crisp inputs to start a FIS process, and the interval range for both
indicators is from 0 to 10, as shown in Figure 2.

Fuzzification
Likelihood (Input= 7 Severity (Input= 4.9)
Low Medium High Low Medium High
1

08

056

o} 0.55 0.45 O
04
" k
o Py - e, =
[+] 1 2 3 4 5 ] 7 8 e 10 0 1 2 3 4 5 & 7 8 e 10
Trapezoidal MF Gaussiah MF

Fig. 2. Fuzzification methods

Step 7. Rule evaluation. Subsequently defining fuzzy membership
functions, in this paper, nine fuzzy rules were constructed for the fuzzy
inference system (FIS).

Syntax. Based on the Mamdani fuzzy inference system: If (Input 1 is
membership function 1) and/or (Input 2 is membership function; 2) then
(Output is output membership function). The number of terms used to
assess risk variables is assumed to be three, namely "high", "medium", and
"low" as noted in Table 2.

Table 2. Risk matrix based the above rules

Severity
Likelihood Low Medium High
Low Low Low Medium
Medium Low Medium High
High Medium High High

Step 7.1. Apply fuzzy operators. After fuzzifying the inputs, you
know how well every part of the antecedent fulfills the requirements for
each rule. If a rule's antecedent consists of a number of parts, the fuzzy
operator is used to generate one number which symbolizes the outcome of
the rule's antecedent. This value is subsequently passed on to the output
function. The fuzzy operator takes multiple membership values from
fuzzified input variables as input. The output consists of a single truth value.
In this case, the authors apply the AND operator, as shown below.
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Based on Table 2, the authors constructed nine fuzzy rules using the
fuzzy operator process.

Rule 1: If likelihood is high and severity is medium then risk value
is high,;

Rule 2: If likelihood is medium and severity is medium then risk
value is medium;

Rule 3: If likelihood is high and severity is low then risk value
is medium,

Rule 4: If likelihood is medium and severity is low then risk value
is low.

Based on Table 2 and Figure 2 membership function, the rules were
evaluated in the following process:

Rule 1: Risk value is high: p(x;) = min (0.45, 0.99) = 0.45;
Rule 2: Risk value is medium: p(x2) = min (0.55, 0.99) = 0.55;
Rule 3: Risk value is medium: p(x3) = min (0.45, 0.01) = 0.01;
Rule 4: Risk value is low: K(x4) = min (0.55, 0.01) = 0.01;

N.B. All other rules have zero true values. As a result, there is no need to be
concerned with them during the composition sub-process.

Step 7.2. Apply Implication Method. You must first establish the
rule weight before using the implication approach. Every rule has a weight
(a value between 0 and 1) that is applied to the antecedent's number. This
weight is often 1 and hence has no effect on the implication process.
However, you can reduce the impact of one rule compared to the others by
changing its weight value from 1 to something else.

The implication approach is used when suitable weighting has been
applied to each rule. A consequent is a fuzzy set symbolized by a membership
function that properly values the linguistic characteristics assigned to it. The
antecedent's function (a single number) is used to alter the consequent. The
implication procedure takes a single number from the antecedent and outputs a
fuzzy set. The implication is used for each rule, as shown in Figure 3.

Antecedent Consequent
Fuzzy Input Apply Operator Apply Implecation Operator
High
Medmum
Low
If likelihood is fiiglt and severity is low then risk value is medium Result of Implication

Fig. 3. Implication method
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Step 7.3. Aggregate all outputs. The aggregation will be done
according to the fuzzy criteria for each risk. The aggregation method seeks
to combine all previously scaled and grouped rule consequent MF into a
single fuzzy set.

The results of the two rules are alike (as it is for this example:
medium), the degree of membership: Based on step 7.2, to be selected OR
operator to choice one:

Risk value is medium = max (Ju(x;), u(x3)) =Max (0.55; 0.01) = 0.55.

Using the above results:

Risk value is high: = 0.45;

Risk value is medium = 0.55;

Risk value is low: =0.01.

Step 8. Defuzzification. It is the final step in the fuzzy rule inference
model and is used to resolve a crisp value from the results of the FIS
process. There are a number of methods available for Defuzzification, for
example, max membership principle, centroid method, weighted average
method, mean max membership, center of sums, center of largest area, and
first or last of maxima. The centroid computation is one of the most used
Defuzzification methods. In this case, the authors applied the centroid or
center of gravity (COG) technique to evaluate the risk value, as shown in
Figure 4.

He

Defuzzification Using CoG Method If AC is defined with discrete MF,

. i1 Me (). x;
i=1 Me(x;)

Deruuiﬁca{iun Process

] Low Medium Higl'l
o8
06
04 T
02 Final Risk Value
5 L —
(o) 16.67 50 8333 100 O

Fig. 4. Defuzzification methods using center of gravity

4. Result and Discussion. This part uses a variety of statistical
approaches to evaluate the quantitative data and provide the results of the
data analysis in order to test the research hypotheses generated for the
current study in the Sub-Saharan Africa food processing industry
information system. The response rate of participants is noted in Table 3.

1092 Wndopmaruka u apromarusanus. 2023. Tom 22 Ne 5. ISSN 2713-3192 (ueu.)
ISSN 2713-3206 (onmaiin) www.ia.spcras.ru



INFORMATION SECURITY

Table 3. Response rate of participant in this study

Questionnaire Number Percentage
Distributed 165 100 %
Received 150 90.90%
practical 145 96.67%
Impractical 5 3.33%

Based on Table 3, considering the chosen strategy of handing out
the questionnaires to specific individuals one at a time, and 165 were
distributed. As a consequence, 145 of the 150 questionnaires received were
complete and functional, yielding a response rate of 96.67%, which is
regarded as excellent in research using a survey method and is displayed in
Table 3. However, 15 employees failed to submit their surveys, and the
remaining five — representing 3.33% of the impractical forms — were
incomplete and contained inconsistent answers.

In this study, the distribution of participants in Sub-Saharan Africa’s
food processing industry is shown in Table 4.

Table 4. Distribution of participant in this study

Sex Men Female
N =122, 84.14% N=23, 15.86%
Average 3433+ 6.79
Age
Managemgnt and| Technical and Third-party
. Executive Regular Staff consultancy
Position Asset operators .
Management companies
N=21, 14.48% | N=48,33.10% | N=67,46.21% | N=9,6.21%
Work of =<2 years >2&<5 >5& <10 >10 years
experience | N=18,12.41% | N=48,33.10% | N=67,46.21% | N=12, 8.28%
. Vocational and
Education Ph.D. MSc BSc/Diploma —<High school
N=7,4.83%, | N=15,10.34% | N=50,34.48% [N=73,50.34%

Based on Table 4, the majority of respondents had between five and
ten years of work experience, which may imply a fair amount of knowledge
of the physical security system. The majority of respondents, however, had
only completed high school and a vocational program, making up 50.34%
of the total and demonstrating a high level of knowledge. A bachelor's
degree (BSc) and diploma are the next most common levels of education,
coming in at 34.48%, and the Ph.D. level is the least common, at 4.83%.
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Additionally, job position data show that workers at the technical
and asset operator's personnel level were the most prevalent, totaling
46.21%, followed by "regular staff" at 33.10%, and third-party consultant
organizations, the lowest, represented by 6.21% of the total respondents.

According to the risk identification process, the identification of
threats for each asset is listed in Table 5.

Table 5. Asset, threat, and vulnerability outcome in this study

Threat -
Asset Name Code Threat Vulnerability
T1 |SQL injection Outdated DBMS
; Breaching legal
Electronic Data (ED) | T2 |Data theft !
requirements
T3 | User error Negligence
T4 |Power interruptions Inability to operate without
power supply
Vulnerability of Processor
Physical Hardware T5 |Heat Chips to melt at high
(PH) temperatures
. Vulnerability physical
T6 |Fire problem/damage
T7 | Cross-site Scripting Vulnerability to malicious
code
Software Revenue
Management System Stack-Overflow .
(SRMS) T8 attacks Bad coding conducts
To |DenmialofService ;o o emory resources
(DoS) Y
Industry Reputation T10 |Fraud Staft deceitfulness
or intangible asset T11 |Data breach Outdated Security Software
(IRTA) T12 |Misuse of resources | Poor resources management
T13 | Accident Ignorance to precaution
Human Resource . .
. . . Inclination to improved
Management T14 |Social engineering status gain
/Employee (HRME) -
T15 |Tlness Illness due to change of
weather
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Based on sections 3.1 and 3.2, the final risk level of each asset is
noted in Table 6 and also ranked from maximum to minimum risk value.

Table 6. Final risk values in this study

Likelihood Severity Risk Level %
Level Level
Threats | Input variable to Fuzzification | Defuzzification | Rank
Leve(:_}/(z)llue. Leve:)l-;’(;tlue. Value: 100%
T1 7 8 66.33 3
ED T2 5 9.1 75.67 1
T3 4 4 48.33 8
T4 8.5 2.5 57.67 5
PH T5 55 34 45.67 10
T6 9.4 8 70 2
T7 2.9 5.2 39.67 13
SRMS T8 3 7 42 11
T9 7.5 1.5 50.67 6
T10 1.8 8.8 48.33 8
IRIA T11 7 4.6 58.67 4
T12 8.1 0.1 50 7
T13 1.5 5.8 38.67 14
HRME T14 4.8 1.5 26.67 15
T15 3.5 6.1 40.67 12

Based on the fuzzy logic designer, nine fuzzy rules were constructed.
The inference engine maps input fuzzy sets (likelihood and severity) into
fuzzy output sets (risk value). Figure 5 shows the number of if-then rules in
order to provide a better understanding of the proposed fuzzy inference
system framework, and with the input of likelihood of occurrence and risk
severity, the risk size can be calculated. For instance, with 5 and 5 for
likelihood and risk severity, the risk size would be 50%. A likelihood of 5 is
related to rules 4-6, and a risk severity of 5 is related to rules 2, 5, and 8.
The fuzzy model designed by combining these rules estimates the risk
value.

The authors generated and plotted an output surface map for the food
processing industry information system fuzzy model using surface viewer to
visualize the dependence of one of the outputs on any one or two of the
inputs. According to Mamdani, Figure 6 depicts the food processing fuzzy
model's output surface viewer.
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Fig. 5. Fuzzy rules according to Mamdani method

Based on Tables 5 and 6, electronic data in T2 (data theft) has a high
effect risk of 75.67%, and human resource management in T14 (social
engineering) has a low-risk impact of 26.67%. As a result of this risk
assessment, the food processing industry's high-probability risk items
necessitate immediate remedial action to mitigate the risk (Figure 7).

@I ON A D

Likelihhed

Fig. 6. 3D plots for 9 rules according to Mamdani method
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Risk Level Based On Chart

B Inpnit variable to Fuzzification Likelihood Level Level Value: 0-10
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Fig. 7. Risk level based on the chart

5. Conclusion. According to the results of this study, the authors
developed a flow model for assessing the risks of activities in the Sub-
Saharan food industry. The authors identified five critical food processing
industry information systems, including electronic data, physical hardware,
software revenue management systems, food processing industry reputation
(intangible) assets, and human resource management (HRM).

In order to obtain a more reliable and less subjective method for the
risk assessment process, a fuzzy inference system has been used in this
model. Nine fuzzy decision rules were constructed for some of the chosen
risks by using likelihood, severity, and risk values. Finally, the risk values
were calculated in the aggregation and defuzzification processes. Finally,
based on the final information security risk values, the risks were ranked
from maximum to minimum risk values obtained in the Sub-Saharan
African food processing industry.
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A.D. ACDXA, A. BAIII
AHAJIN3 PUCKOB HH®OPMAILIMOHHOM BE3OIACHOCTHU B
NUIEBOM MPOMBIIIJIEHHOCTH C UCITIOJIb30OBAHUEM
CUCTEMBI HEUETKOI'O BBIBOJA

Acgpxa A.D., Bauw A. AHaan3 puckoB HHGOPMAIHMOHHOIH 0e30MAaCHOCTH B IHINEBOI
NMPOMBIIIEHHOCTH C MCHO/Ib30BAHHEM CHCTeMbI HEYeTKOT0 BbIBO/IA.

AHHoTanus. B nociensee Bpemst MpeIIPUHAMAIINCH Pa3IMYHbIC TIOMBITKH 0XapaKTepH30BaTh
yIpo3bl HHQOPMALIMOHHOK GE30MacHOCTH, OCOOCHHO B MPOMBIILICHHOM cektope. TeM He MeHee,
CYILECTBYET PsiJ| 3araflo4HbIX yIPo3, KOTOPBIE MOTYT MOCTABUTH IO/ YTPO3y OE30MacHOCTh JaHHBIX,
nHGOPMAIMM U PECYpPCOB MNHMIIEBON HPOMBIILIEHHOCTH. LleNblo JaHHOro HccienoBaHus ObLIO
U3y4eHHE PUCKOB JUI1 MH(MOPMAIMOHHOI 0€30MacHOCTH B MH(OPMALMOHHOH CHCTEME ITHILEBOH
HPOMBIIUICHHOCTH, @ YJaCTHHKAMH 3TOTO VCCICJOBAHHS OBLUTM JKCIEPTHI HCIIONHHTEIBHOIO
PYKOBOJICTBA, IUTAaTHBIA IEPCOHAN, TEXHMYECKHE M AaKTUBHBIE OIEPATOpbl, CTOPOHHHE
KOHCAJITHHIOBbIE KOMITAHUH H YIPaBJICHHE PHCKAMH, CIICLUAIIMCTHI IUIIEBOM MPOMBIIUICHHOCTH B
nH(MOPMALMOHHO# crcTeMe cTpaH AQpHKH K 1ory oT Caxapbl. AHKETa U HHTEPBBIO C Pa3IMYHBIMI
BOIIPOCAMH C HUCIIOJB30BAHMEM IIOIXO/I0B KaYeCTBEHHOIO M KOJNHYECTBEHHOTO aHAIM3a PHCKOB
OBUIM WCIIONB30BaHBI Uil cOOpa MACHTH(UKALMII PUCKOB, @ TAKXKE METOJ CHCTEMBI HEYETKHX
BBIBOJIOB, IIPHMMaHEHHBIN [ aHam3a (hakTopa pUCKa B 3TOM CTaThe. BBIBO/IBI MOKa3am, 4To Cpeiu
poGiIeM HH(MOPMAIMOHHON O€30IaCHOCTH MEKTPOHHBIE TAHHBIE B YTPO3€ KPAKH JAHHBIX HMEIOT
BBICOKHI pHCK 75,67%, a ynpasneHue yenoBedeckumu pecypcamu (HRM) B yrpose cormanbHON
HIDKCHEPUN MMeeT HU3KUH pUCK BosxeiictBus 26,67%. B pesynbTate (akTopsl pucKa ¢ BBICOKOH
BEPOSITHOCTBIO TPEOYIOT ONEepaTUBHBIX AeHCTBHHA. KOMITOHEHTBI pUCKa ¢ BBICOKOH BEPOSTHOCTBIO
TpeOyIoT OBICTPBIX KOPPEKTUPYIOIMX MJeHCTBHIL. B pesynbTare HEOOXOIMMO BBIIBHTH U
KOHTPOJIMPOBATh IEPBOMPUYMHBI TAKHX YIPO3 10 TOTO, KAK BOSHHKHYT NaryOHbBIC MOCIIEICTBUS.
Taroke BOXHO OTMETUTb, YTO NPH M3YYCHHN MH(OPMAIMOHHOH 0e30I1acCHOCTH B NPOMBIILICHHBIX
HMH(POPMAIMOHHBIX CHCTEMAaX IMHILIEBON NPOMBIIUICHHOCTH HEOOXOIMMO IPUHHMATh BO BHUMAHHUE
OCHOBHBIC HHTEPECHI 1 ITI00AIEHYFO [OIUTHKY.

KirodeBble cJI0Ba: NHINEBas HPOMBINIICHHOCTh, HMH(OPMALMOHHAs O€301acHOCTS,
UACHTU(UKALYS PUCKOB, aHAJIN3 PUCKOB, CHCTEMa He4eTKoro BeiBoaa, ISO 27005.
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A WALK-THROUGH TOWARDS NETWORK STEGANOGRAPHY
TECHNIQUES

Pilania U., Kumar M., Rohit T., Nandal N. A Walk-through towards Network
Steganography Techniques.

Abstract. 2D and 3D digital multimedia files offer numerous benefits like excellent
quality, compression, editing, reliable copying, etc. These qualities of the multimedia files, on
the other hand, are the cause of fear including the fear of getting access to data during
communication. Steganography plays an important role in providing security to the data in
communication. Changing the type of cover file from digital multimedia files to protocols
improve the security of the communication system. Protocols are an integral part of the
communication system and these protocols can also be used to hide secret data resulting in low
chances of detection. This paper is intended to help improve existing network steganography
techniques by enhancing bandwidth and decreasing detection rates through reviewing previous
related work. Recent papers of the last 21 years on network steganography techniques have
been studied, analyzed, and summarized. This review can help researchers to understand the
existing trends in network steganography techniques to pursue further work in this area for
algorithms’ improvement. The paper is divided according to the layers of the OSI model.

Keywords: network steganography, open system interconnection model, protocol,
bandwidth, embedding capacity, physical layer, data link layer, network layer, transmission
layer, application layer.

1. Introduction. With the enhancement in network technologies
multimedia files are used for the transfer of secret data using different
protocols. Various protocols are there which can be used to transfer required
data from one place to another place [1,2]. Network steganography is
gaining the attention of researchers day by day over other multimedia
steganography techniques. Because of increasing reliance on digital
communication and data transfer over networks, there is a growing need to
secure sensitive information from unauthorized access. Network
steganography offers a covert means of hiding data within network traffic,
providing an additional layer of security and privacy. Protocols from mostly
five layers (Physical, Data Link, Network, Transport, Application) of the
OSI (Open System Interconnection) model can be used to hide secret data
[3]. The presentation and session layers of the OSI model are responsible
for aspects such as data formatting, encryption, establishing and
maintaining communication sessions between network entities these two
layer does not deal with data hiding. The steganography technique which
uses a single protocol to hide secret data is known as intra-protocol
steganography. These types of techniques are based on modification in PDU
(Protocol Data Unit). Whereas, Inter-protocol steganography uses more than
one protocol to hide secret data [4, 5]. It includes padding steganography
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which uses more than one protocol to hide the existence of secret data
resulting in large embedding capacity, more security, and is highly robust. It
has many advantages over 2D and 3D multimedia steganography techniques
as follows [6, 7, 8]:

—  In network steganography, there are options to design hidden
channels on mostly five layers of the OSI model.

—  Init, hidden secret data flow in both directions which results in
more security and robustness.

—  Also, it has short life on the network during the transfer from
source to destination.

— In it, the network itself acts as the carrier file, unlike other
multimedia steganography techniques.

—  The bandwidth of the communication channel is affected by the
type of multimedia carrier file used. But bandwidth of network
steganography depends only on the type of protocol used to transfer secret
data from source to destination.

Steganography started in ancient Greece in the classical form
[15, 83, 84]. During that time secret data was embedded in the objects used
in daily life. These objects include hair, wax, printer ink, skin, wood table,
etc. After that digital steganography came into existence. In digital
steganography, multimedia files such as text, images, audio, and video were
used to hide secret data. Among multimedia steganography techniques,
video steganography has drawn the attention of researchers for many years.
But video steganography also has some demerits associated with it. These
demerits include low embedding capacity, chances of detection of secret
data, and poor visual quality of the stego file.

Classification of network steganography techniques is shown in
Figure 1. Intra-protocol network steganography techniques can be broadly
defined as updating network packet headers, updating network packet
payload, updating the structure of packets, and hybrid techniques. [10, 11].
In the packet header, specific fields of the header of the protocol are
modified for the embedding of secret data. Such types of techniques have
good embedding capacity but are not very robust against attackers.
Steganography techniques are based on the application layer of network
model update payload to embed secret data. These techniques have low
embedding capacities and are robust against attacks. Steganography
techniques based on the structure of the packet may embed data in both
headers and payload. In hybrid techniques, the header of the packet as well
as time dependencies are modified for the embedding of secret data.
Retransmission steganography is one of the best examples of this type of
technique.

1104 Wndopmaruka n aBromaruzanust. 2023. Tom 22 Ne 5. ISSN 2713-3192 (uieu.)
ISSN 2713-3206 (ommaiin) www.ia.spcras.ru



INFORMATION SECURITY

The efficiency of the network steganography technique can be
measured based on the evaluation parameters. These parameters are
embedding capacity, robustness, imperceptibility, and bandwidth
[12,13, 14].

—  Embedding capacity is the amount of secret information that
can be hidden in the protocol header.

—  Imperceptibility is the invisibility of secret data inside the cover
protocol.

—  Robustness is the ability of the stego file to remain unaltered
against attacks and stego file is a file that contains concealed or secret data
embedded within it.

—  Bandwidth is the average concealing capacity of every packet.

Updating Packet
Header

Intra-Protocol based Updating Structure of
Steganography Packet

Inter-Protocol based Padding
Steganography Steganography

Fig. 1. Network Steganography Classifications [9]

To overcome the demerits of 2D and 3D multimedia steganography
techniques, modern steganography came into existence. Network
steganography is the modern steganography technique for providing safety
to secret data. It provides the next level of security to secret data in a
modified way. It hides the secret data into various protocols used at the
different layers of the OSI model [17]. The proposed paper reviewed
various network steganography techniques based on different layers of the
OSI Model. A relationship was identified between the user's need and the
steganography techniques to find its applications in hidden communication
[6].

2. Methodology. Initially, 154 papers are selected for the review
process. Then by applying certain filters, some papers are excluded as
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shown in Figure 2. The network protocol-based papers are included for
further processing. These network steganography papers are further
segregated based on OSI model layers. An analysis of the reviewed
techniques is done based on various parameters such as energy efficiency,
bandwidth, visual quality of stego file, year-wise, layerwise,
implementation tools, the combination of steganography and cryptography
tools, etc.

The selected papers were published between the years 2002 to 2023.
Papers for the review process are selected from various databases like the
Web of Science, Science Direct, IEEE, Springer, Scopus, etc. Initial for the
selection of articles for the proposed review paper following two quality
assessment criteria have been set:

— Is the literature search likely to have covered all relevant
studies?

—  Are the review’s inclusion and exclusion criteria described and
appropriate?

Network Steganography or Protocol Steganopraphy or Hiding data in OSI Model/ TCP Model

[:]

Elimination of Duplicate Papers (51)

Filtering based on Title and Abstract (22)

Network or Could not Digital Carrier
Protocol Review find Steganography
Steganography Papers (18) Transcript Technique based
Techniques based (14) Papers (21)
Papers (62)

Exclusion Criteria:

»  Unclear process of concealing and extraction
»  Article is not in Enpglish language
»  Article published in low quality database

Fig. 2. Identification and selection of articles
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All the included articles are published in the English language.
Articles that satisfy the above-mentioned quality assessment criteria are
selected for the review paper and the required information is retrieved for
inclusion in our review paper.

In the research work, 84 articles have been studied and analyzed
based on the statistical values. The details such as which layer of OSI model
work has been done, which part of a protocol such as body or header has
been used to hide secret data, what is the outcome of work in terms of
bandwidth, whether work done is robust against attacks or not,
steganography technique is combined with cryptography or not, on which
tool implementation of work is done, etc. is being retrieved from the
selected articles.

The methodology is divided into four stages, as shown in Figure 3.

Collection of articles
Extraction of the required information
Analysis of collected information
Interpretation of findings

Fig. 3. Methodology Used

In the first stage, articles have been selected from different databases
such as IEEE, Scopus, Springer, Web of Science, Science Direct, ACM, etc.
for the review process. Duplicate papers are eliminated from the initial
selection of 154 papers. The selected papers have keywords like "protocol”
or "network steganography." Some papers are again eliminated based on the
title and abstract of the paper. Exclusion criteria also include some critical
points such as: the concealing and extraction processes are unclear, the
published article is not in English, the type of carrier file used to hide secret
data, the type of journal or conference, and so on. In the second stage, after
exploring the article, the required information is collected and retrieved.
The information is collected in the form of tables and diagrams with
explanations. The explanation includes where secret data can be concealed
and what the impact of hiding secret data has on the carrier file. In the third
stage, an analysis of the retrieved information is done based on various
evaluation parameters for the network steganography techniques. Various
charts have been plotted for the analysis of the work done in the reviewed
papers. Last, the statistical analysis was done for the survey of the protocol
steganography techniques.
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2.1. Hiding Secret Data in OSI Model. OSI model is the
reference model for communication over the web. It has seven layers and
each layer has its predefined functions. Each layer has a specific set of
protocols. These protocols can be used to hide secret data in a different
layer of the OSI model [15, 18]. Many papers have been reviewed in this
section based on the reference model to analyze how protocol
steganography is different from digital steganography.

2.1.1. Hiding Secret Data in Physical Layer. 1t is responsible for
providing all the necessary connections. Data may be transmitted either
through a wired connection or through a wireless connection. It decides the
mode of transmission of secret data. It converts data into binary form. It has
various protocols which can be used to hide secret data [19]. The protocol
has various fields in its header format, and these fields can be used to hide
secret data. Depending upon the size of the field used to hide secret data, the
amount of secret data varies [20]. Some of the papers based on the physical
layer protocol steganography are given in the section.

OFDM (Orthogonal Frequency Division Multiplexing) is used in
various telecommunication applications. OFDM was the procedure of
multicarrier modulation like sound, video, and images. In it, information
was sent serially. In OFDM, secret data was hidden in the cyclic prefixes
because cyclic prefixes are not read by any of the radio receivers. OFDM
converts cyclic prefixes into codes and then converts them into fragments.
Generally, prefixes were added earlier to the symbol communication but
afterward its modulation. So, the fragments of the secret data should be
modulated [21].

Because of modulation, the proposed method was not as effective
and secure. So, to improve the security, a pseudo-random number generator
(PRNG) was used by both the sender and receiver. With the PRNG, both
parties were well synchronised in terms of time. Both the sender and
receiver also used the private secret key to protect the data. In the proposed
research work, the cost of the steganography technique was increased
compared to the normal network. Implementation was done in MATLAB
with many configurations of the networks. For the work, SNR (Signal Noise
Ratio) was calculated as 4 DB. The embedding capacity was calculated at
3.25 Mbps to 19.5 Mbps, depending upon modulation [22].

In the previous paper, the concealing capacity achieved was very low.
So, to achieve high concealing capacity again, the OFDM protocol was
chosen by the author, and secret data was hidden in different parts of the
protocol. It comes under the 802.11 standards. Its transmission limit of only
100 meters exists in the absence of amplification. As OFDM has its own
specific format, fewer amounts of data can be hidden in it and transmitted to
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the destination. In the proposed research work, it hides secret data in the
padding field of the protocol. Padding carries three subfields, which are data
unit, service, and tail. The size of the service and tail is fixed in the case of
OFDM, but the size of the data unit may vary with the type of operation
performed by the user. OFDM takes input from the user in the form of a
signal. It then performed modulation on the given input signal. An Inverse
Fast Fourier Transform was applied to hide the secret signals. Again,
modulation was done to generate the OFDM signals. Now the transformed
data is travelling through the web for its delivery to its destination. A reverse
process was performed at the destination to get the original output data.

In the research work, it was considered that there were frames that
were ready to transmit. The error rate was fixed by the authors to maximise
the bandwidth. The rate of data transmission was also fixed for all the
stations in the network. All the frames were carried at a constant length.
Data frames and acknowledgment frames were exchanged between nodes
for communication purposes. For the work, the maximum bandwidth
obtained was calculated as 1.54 Mbps. For the data frame, it was calculated
at 1.1 Mbps and for the acknowledgment field, it was calculated at 0.44
Mbps. The bit error rate was calculated as 10-5 for the research work, which
was not noticeable by naked human eyes [23].

Worldwide Interoperability for WiMAX (Microwave Access) is a
broadband IEEE 802.16 standard model. It can deliver advanced data rates
with improved coverage. It works on the MAN (Metropolitan Area
Network). It efficiently encodes and decodes the signal without information
loss and then transmits it to the destination. It is commonly used in video
conferencing and streaming, VolIP (Voice over Internet Protocol), e-
learning, etc. WIMAX uses TDD (Time Division Duplex) and FDD
(Frequency Division Duplex) for bidirectional communication. In the
proposed work, WiMAX frame padding and the RS (Reed-Solomon) were
both used to hide the secret data. The efficiency of the proposed work
depends on the resources used and the network conditions. Implementation
of the work was done in MATLAB and its performance was evaluated
based on parameters such as duplex type, bandwidth, frame duration, guard
intervals, etc. In the padding field of 802.16, sequences of zeros were
stored. Sequences of zeros were replaced by the secret data and then
transmitted to the destination. The stego file was transmitted through
downlink frames. Each downlink frame has a header, a broadcast message,
and data. The data field was almost 2035 bytes long, and the header has a
length of 6 bytes.

The size of the secret data embedded depends on the network
conditions. On embedding a large amount of secret data, noise increases,
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resulting in the detection of secret data. WiMAX can operate on two
networks: ATM (Asynchronous Transmission Machine) and packet network.
cell has a size of 53 bytes, and the size of an IP (Internet Protocol) packet
varies from 40 to 1500 bytes. As IP packets have a very large size compared
to the ATM packet, they could hide a large amount of secret data without its
detection. Apart from that, RS codes were also used to hide and send the
secret data. This secret data was hidden in binary form in the sequences of RS
code. The RS encoder helped to hide the secret data, and on the receiver side,
the RS reader read the secret data. After reading secret bits of data, the
receiver side retrieved them. On hiding secret data in IP packets at the rate of
60.4 Kbps, SNR was calculated as 25 DB. But hiding secret data in RS code
at the rate of 0.8 Kbps SNR was calculated as 25 DB again [25].

ZigBee is the IEEE 802.15.4 standard PAN (Personal Area Network)
protocol. It has applications in home automation, radios, medical devices,
heating controls, smoking sensors, science, etc. ZigBee has four types of data
frames that could be used to hide secret data. The ZigBee protocol stores
secret data in the reserve bits of the protocol for security purposes in the
proposed research work. The process of secret data transfer must be hidden
from a third party; otherwise, hackers may detect it. Secret data was first
encrypted by using the public key, and at the receiver side, it was decrypted
using the private key. Secret data was taken in the form of text. ZigBee uses
AES 128-bit encryption for security purposes. It has a low embedding
capacity of 64 bits but has fewer chances of detection of secret data [26].

Figure 4 shows the summary of the work done on the physical layer
of the OSI model. For the analysis of the research, the authors have taken
different parameters like BER, Bandwidth, Embedded capacity, SNR, etc.
BER is the error rate per pixel. SNR is the signal-to-noise ratio in the carrier
file. Bandwidth is the amount of secret information that can be embedded
per unit of time. Embedding capacity is the total amount of secret
information that can be hidden in a carrier file.

20 17.5

15 11.375

15

10 ES
5 E. 154 u OFDM Steganography
; — | —

) 3 WiMax Protocol Steganography
EMBEDDING SNR(in DE) BER(inDB) BANDWIDTH (in
CAPACITY(in Mbps)
Mbps)

Fig. 4. Overview of Network Steganography in Physical Layer

2.1.2. Hiding Data in Link Layer. The data link layer is the
second layer of the OSI model. It carries data in the form of frames. It is
responsible for flow control, error control, and access control. It has many
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protocols such as stop and wait, selective repeat ARQ, aloha, slotted aloha,
CDMA, and many more to perform various tasks. Flow control, speed of
the source, and destination need to be synchronized to minimize the traffic
and to get the maximum throughput [27].

In the proposed work [28], DCT (Discrete Cosine Transform) and
CDMA techniques were combined to hide the secret data. DCT was used to
convert the given signal from the spatial to the frequency domain. DCT was
performed up to two levels for finding the most refined coefficients and the
noisy coefficients. Noisy coefficients were used to hide the secret data.
Each DCT transformed coefficient was able to hide 1 byte of secret data. On
increasing embedding capacity stego file might result in more distortion.
The proposed codebook steganography technique divided the secret data
into binary forms. A unique pseudo-random number sequence was used to
divide the secret data. CDMA generated the pseudo-random number by
utilising the concept of direct spread spectrum. With the help of pseudo-
random numbers generated, multiple accesses on the channel could be
performed without any interference. Pseudo-random numbers were
transformed to status bits-1 and 1[29]. These status bits were then
multiplied by bits of secret data to produce sequences of data. These
produced sequences were then added to get the complete data. The concept
of CDMA improved the embedding capacity of the proposed work. The
highest embedding capacity of the work was calculated at 9728 bytes, and
the highest PSNR (Peak Signal to Noise Ratio) was calculated at 53.80 DB.

With the advancement in computer technology, the day-to-day
security of online data is becoming a major concern among users. So, in this
paper, cryptography, compression, and steganography were combined by the
authors to provide security to the online data during communication. The
authors used the blowfish-448 encryption algorithm for the compression of
the file. Passphrase encryption was also applied to convert the secret
messages into the scrambled form. Then the stop-and-wait protocol was used
to hide the secret data inside the image. The amount of secret data embedded
was 255 Kb without compression. The proposed work was also analysed for
the security measure. The stop-and-wait protocol is the simplest protocol at
the data link layer of the OSI model. It synchronises the speeds of the sender
and receiver, resulting in low traffic and high throughput. In the proposed
work, secret data was embedded in the retransmitted frame [30].

JPEG (Joint Photograph Expert Group) image was taken as the
frame for the transmission of secret data. Secret data was taken as text in the
proposed work. A passphrase was generated by the sender to avoid the
detection of secret data. A key agreement was required between the sender
and receiver of secret data. The same key was used at both ends for
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encryption purposes. DH (Diffie-Hellman) key exchange protocol was for
the key. The keys were exchanged in the numerical form resulting in no
doubt to the third person. The encrypted secret data was then compressed
using the blowfish-448 algorithm. The blowfish algorithm could use the
variable key length varying from 32 bits to 448 bits resulting in the
improved security. Because of the compression the embedding capacity was
also improved. At last secret data was embedded into the image and it was
transferred to the destination in the retransmission frames. The blowfish
algorithm avoids the detection of secret data by applying different attacks.
The proposed work embedded the secret data of approximately 255 Kb.
Histogram was plotted for the original and the stego image. The histogram
showed the frequency distribution of both images. The quality of original
and stego images seemed to be almost equal resulting in less chance of
detection of secret data [31].

The utilization of steganography and cryptography together elevates
the complexity of the technique. However, when employed in combination,
this approach can enhance the security of the technique to a certain degree.
802.15.4 also works on the data link layer of the OSI model. It is a part of
the MAC (Media Access Control) layer under the data link layer. It is also
known as the low-rate wireless personal area network. It was defined in
2003, and it acts as the base for Zigbee. It has essential support for the
secure transmission of secret data. It is also able to manage the energy of
wireless networks [32].

The frames in it contain many fields like frame control, the sequence
number of data, source address, destination address, payload, reserved bits,
command type, acknowledgment, etc. Any of these fields could be used to
hide the secret data. Depending upon the size of the field secret data size
varies. For the implementation of the research work, the AvroraZ simulator
was used. The payload part of the frame has a large concealing capacity. In
the proposed work data was hidden in the data frame. All 5 fields of the data
frame were used to hide secret data one by one. The proposed work was
robust against attacks and carried good embedding capacity [33].

Figure 5 shows the summary of the papers reviewed at the data link
layer of the OSI model. For the evaluation of the work, different parameters
were used by the authors. Some of the parameters are also given in the table
such as concealing capacity, PSNR, energy consumption, histogram
analysis, etc. The histogram analysis showed the frequency distribution of
the stego and the original image. PSNR finds the error present between the
original and the stego file. Concealing capacity is the amount of secret
information that can be embedded inside the carrier. Energy consumption is
the amount of energy used to conceal and extract secret information.
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Fig. 5. Overview of Network Steganography in Data Link Layer

2.1.3. Network Layer Steganography Techniques. 1t is the third
layer of the OSI model. It is responsible for providing routing. Routing
helps to find the shortest path having low traffic. At the network layer
concept of IP address is introduced. The IP address is 32-bits long and can
be represented in either binary format or decimal format. Protocols such as
IPv4 (Internet Protocol Version 4), IPv6 (Internet Protocol Version 6), ARP
(Address Resolution Protocol), RARP (Reverse Address Resolution
Protocol), etc., at the network layer, can be used to hide the secret data
[34, 35]. Every protocol has its header format and various fields. More than
one field can be used to hide the secret data. Hiding secret data in more than
one field of protocol results in high security and large embedding capacity.

IPv4 works on the 3™ layer of the OSI model. It helps to find out the
shortest possible path with almost no traffic. IPv4 has routing protocols
such as border gateway protocol, routing information protocol, open
shortest path first algorithm, etc. IPv4 creates a routing table for all the
nodes in that particular network. Then smartly calculate the distance
between a set of nodes along with measuring traffic. In the proposed
research work, option field of the IPv4 protocol was used to hide the secret
data. LAN (Local Area Network) was chosen to hide the secret data. LAN
consists of a sender, receiver, router, and other intermediate nodes. The
nodes in the LAN are connected either by wireless connection or through a
wired connection. The sender has chosen 20 bits of input from the customer
and then decomposes these 20 bits into 5 parts of each 4 bits. These
decomposed bits are converted into a timestamp for sending data to the
destination host. The overflow field was used to find the number of routers
that are ideal in the network. Ideal routers did not create any timestamps.
So, these timestamps were used to deliver secret data to a destination.

IPv4 used UDP (User Datagram Protocol) to transmit the packet
from the sender to the receiver. To send secret data port number 11234 was
used. At the receiver end, a Python script was used to retrieve secret data
from the timestamps. In Python, the Scapy library is suitable to examine the
packets and retrieve the secret data. All the five-time stamps were examined
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to retrieve complete secret data. 10-time stamps were also created with the
help of the same protocols to check the variation in the result. In the
research work overall, bandwidth was calculated at almost 20 bits/packet. In
the research work, packet loss was found to be almost zero [12].

In the above research work, the bandwidth was used to measure the
performance of the work. The bandwidth was found to be very low for the
mentioned work. So, to overcome the issue of low bandwidth some other
protocols from the same layer were used. At the network layer, both ARP and
RARP work. ARP has the IP address of the destination node and calculates
the physical address of the same node. As the name suggests RARP is the
reverse of the ARP protocol. Both ARP and RARP send the multicast request.
Multicast means the request is sent to all the nodes connected to the network.
The reply is unicast in the case of both protocols [36].

ARP network steganography was proposed in the local area network.
LAN has sender and receiver nodes with lots of intermediate nodes. Secret
message length was calculated and then the encoding of the secret message
was done in hexadecimal notation. An unallocated IP address was searched
for steganography. For finding an unallocated IP address a request was
broadcasted to all the nodes in the local area network. Based on the reply an
unallocated list of IP addresses was created. This process is repeated to
make sure about the unused IP addresses. Then a seed value was entered to
produce a set of random numbers. Seed value again helps to find the
unallocated IP address. Now the receiver sends the ARP broadcast reply to
the nodes in the network. The source host sends the unicast reply with the
embedded bits of secret data on the physical address of the sender. At a
time, the source node sends only 11 bits of secret data. On the receiver side,
the same procedure was repeated to find the list of unallocated IP addresses.
Then the value of the seed was inputted to confirm the unallocated IP
address. Both source and receiver nodes put the same seed values. Now the
receiver node retrieves the secret message. By using the ARP protocol 44-
bit message was embedded in the ARP reply [37].

Hidden communication that does not depend on direct traffic
between a sender and receiver is known as a "dead drop." In this proposed
paper, ARP and SNMP (Simple Network Management Protocol) were used
to hide the secret data. SNMP is the most commonly used protocol for
reading information about the configuration and status of network devices.
It can also modify the information of the network devices to change the
behaviour of the network. Network devices commonly include cables,
routers, switches, hubs, bridges, computers, servers, printers, and many
more.
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ARP cache was used to hide the secret data for the research work. The
Sender’s IP address and the physical address were utilized to hide the secret
data. The complete process was done in a LAN environment. The IP address
was controlled in the LAN environment due to the explicit subnet and isolated
IP range. Along with that sender also monitor the traffic so that the existing
address does not collide. The physical address has 48 bits so out of these bits
last three bytes could be used to encode the secret data. As physical address
was less controlled in the LAN resulting in a low chance of detection of secret
data. Secret data was also decomposed into multiple parts to fit into the
available space in the physical address of the ARP packet. Now at the receiver
end, SNMP read the secret data that were hidden by ARP. Retrieved secret
data by the SNMP was combined back to obtain the complete secret data. The
hidden secret data was not detectable by any steganalysis technique [38].

A very less amount of secret data that is 11 bits per packet were
hidden in the above research work. Steganography is not a simple task. It
takes a lot of time and computer resources to hide the secret data. So to justify
the research work a reasonable amount of secret data needs to be sent to the
third party. IPv4 is the older version of internet protocol and its position is
overtaken by IPv6. Several covert channel options were available in internet
protocol to hide the secret data [39]. IPv6 could be used to hide secret data.
The size of secret data hidden varies with the size of the field chosen.
Bandwidth is also affected by the selection of fields for hiding secret data. As
IPv6 has many fields and any field can be used to hide data. In the proposed
research workflow label field was chosen to hide secret data. The flow label is
20 bits so the maximum of 20 bits can be hidden at a time. RSA (Rivest-
Shamir-Adleman) encryption was applied to scramble the secret data. Chaos
theory was also used to encode the secret data. Chaos theory is subtle to the
initial settings, it is non-repeating and constrained. It introduces randomness
in the input secret data. By using encryption and chaos theory along with
network steganography security of the system was improved.

At the side of the sender, secret data was inputted as shown in
Figure 6. On the input data, the fifth-order chaotic map was applied to encode
the data. On the generated encoded data RSA was applied for scrambling.
Generated ciphertext was converted to ASCII value first and then into
hexadecimal. Again, the hexadecimal was converted to the binary value. The
binary value was converted into sets of 20 bits each. Then one by one these
sets were embedded into 20 bits’ flow label field of IPv6. The packet number
of IPv6 was sent to the destination and at the destination, the receiver retrieves
secret data by applying a decoding algorithm. During decoding reverse
process takes place. The proposed work was robust against attacks [40].
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Fig. 6. Secret Data Hiding in IPv6 Flow Label [40]

Figure 7 shows the performance of the network layer protocol
steganography techniques. For the evaluation of the work concealing
capacity, concealing and retrieval time were used by the authors.
Concealing time is the amount of time used to hide the secret data inside the
carrier file. Retrieval time is the amount of time required to extract the
secret data hidden in the stego file. Concealing capacity is the amount of
secret data that can be embedded inside the carrier. Network steganography
is most commonly used by many researchers to hide secret data.

100 92
50 - u [Pv4 Steganography
0 | ARP
Bandwidth(in Bpp) Accuracy(in %)

Fig. 7. Summary of Network-Layer Protocol Steganography Techniques

2.14.  Transport Layer Protocol Steganography Techniques. 1t is
the heart of the OSI model. On this layering concept of a port, address is
introduced. It has protocols like TCP, UDP, SCTP (Stream Control
Transmission Protocol), and many more. This layer provides both types of
services such as connection-oriented and connectionless. TCP is a reliable
protocol as its receiver after receiving a message sends an acknowledgment
to the sender [41]. On the other hand, UDP is a connectionless and
unreliable protocol. Again, the protocol header, as well as the data part, can
be used to hide the secret data at this layer also.

The limitation of low embedding capacity can be enhanced by taking
video as a carrier file. Popular social networking sites like Facebook, Skype,
YouTube, and Wireless network are the focus of attackers for the detection
of secret data. Along with carrier file protocols are also used to provide
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security to personal data. In the proposed research work network
steganography was performed by the authors to hide data. PRNG was used
to minimize the chances of detecting secret data. For decoding secret data
secret key was used which was generated using PRNG. This processed data
was hidden in the header field of the TCP/IP protocol. Proposed techniques
include sender, receiver as well attacker for the detection of secret data.

After embedding of data compression of stego file was done to reduce
its size back to normal. Secret data embedding was done in the various fields
of TCP/IP protocol. Embedding data in more than one part of the carrier file
results in good embedding capacity as well as improved security.

The introduction of random number generation increased the
security of the system. Along with that, the concept of the fake key was also
introduced to mislead the attacker in case they got access to concealed
information. Secret data and keys, along with fake keys, were sent to the
receiver. The generated key and location of bits of secret data were shared
by the sender with the receiver. At the receiver end, the same key was used
to encode data that was previously generated by the sender. The Stego file
was decrypted and decompressed to retrieve the secret data. The quality of
the recovered secret data is high [4].

The mechanism of using keys in steganography increases the
security of the techniques, but along with that, complexity also increases.
The security of secret data also varies with the size of the packet used to
hide it. Secret data can be distributed randomly over the UDP protocol,
resulting in more security. The secret message was decomposed into N 4-bit
numbers. A matrix with 16 rows was created to store the decomposed
numbers. The 4-bit number was converted to binary form before being sent
to the destination. This binary secret data was sent successively through the
chatting system. The length of the original cover file as well as the stego file
was calculated by the receiver. For the retrieval of secret data, modular
arithmetic was calculated by the receiver [9].

Research work was simulated for the 50 different chat models. The
length of the original and stego files was calculated for all 50 chat files.
Time series were performed for both original and the stego files. Time
series has shown the difference in packet length pattern of both files. So,
secret data could be detected with the help of time series performed on the
chat group. By using the UDP protocol difference in the packet length
pattern could be reduced. Because UDP introduces randomness in the
packet length resulting in more security [9].

Detection of secret data has become easy on concealing a large
amount of secret data. The proposed research work used TCP and UDP for
concealing secret information as shown in Figure 8. Hiding data into two
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protocols avoid network traffic and increases randomness. Randomness
results in high robustness for the proposed work.

Encodingand Compressionof Secret Creation of Sending Matrix by
Secret Data Data using Zigzag Scan Hiding Secret Data mn Protocol
Matrm Modificaton. Receiving Stego File
Protocols
No
LaztCell of
Matrix?
Yes
Matrix is FooP
Full? Betransmission Request

The Protocolis Decomposed into 0 's
andl's

Eeassemble Secret Data

Fig. 8. Embedding and Retrieval of Secret Data [42]

The feasibility test as well as the bandwidth of the proposed work was
calculated to analyze imperceptibility. For checking feasibility secret image
was converted into binary form. These binary values were stored in the
matrix. Each cell of the matrix has a decimal number that was equal to a pixel
in the secret image. The dimensions of the matrix were reduced by using the
zigzag method. This reduced matrix was sent to the receiver under TCP or
UDP protocol. The receiver first converts the reduced matrix to the original
matrix then-secret data was retrieved. The retrieved data was compared to the
original secret data to compare the quality of the research work. The process
was repeated 100 times for the set of images. The average bit error rate was
calculated as 0%. The relationship between bandwidth and undetectability
was also found by the authors in the proposed work. To provide no packet
loss and almost no traffic bits of secret data need to be embedded is 1 bit per
packet. In case of loss of secret bit, retransmission of a particular packet takes
place resulting in low bandwidth. The bandwidth for the proposed research
work was calculated as 0.998 Bpp [42].
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In the world of the computer, everyone tries to transfer data in digital
form. Transfer of online data also results in concerns about security issues.
Using steganography, secret data can be transferred to the destination without
the third party's knowledge. RSTEG (Retransmission Steganography) is
applied when retransmission of packets is required. If TTL (Total Time to
Leave) expires and no acknowledgment is received from the destination, then
retransmission of the packet takes place. The RSTEG was applied to the TCP
as it is the most reliable protocol. RSTEG comes under the hybrid class of
network steganography techniques. Its main objective is to check the number
of retransmissions, not to recognise the received packets.

In the process of sending secret data through RSTEG, both the
sender and the receiver should be aware. When retransmission of the packet
was required, then-secret data was encapsulated inside the packet itself. On
the other hand, the receiver extracts secret data from the packet. Depending
upon the amount of secret data embedded and the retransmission rate, the
performance of the technique can be measured. RSTEG was implemented
in the Linux environment. Its performance was measured through
bandwidth, retransmission differences in packets, and the throughput of
TCP. The proposed method has high bandwidth and embedding capacity
compared to other existing network steganography techniques [44].

SCTP (Stream Control Transmission Protocol) was developed in
2000 and is the replacement for the TCP protocol. It is also a reliable
protocol like TCP and sends data in sequence. It is also able to provide
congestion control at the transport layer of the OSI model. SCTP overcomes
the demerits of the TCP protocol. It sends a packet in the same order in
which it receives the packets. It informs the receiver in advance about the
non-transmission of a particular packet. In TCP, complete data is sent in one
stream, but in SCTP, data can be sent into multiple streams. These multiple
streams are independent of each other and can be transmitted independently.

The author proposed 13 chunks in the paper to hide the secret data,
which were: init, ack, data, authorized, pad, etc. In the second method, SCTP
packets were updated to hide the secret data. Multihoming was the main feature
that could be updated. In this method, first, a path was tried to send the hidden
secret data; when communication failed through this path, another path was
chosen to transmit the data. Multi-streaming is another way to transmit secret
data. SCTP used multiple streams to transmit the data. The value of the data was
different for different streams. The last method was a hybrid of both the above-
mentioned methods. Steganalysis techniques were also tried in the proposed
work to identify the hidden secret data. But the hidden data was not exposed by
any of the steganalysis techniques. Bandwidth was calculated to measure the
quality of research work. The maximum bandwidth of 320 Bps was calculated
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for the variable parameters under the category of the content modification
method of SCTP. The minimum bandwidth calculated was 4 bits per chunk for
authenticating parameters [45].

Improvements in the concealing capacity or the bandwidth of the
technique may result in the loss of secret data because of compression.
LACK (Lost Audio Steganography) was created in 2008, as shown in
Figure 9 [46]. has its application in telephony steganography? To hide the
secret data, it updates the RTP (Real-time Transport Protocol) packet in
terms of audio and time dependencies. The sender chooses RTP from the
audio stream and then its payload is replaced by the bits of secret data. RTP
was an extremely overdue packet, and such types of packets were not used
in the reform of secret data. These chosen RTP packets were intentionally
overdue before transmission took place [47].

Sender Receiver

Selection of RTP Packet from Audio
Sample for LACK purpose

‘ ASS | | AS4 | - | AS2
3 B |

‘ ABL ‘

AS

Secret Data was Embedded into
Audio Sample 3 Received RTP Packets were used for Audio
Reconstruction
A

|
EmEe e

Receiver

|:\Sl|

Sender

Delayed RTP Packets with Embedded
Secret Data

Sender Receiver

i----

Retrieval of Secret Data from the identified
LACK Packet

Fig. 9. LACK Steganography Process [46]
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When these packets reach the receiver then he/she ignores these
packets unaware of the hidden data. In case when the receiver is aware of
the hidden data then he/she must retrieve it. LACK followed the hybrid
method as it was the combination of time and storage. Time helped in the
selection of RTP packets and storage would be responsible for hiding secret
data. LACK could also be combined with the VoIP technique [48, 49]. In
LACK with VoIP worked with a sequence number and the timestamp field.
This technique was further extended by many authors. LACK was also
combined with TCP protocol.

StegBlocks-based network steganography technique was proposed by
the authors. Using it secret data was hidden in the network traffic. The
performance of the research work was checked against malware. Static and
dynamic analysis was done for the exposure of secret data. The behaviour of
the network traffic was also studied for the detection of secret data. StegBlock
used transport layer protocol to hide the secret data. It used two guards or the
uniquely created packets which act as the separation between the characters.
In the given Figure 10 block 1 and block 5 acted as the guards. Sending no
packet between the guards means the value field has 0. Next time 4 packets
were sent between blocks 1 and 5 which means value field=5.

9 - @
g HC/O0CEO00]

Sender Receiver

Fig. 10. StegBlock Process [50]

In the process of StegBlock, originally the SCTP protocol was used,
and then many researchers used the TCP protocol as well. It usually
transmits secret data in the form of text. It converts text data into binary
form and then transmits it in the form of 0 and 1. In the SCTP protocol,
guards act as the streams of blocks. One guard acts as the encoder and the
second acts as the decoder. The proposed work has a low bit rate as
compared to the existing research work. The bitrate depends on the traffic
of the network. It was also carried out through lossy compression, in which
case part of the secret data might be lost. As the bitrate increased, the
chances of detection of secret data also increased. One more thing that
needed to be taken care of was the involvement of the client [50].

In network steganography, secret data is hidden in protocols. It is a
trend since 2003 and is growing among researchers. In this research article,
the concept of the dead drop was applied to hide the secret data. When
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secret data is not passed directly between sender and receiver but comes
through a third person, that process is known as a "dead drop". But in Dead
Drop, the third person is not aware of the hidden secret data. A dead drop is
also known as the broadcast of secret data. NTP (Network Time Protocol) is
the most commonly used protocol for providing time synchronisation for all
the devices connected to the network. The data transmission of the NTP
protocol is based on the routing protocols. NTP can also handle the
monitoring and configuration mode using UDP protocol.

The NTP client and server carry data about the communication
partner in the variables. These variables are of two types: system variables
and peer variables. System variables carry data about themselves, but the
peer variable has info about its surrounding system also. In this paper, the
peer variables were used. Peer variables carry the IP address, physical
address, port number, subnet mask, etc. The proposed work represents two
methods that were discussed for reading and writing secret data to and from
the NTP protocol based on a dead drop [51].

Data Hiding in Refid: In NTP refid field was used for hiding the
secret data. The refid field carried the complete information of synchronizing
the time of the server and the associated devices. Primary servers are
connected to the secondary servers and so on. Through the mentioned
connectivity complete information of time synchronization was provided for
all the devices connected in the network. The IP address of the devices helps
to synchronize the time of the whole network. Secret data was hidden in the
IP address and no one was aware of it except the sender and receiver. As the
IP address is 32 bits so a total of 32 bits of secret data can be hidden. Now
NTP utilized broadcast mode which was: the client might have the broadcast
IP address in that case all the packets sent to the broadcast address were
accepted by the client.

Data Hiding in MRU (Most Recently Used) List: This method used
a list of the most recent client and servers for hiding the secret data. For
editing and writing data to the MRU list a request needed to be sent to the
dead drop. MRU list has all the information about the request made by the
client. So, no association was required between the drop and the sender of the
data. NTP clients were requested to share the data about local time with
everyone on the list. The address field of the MRU list was used to hide the
secret data. 4 bytes of secret data could be hidden in the address field. Port
addresses could also store 2 bytes of secret data. For retrieval of secret data at
the receiver end, the receiver needs to answer some queries. After getting a
satisfactory answer from the receiver within 20 seconds secret data can be
retrieved.
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Both the proposed covert channel was implemented into the Python
language using the Scapy library. The reliability of the proposed work was
also checked by the authors. The throughput of the proposed work was
measured in the number of bits transferred per unit of time. Throughput was
calculated as 240 bytes per minute. It is the secret data communicated with
the number of entries on dead drops. A detectability test was also performed
by the authors to check the robustness of the proposed work [52].

Figure 11 shows the summary of the transport layer protocol
steganography. Different evaluation parameters were used to evaluate the
research work. The evaluation parameters used were BER, bandwidth,
variance, skew, mean, median, and payload capacity. All the parameters
measure the quality of research work in different aspects. The original cover
protocols were studied and then secret data was hidden in the suitable fields
which are less exposed to the third person. Transport layer protocols are
very useful in hiding secret data in various fields.
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Fig. 11. Summary of Transport Layer Steganography Techniques

2.1.5.  Hiding Data at Application Layer. The application layer is
the uppermost layer of the OSI model. It is responsible for the user
interface. With the help of the application, layer users interact with the
system for performing various applications. It has many protocols like
HTTP (Hyper Text Transfer Protocol), SMTP (Simple Mail Transfer
Protocol), DNS (Domain Name Server), FTP (File Transfer Protocol), POP
(Post Office Protocol), SNMP, Telnet, and many more [54]. Header as well
as data part of these protocols can be used to hide the secret data.
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HTTP is the best option to hide secret data. The web is growing
dynamically these days so the use of HTTP protocol is also increased.
HTTP is the binary protocol having many features such as [55, 56]:

— At a time, several HTTP requests can be transferred through
TCP connections as distinct streams. HTTP reply might be received in some
other order. HTTP can use the same connection to transfer more than one
request at a time.

— It can perform server push. In server push, if the server knows
that some resources are needed by a particular website then it can fulfill the
request.

— It can compress the header size of the file drastically.

— It can set priority among the multiple requests sent by the
client.

—  Itis bidirectional or it can transfer data in both directions.

—  The padding field of HTTP protocol can also be used to hide
the secret data.

DNS-based network steganography was performed in the paper. DNS is
the protocol that converts the domain name of any website into an IP address.
Any field from the header format of DNS can be used to hide the secret data
like name, type, class, TTL, message length, IP address, etc. In the proposed
work secret data was hidden in more than one above-mentioned field. Secret
data was converted to the binary form and then the complete message was
divided into the block of 4 bits each. The DNS application was written in Java
language. Java helps to manage the network tasks and supports multithreading.
It is a real-time algorithm with no delay. Testing was done on a virtual machine
having window7. LAN having a router was used to experiment. Users browse
the web according to his/her interest. He/she searches the content on the web
and then moves to another website. In this way, many web pages were visited
by the user. During web browsing, the malware was launched. The malware
sent a number of packets carrying secret data to cooperating server every
second. The process of browsing was monitored by malware continuously. In
600 seconds, 17.3 Kb of secret data was sent by the proposed technique. The
proposed research has high security [57].

In the proposed paper, DNS transmits secret data by establishing a
connection. As it worked along with TCP so it guarantees the delivery of
packets. After the connection was established, the selection of secret data was
done. A personal ID was generated for the user. The seed was generated that
helped in producing a random number. The secret message was checked for its
type. HMAC (Hash-based Message Authentication Code) was applied to
encrypt secret data. The encrypted message was encoded by a random number.
The complete process on the client-side is explained with the help of Figure 12.
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Network Analysis and Selection Generation of ‘Generation of Seed Set Data Type
of Candidate Record ID or ISN and HMAC Key
Send Packet Encode Encrypt Compute
Packet Secret Data HMAC

Fig. 12. Data Transmission from Client-Side [58]

At the receiving end, decoding of the secret data was done as shown
in Figure 13. Then it was decrypted using the HMAC algorithm. The
retrieved secret data was matched with the original secret data. HMAC
helped in checking the integrity and authenticity of secret data.

Packet Received Decoding of Generation of Generation Seed and
Packet New ID HMAC per ID
Match Secret Data Decrypt Secret Data Decode Packet

Fig. 13. Data Transmission at Server-Side [58]

Simulation of work was done in Python programming. User records
used were of character and integer type. Two datasets were taken to check
the traffic and other characteristics of the channel. One dataset was chosen
from the home network and the other from the xDSL network. Different
sizes and format files of secret data were tried to check the performance of
the work. The average embedding capacity of 2.65 bytes of secret data was
hidden in a packet. About 72 packets were transferred in 30 seconds [58].

Energy efficiency is also the most important parameter in network
steganography. It is a new concept that uses the protocol to hide secret data.
CoAP (Constrained Application Protocol) is a unique protocol that can
constrain the devices in the network. CoAP works on the client-server
model. The client sends the request to the server and then the server search
for the result in its database. After collecting a response, it sends back the
reply to the client. It describes 4 categories of communications:
Confirmable (CON), Non-Confirmable (NON), Acknowledgment (ACK),
and Reset (RST). Reliable service provided by this protocol is known as
CON and unreliable services are known as NON [59].

The version field represents the current version of the protocol and
requires two bits. The 2-bit Type field represents the 4 categories of
communication i.e., CON, NON, RST, and ACK. 4-bit token length field
and represent the error in the message format. The 8-bit code field is
divided into two parts: the most significant and the least significant bit. It
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determines the type of message: client request, client error response, server
response, server error response. 16-bit message perceives matching
communication and acknowledgment. 64-bit token field used to associate
request and response. The 64-bit option field represents a set of options for
the request and response query. Payload is another field in the protocol
which represents the request and responses from users. Any of the fields of
the CoAP protocol can be used to hide the secret data. If a particular field is
represented in more than one way that means secret data can also be hidden.
The embedding capacity and robustness of the technique change as the
covert channel changes. The quality of the research work was measured in
terms of PRBR and concealing capacity. A maximum of 2040 PRBR was
obtained for the case-insensitive part of URI in 10 seconds. A low of 1
PRBR was calculated for many options such as delete, conditional request,
piggybacking, re-transmission and accept in 10 seconds [60].

Complexity is also one of the major concerns in steganography.
Because of the increased complexity, concealing time, retrieval time, key
management, cost, etc. need to be adjusted. SCONeP (Steganography and
Cryptography over Network Protocols) is the process of hiding secret data
inside network protocols. It utilises the protocols ICMP (Internet Control
Message Protocol) and UDP for its work. The proposed research work
provides additional security through the encryption process. Before
embedding the secret data, it was encrypted using Huffman coding. Then
secret data was hidden inside either ICMP or UDP. After hiding secret data,
compression was done, which resulted in improved embedding capacity. At
last, an active warden was used to avoid the attacks [61]. The proposed
work of the SCONeP model is shown in Figure 14.

Sender Receiver
Comprtsion Demm:msiom
" t
Eneryption Decryption
v i
Secret Data Embedding Secret Data Extraction

B

Fig. 14. SCONeP Working Model [61]
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Compression was done using the Huffman coding algorithm. This
algorithm converts the given file into binary form. A list of binaries was
created and then transmitted for the next process. The next process was the
compression module first; two bytes of the file contain information about
whether compression is needed or not. If the value carried out by the first
byte was the negative value that means no compression was done. The
value between 1 to 7 represents the number of bits changed in the original
file. Now in the second module encryption took place using both the private
and the shared keys. Private key encryption was done using RSA and shared
key encryption was done using triple-DES (Data Encryption Standard) or
Vigenére algorithm. For both, the algorithm OpenSSL library was used. A
random value generated at run time was used to decide which one shared
key algorithm is needed to apply. If the random value was found to be odd
that means the Vigenére algorithm will be required. Even the value
generated means the RSA algorithm was used. To make the encryption
module more general 24 bits’ keys were used.

SCONeP was used to embed the secret data into the header of any of
the protocols TCP, IP, UDP, and ICMP. In TCP, ISH (Initial Sequence
Header) was used to hide the secret data. In ISH 32 bits of secret data were
embedded. On the receiver side, the same processes take place in the reverse
direction. The receiver first extracts the secret data from the protocol. The
extracted secret data was then decrypted using the Huffman coding algorithm.
At last decompression of secret data was done to get the complete secret data.
Warden was used to checking the delectability of the proposed work. Both
active and passive wardens were used to test the delectability. SCONeP was
able to hide a maximum of 6 bytes of secret data [62].

MKIPS (Master Key Identifier-based Protocol Steganography), was
proposed by authors in this research work. Initially, VoIP was developed to
transfer audio over the web but these days its applications are increasing. It
is used in traffic management, security, online gaming, video conferencing,
and many more. SRTP (Secure Real-time Transfer Protocol) could also be
used for providing all the mentioned applications along with confidentiality,
replay protection of messages, and authentication. SRTP working was based
on the random keys generated by MKI (Master Key Identifier). With the
help of MKI, it did encryption and decryption of secret data and revived key
values after a time interval. It worked efficiently when used in video
conferencing with multiple users. It decreased the chance of detection of
secret data because of refreshing the master key periodically. A refreshment
table of the MKI was provided to the list of users. MKI was added to every
packet before its transmission. At the destination, the receiver has chosen
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the key from the MKI for the decryption of secret data. Depending upon the
value of the master key size of secret data varies.

In the proposed work SRTP packets were used to hide the secret data.
Secret data was concealed in the MKI field of the SRTP protocol. SRTP
maintained the replay protection, confidentiality, and authorization of secret
data. The receiver needs to first select the correct key from the set of keys and
then retrieve the secret data. After retrieval of secret data, it was decrypted.
The research work was implemented in Python using a Wireshark analyzer.
The flow chart in Figures 15 and 16 represent the embedding and extraction
of secret data. In the work maximum of 128 bytes were provided for the MKI
and 80 bits were provided for the authentication purpose.

Resizing and Padding of
ExtraData

Selection of Master Key
Identifier

Eneryption
Complet

Entraction of Payload from
RTP Packet

Extraction of Header from.
RTP Packet

Stego Packet Transmission SRTP Packet Creation

Fig. 15. Embedding of Secret Data using MKI [63]

Searching for Master Eey [dentifier Master Eey Determined

Extraction of Secret Data Using Master Eey

Fig. 16. Extraction of Secret Data using MKI [63]

Experimental results were compared with the existing work as well. The
research work has a high embedding capacity with almost no disturbance in the
cover protocol. The data communication speed of the work is dependent upon
the chosen MKI field. The size of the MKI field varies from 1 byte to 128 bytes
but it was fixed for a specific session. An embedding capacity of 128 bytes was
provided by the proposed work along with authentication, confidentiality, and
replay protection. It provided a double level of security because of the
combination of encryption and steganography techniques [63].
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In today's world communication of digital information through
email, the system is most common. So steganography in email does not
result in the detection of secret data. SMTP and POP work on the
application layer of the OSI model. Both protocols are used by email
systems to send and transmit the data. Initially, SMTP was handling only
the text files but now it handles MIME (Multipurpose Internet Mail
Extension) files as well. Secret data transmission can be done through an
email system. In the proposed work secret data was hidden in the body of
the email. As email has some hidden field where secret data could be
embedded. Part of email like headers and some other fields are not visible to
the user as well to the intermediate agents. So, these fields were neither
used by the agents nor updated by anyone. These fields just look like the
ASCII strings and their usages were also restricted to end-users. These
fields could be used to hide the secret data following certain rules for the
integrity, confidentiality, and authentication of secret data. It does not
matter where the sender and receiver are sitting and sending mail messages
to each other. For retrieval of secret data embedded receiver must have prior
information.

SMTP has two parts body and the header. The body may have
normal text or a MIME file as the attachment. The complete mailing system
is divided into four parts. Both sender and receiver were required to run
MAU (Mail User Agent) on their machine. The sender prepared the
message body and then established a connection with MAU. MAU checked
the header part of the mail for finding the recipient's mailing address. MAU
then requested DNS for resolving the IP of the destination. The receiver
side MAU then sends mail to the particular user. With the help of the POP
protocol receiver later on, after login can download the mail. Secret data
could also be sent through spam mail. MAU directly sends them through
their anti-spam scanners. Spam was considered unwanted stuff and it was
stored in the spam folder directly by the MAU.

Figure 17 represents the complete flow of the process of embedding
and retrieval of secret data. Secret data was compressed using Deflate
compression algorithm. The compressed data was divided into parts and
converted to binary form. Using the PBKDF2 encryption algorithm two
keys were generated. The hash function was selected using the MDS5
hashing algorithm. After applying hashing and encryption on the secret
data, segregated secret data were combined back to get the complete
message. HMAC was used to provide integrity, authentication, and
confidentiality to the secret data. Timestamp was also used to verify the
time of each operation performed and to avoid the attacks. Secret data was
embedded in the header of the email. The index field contains the sequence
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number of the segregated secret data and it was required during the process
of obtaining the complete secret data through concatenation. At the time of
retrieval of secret data reverse process of encryption takes place.

Secret Data inside Head Part of Email Protocol Passphrase for Key Derivation

v

Cryptography '« Key =

!

Decomposition of Concealed Secret Data

\ | 2 v L 4
Index HMAC Timestamp Secret Data
l /\ d
- ¢ HMAC
Yes No
Compressed Secret Data having Error

Index and Timestamp

Fig. 17. Retrieval of Secret Data from Email Header [64]

HMAC, timestamp, and secret data retrieved were compared for
finding whether any error was present or not. Bandwidth, embedding
capacity, and detection of secret data all are directly related to each other.
Bandwidth can be defined as the number of bits of secret data embedded per
unit of time. So, on increasing bandwidth embedding capacity automatically
increases. The improved embedding capacity increases the chances of
detection of secret data. For the proposed research work embedding
capacity was calculated as 50 bytes per second [64].

In almost all the steganography techniques author compromise with
the concealing capacity because on increasing concealing capacity chances
of detection of secret data increase. SSH (Secure Shell) is the protocol for
providing secure remote login. It has built-in encryption techniques for
security purposes. It works on the client-server architecture. SSH client
sends the request to its server. They establish a connection and then
communicate through that connection. SSH uses public-key cryptography
and hashing for the security of data transmission. It provides the following
functionality to the users [65]:

— It first establishes the connection and then transmits data
through that connection.
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— It can provide remote login using some set of commands.

— It is the authentication protocol. With the help of a password or
some other option, it provides an authentication mechanism.

The packet size field is 32-bits long and represents the size of the
packet. Padding size is the length of the packet to represent the padding in
the packet. The payload is the real information inside the packet. Random
padding is the additional data required to provide security. MAC provides
the required authentication code for security. As shown in the figure first
four fields are already encrypted. Packet payload and random padding fields
are already encrypted.

In the research work, secret data was hidden in the traffic generated
by the network. For traffic analysis, PT (Packet Transmogrifies) was used
which was written in C language. It has been calculated that SSH in a
session has 48 to 80 bytes to hide the secret data. PT selected a random
packet for hiding secret data and at the receiver side, it was retrieved. PT
used many protocols precise packet converters as the connector modules for
selecting specific packets to hide secret data. 12 octets of secret data were
hidden in the payload field of the packet. Before hiding secret data, it was
divided into smaller chunks and converted into binary form. The CRC
(Cyclic Redundancy Checksum) was used to check the integrity of secret
data. The bandwidth for the proposed research work was found to be good
as compared to other existing work [65].

A trade-off exists between bandwidth, security, and robustness in
network steganography. VoIP is the most commonly used network
steganography technique these days. VoIP uses the LSB (Least Significant
Bit) technique to hide secret data. Embedding capacity can be improved by
hiding secret data in voice packets during transmission. Random numbers in
the selection of LSB bits improve the security of the research work.
Embedding capacity varies from sample to sample of voice packet [66, 67].
Analysis of a few VoIP steganography techniques is shown as follows:

—  Another way to hide secret data in the voice packet was using
G.711 codec. The process includes compression of secret data and then it
results in less embedding time. By doing so embedding capacity that is
bandwidth can also be improved. By selecting 4-bits modification in the
carrier can be reduced [68, 69, 70].

—  In the proposed work Partial Similarity Value (PSV) between
LSB of G.729a speech and secret data. This proposed combination resulted
in high security and robustness. Concealing capacity was calculated by the
number of similar bits and threshold. Embedding capacity was calculated at
1444 bits in 126 frames [71].
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— A covert transmission scheme on G.711 stream over VolIP was
proposed by the authors. It used sharp blocks to hide secret data for
avoiding exposure. It carried an embedding capacity of 7.34 Kbps. It also
avoided attacks from exposure to secret data [72].

The author proposed a real-time system for hidden transmission in
VoIP using the LSB technique. First encryption of secret data was done and
then embedding of encrypted secret data was done. The research work
embedded 0.8 Kbps [73].

Figure 18 shows the summary of the work done at the application
layer of the OSI model. Many papers have been published using the
application layer protocols. Evaluation of the work published was done
based on various parameters like bandwidth, concealing capacity, entropy,
etc. Entropy is the measure of randomness in the carrier and the stego file.
The higher is the randomness high are the chances of detection of secret
data.

140 128
120
100
o o B S5H (Secure Shell) Steganography
N SMTP Steganography
60
Bit Torrent Steganography
40— DNS Steganography
| 12
20 7 736 = SRTP Steganography
o ‘ . . ‘
Bandwidth(in ~ Detection Entropy (in  Concealing Embedding
Bps) Rate(in %) %) Capacity (in ~ Capacity(in
Bpp) Bps)

Fig. 18. Summary of Application Layer Steganography Techniques

3. Analysis of Research Trend in Network Steganography.
Analysis of research trends is done on network steganography technique
based on many parameters. The parameters include layer-wise analysis of
the paper reviewed, year-wise analysis of the paper reviewed, bandwidth
measure of the paper reviewed based on the layer of the OSI model,
analysis based on steganalysis technique, the tool used to implement the
research work, and, the combination of steganography with cryptography,
etc. Analysis trend is explained in detail based on the mentioned parameters
shown as follows:

3.1.1. Layer-Wise Analysis of Paper Reviewed. In the research
work as shown in Figure 19, 73 papers related to network steganography
techniques have been studied. Mainly three (Network, Transport, Application)
layers of the OSI model are used by researchers to hide the secret data.
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Fig. 19. Layer-wise summary of Steganography Techniques

These three layers are commonly used by steganography techniques
to hide data but steganography can also be applied to other layers depending
on the specific requirements and limitations of the application or system.
The choice of layers depends on factors such as ease of implementation, the
likelihood of detection, and the desired level of security or covert
communication. The amount of secret data embedded depends on the type
of protocol and the field used to hide it. Figure 20 is presenting the
summary of all Layers based on the Steganography Techniques.

< <
g
©
: I

Physical Layer Data Link Layer Network Layer Transport Layer Application Layer
Research Trend in Layer of OSI Model

Number of Paper Reviewed

Fig. 20. Layer-Wise Count of Paper Published

TCP, UDP from the transport layer, and IP from the network layer
are the mainly used protocols to hide secret data. Mainly during the
retransmission of particular frames secret data is hidden in TCP protocol.
Padding and option fields are mainly used by researchers to hide the secret
data in IP and UDP protocols. It has been observed that physical and data
link layer protocols are less used to hide the secret data.
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3.1.2.  Year-Wise Paper Reviewed. To prepare this research article,
a total of 73 papers are reviewed. Network steganography has been
investigated in 2003. Figure 21 shows the year-wise analysis of some of the
papers from network steganography. These days’ researchers are moving
from digital steganography to modern steganography techniques. Modern
steganography uses protocols of the OSI model to hide secret data.

8

g7

z

2 6

3

& s

54

S 3

-%

=

S 2

S

31

=

Eo

Z S —= o 0 T v O - X O —~ & N O~ 0 DO — Al N T
S OO O QO 9O QO 9O Q9 = = = = = = = = = - A a a a a
oo 0o o o o o o o 9o 9o o o 9o 9o o o o o o o o o <o <o <o
5 I o R o I o IR S I AR o N o IR o B o B o N IR o HR o I I o I S A o B o BN o R o I o BN S IS B o I oV |

Year-Wise Publication

Fig. 21. Total Paper Reviewed

Papers are selected using network or protocol steganography
keywords from several academic databases. As per a proposed paper lot of
papers are published in the year 2020 and 2023. It has been observed that
still; some issues exist with the network steganography techniques.
Bandwidth and visual quality of the stego file are the issues of concern in
the network steganography. On increasing the bandwidth of a particular
technique visual quality of the stego file got compromised.

3.1.3. Layer-wise Bandwidth Measure of Reviewed Network
Steganography Techniques. The performance of the network steganography
techniques was measured by the authors in terms of bandwidth. In some
papers, the correlation coefficient was also calculated to evaluate the research
work. In this section, layer-wise evaluation of the research work is done based
on the bandwidth. In some papers, steganography and cryptography
techniques were combined to get better security.

Figure 22 showed the bandwidth achieved at the physical layer of the
OSI model. Bandwidth is measured in the number of megabits per second
for the physical layer steganography techniques. The value of bandwidth
varies from protocol to protocol on the same layer. The maximum
bandwidth is achieved by the OFDM technique and lowest by the ZigBee
protocol steganography technique.
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Fig. 22. Performance Measure at Physical Layer

Again, the performance of the data link layer protocols is calculated in
terms of bandwidth as shown in Figure 23. This layer is responsible for flow
control, access control, and error control. It has many protocols to provide the
above-mentioned responsibilities. Bandwidth is measured in kilobits per
second for the data link layer. Stop and wait protocol has a maximum
bandwidth of 255 Kbps and CDMA has a minimum bandwidth of 77.8 Kbps.
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CDMA STEGANOGRAPHY STOP & WAIT STEGANOGRAPHY
Data Link Layer Steganography

Fig. 23. Performance Measure at Data Link Layer

It mainly has IPv4, ARP, RARP, and IPv6 protocols. This layer
works on the concept of IP address. Among the reviewed papers ARPNet
has the highest bandwidth. As shown in Figure 24 bandwidth is measured in
bits per second for the network layer. Bandwidth varies from protocol to
protocol and the field was chosen to hide the secret data as well.

44
50

40

20

Bandwidth in bps

1Pv4 STEGANOGRAPHY ARPNet STEGANOGRAPHY IPv6 STEGANOGRAPHY
Network Layer Steganography

Fig. 24. Performance Measure at Network Layer
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This layer provides reliable service as well as non-reliable service.
Bandwidth is measured in kilobits per second for the transport layer.
Maximum bandwidth is achieved by the combination of TCP and UDP
protocols. Depending upon the application, the protocol is used to transfer
data from source to destination. Figure 25 shows the bandwidth of the
protocols used at the transport layer.

12 0.998
21
<08
89
=
= 06
=
2 032
5 04 0.204
& 02 0.032
0
TCP/UDP SCTP NTP TCP MULTIMODE
STEGANOGRAPHY STEGANOGRAPHY  STEGANOGRAPHY

Transport Layer Steganography

Fig. 25. Performance Measure at Transport Layer

Analysis of application-layer steganography techniques is shown
with the help of Figure 26. The performance of these techniques is
measured in terms of bandwidth. Bandwidth is the amount of secret data
embedded per unit of time. The bandwidth of the technique depends on the
size of the field of the protocol in which the secret was embedded.
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Fig. 26 Performance Measure at Application Layer

3.14. Analysis based on Steganalysis Technique. As we
thoroughly reviewed different network steganography techniques. Some
steganalysis techniques also exist to detect the hidden secret data. In some
of the papers along with steganography, steganalysis techniques were also
covered by the authors. In Table 1, 7 steganalysis techniques are analysed.
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Table 1. Analysis of Steganalysis Techniques

Paper Title Year Method Applied to
A Lightweight Opnsense 17.1 Open Sense and Suricata were run on the
Adaptable DNS Fﬁrewall an(.i client-server machine. The firewall was
Channel for Covert 2020 . installed on the same machine. When stego
- Suricata 3.2.1
Data Transmission DS file was transferred, the firewall was not able
[58] to detect the hidden message.
A Multimode
Network
Steganography for The regularity of data traffic is measured. The
Covert Wireless 2020 | Entropy Test |irregularity of traffic represents a high chance
Communication of detection of secret data.
Based on BitTorrent
[53]
An Approach of
Covert
gg;r(glg:llltc}iletlon RS RS steganalysis is used to detect the hidden
. 2011 . | secret data. It is not able to detect the hidden
Adaptive Steganalysis 4 . . .
ata specifically in audio files.
Steganography
Scheme on Voice
over [P [72]
Each layer used a different approach to detect
Multilayer Detection Multilayer :Ee thlddet?l secret dalta. ft ?a(sl tt)eetr} cor}cluded
of Network 2020 | detection of at on e upper layers defection 1S casy
Steganography [2] RSTEG compared. to the lowF:r laye.rs. For
steganalysis, machine learning algorithms are
applied.
Gaussian Mixture and Mel Frequency
Cepstral Coefficients Model was used to
Network detect the hidden secret data. The average
Steganography and 2013 | GMM Model |detection possibility was found to be
Steganalysis [74] approximately equal to 89% in different
formats of audio. Statistical properties were
used to detect secret information.
In this paper, storage-based and timing-based
covert channels were analysed to detect the
Covert channel - . .
detection: A survey- 2012 II.Tegulanty in §ecret message. It is very difficult or almost
. Time Intervals | impossible to detect the hidden message. The
based analysis [75] . IR .
irregularities in time intervals were used to
detect the data.
Steganalysis was done based on codebook
Steganography and destruction. Correlation between the pulse
steganalysis in voice 2021 VoIP position of audio was calculated to detect
over ip: A review Steganalysis | secret messages. CNN and RNN models were
[76]. also used to detect the hidden data but the
presence of secret data was not detected.

For analysis paper title, year of publication, the method used, and
work is included. For analysis statistical properties, traffic irregularities,
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correlation, and many other parameters were used by the authors. It has
been concluded from the analysis that it is not possible to detect the secret
data.

3.1.5. Analysis based on Implementation Tool. Figure 27 shows
the analysis of the tool used for the implementation of the reviewed
techniques. Work is implemented using MATLAB, Python, and a network
simulator as well. In most of the papers, the UNIX environment is used for
implementation. Different simulators are used for the implementation of the
work. Simulators have a component library and these are object-oriented.
Simulators are wireless and discrete. By predicting the behaviour of a
particular network on which the researcher is working secret data is
concealed in protocols. Simulators are fast in calculating results. But
simulators are difficult to build and also costly.

30
4
2 20 16
[
E:, 10 | — |
=]
5 0
'E Matlab Simulator Python
2 Tool Used

Fig. 27. Tool-wise Analysis

Python has very strong libraries as compared to MATLAB
libraries [77]. Python can run on any type of platform. It has a good
interface to all the databases. It is user-friendly and easy to maintain.
MATLAB also has many built-in functions for plotting, visualization,
numerical computation, and application development. MATLAB functions
are written in C, C++, and Java. One major difference between mentioned
two tools is that MATLAB treats every input as an array but Python takes
input as objects [78, 79].

3.1.6. Analysis based on Combination of Cryptography and
Steganography. A lot of work has already been done in the field of
cryptography as well as steganography for security separately. Figure 28
shows how much work is done separately on steganography and how much
on the combination of both steganography as well cryptography for the
proposed paper based on the papers reviewed. Out of 73 papers reviewed
for the proposed work, 43 are based on only steganography techniques and
21 are based on the combination of both techniques.
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Fig. 28. Analysis based on Technique used

RSA, MD5, Digital Signature, DES, AES, HMAC, Blowfish, etc. are
the most widely used cryptography techniques along with steganography
[80, 81]. By combining these two techniques security is improved to some
extent but complexity in terms of time and cost also increased [82]. So, to
overcome the increased time and cost further research is required and that
can be suggested as future research work.

4. Observations and Findings. A study of the last 21 years of
network steganography techniques has been done in research work. A lot of
pros and cons are associated with these techniques. These observations and
findings are listed and will help researchers in future research. A few of the
observations and finding are given as follows:

—  Overview of Network Steganography Techniques: The paper
would likely provide an introduction and overview of different network
steganography techniques used to hide information within network
communications.

—  Analysis of Steganography Methods: The study examined
different steganography methods employed in network environments, such
as covert channels, protocol-based steganography, or payload-based
techniques.

—  Evaluation of Security and Detection: The researchers
examined the security aspects of network steganography techniques,
including the vulnerability of different methods to detection and
countermeasures.

—  Challenges and Limitations: The challenges or limitations
associated with network steganography, including the potential for
increased network traffic, limited payload capacity, or the risk of detection
are highlighted in this paper.

—  Bandwidth and Detection of Secret Data: Bandwidth and
detection of secret data played an important role in all layers of the OSI
model. Bandwidth is observed to be very low in the case of network
steganography. Improvement in the bandwidth of a particular technique
results in increased chances of detection of secret data.
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—  Hybrid Technique: To balance bandwidth and secret data
detection, a hybrid of cryptography and steganography has also been
implemented by the researchers. A hybrid of these two techniques improved
the security, but the bandwidth was not improved.

5. Conclusion. In conclusion, various aspects of network
steganography have been explored and examined its importance in securing
data during communication. The paper has presented an in-depth analysis of
existing network steganography techniques of the last 21 years. Exploration
and examination of network steganography techniques have been done
based on many parameters. The parameters include year-wise analysis of
the reviewed paper, layer-wise analysis of the reviewed paper, bandwidth
measure of the reviewed paper based on the layer of the OSI model,
analysis based on steganalysis technique, analysis of the tool used to
implement the research work, and the combination of steganography with
cryptography. By examining and summarizing these techniques, researchers
and practitioners can gain valuable insights into the current trends and
advancements in the area of network steganography. This review serves as a
foundation for future work, encouraging further research and development
in network steganography algorithms and methodologies.

References

1. Mortazavian P., Jahangiri M., Fatemizadeh E. A Low-Degradation Steganography
Model for Data Hiding in Medical Images. Proceedings of the Fourth Lasted
International Conference Visualization, Imaging and Image Processing. 2004.
pp. 914-920.

2. Smolarczyk M., Szczypiorski K., Pawluk J. Multilayer detection of network
steganography.  Electronics. ~ 2020.  vol. 9.  no. 12.  pp. 1-14.
DOI: 10.3390/electronics9122128.

3. Szczypiorski K. HICCUPS: Hidden communication system for corrupted networks.
Internation Multi-Conference Advance Computing System. 2003. pp. 31-40.
4. Sekhar A., Kumar G.M., M A.R. A Novel Approach for Hiding Data in Videos Using

Network Steganography Methods. Procedia Computer Science. 2015. vol. 7. no. 4.
pp. 49-61. DOL: 10.5121/ijwmn.2015.7404.

5. Almohammedi A.A., Shepelev V. Saturation Throughput Analysis of Steganography
in the IEEE 802.11p Protocol in the Presence of Non-Ideal Transmission Channel.
IEEE Access. 2021. vol. 9. pp. 14459-14469. DOLI: 10.1109/ACCESS.2021.3052464.

6. Seo J.O., Manoharan S., Mahanti A. A Discussion and Review of Network
Steganography. IEEE 14th International Confernce Pervasive Intelligent Computer.
2016. pp. 384-391. DOI: 10.1109/DASC-PICom-DataCom-CyberSciTec.2016.80.

7. Ouda A.H., El-Sakka M.R. A step towards practical steganography systems. Lecture
Notes Computer Science. LNCS. 2005. vol. 3656. pp. 1158-1166.
DOLI: 10.1007/11559573_140.

8. Tanwar R., Pilania U., Zamani M., Manaf A.A. An Analysis of 3D Steganography
Techniques.  Electronics. ~ 2021.  vol. 10.  no. 19.  p. 2357
DOI: 10.3390/electronics10192357.

1140 Wndopmaruka n aBromaruzanust. 2023. Tom 22 Ne 5. ISSN 2713-3192 (uieu.)
ISSN 2713-3206 (ommaiin) www.ia.spcras.ru



INFORMATION SECURITY

18.

19.

20.

21.

22.

23.

24.

25.

Nair A.S., Kumar A., Sur A., Nandi S.uLength based network steganography using
UDP protocol. IEEE 3rd International Conference Communication Software
Networks, ICCSN 2011. 2011. pp. 726-730. DOI: 10.1109/ICCSN.2011.6014994.
Zander S., Armitage G., Branch P. A survey of covert channels and countermeasures
in computer network protocols. IEEE Communications Surveys and Tutorials 2007.
vol. 9. no. 3. pp. 44-57.

Huang Z., Sun X., Luo J.,, Wang J. Security Against Hardware Trojan Attacks
Through a Novel Chaos FSM and Delay Chains Array PUF Based Design
Obfuscation Scheme. Lecture Notes Computer Science. 2015. vol. 9483. pp. 14-24.
DOLI: 10.1007/978-3-319-27051-7.

Bedi P., Dua A. Network Steganography using the Overflow Field of Timestamp
Option in an IPv4 Packet. Procedia Computer Science. 2020. vol. 171. pp. 1810-1818.
DOL: 10.1016/j.procs.2020.04.194.

Pilania U., Tanwar R., Gupta P. Stable High Capacity Video Steganography in
Wavelet Domain. Turkish Journal of Computer and Mathematics Education Research
Article. 2021. vol. 12. no. 7. pp. 2142-2158.

Pilania U. A Proposed Optimized Steganography Technique using ROIL, IWT and
SVD. International Journal of Information Systems and Management Science. 2018.
pp. 313-318.

Zielinska E., Mazurczyk W., Szczypiorski K. Trends in steganography.
Communication ACM. 2014. vol. 57. no. 3. pp- 86-95.
DOLI: 10.1145/2566590.2566610.

Zielinska E., Mazurczyk W., Szczypiorski K. Developement Trends in steganography.
Communication ACM. 2014. vol. 57. no. 3. pp- 86-95.
DOLI: 10.1145/2566590.2566610.

Amirtharajan R., Rayappan J.B.B. Steganography-time to time: A review. Journal
Information Technology. 2013. vol. 5. no. 2. pp. 53-66. DOL: 10.3923/1jit.2013.53.66.
Theodore G., Maxwell T., Sandford LI. Hiding data in the OSI network model.
Lecture Notes Computer Science. 1996. vol. 1174. pp. 24-38. DOL: 10.1007/3-540-
61996-8_29.

Frikha L., Trabelsi Z. A new Covert channel in WIFI networks. Proceeding 2008 3rd
International Conference on Risks and Security of Internet and Systems. 2008.
pp. 255-260. DOI: 10.1109/CRISIS.2008.4757487.

Martins D., Guyennet H. Attacks with Steganography in PHY and MAC Layers of
802.15.4 Protocol. Fifth International Conference on Systems and Networks
Communications. 2010. DOI: 10.1109/ICSNC.2010.11.

Shah D.C., Rindhe B.U., Narayankhedkar S.K. Effects of cyclic prefix on OFDM
system. Proceeding of International Conference and Workshop on Emerging Trends in
Technology (ICWET). 2010. pp. 420-424. DOI: 10.1145/1741906.1741996.

Grabski S., Szczypiorski K. Steganography in OFDM symbols of fast IEEE 802.11n
networks. IEEE Security and Privacy Workshops. 2013. pp. 158-164.
DOI: 10.1109/SPW.2013.20.

Szczypiorski K., Mazurczyk W. Steganography in IEEE 802.11 OFDM symbols.
Security and Communication Networks. 2016. vol. 9. no. 2. pp. 118-129.
DOI: 10.1002/sec.306.

Khan M.N., Ghauri S. The WiMAX 802.16¢ Physical Layer Model. IET Conference
on Wireless, Mobile and Multimedia Networks. 2008. pp. 117-120.
DOI: 10.1049/cp:20080159.

Grabska L., Szczypiorski K. Steganography in WiMAX networks. 5th International
Congress on Ultra Modern Telecommunications and Control Systems and Workshops
(ICUMT). 2013. pp. 20-27. DOI: 10.1109/ICUMT.2013.6798399.

Informatics and Automation. 2023. Vol. 22 No. 5. ISSN 2713-3192 (print) 1141
ISSN 2713-3206 (online) www.ia.spcras.ru



NHO®OPMAILIMOHHA S BE3OITACHOCTD

26.

217.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

Hussain 1., Negi M.C., Pandey N. Security in ZigBee Using Steganography for IoT
Communications. System Performance and Management Analytics. 2019. pp. 217—
227.

Jankowski B., Mazurczyk W., Szczypiorski K. Information hiding using improper
frame padding. Proceedings of 14th Internationl Telecommunication Network
Strategy Planning Symposium (Networks). 2010.
DOL: 10.1109/NETWKS.2010.5624901.

Banoci V., Bugar G., Levicky D. Steganography systems by using CDMA techniques.
Proceedings of 19th International Conference Radioelektronika. 2009. pp. 183-186.
DOL: 10.1109/RADIOELEK.2009.5158731.

Khalife J., Kassas Z.M. Navigation with Cellular CDMA Signals-Part II: Performance
Analysis and Experimental Results. IEEE Transaction Signal Processing. 2018.
vol. 66. no. 8. pp. 2204-2218. DOI: 10.1109/TSP.2018.2799166.

Hasan O., Tahar S. Performance analysis and functional verification of the stop-and-
wait protocol in HOL. Journal Automation Reason. 2009. vol. 42. no. 1. pp. 1-33.
DOLI: 10.1007/s10817-008-9105-6.

Shukla V., Chaturvedi A., Srivastava N. A Secure Stop and Wait Communication
Protocol for Disturbed Networks. Wireless Communication. 2020. vol. 110. no. 2.
pp. 861-872. DOL: 10.1007/511277-019-06760-w.

Kim B., Lee B., Cho J. ASRQ: Automatic segment repeat request for IEEE 802.15.4-
based WBAN. IEEE Sensor Journal. 2017. vol. 17. no. 9. pp. 2925-2935.
DOLI: 10.1109/JSEN.2017.2676163.

Martins D., Guyennet H. Steganography in MAC Layers of 802.15.4 Protocol for
Securing Wireless Sensor Networks. International Conference on Multimedia
Information Networking and Security. 2010. pp- 824-828.
DOI: 10.1109/MINES.2010.175.

Xue P.F., Hu J.S., Liu H.L., Hu R.G. A new network steganographic method based on
the transverse multi-protocol collaboration. Journal Information Hiding Multimedia
Signal Processing. 2017. vol. 8. no. 2. pp. 445-459.

Maya A. Steganology and information hiding: Stegop2py: embedding data in TCP and
IP headers. Centria University of Applied Science. 2021. 59 p.

Maulana B., Rahim R. Go-Back-N Arq Approach for Identification and Repairing
Frame in Transmission Data. International Journal Resource Science Engineering.
2016. vol. 2. no. 6. pp. 208-212.

Bedi P, Dua A. ARPNetSteg: Network steganography using address resolution
protocol. International Journal Electronic Telecommunication. 2020. vol. 66. no. 4.
pp. 671-677. DOI: 10.24425-ijet.2020.134026/769.

Schmidbauer T., Wendzel S., Mileva A., Mazurczyk W. Introducing Dead Drops to
Network Steganography using ARP-Caches and SNMP-Walks. Proceedings of the
14th International Conference on Availability, Reliability and Security. 2019. pp. 1-
10. DOI: 10.1145/3339252.3341488.

Llamas D., Miller A., Allison C. Covert channels in internet protocols: A survey.
Proceedings of the 6th Annual Postgraduate Symposium about the Convergence of
Telecommunications, Networking and Broadcasting, PGNET. 2005. vol. 2005.
Bobade S., Goudar R. Secure data communication using protocol steganography in
IPv6. Proceedings of the 1st International Conference on Computing Communication
Control and Automation (ICCUBEA). 2015. pp- 275-279.
DOI: 10.1109/ICCUBEA.2015.59.

Miller P. Applying Steganography to Standard Network Traffic. Proceedings of the
4th Winona Computer Science Undergraduate Research Symposium. 2004. pp. 3-6.

1142 Wndopmaruka n apromaruzanust. 2023. Tom 22 Ne 5. ISSN 2713-3192 (uieu.)

ISSN 2713-3206 (ommaiin) www.ia.spcras.ru



INFORMATION SECURITY

42.

43.

44,

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

Xue P.F., Hu J.S., Hu R.-G,, Liu H.-L., Gu Y. A new DHT: Network steganography
based on distributed coding. Journal of Information Hiding and Multimedia Signal
Processing. 2018. vol. 9. no. 2. pp. 355-369.

Mazurczyk W., Smolarczyk M., Szczypiorski K. On information hiding in
retransmissions. Telecommunication System. 2013. vol. 52. no. 2. pp. 1113-1121.
DOL: 10.1007/s11235-011-9617-y.

Mazurczyk W., Smolarczyk M., Szczypiorski K. Retransmission steganography
applied. Proceedings of 2nd International Conference on Multimedia Information
Networking and Security. 2010. pp. 846-850. DOI: 10.1109/MINES.2010.179.
Siddiqui F., Zeadally S. Stream control transmission protocol (SCTP). Encyclopedia
Internet Technology Application. 2007. pp. 575-582. DOI: 10.4018/978-1-59140-
993-9.ch081.

Mazurczyk W., Szczypiorski K. Steganography of VoIP streams, Lecture Notes
Computer Science. 2008. vol. 5332. LNCS, no. PART 2, pp. 1001-1018.
DOLI: 10.1007/978-3-540-88873-4_6.

Lubacz J., Mazurczyk W., Szczypiorski K. Principles and overview of network
steganography. IEEE Communications Magazine. 2014. vol. 52(5). pp. 225-229.
Hamdaga M., Tahvildari L. ReLACK: A reliable VoIP steganography approach.
Proceedings of Sth International Conference Security Software Integration Reliability
Improvement. 2011. pp. 189-197. DOI: 10.1109/SSIR1.2011.24.

Na S., Yoo S. Allowable Propagation Delay for VoIP Calls. International Workshop
on Advanced Internet Services and Applications. 2002. pp. 47-55.

Bak P., Bieniasz J., Krzeminski M., Szczypiorski K. Application of perfectly
undetectable network steganography method for malware hidden communication. 4th
International Conference Frontier Signal Processing (ICESP). 2018. pp. 34-38.
DOI: 10.1109/ICFSP.2018.8552057.

Mills D.L. A brief history of NTP time: Memoirs of an Internet timekeeper. Computer
Communication  Reverse. 2003.  vol. 33. no. 2.  pp. 9-21.
DOI: 10.1145/956981.956983.

Schmidbauer T., Wendzel S. Covert storage caches using the NTP protocol.
Proceedings of the 15th International Conference on Availability, Reliability and
Security. 2020. DOI: 10.1145/3407023.3409207.

Wang M., Gu W., Ma C. A Multimode Network Steganography for Covert Wireless
Communication Based on BitTorrent. Security Communication Networks. 2020.
vol. 2020. DOI: 10.1155/2020/8848315.

K Shah M., Virparia A.M., Sharma K. An Overview of Advanced Network
Steganography. International Journal Computer Application. 2015. vol. 118. no. 21.
pp. 23-26. DOL: 10.5120/20871-3364.

Dimitrova B., Mileva A. Steganography of Hypertext Transfer Protocol Version 2
(HTTP/2). Journal of Computer Communication. 2017. vol. 05. no. 05. pp. 98-111.
DOI: 10.4236/jcc.2017.55008.

Collins J., Agaian S. Trends Toward Real-Time Network Data Steganography.
International Journal Network Security and Its Applications. 2016. vol. 8. no. 2.
pp. 01-21. DOL: 10.5121/ijnsa.2016.8201.

Drzymata M., Szczypiorski K., Urbanski M.L. Network Steganography in the DNS
Protocol. International Journal of Electronic and Telecommunications. 2016. vol. 62.
no. 4. pp. 343-346. DOL: 10.1515/eletel-2016-0047.

Nazari M., Tarahomi S., Aliabady S. A Lightweight Adaptable DNS Channel for
Covert Data Transmission. arXiv preprint arXiv:2003.14094. 2020.

Bormann C., Castellani A.P., Shelby Z. CoAP: An application protocol for billions of
tiny internet nodes. IEEE Internet Computing. 2012. vol. 16. no. 2. pp. 62-67.
DOI: 10.1109/MIC.2012.29.

Informatics and Automation. 2023. Vol. 22 No. 5. ISSN 2713-3192 (print) 1143
ISSN 2713-3206 (online) www.ia.spcras.ru



NHO®OPMAILIMOHHA S BE3OITACHOCTD

60.

61.

62.

63.

64.

65.

66.

67.

68.

69.

70.

71.

72.

73.

74.

75.

76.

Mileva A., Velinov A., Stojanov D. New Covert Channels in Internet of Things. 12th
International Conference on Emerging Security Information, Systems and
Technologies. 2018. pp. 30-36.

Patuck R., Hernandez-Castro J. Steganography using the Extensible Messaging and
Presence Protocol (XMPP). arXiv:1310.0524. 2013. DOI: 10.48550/arXiv.1310.0524.
Ciobanu R.L, Tirsa M.O., Lupu R., Stan S., Andreica M.I. SCONeP: Steganography
and Cryptography approach for UDP and ICMP. Proceedings of RoEduNet IEEE
International Conference. 2011. pp. 1-6. DOI: 10.1109/RoEduNet.2011.5993700.
Alishavandi A.M., Fakhredanesh M. MKIPS: MKI-based protocol steganography
method in SRTP. ETRI Journal. 2021. vol. 43. no. 3. pp. 561-570.
DOLI: 10.4218/etrij.2018-0410.

Castiglione A., De Santis A., Fiore U., Palmieri F. E-mail-based covert channels for
asynchronous message steganography. Proceedings of 5th International Conference on
Innovative Mobile and Internet Services in Ubiquitous Computer. 2011. pp. 503-508.
DOI: 10.1109/IMIS.2011.133.

Lucena N.B., Pease J., Yadollahpour P., Chapin S.J. Syntax and Semantics-Preserving
Application-Layer Protocol Steganography. Information Hiding: 6th International
Workshop. 2004. pp. 164-179. DOL: 10.1007/978-3-540-30114-1_12.

Ali A.H., Mokhtar M.R., George L.E. Recent approaches for VoIP steganography.
Indian  Journal Science ~ Technology.  2016.  vol. 9.  no. 38.
DOL: 10.17485/ijst/2016/v9i38/101283.

Mazurczyk W. VoIP steganography and its detection — a survey. ACM Computer
Surve s. 2013. vol. 46. no. 2. DOI: 10.1145/2543581.2543587.

Wang C., Wu Q. Information hiding in real-time VoIP streams. Proceedings of the 9th
IEEE International Symposium Multimedia (2007). 2007. pp. 255-262.
DOI: 10.1109/ISM.2007.33.

Xu T., Yang Z. Simple and effective speech steganography in G.723.1 low-rate codes.
2009 International Conference on Wireless Communication and Signal Processing.
2009. pp. 1-5. DOI: 10.1109/WCSP.2009.5371745.

Ito A., Suzuki Y. Information hiding for G.711 speech based on substitution of least
significant bits and estimation of tolerable distortion. IEICE Transaction
Fundamentals of Electronics, Communications and Computer Science. 2010. vol. 93.
no. 7. pp. 1279-1286. DOI: 10.1587/transfun.E93.A.1279.

Tian H., Zhou K., Jiang H., Huang Y., Liu J., Feng D. An adaptive steganography
scheme for voice over IP. Proceedings of the IEEE International Symposium on
Circuits Systems. 2009. pp. 2922-2925. DOI: 10.1109/ISCAS.2009.5118414.

Miao R., Huang Y. An approach of covert communication based on the adaptive
steganography scheme on voice over IP. IEEE International Conference on
Communications (ICC). 2011. DOI: 10.1109/icc.2011.5962657.

Tian H., Zhou K., Huang Y., Feng D., Liu J. A covert communication model based on
least significant bits steganography in voice over IP. Proceeding of the Sth
International Conference for Young Computer Scientists. 2008. pp. 647-652.
DOI: 10.1109/ICYCS.2008.394.

Janicki A., Mazurczyk W., Szczypiorski K. Steganalysis of transcoding
steganography. annals of telecommunications-annales des télécommunications. 2014.
vol. 69. pp. 449-460.

Goher S., Javed B., Saqib N. Covert channel detection: A survey-based analysis.
High-Capacity Optical Networks and Emerging/Enabling Technologies. 2012.
pp. 057-065.

Wu Z., Guo J., Zhang C., Li C. Steganography and steganalysis in voice over ip: A
review. Sensors. 2021. vol. 21. no. 4.

1144 Vndopmaruka n aBromaruzanust. 2023. Tom 22 Ne 5. ISSN 2713-3192 (uieu.)

ISSN 2713-3206 (ommaiin) www.ia.spcras.ru



INFORMATION SECURITY

77. Neubert T., Caballero Morcillo A.J., Vielhauer C. Improving Performance of Machine
Learning based Detection of Network Steganography in Industrial Control Systems.
Proceedings of the 17th International Conference on Availability, Reliability and
Security. 2022. pp. 1-8.

78. Zhang X.-G., Yang G.-H., Ren X.-X. Network steganography based security
framework for cyber-physical systems. Information Sciences. 2022. vol. 609. pp. 963—
983.

79. Tymchenko O., Havrysh B. Steganography in TCP/IP Networks. International
Conference of Artificial Intelligence, Medical Engineering, Education. 2023. pp. 47—
56.

80. Chai H,, Li Z., Li F., Zhang Z. An end-to-end video steganography network based on
a coding unit mask. Electronics. 2022. vol. 11. no. 7. pp. 1142.

81. Olawoyin L.A., Abdul-Rahman M., Faruk N., Oloyede A., Adeniran C., Lasisi O.,
Sikiru I, Baba B.A. Hybridization of OFDM and Physical Layer Techniques for
Information Security in Wireless System. SLU Journal of Science and Technology.
2023. vol. 6. no. 1, 2. pp. 21-29.

82. Rajesh S., Joshi A. Estimation of Transmission Bandwidth for VoIP Signals over IP
Packet Transmission Network using Capacity Computing Method. IEEE International
Conference on Integrated Circuits and Communication Systems (ICICACS). 2023.
pp. 01-07. DOI: 10.1109/ICICACS57338.2023.10100177.

83. Pilania U., Tanwar R., Zamani M., Manaf A.A. Framework for video steganography
using integer wavelet transform and JPEG compression. Future Internet. 2022.
vol. 14(9). pp. 1-16. DOI: 10.3390/f114090254.

84. Pilania U., Kumar M., Kaur G. Region of Interest Using Viola-Jones Algorithm for
Video Steganography. Applied Computational Technologies: Proceedings of ICCET
2022.2022. pp. 405-415. DOI: 10.1007/978-981-19-2719-5_38.

Pilania Urmila — Ph.D., Associate professor, Department of computer science and
technology, Manav Rachna University. Research interests: computer vision, image processing,
information security. The number of publications — 25. urmilapilania@gmail.com; Aravali
Hills, Faridabad, 121004, Haryana, India; office phone: +91(129)419-8000.

Kumar Manoj — Ph.D., Associate professor, Department of computer science and
technology, Manav Rachna University. Research interests: computer vision, image processing,
machine learning. The number of publications — 21. manojattri003@gmail.com; Aravali Hills,
Faridabad, 121004, Haryana, India; office phone: +91(129)419-8000.

Rohit Tanwar — Ph.D., Associate professor, Department of computer science and
technology, University of Petroleum and Energy Studies. Research interests: information
security, machine learning. The number of publications — 80. rohit.tanwar.cse@gmail.com;
P.O. Kandoli (Via Prem Nagar), Dehradun, 248007, Uttarakhand, India; office phone:
+91(999)225-7914.

Nandal Neha — Ph.D., Associate professor of the department, Department of computer
science and engineering, Geethanjali College of Engineering and Technology. Research
interests: machine learning, deep learning, pattern recognition, data mining. The number of
publications — 22. nehanandal012@gmail.com; Medchal, Cheeryal, 501301, Hyderabad,
Telangana, India; office phone: +91(720)771-4441.

Informatics and Automation. 2023. Vol. 22 No. 5. ISSN 2713-3192 (print) 1145
ISSN 2713-3206 (online) www.ia.spcras.ru



NHO®OPMAILIMOHHA S BE3OITACHOCTD

DOI 10.15622/ia.22.5.6

V. TIiaaust, M. KyMAP, T. Poxut, H. HAHJIAI
KPATKHUI OB30P METOI0OB CETEBOM CTETAHOTPA®UHA

Tlunanua Y., Kymap M., Poxum T. Hanoan H. Kpatkmii 0030p MeToI0B ceTeBOii
creraHorpadgum.

AnHotamusi. IludpoBble  MynpTHMenmitHble ¢ainer 2D w 3D oGnagmarot
MHOTOUHCJICHHBIMH ~ IIPEHMYIIECTBAMH, TaKMMH Kak OTIAMYHOE KadyecTBO, CXKaTHe,
peOaKkTHpOBaHUE, HaJeKHOe KomupoBaHHe U T. O C Jpyroil CTOPOHBI, JTH KadecTBa
MyJIbTUMEIUITHBIX (HaiiJIoB SBISAIOTCS NPUYNHON OINACEHWH, B TOM 4HCle OOS3HM IMOIYYHTh
JIOCTYI K JAHHBIM BO BpeMs oOmieHus. Creranorpadus urpaeT BaxHyIO pOib B 00eCIeUeHUH
0e30IaCHOCTH IepefaBaeMbIX JaHHBIX. V3MeHeHue Tuma aiia IOKPHITHA € IH(MPOBBIX
MyJIbTHUMEIUIHBIX (aillIoB Ha IPOTOKOJBI MOBBIIAET OE30MACHOCTh CHUCTEMBI CBSI3U.
ITpOTOKOIBI ABIAIOTCSI HEOTHEMIIEMOH YaCThIO CHCTEMBI CBS3H, M 3TH IPOTOKOJIBI TAKXKE MOTYT
UCTIONB30BAThCA OIS COKPBHITUS CEKPETHBIX [JAHHBIX, YTO CHIDKAeT BEPOATHOCTb UX
OoOHapyXeHUsI. ITOT JOKYMEHT IPU3BaH IMOMOYb YIIYYIIUTh CYIIECTBYIOIIHE METOIBI CETEBOM
cTeraHorpa@uu 3a CUET YBEIUYCHUS MPOIYCKHOH CIOCOOHOCTH M CHIDKEHUS CKOPOCTH
OOHapy)XeHHsI TyTeM aHalu3a Npeablayliell CBA3aHHOW paboThl. bBbutn  u3ydeHsl,
MIPOAHAIM3UPOBAHEl M 00OOIIEHBI MOCIEIHNE CTAThH O METOJaX CETeBOi creraHorpaduy 3a
nocneanuid 21 rog. DToT 0030p MOXET MOMOYb HCCIEAOBATENSM IOHATH CYILECTBYIOIIUE
TEHJICHIMHM B METO/IaX CETEeBOH cTeraHorpaduu, 4ToObl MPOJOIKUTH PadOTy B ATOH 00IacTH
JUIsl yaydieHus: anroputMoB. CTaTes pasjeneHa mo yposHsam mojenn OSL

KroueBble ciioBa: cereBast cTeraHorpadusi, MOAEIb B3aUMOCBS3U OTKPBITHIX CHCTEM,
IIPOTOKOJI, MHPOIYCKHAs CIOCOOHOCTb, BO3MOXKHOCTH BHEAPEHHUS, (U3HUECKHI YpPOBEHD,
KaHaJIBHBII yPOBEHb, CETEBOU YPOBEHb, YPOBEHb IIepeladll, IPUKIATHOH YPOBCHb.

Jluteparypa

1. Mortazavian P., Jahangiri M., Fatemizadeh E. A Low-Degradation Steganography
Model for Data Hiding in Medical Images. Proceedings of the Fourth Lasted
International Conference Visualization, Imaging and Image Processing. 2004.
pp. 914-920.

2. Smolarczyk M., Szczypiorski K., Pawluk J. Multilayer detection of network
steganography.  Electronics. ~ 2020. vol. 9. no. 12. pp. 1-14.
DOI: 10.3390/electronics9122128.

3. Szczypiorski K. HICCUPS: Hidden communication system for corrupted networks.
Internation Multi-Conference Advance Computing System. 2003. pp. 31-40.
4. Sekhar A., Kumar G.M., M A.R. A Novel Approach for Hiding Data in Videos Using

Network Steganography Methods. Procedia Computer Science. 2015. vol. 7. no. 4.
pp. 49-61. DOIL: 10.5121/ijwmn.2015.7404.

5. Almohammedi A.A., Shepelev V. Saturation Throughput Analysis of Steganography
in the IEEE 802.11p Protocol in the Presence of Non-Ideal Transmission Channel.
IEEE Access. 2021. vol. 9. pp. 14459-14469. DOI: 10.1109/ACCESS.2021.3052464.

6. Seo J.O., Manoharan S., Mahanti A. A Discussion and Review of Network
Steganography. IEEE 14th International Confernce Pervasive Intelligent Computer.
2016. pp. 384-391. DOI: 10.1109/DASC-PICom-DataCom-CyberSciTec.2016.80.

7. Ouda A.H., El-Sakka M.R. A step towards practical steganography systems. Lecture
Notes Computer Science. LNCS. 2005. vol. 3656. pp. 1158-1166.
DOI: 10.1007/11559573_140.

1146 Wnudopmaruka n aBromaruzanust. 2023. Tom 22 Ne 5. ISSN 2713-3192 (ueu.)
ISSN 2713-3206 (ommaiin) www.ia.spcras.ru



INFORMATION SECURITY

18.

19.

20.

21.

22.

23.

24.

Tanwar R., Pilania U., Zamani M., Manaf A.A. An Analysis of 3D Steganography
Techniques. Electronics. 2021. vol. 10. no. 19. p- 2357.
DOI: 10.3390/electronics10192357.

Nair A.S., Kumar A., Sur A., Nandi S.uLength based network steganography using
UDP protocol. IEEE 3rd International Conference Communication Software
Networks, ICCSN 2011. 2011. pp. 726-730. DOIL: 10.1109/ICCSN.2011.6014994.
Zander S., Armitage G., Branch P. A survey of covert channels and countermeasures
in computer network protocols. IEEE Communications Surveys and Tutorials 2007.
vol. 9. no. 3. pp. 44-57.

Huang Z., Sun X., Luo J.,, Wang J. Security Against Hardware Trojan Attacks
Through a Novel Chaos FSM and Delay Chains Array PUF Based Design
Obfuscation Scheme. Lecture Notes Computer Science. 2015. vol. 9483. pp. 14-24.
DOLI: 10.1007/978-3-319-27051-7.

Bedi P., Dua A. Network Steganography using the Overflow Field of Timestamp
Option in an IPv4 Packet. Procedia Computer Science. 2020. vol. 171. pp. 1810-1818.
DOLI: 10.1016/j.procs.2020.04.194.

Pilania U., Tanwar R., Gupta P. Stable High Capacity Video Steganography in
Wavelet Domain. Turkish Journal of Computer and Mathematics Education Research
Article. 2021. vol. 12. no. 7. pp. 2142-2158.

Pilania U. A Proposed Optimized Steganography Technique using ROIL, IWT and
SVD. International Journal of Information Systems and Management Science. 2018.
pp. 313-318.

Zielinska E., Mazurczyk W., Szczypiorski K. Trends in steganography.
Communication ACM. 2014. vol. 57. no. 3. pp- 86-95.
DOLI: 10.1145/2566590.2566610.

Zielinska E., Mazurczyk W., Szczypiorski K. Developement Trends in steganography.
Communication ~ ACM. 2014. vol. 57. no. 3. pp- 86-95.
DOLI: 10.1145/2566590.2566610.

Amirtharajan R., Rayappan J.B.B. Steganography-time to time: A review. Journal
Information Technology. 2013. vol. 5. no. 2. pp. 53-66. DOL: 10.3923/1jit.2013.53.66.
Theodore G., Maxwell T., Sandford LI. Hiding data in the OSI network model.
Lecture Notes Computer Science. 1996. vol. 1174. pp. 24-38. DOIL: 10.1007/3-540-
61996-8_29.

Frikha L., Trabelsi Z. A new Covert channel in WIFI networks. Proceeding 2008 3rd
International Conference on Risks and Security of Internet and Systems. 2008.
pp. 255-260. DOI: 10.1109/CRISIS.2008.4757487.

Martins D., Guyennet H. Attacks with Steganography in PHY and MAC Layers of
802.15.4 Protocol. Fifth International Conference on Systems and Networks
Communications. 2010. DOI: 10.1109/ICSNC.2010.11.

Shah D.C., Rindhe B.U., Narayankhedkar S.K. Effects of cyclic prefix on OFDM
system. Proceeding of International Conference and Workshop on Emerging Trends in
Technology (ICWET). 2010. pp. 420-424. DOI: 10.1145/1741906.1741996.

Grabski S., Szczypiorski K. Steganography in OFDM symbols of fast IEEE 802.11n
networks. IEEE Security and Privacy Workshops. 2013. pp. 158-164.
DOI: 10.1109/SPW.2013.20.

Szczypiorski K., Mazurczyk W. Steganography in IEEE 802.11 OFDM symbols.
Security and Communication Networks. 2016. vol. 9. no. 2. pp. 118-129.
DOI: 10.1002/sec.306.

Khan M.N., Ghauri S. The WiMAX 802.16¢ Physical Layer Model. IET Conference
on Wireless, Mobile and Multimedia Networks. 2008. pp. 117-120.
DOI: 10.1049/cp:20080159.

Informatics and Automation. 2023. Vol. 22 No. 5. ISSN 2713-3192 (print) 1147
ISSN 2713-3206 (online) www.ia.spcras.ru



NHO®OPMAILIMOHHA S BE3OITACHOCTD

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

Grabska 1., Szczypiorski K. Steganography in WiMAX networks. 5th International
Congress on Ultra Modern Telecommunications and Control Systems and Workshops
(ICUMT). 2013. pp. 20-27. DOL: 10.1109/ICUMT.2013.6798399.

Hussain 1., Negi M.C., Pandey N. Security in ZigBee Using Steganography for IoT
Communications. System Performance and Management Analytics. 2019. pp. 217—
227.

Jankowski B., Mazurczyk W., Szczypiorski K. Information hiding using improper
frame padding. Proceedings of 14th Internation]l Telecommunication Network
Strategy Planning Symposium (Networks). 2010.
DOL: 10.1109/NETWKS.2010.5624901.

Banoci V., Bugar G., Levicky D. Steganography systems by using CDMA techniques.
Proceedings of 19th International Conference Radioelektronika. 2009. pp. 183-186.
DOL: 10.1109/RADIOELEK.2009.5158731.

Khalife J., Kassas Z.M. Navigation with Cellular CDMA Signals-Part II: Performance
Analysis and Experimental Results. IEEE Transaction Signal Processing. 2018.
vol. 66. no. 8. pp. 2204-2218. DOI: 10.1109/TSP.2018.2799166.

Hasan O., Tahar S. Performance analysis and functional verification of the stop-and-
wait protocol in HOL. Journal Automation Reason. 2009. vol. 42. no. 1. pp. 1-33.
DOLI: 10.1007/s10817-008-9105-6.

Shukla V., Chaturvedi A., Srivastava N. A Secure Stop and Wait Communication
Protocol for Disturbed Networks. Wireless Communication. 2020. vol. 110. no. 2.
pp. 861-872. DOL: 10.1007/511277-019-06760-w.

Kim B., Lee B., Cho J. ASRQ: Automatic segment repeat request for IEEE 802.15.4-
based WBAN. IEEE Sensor Journal. 2017. vol. 17. no. 9. pp. 2925-2935.
DOLI: 10.1109/JSEN.2017.2676163.

Martins D., Guyennet H. Steganography in MAC Layers of 802.15.4 Protocol for
Securing Wireless Sensor Networks. International Conference on Multimedia
Information Networking and Security. 2010. pp- 824-828.
DOI: 10.1109/MINES.2010.175.

Xue P.F., Hu J.S., Liu H.L., Hu R.G. A new network steganographic method based on
the transverse multi-protocol collaboration. Journal Information Hiding Multimedia
Signal Processing. 2017. vol. 8. no. 2. pp. 445-459.

Maya A. Steganology and information hiding: Stegop2py: embedding data in TCP and
IP headers. Centria University of Applied Science. 2021. 59 p.

Maulana B., Rahim R. Go-Back-N Arq Approach for Identification and Repairing
Frame in Transmission Data. International Journal Resource Science Engineering.
2016. vol. 2. no. 6. pp. 208-212.

Bedi P, Dua A. ARPNetSteg: Network steganography using address resolution
protocol. International Journal Electronic Telecommunication. 2020. vol. 66. no. 4.
pp. 671-677. DOI: 10.24425-ijet.2020.134026/769.

Schmidbauer T., Wendzel S., Mileva A., Mazurczyk W. Introducing Dead Drops to
Network Steganography using ARP-Caches and SNMP-Walks. Proceedings of the
14th International Conference on Availability, Reliability and Security. 2019. pp. 1-
10. DOIL: 10.1145/3339252.3341488.

Llamas D., Miller A., Allison C. Covert channels in internet protocols: A survey.
Proceedings of the 6th Annual Postgraduate Symposium about the Convergence of
Telecommunications, Networking and Broadcasting, PGNET. 2005. vol. 2005.
Bobade S., Goudar R. Secure data communication using protocol steganography in
IPv6. Proceedings of the 1st International Conference on Computing Communication
Control and Automation (ICCUBEA). 2015. Pp- 275-279.
DOI: 10.1109/ICCUBEA.2015.59.

1148 Wndopmaruka n apromaruzanust. 2023. Tom 22 Ne 5. ISSN 2713-3192 (uieu.)

ISSN 2713-3206 (ommaiin) www.ia.spcras.ru



INFORMATION SECURITY

41.

42.

43.

44,

45.

46.

47.

48.

49.

50.

S1.

52.

53.

54.

55.

56.

57.

58.

Miller P. Applying Steganography to Standard Network Traffic. Proceedings of the
4th Winona Computer Science Undergraduate Research Symposium. 2004. pp. 3-6.
Xue P.F., Hu J.S., Hu R.-G,, Liu H.-L., Gu Y. A new DHT: Network steganography
based on distributed coding. Journal of Information Hiding and Multimedia Signal
Processing. 2018. vol. 9. no. 2. pp. 355-369.

Mazurczyk W., Smolarczyk M., Szczypiorski K. On information hiding in
retransmissions. Telecommunication System. 2013. vol. 52. no. 2. pp. 1113-1121.
DOI: 10.1007/s11235-011-9617-y.

Mazurczyk W., Smolarczyk M., Szczypiorski K. Retransmission steganography
applied. Proceedings of 2nd International Conference on Multimedia Information
Networking and Security. 2010. pp. 846-850. DOI: 10.1109/MINES.2010.179.
Siddiqui F., Zeadally S. Stream control transmission protocol (SCTP). Encyclopedia
Internet Technology Application. 2007. pp. 575-582. DOI: 10.4018/978-1-59140-
993-9.ch081.

Mazurczyk W., Szczypiorski K. Steganography of VoIP streams, Lecture Notes
Computer Science. 2008. vol. 5332. LNCS, no. PART 2, pp. 1001-1018.
DOI: 10.1007/978-3-540-88873-4_6.

Lubacz J., Mazurczyk W., Szczypiorski K. Principles and overview of network
steganography. IEEE Communications Magazine. 2014. vol. 52(5). pp. 225-229.
Hamdaga M., Tahvildari L. ReLACK: A reliable VoIP steganography approach.
Proceedings of 5th International Conference Security Software Integration Reliability
Improvement. 2011. pp. 189-197. DOI: 10.1109/SSIR1.2011.24.

Na S., Yoo S. Allowable Propagation Delay for VoIP Calls. International Workshop
on Advanced Internet Services and Applications. 2002. pp. 47-55.

Bak P., Bieniasz J., Krzeminski M., Szczypiorski K. Application of perfectly
undetectable network steganography method for malware hidden communication. 4th
International Conference Frontier Signal Processing (ICESP). 2018. pp. 34-38.
DOLI: 10.1109/ICFSP.2018.8552057.

Mills D.L. A brief history of NTP time: Memoirs of an Internet timekeeper. Computer
Communication  Reverse. 2003.  vol. 33. no. 2.  pp. 9-21.
DOLI: 10.1145/956981.956983.

Schmidbauer T., Wendzel S. Covert storage caches using the NTP protocol.
Proceedings of the 15th International Conference on Availability, Reliability and
Security. 2020. DOI: 10.1145/3407023.3409207.

Wang M., Gu W., Ma C. A Multimode Network Steganography for Covert Wireless
Communication Based on BitTorrent. Security Communication Networks. 2020.
vol. 2020. DOI: 10.1155/2020/8848315.

K Shah M., Virparia A.M., Sharma K. An Overview of Advanced Network
Steganography. International Journal Computer Application. 2015. vol. 118. no. 21.
pp. 23-26. DOI: 10.5120/20871-3364.

Dimitrova B., Mileva A. Steganography of Hypertext Transfer Protocol Version 2
(HTTP/2). Journal of Computer Communication. 2017. vol. 05. no. 05. pp. 98-111.
DOI: 10.4236/jcc.2017.55008.

Collins J., Agaian S. Trends Toward Real-Time Network Data Steganography.
International Journal Network Security and Its Applications. 2016. vol. 8. no. 2.
pp. 01-21. DOI: 10.5121/ijnsa.2016.8201.

Drzymata M., Szczypiorski K., Urbaniski M.L. Network Steganography in the DNS
Protocol. International Journal of Electronic and Telecommunications. 2016. vol. 62.
no. 4. pp. 343-346. DOI: 10.1515/eletel-2016-0047.

Nazari M., Tarahomi S., Aliabady S. A Lightweight Adaptable DNS Channel for
Covert Data Transmission. arXiv preprint arXiv:2003.14094. 2020.

Informatics and Automation. 2023. Vol. 22 No. 5. ISSN 2713-3192 (print) 1149
ISSN 2713-3206 (online) www.ia.spcras.ru



NHO®OPMAILIMOHHA S BE3OITACHOCTD

59.

60.

61.

62.

63.

64.

65.

66.

67.

68.

69.

70.

71.

72.

73.

74.

75.

Bormann C., Castellani A.P., Shelby Z. CoAP: An application protocol for billions of
tiny internet nodes. IEEE Internet Computing. 2012. vol. 16. no. 2. pp. 62-67.
DOL: 10.1109/MIC.2012.29.

Mileva A., Velinov A., Stojanov D. New Covert Channels in Internet of Things. 12th
International Conference on Emerging Security Information, Systems and
Technologies. 2018. pp. 30-36.

Patuck R., Hernandez-Castro J. Steganography using the Extensible Messaging and
Presence Protocol (XMPP). arXiv:1310.0524. 2013. DOI: 10.48550/arXiv.1310.0524.
Ciobanu R.I., Tirsa M.O., Lupu R., Stan S., Andreica M.I. SCONeP: Steganography
and Cryptography approach for UDP and ICMP. Proceedings of RoEduNet IEEE
International Conference. 2011. pp. 1-6. DOI: 10.1109/RoEduNet.2011.5993700.
Alishavandi A.M., Fakhredanesh M. MKIPS: MKI-based protocol steganography
method in SRTP. ETRI Journal. 2021. vol. 43. no. 3. pp. 561-570.
DOLI: 10.4218/etrij.2018-0410.

Castiglione A., De Santis A., Fiore U., Palmieri F. E-mail-based covert channels for
asynchronous message steganography. Proceedings of 5th International Conference on
Innovative Mobile and Internet Services in Ubiquitous Computer. 2011. pp. 503-508.
DOI: 10.1109/IMIS.2011.133.

Lucena N.B., Pease J., Yadollahpour P., Chapin S.J. Syntax and Semantics-Preserving
Application-Layer Protocol Steganography. Information Hiding: 6th International
Workshop. 2004. pp. 164-179. DOL: 10.1007/978-3-540-30114-1_12.

Ali A.-H., Mokhtar M.R., George L.E. Recent approaches for VoIP steganography.
Indian  Journal  Science = Technology. 2016. vol. 9.  no. 38.
DOL: 10.17485/ijst/2016/v9i38/101283.

Mazurczyk W. VoIP steganography and its detection — a survey. ACM Computer
Surve s. 2013. vol. 46. no. 2. DOI: 10.1145/2543581.2543587.

Wang C., Wu Q. Information hiding in real-time VoIP streams. Proceedings of the 9th
IEEE International Symposium Multimedia (2007). 2007. pp. 255-262.
DOI: 10.1109/ISM.2007.33.

Xu T., Yang Z. Simple and effective speech steganography in G.723.1 low-rate codes.
2009 International Conference on Wireless Communication and Signal Processing.
2009. pp. 1-5. DOI: 10.1109/WCSP.2009.5371745.

Ito A., Suzuki Y. Information hiding for G.711 speech based on substitution of least
significant bits and estimation of tolerable distortion. IEICE Transaction
Fundamentals of Electronics, Communications and Computer Science. 2010. vol. 93.
no. 7. pp. 1279-1286. DOI: 10.1587/transfun.E93.A.1279.

Tian H., Zhou K., Jiang H., Huang Y., Liu J., Feng D. An adaptive steganography
scheme for voice over IP. Proceedings of the IEEE International Symposium on
Circuits Systems. 2009. pp. 2922-2925. DOI: 10.1109/ISCAS.2009.5118414.

Miao R., Huang Y. An approach of covert communication based on the adaptive
steganography scheme on voice over IP. IEEE International Conference on
Communications (ICC). 2011. DOI: 10.1109/icc.2011.5962657.

Tian H., Zhou K., Huang Y., Feng D., Liu J. A covert communication model based on
least significant bits steganography in voice over IP. Proceeding of the Sth
International Conference for Young Computer Scientists. 2008. pp. 647-652.
DOI: 10.1109/ICYCS.2008.394.

Janicki A., Mazurczyk W., Szczypiorski K. Steganalysis of transcoding
steganography. annals of telecommunications-annales des télécommunications. 2014.
vol. 69. pp. 449-460.

Goher S., Javed B., Saqib N. Covert channel detection: A survey-based analysis.
High-Capacity Optical Networks and Emerging/Enabling Technologies. 2012.
pp. 057-065.

1150 Wndopmaruka u agromatuszanus. 2023. Tom 22 Ne 5. ISSN 2713-3192 (nieu.)

ISSN 2713-3206 (ommaiin) www.ia.spcras.ru



INFORMATION SECURITY

76. Wu Z., Guo J., Zhang C., Li C. Steganography and steganalysis in voice over ip:
A review. Sensors. 2021. vol. 21. no. 4.

77. Neubert T., Caballero Morcillo A.J., Vielhauer C. Improving Performance of Machine
Learning based Detection of Network Steganography in Industrial Control Systems.
Proceedings of the 17th International Conference on Availability, Reliability and
Security. 2022. pp. 1-8.

78. Zhang X.-G., Yang G.-H., Ren X.-X. Network steganography based security
framework for cyber-physical systems. Information Sciences. 2022. vol. 609. pp. 963—
983.

79. Tymchenko O., Havrysh B. Steganography in TCP/IP Networks. International
Conference of Artificial Intelligence, Medical Engineering, Education. 2023. pp. 47—
56.

80. Chai H., Li Z., Li F., Zhang Z. An end-to-end video steganography network based on
a coding unit mask. Electronics. 2022. vol. 11. no. 7. pp. 1142.

81. Olawoyin L.A., Abdul-Rahman M., Faruk N., Oloyede A., Adeniran C., Lasisi O.,
Sikiru 1., Baba B.A. Hybridization of OFDM and Physical Layer Techniques for
Information Security in Wireless System. SLU Journal of Science and Technology.
2023. vol. 6. no. 1, 2. pp. 21-29.

82. Rajesh S., Joshi A. Estimation of Transmission Bandwidth for VoIP Signals over IP
Packet Transmission Network using Capacity Computing Method. IEEE International
Conference on Integrated Circuits and Communication Systems (ICICACS). 2023.
pp. 01-07. DOL: 10.1109/ICICACS57338.2023.10100177.

83. Pilania U., Tanwar R., Zamani M., Manaf A.A. Framework for video steganography
using integer wavelet transform and JPEG compression. Future Internet. 2022.
vol. 14(9). pp. 1-16. DOLI: 10.3390/f114090254.

84. Pilania U., Kumar M., Kaur G. Region of Interest Using Viola-Jones Algorithm for
Video Steganography. Applied Computational Technologies: Proceedings of ICCET
2022.2022. pp. 405-415. DOI: 10.1007/978-981-19-2719-5_38.

Munanus Ypmuiaa — Ph.D., nouent, dakyabTeT KOMIBIOTCPHBIX HAyK W TEXHOJOTHIA,
MesxayHapoasslii yHuBepcuter Manas PaxHa. O6macTe HayqHBIX HHTEPECOB: KOMIIBIOTCPHOE
3peHue, 00paboTka u300paxkeHuid, WH(OpPMAaIMOHHAs O0€30MacHOCTh. YHWCIO HAy4HBIX
nyoimkanuii — 25. urmilapilania@gmail.com; Xommer Apasanmu, Papupaban, 121004,
Xapssna, Uapus; p.1.: +91(129)419-8000.

Kymap Mamnoii — Ph.D., mouent, QakynbTeT KOMMBIOTEPHBIX HAYK H TEXHOJOTHIA,
Mesxnynapoansiii yauBepcuter Mana Paxna. O01acTh HaydHBIX HHTEPECOB: KOMIBIOTEPHOE
3peHHe, 00paboTka H300paxKeHnil, MalHHOE 00ydeHne. Yncno HaydHBIX myOukarmit — 21.
manojattri003@gmail.com; Xonmel Apasamn, ®apunaban, 121004, Xapesna, Unaaus; p.t.:
+91(129)419-8000.

Poxutr TamBap — Ph.D., [OUeHT, AemapTaMeHT KOMITBIOTEPHBIX HAyK M TEXHOJIOTHIA,
VYHuBepcHTET He(QTSAHBIX M SHEPreTHYCCKHX HcciaenoBaHui. OOIacTh Hay4YHBIX HHTEPECOB:
nH(opManonHas 6e30MacHOCTb, MalIMHHOE 00y4eHne. Uncno HaydHbIX myOmukamuit — 80.
rohit.tanwar.cse@gmail.com; I1.O. Kanmmomn  (IIpem-Harap), [Hexpamyn, 248007,
VYrrapakxaun, Maaus; p.1.: +91(999)225-7914.

Hanpan Hexa — Ph.D., norenr xadeapsl, kadeapa KOMIbIOTEPHBIX HAYK U HHXKCHEPHH,
I'mranKanMCKni MHKEHEPHO-TEXHONOTHYecKkni kKomtek. O6nacTe HaydHBIX HHTEPECOB:
MallMHHOE O00yueHue, TiayOokoe oO0yueHue, pacro3HaBaHUE O0pa30B, MHTEIUIEKTYaJIbHBII
aHamM3 JaHHBIX. Ymcno HayuHelX myOmukammidi — 22, nehanandal012@gmail.com;
Menuan, Yupui, 501301, Xaiinapaban, Tenanrana, Uaans; p.1.: +91(720)771-4441.

Informatics and Automation. 2023. Vol. 22 No. 5. ISSN 2713-3192 (print) 1151
ISSN 2713-3206 (online) www.ia.spcras.ru



WCKYCCTBEHHbBI MHTEJIJIEKT, UHXEHEPUS JJAHHBIX U 3HAHUI

DOI 10.15622/ia.22.5.7

S.I. ABUDALFA
EVALUATION OF SKELETONIZATION TECHNIQUES FOR 2D
BINARY IMAGES

Abudalfa S.1I. Evaluation of Skeletonization Techniques for 2D Binary Images.

Abstract. In the realm of modern image processing, the emphasis often lies on
engineering-based approaches rather than scientific solutions to address diverse practical
problems. One prevalent task within this domain involves the skeletonization of binary images.
Skeletonization is a powerful process for extracting the skeleton of objects located in digital
binary images. This process is widely employed for automating many tasks in numerous fields
such as pattern recognition, robot vision, animation, and image analysis. The existing
skeletonization techniques are mainly based on three approaches: boundary erosion, distance
coding, and Voronoi diagram for identifying an approximate skeleton. In this work, we present
an empirical evaluation of a set of well-known techniques and report our findings. We
specifically deal with computing skeletons in 2d binary images by selecting different
approaches and evaluating their effectiveness. Visual evaluation is the primary method used to
showcase the performance of selected skeletonization algorithms. Due to the absence of a
definitive definition for the "true" skeleton of a digital object, accurately assessing the
effectiveness of skeletonization algorithms poses a significant research challenge. The
experimental results shown in this work illustrate the performance of the three main
approaches in applying skeletonization with respect to different perspectives.

Keywords: image processing, skeletonization techniques, skeleton, 2d binary images.

1. Introduction. The skeleton is a simplified representation of an
object that preserves its key topological and geometrical characteristics
while being equidistant to its boundaries. Its purpose is to extract a shape
feature that represents the general form of an object. The concept of a
skeleton was introduced by H. Blum [1] as a result of the Medial Axis
Transform (MAT) or Symmetry Axis Transform (SAT), which determines
the closest boundary point(s) for each point in an object. An inner point
belongs to the skeleton if it has at least two closest boundary points.

The skeleton [2] is much thinner than the original object as it
contains far fewer points. It captures local object symmetries and the
topological structure of the object while preserving its shape and topology.
However, MATs are curves (1D) in a 2D object and surfaces (2D) in a 3D
object that are not stable under boundary perturbation, and the same
skeleton may belong to different elongated objects.

Skeletons are crucial for object representation in computer graphics
and image shape analysis, including bio-medical image analysis and
recognition in different fields. Methods based on the computation of an
object's skeleton are widely used in pattern recognition and image shape
classification, as the skeleton or MAT of the object is an essential descriptor
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of its shape. Skeletons are used to generate features for determining the
similarity measures of various shapes in constructing classifiers.

Various approaches exist for identifying skeletons and they are
mainly based on boundary erosion, distance coding, and Voronoi diagram.
The primary aim of this work is to implement and evaluate various
skeletonization techniques drawn from the literature that embody different
approaches to the task.

The remainder of this paper is structured as follows: Section 2
presents a background for this research direction. Section 3 provides a
review of relevant studies. Section 4 details the methodology employed to
address the research problem. Section 5 analyzes the results obtained from
the experiments. Lastly, Section 6 concludes the paper and highlights
potential avenues for future research.

2. Background. In this section, brief descriptions are introduced for
presenting the approaches and techniques used for applying skeletonization
to 2D binary images. The next subsections present the techniques used with
the three main approaches of Skeletonization.

2.1. Erosion-Based Skeletonization. This approach of skeletonization
can be implemented by using two methods as described in the next subsections.

2.1.1. Morphological-Based Skeletonization. In this method, we use
morphological operation [3] to compute object skeletons. The skeleton of image
A can be expressed in terms of erosions and openings as shown in Equation (1):

K
S(A) = USk(A),Where K =max{k|AOkB =+ @}, (D)
k=0
S.(A) = (AOkB) — (AOKB) o B,

where B is a structuring element, and (A@kB) indicates k successive
erosions of 4 as shown in Equation (2):

(40kB) = ((..((A6B)6B)6 ... )6B. 2

From the other side, 4 (original object) can be reconstructed from
these subsets by using Equation (3):

A = Uk=o(Sx(4) ® kB), 3

where S (A) @ kB denotes k successive dilations of S, (A) as shown in
equation (4):
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(5 (A) ® kB) = ((...((Sx(A) ®B) D B) D B) ...) D B. “

2.1.2. Thinning-Based Skeletonization. We can use morphological
thinning operations [4] to identify the skeleton by iteratively removing
pixels on the boundaries of objects and preserving object topology from
breaking it into parts as shown in Figure 1.

Fig. 1. The darkest voxels belong to the computed skeleton
(Retrieved from http://www.inf.u-szeged.hu/~palagyi/skel/skel.html)

The thinning method is known to possess certain advantageous
characteristics. For instance, it helps retain the original shape and topology
of an object while positioning the skeleton in the center of the object,
resulting in a skeleton that is one pixel/voxel wide. However, it may not
always preserve the topology completely, as it may lead to object
disconnection, complete object removal, or formation of cavities (i.e., white
connected components enclosed by an object).

2.2.Voronoi Diagram-Based Skeletonization. Under this
approach, as the density of boundary points (i.e., generating points) tends
towards infinity, the associated Voronoi diagram gradually approaches the
skeleton [5]. Figure 2 illustrates the idea by showing Voronoi diagram and
skeleton for the rectangular object.

\.pooooo..r./

3

L]
L]
L]
()
e /e @ @ 0 0 0 0

o e
™,

Fig. 2. The skeleton is marked by blue lines
(Retrieved from http://www.inf.u-szeged.hu/~palagyi/skel/skel.html)
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By exclusively utilizing pixels located on an object's boundary, this
approach proves to be highly efficient for thick objects, with efficiency
increasing in proportion to the object's radius, rather than its overall area.
However, it may be susceptible to minor defects present on the boundaries
(or small holes within the object). Additionally, this approach is capable of
analytically determining the topology of the skeleton and can produce
output that includes the vertices and edges of the skeleton graph.

2.3. Distance Map-Based Skeletonization. Under this approach, the
distance transform [6] assigns a value to each pixel in the binary image B,
representing the distance between that pixel and the nearest non-zero pixel
of B. The ridges, which refer to local extremes, are subsequently identified
as skeletal points. Figure 3 offers a visual depiction of the distance
transformation and illustrates the ridges that form part of the skeleton.

a) b)
Fig. 3. Distance Map-Based Skeletonization: a) binary image; b) distance map (non-
binary image)
(Retrieved from http://www.inf.u-szeged.hu/~palagyi/skel/skel.html)

Numerous distance measures [7] can be used to compute distance
maps. The next subsections describe the distance measures that are used in
our work. In the last subsection, we introduce a brief description of the Fast
Marching algorithm which is used for improving the accuracy of distance
map-based skeletonization.

2.3.1. City-Block Distance. This measure is based on 4-neighbor
adjacency in calculating distance. Equation 5 illustrates how to calculate the
distance in two-dimensional space with respect to two points — (x1,y1) and
(x2,y2):

|x1-x2|+ [y1-y2]. (5)
Figure 4 shows a simple example of calculating distances between the

center and their neighbors by using city-block measure. As illustrated in the
figure, the distance which is calculated between the original pixel and its
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diagonal neighbors (N_D) is 2 while the distance value is 1 for the 4-neighbors
(N_4) because this measure is specifically based on 4-neighbor adjacency.

o] o] o 2 1 2

1] 1 0 1 o] 1

1] 1] o] 2 1 2
a) b)

Fig. 4. Distance transform using city-block measure: a) image; b) distance transform
(Retrieved from https://www.mathworks.com/help/images/distance-transform-of-a-
binary-image.html)

2.3.2. Chess-Board Distance. This measure is based on 8-neighbor
adjacency for calculating distance by using Equation 6. As illustrated in
Figure 5 the distance between the original pixel and its 8-neighbor (N_8) is
1 because this measure based on 8-neighbor adjacency.

max( | x1-x2[, ]yl -y2]), (6)
o | o]0 '
0 1 0 1 0 1
0 0 0 1 1 1

a) b)

Fig. 5. Distance transform using Chess-Board measure: a) image; b) distance transform
(Retrieved from https://www.mathworks.com/help/images/distance-transform-of-a-
binary-image.html)

2.3.3. Euclidean Distance. Euclidean distance is a famous distance
measure and it is used widely in many applications by using the following
Equation 7. Figure 6 shows that Nj, took more distance value than N, based
on the Euclidean distance measure. However, this value is less than 2 which
is calculated by using the city-block measure.

\/(x1 %)%+ (O — 3’2)2 (7
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oo ],0 1.41] 1.0 [ 1.41

o 1] o 1.0 [ 00 | 1.0

olo]o 141] 1.0 [ 141
a) b)

Fig. 6. Distance transform using Euclidean measure: a) image; b) distance transform
(Retrieved from https://www.mathworks.com/help/images/distance-transform-of-a-

binary-image.html)

2.3.4. Quasi-Euclidean Distance. The quasi-Euclidean distance
measure is an improved version of the Euclidean measure which is
calculated by using Equation 8. The effect of this measure on the neighbor
distances is more widely as illustrated in Figure 7:

|x1_x2|+(\/§_1)|Y1_Yz|,|x1_xz|>|Y1—}’z|, (®)

(V2 = 1)|xy — x3| + |y1 — y,|, otherwise.

o|lofo o |o 28 |24 |20 |24 |28
ofoJojo o 24 (14 [10 |14 | 24
o0 | 1— o7 o0 zol10]| o |10 |20
oJoflo]o]o 24|14 |10 |14 | 24
oo oo ]o 28 (24 | 20|24 |28
a) b)
Fig. 7. Distance transform using the quasi-Euclidean measure: a) image; b) distance
transform

(Retrieved from https://www.mathworks.com/help/images/distance-transform-of-a-
binary-image.html)

2.3.5. Improving Distance Map Based Skeletonization. The basic
algorithm for finding local maximum ridges through computing skeletons is
based on comparing N, neighbors. In this work, we evaluate also the
performance of using Ng neighbors in detecting the local maximum to
increase the accuracy of resulted skeletons. Based on the results of our
experiments, we have observed that increasing the number of selected
neighbors enhances the performance of distance map-based skeletonization.
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2.3.6. Fast Marching Algorithm. The Fast Marching algorithm [8] is
a numerical technique that accurately captures the viscosity solution of the
Eikonal equation, norm(grad(D))=P. The level set {x \ F(x)=t} represents a
front that progressively advances with a speed of P(x). The resultant function
D acts as a distance function, and if the velocity P remains constant, it can be
viewed as the distance function for a group of initial points. The Fast
Marching is very similar to the Dijkstra algorithm [9] that finds the shortest
paths on graphs. Therefore, we can use the Fast Marching technique to
compute the distance map for a more accurate resulted transformation.

3. Literature Review. We surveyed two main aspects related to
skeletonization of 2d binary images in order to conduct experiment work.
The first aspect leads us to explore several approaches for evaluating the
skeletonization techniques. The second aspect is to evaluate the
performance of some selected techniques.

The literature classifies the skeletonization techniques into three main
categories based on the implementation view [10]. The first group of
skeletonization techniques computes skeletons by detecting ridges in the
distance map of the boundary points [11]. The second category is based on
calculating the Voronoi diagram generated by the boundary points [12].
While the third group employs a layer-by-layer erosion technique known as
thinning [13].

In digital spaces, only an approximation of the "true skeleton" can be
extracted. There are two requirements to be complied with: 1) Topological [14] to
retain the topology of the original object. 2) Geometrical [15] to force the skeleton
to be in the middle of the object and invariance under the most important
geometrical transformation including translation, rotation, and scaling.

Skeletonization methods that rely on the distance transform can only
retain geometrical properties, whereas those based on thinning can solely
preserve topological properties. On the other hand, skeletonization techniques
that utilize Voronoi-Skeleton can successfully retain both sets of requirements.
Table 1 illustrates a comparison between these three approaches.

Table 1. Comparison between three skeletonization approaches

Approach Geometrical Topological
Distance Transform Yes No
Voronoi-Skeleton Yes Yes
Thinning No Yes

While skeletons can be obtained from both 2D and 3D objects [16],
our primary focus in this project centers on generating skeletons from 2D
images. Consequently, we restrict our analysis solely to skeletonization
methods that are applicable to 2D images.
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Numerous enhancements have recently been introduced to several
existing algorithms presented in the literature, all of which aim to enhance
the efficiency of specific tasks by using 2D binary image skeletonization.
For example, in paper [17] employ 2D skeleton features with an automated
system that overcomes the dimensionality problems with human action
recognition. Whereas, in paper [18] the authors present a new framework
for extracting skeletons from noisy images and apply this framework to the
task of hand gesture recognition.

Some related works evaluated the performance of skeletonization
techniques. However, our work is still unique since our evaluation covers
different perspectives. In paper [19] the authors present their approach for
evaluating the performance of skeletonization methods for document
images with rotation states, along with experimental results and discussions.
The article discusses the importance of skeletonization in document image
analysis and presents various methods used for skeletonization. In the same
context, in [20] the authors compare the performance of different image
skeletonization methods in biometric security systems.

Skeletonization is widely used for automating in many fields such as
biomedical, natural language processing and animation. This high
exploitation of skeletonization encouraged us for evaluating the
performance of some skeletonization techniques by using images selected
from different domains. Thereby, we can claim that our work is unique in
comparison with other related works. The next paragraphs present recent
works that use skeletonization for conducting many tasks.

In paper [21] the authors discuss the technique of digital
skeletonization, which is a widely used method for extracting the structural
information of objects in biomedical images. In the same field, in [22] the
authors present a study on the analysis of blood vessels in angiogenesis
using 3D visualization, skeletonization, and branching analysis techniques.

It is worth mentioning here that skeletonization is widely used for
improving the segmentation accuracy of specific areas in biomedical
images. For example, in study [23] the authors propose a method for
segmenting abdominal arteries from an abdominal computed tomography
(CT) volume by leveraging artery skeleton information. Another example
was recently revealed with work presented in [24]. The authors propose a
new segmentation method based on skeletonization for the cross-sectional
optic nerve on magnetic resonance (MR) images.

Skeletonization is also used as a basic approach for action
recognition [25]. For example, in study [26] the authors extract skeletal data
for utilizing a human tracking. Whereas, in [27] the authors present a
method based on skeletonization for recognizing the campus violence. In
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the same context, in [28] the authors extract the skeleton of the person in the
video as a first step for developing a multi-speed transformer network that
improves the performance of action recognition. In paper [29] the authors
employ as well skeletonization for recognizing human gait gender.
Similarly, study [30] present a hybrid network for improving the
performance of skeleton-based action recognition.

Additionally, there are a lot of uses for skeletonization with natural
language processing. For example, study [31] present a model that employs
skeletonization for generating stories in a coherent manner. Whereas,
in [32] the authors propose a skeleton Filter for improving the performance
of skeletonization in noisy text images.

The skeletonization is widely used as well for detecting text in
images and segmenting the resulting text into words and characters.
Therefore, the skeletonization is sufficiently used for developing optical
character recognition (OCR) systems [33] with natural languages. For
example, in [34] the authors present a technique for analyzing the Arabic
text documents. The authors evaluated the performance of their work on a
set of text images selected from the King Fahd University of Petroleum and
Minerals (KFUPM) handwritten Arabic text (KHATT) database.

In the same context, study [35] presents a segmentation algorithm for
handwritten Arabic word recognition. Their presented algorithm provides a
description of skeleton points including their coordinates, types, and the
number of neighboring points in the 8-neighborhood. This enables the
extraction of representative primitives of characteristic points, which are
utilized in the segmentation phase.

It is worth mentioning here that our study does not deal with the
skeletonization in terms of computational efficiency. Skeletonization
techniques can be categorized into two types: sequential methods, such as
those described in references [36, 37], and parallel methods, as described in
references [38, 39, 40].

Of course, employing parallel methods will reduce computational
time in comparison with sequential methods. However, certain types of
skeletons can only be calculated using sequential algorithms, while other
types can only be obtained through parallel algorithms. Whereas, for many
types of skeletons, both sequential and parallel algorithms can be used,
especially when working with digital structures.

With sequential algorithms, there is a risk of producing different
skeletons depending on the order in which the elements are processed. In
contrast, parallel algorithms are generally faster, but maintaining topology
preservation can be a challenging task.
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To wunderstand the efficacy of employing methods with
skeletonization techniques, the reader may refer to the recent work
presented in [41]. The authors present a fully parallel thinning algorithm
through a thorough examination of the popular Zhang-Suen (ZS) series
algorithms and the one-pass thinning algorithm (OPTA) series algorithms.
In terms of handling boundary noise, their algorithm has demonstrated
greater robustness than the OPTA-series algorithms. Furthermore, it
exhibits a faster thinning speed compared to the ZS-series algorithms.

Based on our knowledge, modern skeletonization methods [42, 43]
have often been developed and tailored to address specific domains,
limiting their applicability across diverse domains. Therefore, there are still
some challenges that should be addressed in this research direction.

4. Methodology. In this section, we describe the methodology used
for conducting the empirical analysis. The main objective of this research
work is to compute approximate skeletons for 2D objects using different
techniques. We collected binary images that contain different 2D objects to
extract skeletons. We selected images from different domains to make our
empirical analysis unique. Thereby, this work shows different perspectives
for analyzing the selected models. Some of these images are cropped from
the KHATT database to compute also skeletons for characters. In order to
achieve this objective the following tools and programs are used for
conducting our experiments:

—  Matlab: is used for image processing and programming purposes.

—  C++ compiler: is used to compile a code that is related to
building Voronoi diagram in reasonable time-consuming.

—  We use ghull tool' for computing voronoi diagram.

—  Using Toolbox entitled Fast Marching? for implementing the
Fast Marching algorithm.

In this work, we use visual evaluation for showing the performance
of the selected skeletonization algorithms. The lack of a clear definition for
the "true" skeleton of a digital object presents a significant research
challenge when it comes to evaluating the performance of skeletonization
algorithms [44]. Therefore, visual evaluation is still the most traded method
used for assessing the performance of different skeletonization algorithms.
There are some attempts made by researchers for presenting a quantitative
assessment of skeletonization algorithms [45]. However, the resulting
measures are used for custom domains and do not fit our work.

http://www.qhull.org/
2 https://www.mathworks.com/matlabcentral/fileexchange/6110-toolbox-fast-marching
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5. Experiment Results. This section presents all results of our
experiments conducted to evaluate the selected skeletonization techniques.
The next subsections show the results with sufficient analysis.

5.1. Morphological-Based Skeletonization. Figure 8 shows the
results of applying 7 iterations of erosion and opening morphological
operations to compute skeletons. Matrix B illustrates the structural element
that used in this experiment. We selected circular shape structural elements
to increase the accuracy of computing the skeleton based on finding MAT.

We can note from the figure that the results are not accurate and the
skeleton width is more than one pixel whereas it is not connected. Thus, we
can conclude that using morphological operations is not an accurate
technique for computing skeletons.

B=
0 1 1 1 0
1T 1 1 1 1
T 1 1 1 1
1T 1 1 1 1
0o 11 1 0
a) b)

Fig. 8. Morphological Based Skeletonization: a) Structural Element; b) Original
Image A (256x256); c) Skeleton

Figure 9 shows the results of applying dilation morphological
operations to reconstruct the object from the skeleton. The figure also shows
the accuracy of the reconstructed objects by subtracting the reconstructed
image from the original image. We can conclude that this reconstruction
technique generated interesting results, but it is not good enough to
reconstruct the original shape of objects.

B=
o 1 1 1 0
1T 1 1 1 1
1T 1 1 1 1
11 1 1 1
0 1 1 1 0

a) ¢)

Fig. 9. Reconstruction from Morphological Based Skeletonization: a) Structural Element;
b) Partial Reconstruction; ¢) Difference Between Original and Partial Reconstruction
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Figure 10 shows the results of computing the skeleton by applying
23 iterations of erosion and opening morphological operations to a large
object (hand shape). We can clearly note that the result is not accurate, but
the interesting observation is shown in Figure 11 which illustrates that a
very small portion of the hand object (without even identifying the object
shape) is reconstructed using dilation morphological operations.

Thus, we can conclude that using large objects is not suitable with
this technique because the size of the structural element is very small in
comparison with the object size. This means that the morphological-based
Skeletonization technique is sensitive to the size of the structural element.

B=

01 1 10

11 1 1 1

11 1 1 1

11 1 1 1

01 1 10

a) b) <)
Fig. 10. Morphological-Based Skeletonization (Large Object): a) Structural
Element; b) Original Image A (256x256); c) Skeleton

B=

01110

111 11

11 1 1 1

11 1 1 1

011 10

a) b) )
Fig. 11. Reconstruction from Morphological-Based Skeletonization: a) Structural
Element; b) Partial Reconstruction; ¢) Difference Between Original and Partial
Reconstruction

5.2. Thinning-Based Skeletonization. Figure 12 shows the results
of using thinning morphological operations to compute the skeleton with
using different numbers of thinning operations (k). In this experiment, we
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used the same image illustrated in Figure 10. We can note that this
technique generates very accurate results and preserves the object’s shape.

Figure 13 shows the results of applying this technique on medical
images (blood vessels) whereas Figure 14 and Figure 15 show the results of
applying this technique on cropped images selected from the KHATT
dataset for computing skeletons of text.

d) e)
Fig. 12. Thinning-Based Skeletonization: a) Skeletonization with k=5;
b) Skeletonization with k=10; c) Skeletonization with k=20; d) Skeletonization with
k=30; e) Skeletonization with k=40; f) Skeletonization with k>50

a)
Fig. 13. Thinning-Based Skeletonization: a) Original Image; b) Skeleton
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)

Fig. 15. Thinning Based Skeletonization: a) Original Image; b) Skeleton

5.3. Voronoi Diagram-Based Skeletonization. Figure 16 shows a
sample result of applying Voronoi diagram-based skeletonization to an
image that includes a hand object. When we compare the results of this
technique with the results of morphological and thinning-based
skeletonization, it is worth noting that this technique outperforms
morphological techniques in terms of achieving better results. However, it is
not better than thinning-based skeletonization.

a) b)
Fig. 16. Voronoi Diagram Based Skeletonization: a) Original Image; b) Skeleton

5.4. Distance Map-Based Skeletonization. Figure 17 shows the
results of applying distance map-based skeletonization by using four
distance measures [46]. We can note that using city-block distance performs
the best results since it generates the most accurate skeleton with preserving
object shape. However, this technique is not better than thinning-based
skeletonization nor Voronoi diagram-based skeletonization since the
skeleton shape is not connected. We can also say that it is better than
morphological-based technique.
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5.5. Improved Distance Map-Based Skeletonization. We tried to
do some improvements to the distance map-based technique by applying
alternative methods for detecting local maximum values from the distance
map when computing the skeleton. The detail of this method is presented in
Section 2.3.5.

Figure 18 shows the results of our suggested improvement. We can
note that the results are less sensitive in comparison with the original
algorithm of skeletonization which is based on distance measure.

We can also note that the best results are provided with the skeleton
that is computed by using chess-board distance followed by removing many
useless branches from the first version of the skeleton shape. This result
reveals that our work may be extended by evaluating the performance of
applying more distance measures and employing suitable modifications that
provide an accurate form of skeleton shape.

d) e)
Fig. 17. Distance Map-Based Skeletonization: a) Original Image; b) Euclidean Distance;
¢) City-Block Distance; d) Quasi-Euclidean Distance e) Chess-Board Distance
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e)

Fig. 18. Improved Distance Map-Based Skeletonization: a) Original Image;

b) Euclidean Distance; c¢) City-Block Distance; d) Quasi-Euclidean Distance
¢) Chess-Board Distance

We can also inversely employ the distance transformation technique
to reconstruct approximated shapes for the original object. Figure 19 shows
the results of using this technique to reconstruct the approximated shape of
a mushroom object. We can note from the figure that this technique is good
enough for computing the approximate shape of the original object.
However, we cannot claim that the reconstructed shape is the original object
since the same skeleton may belong to different objects.
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©) d)
Fig. 19. Object Reconstruction using Distance Transform: a) Original Image;
b) Skelton; ¢) Skelton + Distance Transform; d) Inverse Distance Transform

5.6. Distance Map-Based Skeletonization using the Fast
Marching Algorithm. Figure 20 shows the results of computing a very
accurate skeleton by using the fast marching algorithm. We can note that
this technique is robust and computes skeletons that preserve the topological
and geometrical requirements of objects.

a) b)
Fig. 20. Distance Map-Based Skeletonization using Fast Marching:
a) Extracted Skeleton; b) Extracted Skeleton
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6. Conclusion and Future Work. In this work, we present a
comparative study to evaluate three categories of skeletonization
techniques: boundary erosion, distance coding, and Voronoi diagram. Based
on our experiment results, thining-based skeletonization performs the best
results.

In digital spaces, only an approximation of the "true skeleton" can be
extracted. Thus, depending on the excepted outcomes, the developed
experiment can compute skeletons that are approximate to the optimal
skeletons in 2d binary images.

In this work, we evaluate the effectiveness and performance of
skeletonization techniques by presenting visualization techniques for image
skeletonization. We also visualize the efficiency of reconstructing objects
from skeletons.

This work can be extended in different directions. Exploring
enhanced approaches for distance map-based skeletonization would be an
intriguing direction to pursue. Employing more distance measures may
reveal competitive results in detecting skeletons. Additionally, evaluating
the performance of merging more than one skeletonization technique may
provide competitive performance and this direction should be explored from
numerous perspectives.

Another promising approach would be also an intriguing direction to
pursue based on converting a binary image to grayscale by summing pixels
within a square mask. Thereby, optimal halftone image approximations can
be calculated based on standard deviation. This approach may potentially
result in a highlighted skeleton effect and may be used for evaluating the
performance of skeletonization techniques.
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I.1. ABYJAJIbdA
ONEHKA METOJ0B CKEJIETU3AIINA IBYMEPHBIX
BUHAPHBIX U30BPAXKEHUU

Abyoanvgha L1 1. OneHKa MeTOA0B CKeJIETH3AIUH ABYMEPHbIX OUHAPHBIX H300PasKeHUIi.

AnHoranus. B cdepe coBpemennoil 06paboTku n300paxkeHUH yIoOp YacTo JenaeTcs Ha
MHKCHEPHbIC MOAXOABI, a HE HAa HAyYHbIC PELICHUS Pa3HOOOpPAa3HBIX MPAKTHYECKHMX 3ajadu.
OnHa U3 PacmpOCTPaHEHHBIX 3a4a4 B ITOI OONACTH BKIIFOYACT CKEICTHPOBAHHMC OMHAPHBIX
n3o6paxenuil. CKeNeTOHM3aluss — 3TO MOIIHBIH HPOLECC M3BJICYCHUS CKeneTra OOBEKTOB,
HaXOAAIMXCA B HU(PPOBOM OMHApPHOM HM300paKeHHH. DTOT MPOLECC MIMPOKO HCIIONb3YeTCs
JUIL aBTOMATH3al[Mid MHOTHMX 3aJad B PAa3lUYHBIX OONACTAX, TAKMX KaK PACHO3HABaHHE
00pa30B, TEXHUYECKOE 3PEHHEe, aHUMAIHs U aHaIH3 H300pakeHHH. CyIecTBYIOMUE METOIbI
CKeJIeTH3alliy B IPHHLMIE OCHOBAHBI Ha TPeX MOJXOJAax: 3PO3MH I'PAHHMI, JUCTAHLMOHHOM
KOAMPOBAHMM M jAuarpamMme BopoHoro mmsi waeHTH(HKAUMKM NPUOIN3UTENBHOTO CKEJeTa.
B paboTe mpeACTaBICHBI PE3yNbTAThl AMIHPUYECKOTO OLCHHBaHHs Habopa XOpoIIO
H3BECTHBIX METOOB. 3aTeM BBINOJHEH pacyeT CKeJIeTOB B JBYMEPHOM OHHapHOM
HN300paKEHUHU ¢ BEIOOPOM pa3NUyHbBIX MOAXOA0B U OLEHKOH MX 3P QeKkTHBHOCTH. BusyanbHas
OLICHKA — 3TO OCHOBHOH METOJ, HCIOJIB3YyEMBbIi Ul JEMOHCTPALMH MPOM3BOIHTEIBHOCTH
BBIOPaHHBIX AJITOPUTMOB CKEJIETHPOBaHHs. V3-3a OTCYTCTBHSI OKOHYATEIBHOTO OIpPENETICHUS
«HCTHHHOTO» CKeneTra LU(ppPOBOro 0OBbEKTa TOYHAs OLEHKa H(P(EeKTHBHOCTH anropuTMOB
CKEJICTUPOBAHUs MPEICTABIICT COOOH CEpbe3HYI0 HCCICNOBATEIbCKYIO 3aaady. bbuiu
IIONBITKY IPOBEACHUS] KOJMYCCTBEHHON OLICHKH, OJHAKO IIPUMEHSEMBIC Mephl OOBIYHO
aIaNTHPOBAIX JUIsl KOHKPETHBIX 00J1acTel. DKCIEPUMEHTAIBHBIC PE3y/IbTaThl, [IOKA3aHHbBIC B
9TOi pabote, WUIIOCTPUPYIOT 3(PPEKTUBHOCTh TPEX OCHOBHBIX ITOIXOJOB K CKENETH3aLUH
N300paKEHUH B PA3JIMIHBIX IEPCIICKTHBHBIX MPIIIOKESHHSX.

KiroueBble cioBa: 00pa0oTka H300paXeHWH, TEXHUKH CKEJIETHPOBAHMS, CKEJeT,
JIByMEpHbIE OMHApHBIE H300paXKEeHNs.
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A.B. BOPOBBEB, A.H. JIAIIMH, I".P. BOPOBLEBA
MPOIT'PAMMHOE OBECHEYEHUE J1JIsI
ABTOMATU3HUPOBAHHOI'O PACITO3HABAHUS U
OLIM®POBKH APXUBHBIX JAHHBIX ONITUYECKHX
HABJIFOJIEHUM MOJISIPHBIX CUSIHUM

Bopobves A.B., Jlanun A.H., Bopobvesa I.P. IlporpamvHoe olecneueHue st
ABTOMATH3HPOBAHHOIO PACNO3HABAHUS M ONU(POBKH APXMBHBIX JAHHBIX ONTHYECKHX
HA0/II0/1eHUI NMOJISIPHBIX CHSIHMIA.

AnHoTamusi. OJHUM W3 OCHOBHBIX HHCTPYMECHTOB PETHCTPAlMU MOJISIPHBIX CHSHHI
SIBIISICTCSI ONITHYECKOE HaOIIoIeHHe HebOCBOIa B aBTOMATHYECKOM PEXKUME C ITOMOIIBIO KaMep
Bcero HeOa. Pe3ynbraThl HaOmMIOACHWI (QUKCHPYIOTCS B CHELUAIBHBIX MHEMOHHYECKHX
TabJMIaX, aCKaIIOTaX. ACKaIUIOThI IIPEIOCTABISIOT CYTOUHYI0 HH(POPMAIMIO O HAIMYHU HIIN
OTCYTCTBHM OOJQYHOTrO MOKPOBA M HOJSAPHBIX CHSHMH B PasiMYHBIX YacTsAX HeOocBoma u
TPaJMIMOHHO WCIONB3YIOTCS JUIS HCCIEJOBAaHUA CYTOYHOTO PACIpPENCNCHHs MOJISPHBIX
CHSHUH B 3aJIJAHHOM DETHOHE, a TAKKe JUI pacyeTa BEPOSTHOCTH MX HAONIOJCHUS B IPYTHX
pErMoHax B COOTBETCTBHMH C YPOBHEM I'€OMAarHHTHOI akTHBHOCTH. OOpaboTKa acKarioToB B
HACTOsIIEE BpEeMsl OCYLIECTBISIETCS BPYYHYIO, 4YTO COIPSDKEHO C  CYIIECTBEHHBIMHU
BPEMEHHBIMU 3aTpaTaMd M BBICOKOH JoJied OIIMOOK, BO3HUKAIONIMX I10 IPHYHHE
yenoBeyeckoro (akropa. J{is noseieHus 3pGEKTUBHOCTH 00paOOTKH aCKaIJIOTOB aBTOPaMH
NPEIVIOKEH TOAXO0J, OOCCIeUMBAIONIMI aBTOMATH3ALMIO PACIIO3HABAHUS M OLU(PPOBKU
JTAHHBIX ONTHYECKMX HaOmrogeHWil NoisApHBIX cusHui. IlpennoxkeHa dopmannzamus
CTPYKTYpBI aCKaIIoTa, MpHUMEHseMast [Ulsi 00pabOTKH ero H300pakeHMs, a TAKiKe U3BICYCHUE
COOTBETCTBYIOIMX PE3YyJIbTaTOB HAOMIOZCHHH U (OPMUPOBAHME PE3YJIbTHPYIOIEr0 Habopa
naHHbIX. [loaxon mpexycMaTpuBaeT WCIOJb30BaHHE AITOPUTMOB MANIMHHOTO 3peHus (B
YaCTHOCTH, B JAHHOM ClIydyae HMEET MECTO HPHMEHCHHE AalrOpUTMa KIACCH(UKALUK II0
[paBUIaM) M NPUMEHCHHE CIELUANH3UPOBAHHON MACKH — OTJIAJ0YHOrO0 M300pa)keHHs UL
omudpoBKy, HpencTaBIsIoniero coboil IBeTHOEe H300paXkeHHWe, B KOTOPOM 3anaHO obiiee
HOJIOXKEHUsI SYECK acKaIIoToB. [IpeUIOKEeHHBIH MOAXOA M COOTBETCTBYIOLINE alIrOPUTMBI
peanu3oBaHbl B (pOpME MPOrpaMMHOTO OOCCIEUECHMS I PACMO3HABAHUS W OLH(POBKU
apXUBHBIX JIaHHBIX OINTHYECKHX HAOIIOACHMI HOJIPHBIX CHSHWH. PemeHne mnpencraBisier
co00i#f  OJHOMONB30BATEILCKOE HACTOIBHOE MPOrpaMMHOE OOECIeYEHHEe, IO3BOJISIOLIEe
OJIb30BATENIO B MAKETHOM PEXXHME BBINOIHATH Ipeodpa3oBaHue H300paXKeHHIl acKaIIoToB B
TaOJUIBI, JOCTYIHBIC IS TOCHIeayroneil o0paboTku M aHanmm3a. Pe3ynbraTsl MpOBEIEHHBIX
BBIYMCIIMTENBHBIX ~ OKCICPUMEHTOB  IIOKA3alyd, YTO  IPUMCHCHHE  HPEMAIOXCHHOTO
MPOrPaMMHOT0 OOECTICYCHHsI MO3BONUT H30EkKATh OMIMOOK MpU OLH(POBKE aCKAILUIOTOB, C
OJJHOH CTOPOHBI, U CYIIECTBEHHO IIOBBICHTH CKOPOCTb COOTBETCTBYIOIIMX BBIYMCIUTEIBHBIX
orepaiii, ¢ Apyroil. B COBOKYIMHOCTH 3TO MO3BOJUT MOBBICUTH (P (HEKTHBHOCTH 0OPabOTKU
aCKaIlIOTOB U MPOBEICHHS UCCIIE0BAHUN B COOTBETCTBYIOLIEH 001aCcTH.

KurodeBrie ciioBa: 00paboTka JaHHBIX, OLM(POBKA JAHHBIX HAOIIOACHU, aCKaIruIOTHI,
HpOrpaMMHOE 0OecIIeueHHE.

1. BBenenne. B ycloBHSIX MHTCHCHBHOTO OCBOCHHS KOCMHUYECKOTO
MPOCTPAHCTBA M COBEPUICHCTBOBAHUS CHUCTEM HA36MHON UM KOCMHYECKOW
HaBHTAIlMM Bce Ooyblliee 3HA4YeHWE MNPHOOpETaeT  HCCIeIOBaHUE
XapaKTEePUCTUK  MOJSIPHBIX ~ CHsHUIA. OCHOBaHMEM TOMY  SIBIISICTCS
MOJTBEPXKICHHAS MHOTHMHU  HCCICAOBAHUSIMH  B3aUMOCBSI3b  MEXIY
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XapaKTepUCTHKAMHU MOJSPHBIX CHSHUN M Pa3NIWYHBIMH T'e0(hHU3NISCKUMHU
mporieccaMy, MPOTEKAIOMIUMHI B BBICOKOIIUPOTHON HOHOC(epe 3eMin u
CcrocOOHBIMH HETaTHBHO IOBJIHATH HA PA3UYHBIE OOBEKTHI M CHCTEMBI
TexHochepsr [1].

B Hacrosmiee BpeMs OCHOBHBIM HHCTPYMEHTOM ONTHYECKOTO
HaAOJIOICHUS TOJISIPHBIX CHAHUH SBISIOTCS aBTOMATHYECKHE KaMephl BCETO
HeOa (All-Sky Camera), cHaOXeHHBIC OOBCKTHBAMHU C TOJIEM 3PCHUS B
180[2]. Ilpm »sTomM g  HUCCIENOBaHUS  MOJSIPHBIX  CHUSHUIM,
3apETUCTPUPOBAHHBIX KaMepaMu Bcero Heba, HeoO0XoauMma IepBUYHAS
00paboTKa MPOBEJCHHBIX HAOJIOJCHUM, YTO B 3HAYUTEILHOW CTCIICHU
MOBBILIAET 3¢ heKTUBHOCTh COOTBETCTBYIOIIUX HAYYHBIX
uccnenoBanui [3].

Jns mepBuuHON 00paboTKM HaOMIOAEHUH Kamep Bcero Heba
HCTIONB3YIOTCS Tak HaszpiBaemble ackadmibMmbl (all sky camera films —
KaJpbl HEMpPEpHIBHOW permcTpanuy HeOocBoma kKamepoii Bcero Heba [4]).
B pesynprate 00paboTKH ackaUIBMOB COCTaBISIFOTCS MHEMOHHYCCKHE
TaONMUIBl, HaspiBaeMble ackaruotamu (all sky camera plots [4]).
B cooTBercTBUI c TIpeIoTIpeIeIeHHON HOTaIeH ACKAIIOTHI
MPEJOCTABIIAIOT CYTOYHYH) HWH(DOpMAIMI0 O HATUYUU WIA OTCYTCTBUHU
0077aYHOTO TMMOKPOBAa HM TMOJSPHBIX CHSHHA B Pa3IHMYHBIX  YaCTSIX
HebocBopa [4, 5].

Pesynbrathl  00pabOTKM  acKalUIOTOB — KCIOJB3YIOTCA IS
HCCIIEIOBAaHUS CYTOYHOTO pachpesiefieHus] TOSPHBIX CUSHUN B 3aJJaHHOM
MIPOCTPAHCTBEHHOM PETHOHE W JUIA pacdeTa BEPOSTHOCTH HAOIOICHUS B
JPYTUX PETHOHAaX B 3aBHCHMOCTH OT YPOBHS JIOKAJbHOW T€OMAarHUTHOU
akTUBHOCTH. [Ipm 3TOoM 00paboTKa TMONYyY4eHHBIX U3 acKa(QUIEMOB
ACKaIIOTOB OCYIIECTBIICTCS MPEUMYIICCTBEHHO BpPYYHYIO, YTO KpaiHe
HETaTUBHO  CKa3bIBae€TCS  HA  ONCPATHBHOCTH  COOTBETCTBYFOIIUX
uccrenoBanuii. HeMaioBa)KHO OTMETHTB U BBICOKYIO BEPOATHOCTH OIITHOOK
B pe3yiabTarax  MHTEPOpETalii  acKaIljoTOB, 00yCIIOBJICHHYIO
YeoBeYCCKUM (PakTopoM. IlepednciieHHbIe HEMOCTATKH MPAKTUKYeMOIO B
HacTosIee BpeMsl moaxoaa [4] CymecTBEHHO CHUXAOT 3(PQPEKTUBHOCTD
MPUMEHEHHUST Pe3yJIbTaTOB aHajdW3a acKamjioTOB [UISl  WCCIICOBAHMS
MPOCTPAHCTBEHHOMN U BPEMEHHOIN aHU30TPOIHH MOJSPHBIX CUSHUI.

B oToli cBS3M oOXMaaeTcs, YTO TMEpexoJ K aBTOMAaTHYECKOUH
00paboTKe acKamIOTOB MO3BOJHT CYIIECCTBEHHO MOBBICUTH 3P EKTUBHOCTH
HCCIICIOBaHUNA B 0003HAYEHHOW 007acTH. MHOro3TamHas aBTOMAaTHYCCKas
MPOBEpKa MPOMEKYTOUHBIX PE3YIbTATOB 00Pa0OTKH aCKAIUIOTOB TTO3BOJIUAT
n30eKaTh WM CYNICCTBEHHO COKPATHTh YHCIIO OIMIMOOK WHTEPHpPETAIUN
JAHHBIX, XapaKTePHBIX JUIS HEABTOMATHYCCKOTO pa3dopa pe3ysibTaToB
HAOJIOICHUI TOJSAPHBIX CcUsHHUA. KpoMe TOro, BO3MOXKHOCTH IMMaKETHOM
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00pabOTKK CYTOYHBIX aCKaIIOTOB B aBTOMATHYECKOM DPEXUME OXKHIAEMO
MOBBICHT CKOPOCTh W YAOOCTBO TOJYYCHHUS pe3yiabTaTOB HaOIIOAEHUIl B
BHAE, MpPHEMJIEMOM Ui  TOCJIEAYIOUIeTO  aHalnW3a  CTOPOHHUMH
MIPOTrPAaMMHBIMHU CHCTEMaMHt U OMOIHOTEKaMHU.

Takum o6pazom, 06paboTKa pe3yabTaTOB ONTHYECKOTO HAOIIOACHUS
MOJISIPHBIX CHUSHUM TPAKTHUECKH HEBO3MOXKHA 0e3 CO3IaHHS CHCTEMBI
aBTOMATHYCCKOW WHTEPIPETAMU acKamIoTOB. M3BECTHBIC MOIXOABI K
aHaIM3y acKaruIOTOB HE MPEATNOaraloT CYIIECTBEHHON aBTOMAaTH3aIlluH, HO
B TO € BpEMs MNPEJOCTABISIOT METOAMYCCKHIA Oasuc i pa3paboTKu
COOTBETCTBYIOIICH uHPOpManuoHHoW cuctembl [S—7]. Tlpu 3TOoM
pEeriIaMEeHTHPOBAHHAS ~ OTPACICBBIMH  CICHU(DHUKAIMIAMU  CTPYKTypa
acKaruioTa MO3BOJSIET  pa3paboTaTh  YHUBEPCAIBHOE pCIICHHE, HE
NMPUBS3aHHOE K pe3yinbTaTaM HAaONIONEHWH KOHKPETHBIX HAaYYHBIX
opranmzamuii. Co3gaHue W BHEIpPEHHE O0O3HAUCHHOW CHCTEMBI TTO3BOJIAT
MOBBICUTH 3()(EKTUBHOCTh HAYYHBIX HW3BICKAHHUH C WCCIEIOBATEIbCKON
TOYKA 3pEHHUs, a TakkKe CYIIECTBEHHO TOBBICHTh PEaKTHBHOCTH
COINYTCTBYIOIIETO  MPOTPAMMHOTO  OOeCmeueHHss C TOYKH  3PCHHS
WH)KEHEPHOW pean3annu.

2. ITocraHoBka 3agauMm. /(I JOCTHIXKEHMSI TOCTABJICHHOW LEIH
MpeACTaBIsSeTCsl 1eJdecooOpa3HbIM  PEIIUTh PsAJ  3aJad  HAaydHOTO H
MPUKIAJHOTO XapakTepa. Ha mepBoM 3tame HeoOXxomumo (opMaid3oBaTh
CTPYKTYpY acKaruioTa TakuM o0pa3oM, 4ToObl TMOJIy4€HHass B HTOTe
MareMaTHdeckass  MOJelb  Morja  ObITh  TOJIO)KEHa B OCHOBY
COOTBETCTBYIOIIIUX METOJOB 0OOpabOTKM W aHaiW3a IaHHBIX. Jlamee Ha
UMCIOIIUXCS TECTOBBIX JAaHHBIX HEO0XOAWMO pa3paboTaTh aITOPUTM
OoIM(POBKH  aCKAIIOTOB, IPEAYCMATPUBAIONIMNA  ITOCICAOBATECIBHYIO
00paboTKy JaHHBIX, a TAKKE MPOBEPKY U KOPPEKTHPOBKY MPOMEKYTOUHBIX
pe3ynpTaToB. Ha 3aBepmiaromem dtame mpezmoniaraetcs pa3paboTka
HCCIICIOBATEILCKOTO  MPOTOTUIA  COOTBETCTBYIOIIETO  IPOTPAMMHOIO
obecrieueHHs, 4YeMy TIPENIIECTBYeT OIpPENeIeHHEe €ro apXUTEKTYPHI,
HHPPACTPYKTYPBl W CTEKa WCIOJNB3YEeMBIX TEXHOJIOTHH C YYeToM
ocobeHHocTel 00pabaTeiBaeMoii HHPOPMAITUH.

CymiecTByIonfe MOAXOABl K OHU(POBKE TAOMWYHBIX TaHHBIX
MIPUMEHSIOT METO/IBI MHTEIUIEKTYaJIbHOTO aHam3a [8], Takue Kak rpadoBbe
HeiiporHsle cetn [9 — 11], pexyppeHTHble HeipoHHBIe cetn [12 — 14],
ceMaHTHuYecKasi cermeHTanus [15] u cBeprouHslie HelipoHHble ceth [16, 17],
YTO TO3BOJISET BBIJICIIATH CIIOKHYIO Ta0JIMYHYIO apXUTeKTypy [18], a Takxke
KOPPEKTHPOBaTh Ae(eKThl M300pakeHUs, BhI3BaHHBIC (hoTOKamepoit. s
nmocienymomeil onu@poBKH CHUMBOJIOB BHYTPU SIYCCK TAONHUIBI, Kak
MPABUJIO, TMPUMEHSIOTCS METOJBI ONTUYCCKOTO PACIIO3HABAHUS CHUMBOJIOB
[19 —21]. TIpoBeneHHbI aBTOpaMU aHaIW3 IMOKa3aj, YTO OCHOBHBIMHU
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HEIOCTaTKaMH PACCMOTPEHHBIX METOMOB SBJISIOTCS BBICOKHE TPEOOBaHHA K
HCTIONB3YEeMBIM BBIYHCIUTENBHEIM pecypcaM, a Takke He00XOAMMOCTh
MIPOBEJICHUST JTOTIOJHUTEIBHBIX JTAMoOB MPenoOpadoTKH M MOCTOOPabOTKH
JTAaHHBIX.

IIpuy 3TOM BaXHO OTMETHTH, YTO B JAHHOW CTaTheé B KadeCTBE
BXOJHBIX JIaHHBIX HCIIONB3YIOTCS aCKaIUIOBI, KOTOPHIE UMEIOT TaOIMIHYIO
CTPYKTYpHI M TIPEJCTaBJICHbl B BHAE MaTpPHLBI pasMepoM 5 x 48 syeek.
Taxke CTOMT OTMETHTb, YTO B OTJIMYME OT KIACCHMYECKUX TaOIMYHBIX
JaHHBIX, KOTOPBIC NPEACTAaBJICHbBI B BUAC TCKCTOBLIX CMMBOJIOB, B suerKax
acKaruioTa HaxXoIsTCs TeoMeTpHdyeckue (Urypbl, KOTOPHIM CBOWCTBEHHBI
rpajuyeckue HETOYHOCTH, TaKHe KaK CIBHI OTHOCHTENILHO IIEHTpa caMoi
S’eWKH M BBIXOJ (GUrypbl 3a Hpejenbl OJHOHM sueiiku. HemanoBaxHbIM
SIBISICTCA W TOT (DakT, YTO ONHOW paccMaTpPUBAaEMBIX (QUTYp SBISETCA
MONHOCTRIO  3aKPAlICHHBIA  MPSAMOYTONBHUK,  9YTO  HAKJIAIBIBAaeT
OTIpe/ICTICHHBIC TPYAHOCTH TIPH OIPEICSIICHINH TPAHUI] CTOJOLOB TaOIHIIBL,
MTOCKOJIBKY HE TPEICTABISACTCS BO3MOXKHBIM JIOKATBHO OIPENEIHUTh pa3zell
MeXIy GUTYpOil M TpaHHLeH STYCHKH.

C yderoM CKa3aHHOTO, MPUMEHEHHE MEPEUYHCICHHBIX W WHBIX
NMOJOOHBIX MM  METOJOB  OUMGPOBKM  TaONUYHBIX  JIAHHBIX B
paccMaTpuBaeMOM Cilydyae HE MPEJCTABIIETCS aBTOpaM BO3MOXXHBIM. B
STOM CBSI3U TIPEICTaBISETCS 1enecoodpa3HbIM paspaboTaTh
CHENMAIM3UPOBAHHBIA  aNTOPUTM IS OIM(POBKM  acCKaIUIOTOB €
MPUMEHCHUEM MAIMHHOT'O 3pCHUA.

Jns popManm3anuy W pearn3aluil PEeNICHUH MMOCTABICHHBIX 3a1ad
MIPEII0IaracTCsl UCIOIBb30BaTh MOJICIIA U METO/bI pAaCIIO3HABAHKS 00pa3oB,
JJIEMEHTHI TEOPETHKO-MHOXXECTBEHHOTO Oa3uca JUIsi OINMCAHUSI CTPYKTYPBI
acKaIuIOTOB, TOJXOJbl K TIIOCTPOCHHIO CXEM aJrOPUTMOB, a TaKXKe
TEXHOJIOTUH 00pabOTKH M aHaIM3a HHHOPMALIUH.

B  kadectBe = MH(pOpPMAIMOHHOTO  OOECHEYEeHHs, a  TaKKe
HCIIONIE3YEMOM JIJISl SIMITUPUIECKUX UCCIIeIOBAaHUN BXOHON HHPOPMAITIH, B
paMKax HacTosmed pabOTBl BBICTYMAIOT Pe3yJIbTaThl  ONTHYECKHX
HAOJIOACHUI TONSAPHBIX CHUSHHN, 3apEeTHCTPHPOBAHHBIE KaMEpaMH BCETO
Heba Ha KombsckoMm momyocTpoBe, B obcepBaropuu JloBozepo [22 —24].
VYkazaHHBIE TaHHBIE 0OPMIICHBI B aCKaIUIOTHI, KOTOPHIE, B CBOIO OUYepeb,
NpeACTaBICHBl B BHAEC [TOKyMeHTOB ¢opmata pdf, coxepykammx
COOTBETCTBYIOIIME  TaONMIBI  JIAaHHBIX, KOTOpbIE  IIOCTPOEHBI  TIO
creuuQUKasIM ONMUCaHHUS TAKUX JaHHBIX.

3. Onucanne u ¢opmMaym3anusi UCXOAHBIX AaHHBIX. B kauecTBe
UCXOJHBIX JIAaHHBIX HCIOJB3YIOTCSl Pe3yJbTaThl ONTHUYECKUX HAOIIOACHUN
TIOJISIPHBIX CHSIHUM, 3aperHCTPUPOBaHHBIE KaMepaMHu Bcero Heba. [1pu atom
BaXHBIM IMapaMCTPOM SABJISICTCSA TakK Ha3bIBa€MbIll 3CHUT o6cepBaTop1/11/1,
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XapaKTepU3yIOMUi HalpaBlICHHE BEPTUKAJIBHOTO TOABEMAa HaJ TOYKOH
HaOmonenuss [4]. [ KOppeKkTHOW 3amucu  ackauIbMOB — 3€HHUT
obcepBaTopuu  JIOJDKEH  pacrmojlaratbess B IeHTpe  Kampa  [25].
HcmpaBiieHHBI T€OMarHUTHBIN MepHuauaH 00CepBaTOPHUH PACIIONAraeTCst
BJIOJb JIMHUM, TMPOXOJSIICH B HANpaBICHWH CBEpXYy BHH3 Uepe3 IICHTP
Kagpa W yKasbBaromed Ha ceBep. COOTBETCTBEHHO NHpPH ATOM 3amajg u
BOCTOK HaXOJSTCA B IIPAaBOM U JIEBOH 4acCTAX KaJpa COOTBETCTBEHHO.

Kaxkaplil ackamsioT OMUCHIBAET PE3YNIbTAThl CYTOUYHOTO HAOIIOJCHUS
MOJISIPHBIX CHSIHMHA KaMepoll Bcero HeOa. J[laHHbIE (QUKCHPYIOTCS B
MATUCTPOYHON TaduIe, CTOJIOIBI KOTOpOit COOTBETCTBYIOT
MOCTIEeI0BATENbHBIM MOTYYacOBBIM BPEMEHHBIX HMHTepBajaM (PUCYHOK ).
[lepBble TpH CTPOKHM MOKAa3bIBAOT (AKT HANMYMS MOJSIPHOTO CHUSHHS B
CEBEPHOM, 3¢HUTHOW U FOJKHOM 9acTsaX Heba cooTBeTCTBeHHO [5]. UeTBepras
U TATask CTPOKU CTaHJAPTHOTO MATHCTPOYHOTO ACKAIIOTA XapaKTEePH3YIOT
WHTEHCUBHOCTH MOJIIPHOTO CHUSHUS B 36HUTHOM JIHANa30He.

KpomMe Toro, HemocpeACTBEHHO B TaOJHIIE ACKAIUIOTa Pe3yIbTaThI
HaONIONCHUI ONpeleleHHBIM 00pa3oM Mapkupyroorcsa. CrenuansHbe
0003HaYCHHS WCIIONB3YIOTCA, B YACTHOCTH, B IIITH Pa3IMYHBIX CIyYasX:
IIPU OTCYTCTBUU CHUSHUS, HAOIIOICHUH CUSHUS, B YCIOBHAX YaCTHUHON MM
CIUTOIIHON 00JIaYHOCTH, OTCYTCTBHA HaOmoneHWH u mp. Takas netaibHas
HOTAlusl TMO3BOJIAET C BBICOKOW CTENEHbIO HH(POPMATHBHOCTH OIHUCATh
pe3yabpTaThl HAOMIONCHUS IMOJIIPHBIX CHUSHHMHA C YYETOM HX BHIUMOCTH H
WHTEHCUBHOCTH B COOTBETCTBYIOIIHE MEPHOABI BpeMeHH [4, 5].

T
.

|
T

Jan. 11
]
I I

0)
Puc. 1. ®opmar mpeacTaBiIeHUs JAHHBIX B BHJE acKaIUIoTa: a) 1 — cusiHue
He HaOJIIoaroTes; 2 — CHsTHUE HaOJII0aeTCsl B CEBEPHOM 00IacTH; 3 — CUsHUE B
3eHuTe; 4 — CHAHUE Ha ore; 5 — CUsIHUE HAabIro1aeTcs B 3eHUTE, CEBEPHON U F0)KHOM
o0mnactiax; 6 — B 3eHUTE HAOJIIOAAIOTCS] yMEPEHHOE CHUSHHE, KPOME 3TOTO CBEUCHHE
MIPUCYTCTBYET B CEBEPHON U I0XKHOI 001acTsIX; 7 — B 3eHUTE HAOMI0JaeTCs CHIIBHOE
CHSIHHE, KPOME 3TOT0 CBEUEHHE NPUCYTCTBYET B CEBEPHOM U F0XKHOM 00TacTAX;
8 — wacTH4Has 001a9HOCTE; 9 — CIIIOIIHAsL 00Ia9HOCTD; 10 — perucTpanus He
npoBoauiack; 6) mpumep ackarurora 'C LOZ 3a 11.01.2011 r. [22]
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[IpencraBnsieTcss 1eec000pa3sHbIM  (GOPMATM30BAHHOE OIHMCAHUE
CTPYKTYpBl acKalloTa B TEOPETHKO-MHOXEeCTBeHHOM Oasmce. Ilycth
CyTOUYHBIE ONTHYECKHE HAOIIOACHUS MOJSPHBIX CHUSHHUN IPEICTAaBICHBI B
ackarioTe A, COCTaBIICHHOM U3 ITOJIMHOKECTB H:

a=|Jm (1)

r7ie KaXIOMy ITOIMHOXECTBY H; COOTBETCTBYET IOJIYy4acOBOW HHTEPBAI
HaOmoeHn# (Takum obpasom, i = 0,...,47).

Kaxnerii wHTEpBan H; mpencraBiseT co0OW MOCIeI0BATEIBHOCTH
13 5 3HaYEHU B COOTBETCTBUHM C ISTHUCTPOYHOH CTPYKTYpOH ackaruiora,
onucaHHo# Bblme. Kaxxnoe u3 5 3HaUeHUM XapakTepU3yeT ONPEIEIICHHBIM
napaMeTp HaONIOJCHUS B COOTBETCTBHH C HAIMYKMEM M HHTCHCHBHOCTBIO
MOJIAPHOTO CUSIHUS B COOTBETCTBYIOIIEM MPOCTPAHCTBEHHOM HampaBlICHUH
OTHOCHTEIILHO KaMepbl Bcero Heba. CTpyKTypy HHTEpBaia C y4ETOM
CKa3aHHOTO MOXKHO IPEJICTaBUTh CIIETYIOLIUM 00pa3oM:

H, = {hd, b, ..., hi), @

rIe hj‘: — pe3ynbTaT ONTHYECKOTO HAOIIOAEHWS TOJISIPHOTO CHUSHHA B H-i
MOJTy4acoOBOH WHTEpBaJ, XapaKTepH3YIOIIMI 3HaueHWEe /-0 Iapamerpa
(G7=0,...,4).

Kaxnplit n3 nsaru 0003HaYEHHBIX MApaMeTPOB, IPEJICTABICHHBIX B
UHTEpBaJle aCKaIjaoTa, MOXET NPUHUMATh OAHO U3 5 MpeonpeAereHHbIX
3HayeHud. [Ipy STOM HENOCPEJACTBEHHO B HCXOJHOM acKaruloTe
COOTBETCTBYIOILIlCE  3HAUCHHME IOMEYAaeTCss IOCPEACTBOM  3aJaHHOMN
rpadudaeckoi HoTanuu (3aIMBKa IIBETOM, BEPTUKAJILHO MM TOPH30HTAIBHO
mepedepkHyTas s4erka, mycras suelika u 1p.). I1ockoibKy mapameTps
pe3ynbTaToOB HAOMIONCHHWH B acKaluIoTeé MOTYT MPHHUMAaTh CTPOTO
OTIpeeTICHHBIC 3HAYEHUS, MIPEACTaBISETCS 1esecoo0pasHbIM
(hopMann30BaTh X B BUJE COOTBETCTBYIOMIETO JOMEHA.

JloMeH OMyCTHMBIX 3HAYECHUI 3JIEMEHTOB acKaruloTa MOXET ObITh
OIIMCAaH B BUJIC MHOXKCCTBA, COCTOAIICTO U3 IMTATHU BO3MOXKHBIX 3HAYCHMI:

D= Od]-, 3)
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rae d; — aToMapHOe 3HAYeHWe, NOCTYNHOE I MCIOJb30BaHUA IIPU
OTMCAaHWH PE3yIbTaTOB HAOIIOACHNUIT MOSPHBIX CHSHUH.

KaxxnoMmy 31eMeHTy ackamiaoTa CTaBUTCS B COOTBETCTBUE OJUH U
TOJILKO OJIMH 3JIEMEHT u3 AoMmeHa D. [Ipu 3TOM KOJIUYECTBO 3JIEMEHTOB C
OZMHAKOBBIMHU 3HAUEHUSIMU B COCTABE OJHOIO ACKAILUIOTa HE OTPaHUYECHO,
paBHO Kak W He TpeOyeTcss HaMWdusi KaKIOTO W3 TIPETYCMOTPEHHBIX
JOMEHOM 3HAYE€HMI:

hi =d; hj € H,d €D, (4)

rze d — 3HaYeHHe j-TO ImapaMeTpa i-ro JIeMeHTa acKariora H.

Kpome Toro, mpezacraBisercsi 1einecooOpa3HbBIM OTMETHTH, YTO B
COCTaBE ackamjioTa HE JOMYCKAalTCsd MapaMeTpbl € OTCYTCTBYKOLIMMU
3HaYCHUSAMH. B 3TOl cBs3um BO M30e)KaHUEC BO3MOMKHBIX KOJUIM3HIA B
acKaroTe MCHOJB3YIOTCA 3HA4Y€HUs 10 YMOJYAHHMIO W3 HMEIOIIErocs
JIOMEHa, BEIOOP KOTOPOTO OMpeIeNsieTcsl pa3padoTYHMKaMU:

hi=d; ki € H,d €D,d # 8, (%)

rne d — 3HaYCHUE j-TO MmapaMeTpa i-ro JIeMeHTa ackaruiora H.

BaxxHO OTMETHTBH, YTO B OJHOM HA0Ope Pe3yJbTATOB ONTHYECKUX
HAOJIOICHUI 3a 3aJ]aHHBI BPEMEHHON WHTEpBall MOTYT MPHCYTCTBOBAThH
KaK yHHMKaJIbHbIE, TaK U MOBTOPSIONINECS aCKaIUIOThI, YTO, B CBOIO OYepe/lb,
CBUJIETENILCTBYET O BapHalMsIX COOTBETCTBYIOLIUMX AaHAIU3UPYEMbBIX
mapameTpoB. Ilpu 3TOM BO3MOXHBI CHTYaIlliH, IIPH KOTOPHIX B TECUCHHE
3aJaHHOTO BPEMEHHOTO Teproja B HaOOpe JaHHBIX HPUCYTCTBYIOT TaKHe
aCKaIUIOTHI, KOTOPBIE CONepKaT Kak BCE NOCTYIHBIC B JTOMEHE 3HAYCHHS,
TaK U UX HOAMHOXKecTBa. [locnenHuit BApHaHT pa3BUTHSA COOBITHIHA SBISETCS
Hamboliee YacTO BCTPEUAEMBIM B pealbHBIX HAOMIOACHUAX MOJSPHBIX
CUSTHUH.

Kpome Toro, BBHAY pa3iu4HbIX (AKTOPOB TEXHOTEHHOTO U
€CTECTBEHHOTO MPOUCXOXKJEHUS B TEUEHHUE OMPEAENIEHHOTO aCKaIrIoTOM
nepuoga (OJHOTO WJIM HECKOJBKHUX TOJYy4acOBBIX, JHUOO TIOJHOTO
CYTOYHOI'0 BPEMCHHOTO HHTEPBaja) ONTHYCCKHE HAOIIOICHUS MOJSIPHBIX
CUSIHUH MOTYT OTCYTCTBOBaTh. COOTBETCTBYIOIIHNE ACKATUIOTHI IOMEYAIOTCS
MPeIyCMOTPEHHON HOTaI[UEH, XapaKTepU3yIoIei OTCYTCTBUE
HaONIONCHUH, a Takke 4YaCTHYHYI WM TOJHYI0 OOJayHOCTh B
aHAITN3UPYEMBIC TIEPHOIBI BPEMCHH.

Paccmorpum  nmanee n300paKeHme CTpaHUIIBI acKamoTa
Kak MOHOXPOMHOE H300pakeHHe, omuckiBaeMoe B dopmare [(x,y),
IJie X, ¥ — KOOpAWHATHI THKcess. [Ipu 3ToM u300pa)keHHs] acKaruioTa |
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Mackd MOTYT ObITh PAacCMOTPEHBl KaK MHOXECTBO MHKCENed ¢
KOOpAWHATAaMU X, Y ¥ 3HadeHusAMH (R, G, B) mms uBetHOrO M300paskeHUS.

Torma mycts n300pa’keHWE MAacKd MpPEACTaBIsET cOOOH IBETHOE
oTMacIITabupoBaHHOE H300paxeHue I, qq, (X, Y) C KpacHbIM, 3€IEHBIM U
cuanMm kaHamamu (RGB). Macka mmeer pasmep M x N, tne M u N —
KOJIMYECTBO CTOJIOIOB U CTPOK M300paKeHHsI COOTBETCTBEHHO.

C y4YeTOM CKa3aHHOTO MHOXECTBO IHKCEJEH, OTHOCSIIUXCS
siyeifikaM — TaOMMYHOTO  TPEACTABJICHUS  acKaruioTa, MOXET  OBITh
MPEJCTABICHO KaK MHOXKeCTBO C BUA:

Cji ={I(x + Ax,y + AY) | Imasi (x,¥) = (50§,5i,0)},
¢ €C,C—> Hcf #0, (6)

rne Ax,Ay — cMenieHHe MacKd OTHOCHUTEIIbHO Hadaja KOoOpJAuHAT
M300paKeHHs ACKaIUIoTa; c]-i — TOJAMHOXECTBO IHKCEICH MOHOXPOMHOIO
n300pakeHHs] CTPAHMIIBI ACKAIIIOTa, KOTOPBIE COOTBETCTBYIOT SIUCHKE B i-M
cronbre u j-i crpoke; C — MHOXKECTBO THKCEIEH, OTHOCAIINXCS sSYeHKaM
TabIIMYHOTO TpecTaBieHust ackamiora; [(x + Ax,y + Ay) — MHOXeCTBO
MUKCEIeH MOHOXPOMHOTO M300pa)KeHHs CTPAHUIIBI acKaIlioTa C Y4eTOM
CMEIIEHUsT MACKH; [y 46 (X, V) — M300paXKeHHEe MACKH; X, ¥ — KOOPAUHATHI,
n3mensiemble oT 0 10 M u N COOTBETCTBEHHO.

CwMmemenue Ax,Ay onpexnensercs Ha MPEIBAPUTCILHOM JTarie
ommppoBku. Taxke Ha 3TOM 3Tame OMpPEACISICTCS U MacIuTaOUpOoBaHHE
MacKd TakK, 4YTOOBI €€ Kpas COOTBETCTBOBAIM KpasM H300paKeHUSA
ackaruiota. [loatomy 3HaueHuss M u N He OyAyT MOCTOSHHBIMUA M OYIyT
U3MEHSIThCS B 3aBUCUMOCTH OT aCKarIoTa.

ITpu 3TOM yCIIOBHE MPOBEPKH MPUHAJICKHOCTH MUKCETIS MAcKh K
KOHKPETHOMY LBETY SYCHKH TaOIHIIBI MOXKET OBITh CHOPMYITNPOBAHO KaK:

R = (50j,5i,0), )

rae R; — YHUKaJbHBIH [UIsI KaXXIOW SYEHKHM LBET, KOTOPBIA MOXKHO
UACHTH(HUINPOBATH 10 WHIEKCY cTpokH j = 0,...,4 u cTonbua i = 0,...,47.
Emie omHOM BaXHOW OCOOCHHOCTBIO PACCMATPHBAEMOTO MOAXOJa K
MPEJCTABICHUIO PE3yIbTATOB HAOJIONCHUH SBIIECTCS KaK COBMECTHOE
MPUMEHCHUE HECKOJIBKUX AaCKaIUIOTOB, XapaKTEepPHU3YIOIIee JaHHBIC 3a
HECKOJIPKO CYTOK, TaK W (hparMeHTapHOE HCIIONB30BAHHE TEX KE NAaHHBIX,
OTHOCSIIEECS K HCCIEIOBAHUIO COOTBETCTBYIOIIMX  XapaKTEPHUCTHK
MOJISIPHOTO CHUSHUSI B TEYCHHE OIHOTO FJIM HECKOJBKHUX ITOJTy9aCOBBIX
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uHTepBanoB. KOMOMHMpOBaHHE MNEPEYUCICHHBIX MOAXOJO0B MO3BOJSIET
JIOCTaTOYHO THOKO (GopMHUpoBaTh HAOOPHI 00pabaTHIBAEMBIX NAaHHBIX 3a
pa3IMYHbIe NEPHO/Ibl BPEMEHH IS TIOCIEIYIONIero aHAIN3a.

4. XapakrepucTuka pemeHnus. /s moBeimeHus 3¢(GHEKTHBHOCTH
00pabOTKM ¥ aHajmM3a acKalulOTOB aBTOpaMH OBUIO  MPEIUIOKEHO
MPOrpaMMHOE CPEACTBO, aBTOMATU3UPYIOIIee yKa3aHHbIE
nHopManmoHHbIe  mporecchl. [IpenycioBueM — aBTOMaTH3MPOBaHHOW
00paboTku siBisieTcst pazmenieHue pdf-I10KyMEHTOB WM png-M300paskeHus
C aHAJIM3UPYCMBIMU aCKaIjioTaMu B O)lHOﬁ JUPEKTOPUH, MMEHOBAaHHOM
MOCJIE/I0BATENILHOCTBIO JIATHHCKMX CUMBOJIOB.

ITpu >TOM mNpU mEepBOM 3alycke pa3padOTaHHOTO MPUIIOKEHUS
MOJIb30BATENI0 HEOOXOJAMMO HANpsMYIO yKazaTh LIEJIEBYIO AMPEKTOPHIO C
COOTBETCTBYIOIIMMH  ackariotamud. Kpome Toro, Juis — yIpOIICHHS
MOHMMAHHMS TI0JIb30BATENIEM PEKOMEHAYETCs COOI0AATh MPEAYCMOTPEHHYIO
pa3paboTyMkaMu  CXeMy HWMEHOBaHMs  (ail;ioB ¢  acKalUIOTaMH,
MPEANONIaraoulyto CiIeayoIui hopmar:

A=YYYY-MM DD.[pdf| png], ()

rae A — uMs 1oKyMeHTa, YY Y'Y — ueTbpeXCUMBOJIbHOE 0003HaYeHUE ro/a,
MM — 1ByXCHUMBOJbHOE 0003HAUCHHE MOPSIKOBOrO HOMepa Mmecsina, DD —
JBYXCUMBOJIbHOE  O0O3HaueHHWE  MOPSJKOBOTO  HOMEpa  JHI B
COOTBETCTBYIOIIEM MECSIIE.

Ha  ocHOBaHMM  mapaMeTpOB  DPACMONOXKEHHUS  YKa3aHHOM
MOJT30BATEIEM TUPEKTOPHH C acKAIDIOTAMH TPIIOKEHHE HAYMHACT WX
MOCTICIOBATENBbHYIO 3arpy3Ky u 00pabotky. [Ipm 3TOM nisl TOBBIMIEHUS
PEaKTHBHOCTH pa3pabOTaHHOTO MPOrPaMMHOTO 00ECTICUCHHS BBITOTHACTCS
pacmapauieIMBaHHe BBITIOJTHEHUS COOTBETCTBYIOIIMX BBIYUCIUTEIHHBIX
MPOIIECCOB B  COOTBETCTBHM C  BBIYHACIHTENFHBIMH ~ MOIIHOCTSAMH
MOJIb30BATEIbCKOTO KOMITBIOTEDA.

[Tpu pabote ¢ NpeIOKEHHBIM TIPUIOKEHHEM I0JIb30BATEIb MOXKET
JOIIOJIHUTENBHO — BEPU(UIMPOBATh  IPOMEKYTOUHBIE  PE3YJIBTATHI,
MoJTydaeMble Ha pa3lIMuHbIX dTarax o0paboTKu paccMaTpUBAEMBbIX JaHHBIX.
Tak, x mpumepy, ofHa U3 TaKUX MOJB30BATEIBCKUX MPOBEPOK JOCTYIHA
Mmocjae 3arpy3kKd W TEPBHYHONW 00paboTku (HaiijloB acKamjoTOB, YTO
MO3BOJISICT €IIe HAa PaHHUX dTarax MpU HEOOXOIUMOCTH CKOPPEKTHPOBATH
JEHCTBUS HCIIONB3YEMOTO MPOTPAMMHOTO 00ECIICUCHHUS.

[IpemnosxkeHHOE TIPUIIOKEHHE IO 00pabOTKe acKaIluIoTOB TaKkKe
BEITIOJTHSACT TPEABAPUTEIBHYIO TMPOBEPKY 3HAYCHHUH aHAIH3UPYEMOTO
BPEMCHHOT'O WHTEpBala, aBTOMATHUYCCKH YHAlsAsd HEKOPPEKTHBIC AaTHl U
UCTIPABISIsI MMEIOIIUECS IOCIIEAOBATENFHOCTH 3HAUYECHUH. OJTO  Tarke
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MO3BOJIIET M30€KaTh HEKOPPEKTHOW WHTEPNpPETalnd acKarioToB, YTO, B
CBOI0 OYEepe/b, MOXKET HETaTHBHO CKa3aThCsi HA pPE3ysbTaTax aHalIn3a
COOTBETCTBYIOIIUX ONITHYECKUX HAOIIOACHUI MOISAPHBIX CHSHAN. [Ipu sTOM
Ba)XHO OTMETHUTh, YTO HEKOPPEKTHBIC NaThl IOSBISIOTCA B pE3YJIbTaTe
omuO0OK pabOTHl ONTHYECKOTO pACIIO3HABAHMS TEKCTa, a TaKXKe OIHOOK
3aIFCH CTPOKOBOTO MPEJICTABICHHS AAThl B NCXOJHBIX TaHHBIX.

PesynbpraToM paboOThl NPWIIOKEHUS SIBISIETCS OIMH MM HECKOJBKO
(B 3aBUCHMOCTH OT 3aJlaHHBIX KOHEYHBIM II0JIb30BaTEJIEM HACTPOEK)
JIOKyMEHTOB B CsV-110100HOM (opmare. Takoe npeicraBieHue pe3yIbTaToB
00paboTKM  MO3BOJISIET  NPOJOJDKUTH — @HAJIM3  COOTBETCTBYIOLIMMHU
HHCTPYMEHTAJIBHO-NIPOTPAMMHBIMH  CPEJCTBaMHU, JHOO  MOCPEICTBOM
CHICHUAIU3UPOBAHHBIX MPOrpaMMHBIX 6I/I6JII/IOTGK B COCTaBC CTOPOHHHUX
nHopmannoHHbIX cucteM. Kpome Toro, s mepBHYHOTO HPOCMOTpa U
aHaJIM3a TIONYYEHHBIX B XOA€ pabOThl MPHIOKEHUS pPE3yIbTaToOB
KOHEYHOMY TIIOJIb30BATENIO JIOCTATOYHO HCIIOIB30BaTh CTaHAAPTHBIC
oduCcHbIC MaKeTsl AT pabOTHl C AIEKTPOHHBIMH TaOIUIIAMH, YTO TAKXKE, B
CBOIO O4YE€pellb, MPHU3BAHO IOBBICUTH JOCTYIHOCTh COOTBETCTBYIOIMX
JTAaHHBIX.

5. Apxurexkrypa  pemenus. IIpennaraemoe — pemieHue  Ha
NPOrpaMMHOM ~ YPOBHE  MpEAIoJjaraeT JIGKOMIIO3HLMIO Ha  4YeThIpe
B3aNMOCBA3AHHBIX MOYJIA:

1) Ouudporka gatacera.

2) IlepBuuHOE BOCCTaHOBICHHUE JaT.

3) IlpoBepka mociaen0BaTEIbHOCTH AAT.

4) CoBMemeHne NEPBHYHOTO JaTaceTa W BOCCTAHOBIICHHOT'O
CIHCKA J1aT.

Mopnynbs orM(poBKH JaTacera npeaycMaTpuBaeT o0paboTKy (B TOM
yucie napaulesibHylo) N crpanum, rae N — HaTypaslbHOE  4HCIIO,
MaKCHMaJlbHOE KOJHMYECTBO sJep Ipoleccopa Ha KOMIbBIOTEpE WIH
3aJlaHHOE II0JIb30BaTENIeM 3HAdeHHe. B XoJe BBIIONHEHUS MOAYNS U3
HUCXOIHBIX HaHHBIX ((aiioB st omupoBKH) cO3MaCTCS TMEPBUYHBIN
JIaTaceT, UCTIOIB3yEMBII OCIEAYIOIIMHI ITPOrPAMMHBIMH MOIYJISIMH.

[lepBu4HEI TaTaceT MpeACTaBISIET COO0I TAOIUITY CO CIEeAYIONTIMHA
CTOJIOIIaMU:

— date — omudpoBaHHOE H300paKEHUE HaThI B CTPOKOBOM
¢dopmare “DD.MM.YYYY”. Eciu npounsonuia ommdka onunuppoBKH JaThl,
TO 3HaYCHHE NMpUMeHsIeTCs paBHBIM «NaT».

—  time — BpeMsl CbEMKH.

— add data — myTe K M300pa)KCHUIO, HA KOTOPOM INPHCYTCTBYET
JaHHBIM acKaruioT.
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—  North, Zenith, South, medium, strong — onnppoBaHHBIE TICHKI
acKariora.

Jms TpynIHpOBKHM acKaIUIOTOB IO JaTaM M3 MEPBUYHOTO JaTaceTa
yaajsieTcss CTOJNOeIl ¢ BpPeMEHEeM M OcCTaBisercs Kaxnaas 48-1 cTpoxa.
[Ipunoxenne MpoBepseT W UCHPABISIET MPOITYCKH, KOTOPBIE CTOST BHYTPH
JIMHEWMHOM ITOCIEI0BATEILHOCTH JIaT C IIaroM B 1 JI€EHb.

Moysb TIEpBUYHOTO BOCCTAHOBIICHHS AT MPEANOJIaracT CO3JaHKe
CITHCKA JIaT U3 MEPBUYHOTO JATACETa, a TAKKE BOCCTAHOBICHHE OUCBUIHBIX
mocienoparenbHocTed. [IpM 3TOM Ha HAYaJIbHOM JTame MPEAyCMOTPEHA
3ameHa NaT 3HaueHuil Bpy4yHYyIO.

Moysb MPOBEPKH MOCIEIOBATEIILHOCTH JIaT OTBEYACT 3a BBHIBOJ HA
9KpaH JaT, HAPYIIAIONIUX IOCIEA0BATEIbHOCTh, a TaKKE HX 3aMCHY B
ciydae HeoOxommMmocTH. Hampumep, B IaHHOI NHOCIIEIOBAaTENFHOCTH AT
(19, 20, 21, NaT, 23, 24, 25, 26), «NaT» sBiseTcss O4eBUIHBIM MPOITYCKOM
M €ro MOKHO 3aMEHHTH Ha 22, 4TOOBI BOCCTAHOBUTH ITOCJIEI0BATEILHOCTD.
B menom monp30BaTeNs MpoBEpSET MOXYICHHBIH HAOOp JaT U MUCIIPaBISICT
3HaueHus «NaT».

Monynb COBMEIICHHUS MEPBUYHOTO JaTaceTa M BOCCTAHOBICHHOTO
CIHCKA JaT NpeAyCMAaTpHBAcT COXpaHEHHE (UHATBHOTO Jjaracera B
¢dopmare csv.

B O6HleM BHUC COOTBeTCTByIOHIaH I[I/IanaMMa KOMITIOHCHTOB MOXET
OBITh MIPE/ICTABJICHA TaK, KaK [TOKa3aHO Ha PUCYHKE 2.

2]

Qunpoeka garacera

S

BoOCCTAHOBNEHUE 8T E

2] 2] 2]

MependHOS Mpoeepra
BOCCTAHOENEHUE —@— NoCnefeEaTenbHOCTH —@— COBMeLlLeHVe JaTaceToR
Aat AaT

Puc. 2. JlnarpaMmma KOMIIOHEHTOB pa3pabOTaHHOH CUCTEMBI

Bricokas CIIOKHOCTH  IOJIB30BATEIBCKOTO CICHapus  CBsA3aHa
C HCTPUBUAJIIBHOCTHIO 3aJa4yun n HGOGXOI[I/IMOCTL}O BHOCHUTH
TMOJIb30BATCILCKUEC TMPAaBKU Ha Pas3sHbIX CTaAUAX pa6OTLI MMPUIIOKCHUA. Ha
TECTOBOM [JAaTACCTEC AaCKaIJIOTOB II0Jb30BATC/IIO BPYUYHYIO HeO6X0)II/IMO
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MIPOBEPUTh W/WIM HCIPaBHTh 5 3HaueHHWH, uyTo coctaBiser 0.004% ot
KOJIMYECTBA CTPOK KOHEYHOTO J]ATaceTa.

6. Anroputm pemenusi. B o0mieM Brjie aJITOPUTM MPEIOKESHHOTO
peLIeHHs IEKOMIIO3UPYETCsl Ha HECKOJBbKO MOCIEA0BATENbHBIX MPOIECCOB
(pucynok 3). Kaxprif U3 mporeccoB MpeacTaBisieT co00i 3Tan OupoBKH
acKarIoTOB U BepH(UKAIMU MONYYCHHBIX pe3yiapTaToB. [1o 3aBepiueHHIo
Ka)XJOro M3 IIEPEYUCICHHBIX IPOLIECCOB KOHEYHOMY IIOJIb30BATEIIO
JIOCTYIHBI JIJI TPOBEPKH M KOPPEKTHPOBKHU (B Cilydae HEOOXOIMMOCTH)
COOTBETCTBYIOIINE IMPOMEXYTOUHBIE pe3ynbTarel. [Ipu 3TOM 1O BBIOOPY
I10JIB30BaTCJIA COOTBETCTBYIOIIIUEC ﬂeﬁCTBHﬂ MOTyT OBITH
MPOUTHOPHUPOBAHEI.

Beop nytv K
W306paNEHUAM
MpoBepka cnucka far
Ha Hanu-ue
"Nogo3pUTenbHEX"
O6paboTka nar
acKannoTos 1
CO3NAHWE NEPBUMHOND

nataceTa
Beleog,
"NoA03pUTENEHLIX" AaT,
BhiBog Neper-HoOro
[aTaceTa
Mowck 1 3ameHa
H %

esepHe ofpafoTaHHbL
aIHAMEHHA

Co3paHue cnucka
nar.
Mposepka U 3aameHa B cnucke
HECOBNaNAIUMX OTCYTCTBYIOT HEBEPHO
3HAMEHWNA

obpaboTanHele aaTkl

COBMELLEHUE CNUCKa
nar
nepeoHaYansHor
paTaceTa

BhIBO, KOHEMHOMO
faTaceTa

‘Beop, vcnpasnesni
CrncoK nar

Puc. 3. OGo01enHas cxema aaropiuTMa, pealn3yronero npeagaraeMolii oaIxoa
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Ha mnepBoM »JTame BBINOJHEHHS alrOpUTMa OCYLIECTBISETCS
3arpy3ka ¥ 00paboTKa HCXOJHBIX JaHHBIX HAa OCHOBAaHHM IapaMeTpoB
(U3UYECKOT0 PACIONIOKEHHS TUPEKTOPHH, CO/iepIKaliel olu(ppOBbIBacMbIe
ackarioTel  (pucyHok 4). Ilonmp3oBaTens BPYYHYIO WM IOCPEICTBOM
COOTBETCTBYIOIIMX HMHTEPPEUCHBIX 3JIEMEHTOB YIpaBJICHHUS BbIOHpaeT
HUCKOMYIO [TUPEKTOPHUIO, aOCONIOTHBIA MyTh K KOTOpOW (HKCUpyeTcs B
COOTBETCTBYIOIICH MEPEMEHHOM IS MOCICAYIOIIEro MPUMEHEHUS 0 Mepe
BBITOJIHEHHSI 0003HAYCHHOTO aJITOPUTMA.

Ha BrOpoM »3Tame BBINONHSAETCS HEMOCPEACTBEHHO 00paboTka
acKaryIoToB ¥ (pOpMUPOBaHHE MEPBHYHOTO JlaTaceTa C MOJYYEHHBIMH MIPU
9TOM MHNPOMEKYTOUHBIMU PE3YyJIbTaTaMH BBINIOJTHCHUA aJI'OpUTMA. CXCMa
COOTBETCTBYIOIIETO aJIrOPUTMA IPEJICTaBIeHA Ha PUCYHKE 4.

Ha nzobpaxeHnn
OCTaNMChL aCKANNOTb

Oumdpposats
ACKannoT no (x, y)

HaiTi koopamMHaThI
(X, ¥) BEpXHero nesoro
yrNa cnegywero
ackannoTta

J' BuiBog Nepeu4Horo
paraceta

Oumdbpoeats TekcT

aare no (X, y)

Puc. 4. Cxema anropurma GopMHpOBaHHS IIEPBUYHOTO AaTaceTa

[lepBuuHBI faTaceT NPEACTABISAET COOOHW CTPYKTYPUPOBAHHYIO
TaONMUITy, COIEPIKAIIYI0 BPEMEHHYI0 METKYy W COOTBETCTBYIOIIEE €M
3HAa4YCHUE, W3BIIeYeHHOe U3 ackamiora. CQopMHpPOBaHHBINH JaTacer
BBIBOJUTCS i 0030pa KOHEUYHBIM IOJib30BaTesieM. [Ipu 3TOM OCHOBHOM
aKIEHT JIeJaeTCs Ha MPOBEPKY CHOPMHUPOBAHHBIX B XOJE BBIIOJTHECHUS
ajaropurMa BPEMEHHBIX METOK. Anroputm peaycMaTpuBaeT
aBTOMATHUYECKUI MOMCK M 3aMeHY HecoBMajaromux 3HadeHuil. [Ipu stom
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HETIOCPEACTBEHHO KOHEYHBIH IIOJb30BAaTE€Ib MOXKET TakKe BHECTH
COOTBETCTBYIOIINE HCIPABICHHS BPYIHYIO.

Jlanee monmB30BATENIO AEMOHCTPHPYIOTCA [aTbl, pa3feiCHHbIC HE
XapaKTepHBIM JUIA JjaTaceTa MPOMEXYTKOM BpeMeHH. Tak, K mpumepy, ecinu
3a JaHHBIMH, 3apETUCTPUPOBAHHBIMH 26 (eBpasi, CIEAYIOT Pe3yIbTaThI
ONTHYECKUX HaOmoneHWH 3a 1 MapTa, COOTBETCTBYIOMIAs HH(OPMAIMA
CTaHOBUTCS JIOCTYIIHa TIOJNB30BaTellto. B HMHTepdelice NMPUIOKEHUS
COOTBETCTBYIOIINE MOTEHIUAIbHO HEKOPPEKTHBIE BpPEMEHHBIE METKU
IIOMEYAKTCA JOOINOJHHUTCIIBHO OTIWYHBIMHM OT OCHOBHOI'O IIBETOM H
HauepTaHueM ucnossdyemoro umpudra. Kpome Toro, dopmupyercs
COOTBETCTBYIOIIEE COOOIICHHE IO TUITY 3alKCH B XKypHase omubok [26].

JanpHenmme  OeicTBUS  MOJIHOCTBIO — ONPEJEIIIIOTCS  KOHEUHBIM
moip30BaTeNneM. B cioydae, eciu  HapylleHWE IEPHOJUYHOCTH B
MIOCJIEIOBATEIBHOCTH BPEMEHHBIX METOK COOTBETCTBYET ACHCTBHTEIBHOCTH
(K TpHMepy, COOTBETCTBYIOIIMX AacCKaIIOTOB HET B PacloOpshKEHHH
MOJTB30BATeNsl WM MO KakMM-TO HWHBIM TIPUYMHAM), TO BBISBICHHOE
HECOOTBETCTBUE HE CUMTAETCS OMMOKOW M WrHOpHpyeTcs. B mpoTruBHOM
Cilydqae TOJIb30BaTeNIb HCIIPABISIET BBIJEICHHYIO IIOCIEAOBATENBHOCTh U
3aIlyCKaeT IPOLIEAYPY BBINOJHEHUS COOTBETCTBYIOLIUX 3TAIlOB aJIrOpUTMa
3aHOBO.

Ilo 3aBepiieHMH NPOBEPKU U KOPPEKTUPOBKM BBIBOAMMBIX B XOJE
BBITMOJIHEHUST QJITOPUTMa MOCJIEIOBATENbHOCTEH JaT COOTBETCTBYIOIIAS
mporexypa 3aITyCcKaeTcs MOBTOPHO. [Tonp30Batemto CHOBa
JIEMOHCTPUPYIOTCSI COOTBETCTBYIOIIME BBIJICICHHBIE M3 33JaHHBIX JUISA
00paboTKM acKaIuIOTOB CIIMCKH JaT, COJepiKalline, BO3MOXKHO, TOJBKO TE
HECOOTBETCTBUSI B IIOCJIEAOBATEIbHOCTH, KOTOpble OBUIM  0100pEHBI
I0JIb30BATENIEM U TIOMEUYEHBI KaK KOPPEKTHBIE.

Ha cnenyromem srare alropurM npeaycMaTpuBaeT CONOCTaBIICHHUE
NepBUYHOTO Jlaracera, C(HOPMHPOBAHHOIO Ha HayaJlbHBIX OJTamax, M
BOCCTAHOBJICHHOTO CIIMCKA JaT M3 MPEIIIECTBYIOLIETO JTaNa BBIIOJIHEHUS
anroput™Ma. IlomydeHHbII B pe3yabTaTe BBIOIHEHHS 0003HAYEHHOTO 3Tamna
OKOHYATENbHBIN JaTaceT MepeNacTCsl KOHCYHOMY IOJIb30BaTEII0 B CSV-
¢dopmare I mociexyromeii 00paboTKH, aHaIM3a W BU3YaIH3alld, B TOM
YHCJIe CTOPOHHUMH MPOTPAMMHBIMHU CHCTEMaMH U OHOIHOTEKaMH.

BaxHBIIT MOMEHT KacaTelbHO MPEIYCMOTPEHHOTO B QJITOPUTME
NPEeAONpPEEeSICHHOr0 HOAIpoliecca OLM(PPOBKH aCKAIUIOTOB COINPSDKEH C
NPUMEHEHNEM CIIeHaIU3UPOBAaHHONW MAacKH MOMCKA 3HAaYMMBIX JaHHBIX B
¢aiinax  acKamioTOB, HMMEIOIIMX  XapaKTEpHYI0 W OIHCaHHYIO
COOTBETCTBYIOIIUMH NPOQWIEHBIME CIIEHU(UKAINSIMHA CTPYKTYpPY. AHaAIU3
crneuuduKayii, a TaKKe pPe3yJbTaThl TNPOBEICHHBIX BBIYUCIUTEIBHBIX
9KCIIEPUMEHTOB IOKA3aJIM, YTO JIaHHBIE JUIsl OLM(POBKHU B (aiiie acKkaruora
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MpeacTaBlIeHsl B cerMeHTe mupuHOH 420 wm qmHOH 75 muKcenei
COOTBETCTBEHHO (caMO HW300pakeHHe MacKu cocTaBisieT 1668x183
nukceneit). [lpn 3ToM Bech DOKYMEHT M KaKHas €ro COCTABISIOMIAs IS
OomM(POBKH COMPOBOXKIACTCS KOOPIMHATHON CUCTEMOM € IMapaMeTpaMu X 1
V COOTBETCTBEHHO.

[IpencraBnsercs menecooOpasHBIM OTMETHTh P  BaXKHBIX JUIA
oundpoBkH napameTpoB. Ha HauaJbHOM 3Tare 3a/aeTcsl TaK Ha3bIBACMBIN
mapamMeTp Xy — CMelleHue (OTCTYyI MOMCKA) MO OCH X, 3HAU€HHE KOTOPOTo
OBLIO MOJIYYEHO SKCICPUMEHTANBHO 1 cocTaBmwio 1900 nukceneii. [To cyrwy,
JAHHBINA TapaMeTp OrPaHUYMBAECT BUPTYAIbHYIO JIMHUIO MTOMCKA aCKaIUIOTOB
B aHAJIM3UPYEMOM JOKYMEHTE, Ha NPOTSXKEHUHM KOTOPOIl He BcTpedaercs
Ha3BaHHE CTPAHMIIBI, HOMEP CTPAHMIIBI U BpeMs 3aMepa.

Kpome ToTO, Ha TpEeABAPUTEIHHOM HTare OIM(PPOBKH aITOPHUTM
peaycMaTpUBacT MOWCK  TPaHWIl  paccMaTpUBacMOM obmacti
oOpabaTbIBaeMOTO JOKyMeHTa / M300paKeHHWsS Ha TPEAMET OIPEICICHUS
BEPXHETO JIEBOTO yIJIa acKaluloTa. I[IpOBEICHHBIE BBIYHCIHTEIBLHBIC
OKCHEPUMEHTHl TOKa3ald, YTO JUIA AaHATU3UPYeMBIX MJaHHBIX  (ams
n3oOpaxkeHnss pasmepom 2480x3507 mmKceled) COOTBETCTBYIOIIHE
napameTpsl cocTaBistoT (x, ) = (350, 200) u (x, y) = (350 <= x <= 700,
200 <=y <=3307) cOOTBETCTBEHHO.

[Mocne oOHapykeHHsT HICKOMOTO BEPXHETO JIEBOTO yIiia HAYMHAECTCS
HEMoCpeCTBEHHO oundpoBka ackaruiora. Co3maeTcs IByMEPHBIH MaccuB
JUTsE 00paOOTKH KaXKIOW SYCHKH U CUMTHIBAHUS e¢ 3HAUCHUs. [I0MUKCETBHO
AHATU3UPYETCS COACPKUMOE SYCHKH acKaryioTa W B COOTBETCTBHH C
3aJaHHOM Ha JTame NpeABAPUTEIBHON HACTPOWKH alTOpHTMa MAacKd
OTpeNeNsieTcsl TOJIOKEHHE COOTBETCTBYIOIIEro mukcens. [l  3Toro
MOCTICIOBATEIBHO aHATM3UPYETCsl KAKABIN U3 TPEeX I[BETOBBIX KAHAJOB, U B
COBOKYITHOCTH JTH 3HAYEHHUS TIO3BOJLIIOT OIPECIUTh I[BET M €ro
MHTCHCUBHOCThH B COOTBETCTBYIOIICH sTUCHKeE.

IIpu 3TOoM BO H30ekaHWE KOJUIM3WH OTICIHLHO PAacCMAaTPHBAIOTCS
HECKOJIBKO ~ CIy4aeB  pACIOJIOKCHHWS  aHAIM3HPYEMOrO  ITHUKCENs
OTHOCHUTENIBHO SYEHKH aCKaIuloTa B IIEJIOM:

—  IHKCEIb TPAaHUYUT C BEPXHEH CTOPOHOU AYEHKU;

—  IHKCEJb IPAaHUYHUT C IPAaBOIl CTOPOHOM STYEHKH;

—  IHKCEb TPAaHUYHUT C JIEBOM CTOPOHOM SIUEHKH;

—  IHUKCEeJb TPAaHUYUT C HIXKHEH CTOPOHOM siuehKH;

—  IHKCEeNb He TPAHUYUT HU C OJIHOM U3 CTOPOH STYCHKH.

[puHIMOBL  KIacCU(pUKAIMKA KaXAOTO CHMBOJA MOTYT OBITh
c(OpPMYIMPOBAHEI CIEAYIONIM 00pa3oM:

—  OTCYTCTBHE CHUMBOJIA MOXHO OIPEAEIUTh IO OTCYTCTBHIO
YEPHBIX MTUKCENEH B siuehKe;
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— B ClIy4ae, €CIIM B sTYEHKE BCE CHMBOJIBI 3aKPAIICHBI YEPHBIM, TO
CHMBOJI SIBIISIETCS] YEPHBIM KBaJPaToOM;

— B Clly4yae, €CIM YEpHBIC IHKCENIN €CTh TOJIBKO y BEPXHETO U
HIDKHETO Kpas SYeHKH, HO UX HET y JIEBOTO M HHKHETO Kpasi, TO CUMBOJIOM
SIBIISIETCSI BEPTUKAIIbHAS JINHHS;

— B Clly4ae, €CIH YepHbIC NHUKCEIH €CTh TOIBKO y JIEBOTO H
IIPaBOTO Kpas sS4YEHKH, HO MX HET y BEpXHEro U HIDKHETO Kpas, TO
CHUMBOJIOM SIBJII€TCSI TOPU30HTANIbHAS JINHMUS;

— B UHBIX CIy4asXx CHMBOJIOM SYEHKM CUMTAEeTCA 3aKpalleHHas
OKPY>KHOCTb.

B oOmem Bume cxema airopurMa OUU(PPOBKM acKamoTra u
KJaccu(UKaK THUIIA STYEEK IIPEJICTaBIeHa Ha PUCYHKE 5.

Havano

Koopaunatei (x1, y1)
IeBOro BepXHEro yrma
ackannora

HaifTw koopavHaTsl
(x2, y2) HikHero
npasoro yrma ackanrora

¥

hory1 goy2

c warom 2 l
wor x1 8o x2 Bbigoa Tvna [N Kaxaon suerikn Kotew,
¢ warom 2 Aueik ackannora

MonyunTs 3HaveH1e
kaHanos (r, g, b) macku
C KoopauHaTaMn |___|B sueitke otcyTetayer
(w-x1, h-y1) cumeon

Mnowaap nukcenei > 0 n
nnowank YepHbIx
nuckeneii > 0

fa

(Mnowans vepHbix nvkceneit /

nnowags nukceneii) > 0.9

r=255 B siueiike HaxoauTeR
\epHbiii KBagpaT
Her

[oGaeuTb B A4eiiKy ¢
koopauHatamm (r // 50, g /1 5) B aueiike HaxoauTes
1 NWKkcenb K nnowaav -

B aueiike ecTb YepHble NUKceny,

rpaHuyaLLme C BepXHei 1 HIKHen
AYEIIKN, HO HET P

lc nesoi 1 npaBoit cTopoHamy

MHUS

B suelike ecTb YepHble N1Kkcenu,

rpaHuyalLme ¢ Nesoit u npasoi
A4ENKN, HO HET P

lc BepXHelt 1 HIKHelt cTopoHaMI

B suelike HaxoauTCs

MHUS

No6aBuTs B siveiiky ¢
koopauxatamu (r // 50, g // 5).
1 nuKcenb K Nnowwaav || B aveitke HaxoauTes

uepHoro LgeTa OKPYXHOCTL

B siueiike ecTb uepHbie nukceny,
oTOpbIE He rpaHWyaT HI G oaHOw 13
lcTopon stk

Her
(BbipaxeHue)
Her

OBHOBUTH rpaHMLp!
aqeitk (r// 50, g //'5) B sueiike oTcyTcTayeT

cumeon
|

Puc. 5. Cxema anropurma onu(ppoBKY acKarioTa
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BaxapM 3TanioM onu(poBKH ACKAIUIOTOB SIBIIIETCS MACKHPOBAHUE.
IIpu sTOoM Macka mpexacTaBisieT coO0l MBETHOE M300pakeHue B (popmarte
png, Ha KOTOPOM M300pa’keHO oOIIee MOI0KEeHHE AdeeK acKarioTos. [lpn
9TOM  KaXIBIH IIBETOBOM KaHaJl COOTBETCTBYET  OMNPEICICHHOMY
KOMIIOHEHTY JTaHHBIX O COOTBETCTBYIOIICH MacKe.

Tak, KpacHbIi KaHaJl COOTBETCTBYET HUHAEKCY CTPOKU SUYEUKHU
acKaruloTa, KOTOPBIH paBeH pe3yibTaTy ILEJOYUCICHHOTO JeJICHUS
3HaUeHMs1 KpacHoro kaHaima Ha 50. 3esieHbI KaHall COIOCTABIEH C
WHJIEKCOM cToj0na s4YedKd acKaruiota, KOTOpBIM Omnpenessiercss Kak
pe3ysbTaT LEJIOYUCIEHHOTO JIeJICHHs 3HAauyeHHs 3€JeHOr0 KaHajla Ha 5.
U, HakoHell, CHHUI KaHall COOTBETCTBYET Pa3/ICNIUTENIO CTOJIOIOB B CETKE
silyeek ackaruiora. Kpome TOro, OTAEIbHO MOMEYaeTcsi Oesblil MHKCEb,
XapaKTepU3YIOIIUH MPOITYyCK JaHHOUW CTPOKH B MUKJIE N300paskeHIS MaCKH.

B ofmem Buie mpomenypy MOCTPOCHHS MACKH MOKHO OITHCATh
cienytomM  oOpasoM. Ha HagampHOM 3Tame MPOBOXWTCS BEIOOpKa
CTydaliHBIX aCKaITOTOB W3 o0IIero Habopa maHHBIX. [lamee BbIOpaHHBIC
ACKIUTOTHI MacIITa0MPYIOTCSA TaKUM 00pa30M, YTOOBI HX BHEITHHE TPaHUIIBI
COBMAJald 1O TOpU3OHTaNW. IlIpm 3TOM W300paKeHHUsS acKaIUIOTOB
nepeBoAATCsl B OMHapHBI (GopMaT M HaKJIAIBIBAIOTCS APYr Ha Jpyra c
NPUMEHEHHUEM JIOTHYECKOTO orepatopa «uiny». [loinyueHHoe B pe3ynbrare
n3o0pakeHHe  MNpeACTaBIsieT  coO0OM  TeHepaau3MpOBaHHBIA  00pa3
ackaruioToB. Jlanmee HaiiieHHBIC OOILIME T'pAaHWIBI YBEJIWYHMBAIOTCS M BCE
n300pakeHNe MepeBOIUTCS 00paTHO B 1BeTHOH (opmar. Kaxmas sueiika
MacK{ 3aKpalifBaeTCs B IIBET, COOTBETCTBYIOUIMHA €€ KOOpIUHATAM, a
ocTajbHasT  4YaCcTh MACKH  3aKpalliBacTCi B  COOTBETCTBHH  C
BBIIICOITUCAHHBIMA TIPABUIIAMHU.

B o0miem Buzie npuMep OTJIaI0YHOTO M300paXKeHus! IpH oludpoBKe
aCKaIUIOTOB IIPEJCTaBJICH HA PUCYHKe 6. 311ecb MOXET OBITh BBIJEIICHO
HECKOJIbKO BaXKHBIX IS OLU(PPOBKU COCTABIISIIOIINX:

1. HenocpeacTBeHHO — omucaHWEe  ONMU(PPOBAHHOW  SYESHKH,
cocTosiee U3 IBYX CUMBOJOB. IlepBbIif M3 HUX XapaKTepuU3yeT pe3yibTaT
HaOJIONIEHUsT B COOTBETCTBHHM C TMPHHATOH Kiaccudukamuei (Hampumep,
0 — oTcyrcTBue cusiHUA, | — HaOMIOAEHNE CUSHHUSA, 2 — MOJTHAS 00JIAYHOCTS,
3 — oTkmoueHHas kKamepa, 4 — dacTWyHas 0OO0JIaYHOCTh W T.1I.). BTopoii
cumBoa conepxut OyneBo 3HaueHue (T /F), mokaswiBaromiee, ecTe M B
aHATU3UPYEeMOil duelike JaHHEIE.

2. OOpabaTeiBaeMble TIMKCETH 3aKpAIlCHbl B I[BET, KOTOPBIHA
O3HAa4YaeT COCEACTBO C KpaeM paccMaTpuBaeMOil 00JacTH SYCHKH.
Hampumep, >kenTblif LBET O3HaYaeT COCEACTBO IIMKCENS C HIDKHEH
rpaHulEl TYeHKHU.
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3. OOnacth HAJIOKEHWS MAacKH Ha HadadbHOE H300paKeHUE
acKaruIoTa.

4.  OroOpaxeHne BpeMEHH CYTOK U JAHHOTO CTOJOIA.

5. OOHapyXeHHBIE TPAHHUIIBI ACKAIUIOTA.

6. OOmactd, COOTBETCTBYIOIINE JICBOM BepXHEH U MpaBOH HIDKHEH
TpaHUI aCKaIUIOTA.

[Momyyaemoe OTIaOUHOE M300paKCHUE TOXKICCTBEHHO OMHUCAHHOM
Macke.

3/1ech MPEICTaBIsCTCS — IENIeCOOOpa3HBIM ~ OTMETUTh, YTO B
TIO/IaBIISFOLIIEM OO0JIBIINHCTBE cilydacB HCXOJIHBIC ACKAIUIOTHI
MPEACTABISIIOT CO00W pdf-mOKYMEHTBI ¢ pe3yabTaTaMH MHOT'OJIHEBHBIX
ONTUYECKUX HaOJII0IeHUH MOJISPHBIX CUSIHUI. ITockoisbky
HETIOCPEICTBEHHO aJTrOPUTM OIU(POBKH OPHEHTHPOBAaH Ha pPaboTy ¢
eIMHUYHBIMUA acCKalUIOTaMH, MpeJBapuTelbHas 00pa0OTKa HCXOMHBIX
JaHHBIX MOXXET BKJIIOYaTh B ceOs W3BJICUCHHE TAaONHIl acKaIIOTOB W3
CTpaHUI] HAOIIOACHUT.

1 2 3 4

00 2100 2200 2500
Puc. 6. [Ipumep oTiaag09HOro N300paxkeHust is OLU(pPOBKU acKaruioTa

ITpn >TOM HeEMOCPEACTBEHHO JaaTa HAOMIONCHMH, 3aMKCHpOBaHA
B METalaHHBIX COOTBETCTBYIOUIETO AaCKalIOTa B TEKCTE HMCXOIHOTO
pdf-nokymenra. [l noBeimeHns 3 GekTHBHOCTH pabOTH U BO M30EKaHME
3a7aHUsl 3TUX JaHHBIX BPYYHYIO CaMHM IIOJIb30BaTENeM, JaTa Takke
oundpOoBHIBAETCA U CTABUTCSI B COOTBETCTBUE MOJIYIEHHOMY B X0J€ PaOOTHI
NTOPUTMA PE3YIbTaTy.

B psme ciaydaeB BO3HHKAaeT HEOOXOIMMOCTH MAacIITaOHpOBAHUS
Macku mojx ouu(poBHIBAEMBIE JaHHBIE. B 3TOM cilyyae anroputMm
NpeAycMaTprBaeT JOTOJHUTENBHYI0 00pa0OTKY M TOATOTOBKY MAacKH,
MHTEPIIOIUPYS JaHHBIE HA OCHOBE MeToJ1a OJIMbKaiiiero cocena.

7. Crex TexHoJormii. IlpeqioskeHHBIN anropuT™M peanu3oBaH C
MOMOIIBI0  s13bIKa mporpamMmupoBanus Python [28,29,30], npu stom
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KOHEUYHBIN pe3yabTaT MpEeACTaBIISIET coboit HaCTOJILHOE
OJTHOTIONIb30BATENbCKOE MIprlokeHHe. COXpaHEHHE TOJIb30BATEIBCKUX
JAHHBIX MEXIy ceaHcaMH paloOThl MOJb30BATENs C IPWIOKCHHEM HE
IIPEAYCMOTPEHO HM 3a/a4€il, HU COOTBETCTBYIOUIUM anropurMmoM. Ilo 3roit
MPUYMHE B apXUTEKType MPHIIOKECHUS HE MpeaycMOTpeHa 0a3a JaHHBIX, a
HCTOYHUKOM HCXOJHBIX JAHHBIX BBICTYIIAeT IOJB30BaTeNIbCKast (hailmoBas
cucrema.

Ilpn BbIOOpE s3bIKa MPOrPaMMHPOBAHMS JUIA  peanu3aluu
NMPECAJIOKCHHBIX noaxonga u ajropurma B KayCCTBC BO3MOXHBIX
aNbTEpPHATHB ObUIM paccMOTpeHbl cieayromiue si3biku: C++ [31], C# [32],
Python [33] wu JavaScript [33,34]. BriOpanHble anbTepHATUBBI
CPAaBHUBAIIUCH 110 CIEAYIOIUM KPUTEPHUSIM:

—  KpoccmIaThOpMEHHOCTb.

—  CKOpOCTb BBINOJTHEHUS HACHTUYHOTO KOJA.

—  HauM4YhMe HEOOXOAMMBIX JUIA peaju3alud  MPUIOKCHUS
OUOINOTEK.

—  CIIOKHOCTB pa3paboTKH.

—  4YHTaeMOCTb KOJa.

CpaBHeHI/Ie BBIJCJICHHBIX  aJIbTCPHATUB OBLIIO BBITITOJITHCHO C
HCTIONB30BaHUEM MeTojAa aHanuza wuepapxuit [35,36] mo yka3aHHBIM
KpuTepusM. Pe3ynbraTel IPOBEJCHHONW CPaBHUTEIbHOW OLIEHKM IIOKa3ajH,
YTO HaAWJIydYlInEe XapaKTCPUCTUKU II0 BCEM 3adBJIICHHBIM KPUTCPUAM
CBOMCTBEHHHI SI3BIKY NporpamMmupoBanus Python.

8. Onucanne wuccaeI0BaTEIbCKOIO MNMPOTOTHIIA IPOrpaMMHOIO
obecrieuenusi. B obuiem Buze pa3paboTaHHOE HAa OCHOBE MPEATIOKEHHBIX
MOJX0/a U AITOPUTMa OLM(POBKH aCKaljoTOB NPOrpaMMHOE o0ecIieueHne
NIPE/ACTaBIsIeT COOOH HACTOJBHOE INPHIOKEHHE, KOTOPOE JOJDKHO OBITh
pa3BepHYTO U MHPUMEHEHO C  HCHOJb30BAHUEM  BBIYHCIUTEIbHBIX
MOIIHOCTEH KOMIIBIOTEPA KOHEUHOTO IOIb30BaTEIS.

ITpu 3TOM B 3aBUCUMOCTH OT BBIOOpA MOIH30BATENS MPEAYCMOTPEHBI
JIBa BapHaHTa pa3BepThIBaHMA. [IepBbIi U3 HUX CBsA3aH ¢ (POPMHUPOBAHUEM
UCTIONTHEMOTr0 exe-(aiina, KOTOPBIH TEM MM MHBIM CIIOCOOOM IEepenacTcs
MOJIB30BATENI0. B CBOIO ouepenb, MOJIB30BATENb, IONYYHB YKa3aHHBIN
UCTIONHSEMBIN (paiiil, 3aIlyCKaeT €ro Ha BBINOJIHEHWE, MOJydasl JOCTYI K
HCKOMOH (pyHKIIMOHAIBHOCTH.

Bropoil BapuaHT comnpsbkeH ¢ mepenadeil MOJb30BaTENI0 BMECTE C
(aiisioM mporpaMMbl TaKKe CONPOBOXKIAIONINX €ro HHTepnperaTopa Python
COOTBETCTBYIOIIEH BEPCHH C HEOOXOMUMBIMU ISl pabOThl MPHIIOKEHUS
oubnmoTekamu. [l coxpaHeHHsT 3aBUCUMOCTEI KOMITIOHEHT HCIOJIB3YeTCs
KOHTeHHepu3auusi npuwioxkenust depes Docker, uro mo ymom4anuto
obecrieunBaeT €ro BBICOKYIO IOpTHpPyeMocTh. JloxkepusnpoBaHHas
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nporpamma pasmemaercss B Docker Hub, oTkyma mo0oi#t moib30BaTeNb
MOJKET ITOJTyYUTh K HEell JOCTYTI.

Crnenyer OTMETHTh, YTO BTOPOW W3 TIEPEUUCICHHBIX BapHaHTOB
pacrpocTpaHeHHsT Pa3pabOTaHHOTO HACTOJFHOTO MPHUIOKECHUS SBISIETCS
MIPEOIOYTUTENFHBIM IS TIepeaddl IPOTrPaMMBl KOHECUHBIM MTOJIH30BATEIISAM.
B mepByro ouepexp, 3TO CONpPSHKEHO C coOmoneHmeM TpeOoBaHUMH
UHPOPMAIMOHHOW 0e30macHOCTH. M3BECTHO, YTO HWCHONHSEMBIC (ailabl
MOTYT COJCpXaTh KOJ WA BBINOJHATh INPOU3BOIBHBIC KOMAHIBI,
3aJIOKCHHBIC 3JIOYMbBINIJICHHUKAMHU, KOTOPLIC MCPEXBATUIIN nepeuaBaeMmix’[
MOJIL30BATENO (paii.

IIporoTun NpuiIoKEeHUs, PEATU3YIOLIErO MPEAJIOKEHHBIN aIrOPUTM,
peaiu3oBaH B OJHOOKOHHOM (popMate, MPEIIoiararneM pas/elicHue
uHTEePEHCHON COCTABILIIONICH Ha IBE BEpPTUKAIbHBIC CEKIUH. B omHOM n3
HUX (ClIeBa) IMUTHPYETCS CTPYKTypa AUPEKTOPHUU C OUU(PPOBBIBAEMBIMHU
acKaIuIOTaMU: 3aJaeTCs HEMOCPEICTBCHHO MMsS JAUPEKTOPHH B KOPHEBOM
y371€e HepapXWd, a COOTBETCTBYIOIIHE oOpabaTbiBacMble  (hailibl
MPEICTaBIIOT COOOH Y3JIBI WepapXuM B BHAEC HMEHH W PACHIMPCHHUS
Kaxoro (aiina.

B ocraBimeiicst CeKIuu MoJIb30BaTeNib MOXKET HAOMIOAATh 32 XOJ0M
BBIMOJIHEHHSI TMpoIliecca OnU(POBKH ACKAIUIOTOB. 3/1eCh K€ JOCTYIHA, B
YaCTHOCTH, UHTECPAKTHBHAA COCTaBJIAIOMIAA IIPU pa60Te C MOJIYYCHHBIM Ha
JTane TpeIBapUTEIbHOM 00paboTKM cmuckoM naT. Tak, K Ipumepy, B
ClIydae aBTOMAaTH4eCKOTO OOHapy)KeHHUs BBIJCIICHHBIE HEKOPPEKTHBIE NATHI
MOTYT OBITH TOMEYCHBI MOJIH30BaTENEeM KaK KOPPEKTHBIE.

B wuHTepdeiice mpuitoskeHUs NMPEAyCMOTPEHBl M CTaHIAPTHBIC IS
OKOHHOTO  MPWIOXKCHHS  O3JEMEHTBHl  ympaBlieHHs. B wacTHoOCTH,
MPUCYTCTBYET MEHIO, IIYHKTBI KOTOPOTO TIO3BOJIIIOT — IIOJIB30BATEIO
OTKPBITH TUAJIOTOBOE OKHO BBIOOpa TUPEKTOPHH sl 00paOOTKU TaHHEIX, a
TaKXKE AHAJIOTHYHOC OKHO JUIS YKa3aHWs Pa3MEIICHHS Pe3yIbTUPYIOMIEro
JIOKYMEHTa C JaHHBIMH OLU(POBKKA. B manpHelmmeM mmaHupyercs B
3JIEMEHTHI YIIPaBICHUS JOOABUTH BO3MOKHOCTh HACTPONKHM BHEITHETO BHIA
CTpaHUIIBI, BEIBOJ HA TI€YATh U MPOYHE CTAHAAPTHHIC OIIHH.

I[Ipu pabore ¢ mpHIOKEHWEM Ha MPEIBAPUTEIBFHOM dTare
MOJB30BaTeNh (HOPMHUPYET AUPEKTOPUIO C TOUICKANIME OUHU(pPOBKE
ackarurotamu. [locie 3amrycka TPIIIOKEHHS OCYIIECTBIIICTCS HadalbHas
om(poBKa HMCXOIHBIX JAHHBIX: ompeaensercs tun ¢aima, 1pu
HEOOXOIMMOCTH H3BJICKACTCS H300paKEHUE, KOTOPOE COACPIKUT acKaIIOThI
s obpaboTku. [Ipu 3ToM mpeacTaBisIeTCs [ENecO0Opa3HBIM OTMETHUTH,
YTO B CYNICCTBYIOIICH  BEpPCHHM  TMPHIOXKCHUS  MPEIIIOIAracTcs
LECHTPAIM30BAHHOC XPAHEHHUEC BCEX OIM(POBBIBACMBIX  aCKAIJIOTOB.
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B manpHeiimem mnpenmonaraeTcsi peann3oBaTh MOIJEPKKY BBIOOPOYHOTO
Habopa oOpabaTeiBaeMbIX (haliIoB ¢ aCKaIJIOTaMH.

IIpn 3anycke mnocnenymromed Opoueaypsl IPOBEPKH JaT U3
00paboTaHHBIX ACKAIJIOTOB H3BJICKAIOTCS COOTBETCTBYIOUINE MapaMeTpHI.
IMpu s1OoM (dopMupyemBblii NPWIOKEHHEM HA0Op JaT aBTOMAaTHYECKU
MPOBEPSIETCST, a MOaThl, HAapYLIAIOMIKE IOCIEAO0BATEIbHOCTD, BH3YaJIbHO
BBIJICIISIFOTCSL B pe3yJIbTUpyomeM crucke. [loap3oBarens MoXeT BBIOpaTh
JICUCTBUSl C BBIJACJICHHBIMH JaTaMH, IIOCJIE Yero mnpouecc o0paboTKu
aCKaIUIOTOB 3allyCKaeTcsl Ha BBINOJIHEHHE C OOHOBJEHHBIM HabOpOM
IapaMeTpoB.

Kaxnplit u3 9rtanmoB 00pabOTKM  pPErucTpupyercsi KOHEUHBIM
MOJIb30BaTEIEM B peXHMe peanbHoro BpeMmeHu. Ha 3aBepiraromem stare
(dopMmupyercst  pe3ylbTHPYIOIIMI  JaTaceT, KOTOPBI BBIBOAMTCS B
TaOMUIHBINA (aiiil, JOCTYIMHBIN I MOCIEIYIOMEro MpoCMOTpa, 00padboTKu
U aHamM3a CTOPOHHUMH cpeicTBamMH. [UIs mocienyromux omnepanuii u
HOBBIX HTepanMii OUMU(POBKH IOJH30BATENb YKa3bIBAaCT IEJIEBYIO
JUPEKTOPHIO U TIOBTOPSIET BCE IIEPEUHUCIICHHBIE BBIIIE ICHCTBUSL.

B mepcnexTuBe pa3BUTHS INPEATIOKEHHOTO PEIICHUS IUIAHUPYETCS
pacimIupeHne MpUIIOKEHHS Ha BeO-OpPHEHTHPOBAHHYIO apXHUTEKTypy. ITO
MO3BOJIUT PACUIMPHUTH KPYT €ro IO0JIb30BaTele, C OJHON CTOpPOHBI, U
CHHM3HTh TPEOOBaHUS K UX BBIYMCIUTEIBHBIM MOIIHOCTSIM, C IPYTOM.

9. BeruucauTebHBIH 3KciepuMeHT. i oleHKH 3 HEeKTHBHOCTH
MPEUIOKEHHOTO  pelIeHHs OBUT  TNPOBENCH PAd  BBIYMCIMTEIBHBIX
9KCIIEPUMEHTOB, B XOJ€ KOTOPHIX OCYIIECTBISUIACh omu¢poska pdf-
JOKyMEHTOB C ackamuloramu. VcxonHble IaHHBIE OBUIM B3ATHl U3
nokymeHtoB «PGI Geophysical Data» 3a mepuon ¢ 2012 mo 2020 rr, B
KOTOPOM IIOMHMO HENOCPEICTBEHHO JaHHBIX OINTHYECKUX HAOIIOAECHUN
TOJISIPHBIX CHUSHHUM TPEACTAaBICHbl W APYTHE pe3yibTaThl M3MEpEeHHH, B
YaCTHOCTH HaOJIIOJICHNS] TEOMarHUTHOTO MOJIS M KOCMUYECKUX JTyqeH.

BriOpannbie nus onupoOBKH acKaruioThl 00pabaThIBAIMCH NBYMS
cmocobamu. B mepBoM cioydyae KOHTpOJIbHAsh TIpyINa BBIIOJHSIIA
oIu(pOBKY BPYUYHYIO, MOCIIEAOBATEIBHO MEpPeOUpasl COOTBETCTBYIOIIUE
JOKyMEHTBl H  (OpMHPYST CTPOKM pE3ydbTHUPYIOmIEH TaOmuIpl ¢
pe3yspTaTaMu HaOsoaeHud. Bo BTopoM cityyae onugpoBKa BBINOIHANIACH
OJHAM TIOJIb30BATENIEM C MPUMEHEHHEM pa3pabOTaHHOTO IPUIIOKECHHUS,
peau3yoEero NpeI0KeHHbIe TIOAX0bl U aITOPUTMBI.

B xozme npoBeaeHHbIX BBIYHUCIUTENBHBIX SKCIIEPUMEHTOB B Ka)KJOM
u3 oboux ciydaeB ObuH onmppoBanbl 1 035 ackamioToB 3a NEBATHICTHUN
nepuon HaOmoaeHud. [Ipyn MCHoONb30BaHMM NPAKTHKYEMOTO B HACTOSIIEE
BpeMs Iojaxona oOpabOTKM BpY4HYIO, (OpPMHUpOBaHHE pe3yabTUPYIOLIEH
Tabmuubl B cOBOKynHOCTH 3aHsuio 5 100 uenoBexo-munyT. Ilpum sTOM
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MOCTIC YoM aHalM3 MOKa3all, YT0 B X0Je OUU(POBKH OBLIO IOIYIICHO
6onee 200 ommbok B 76 ackamorax (3To coctaBiseT ~7.34 % ot obmiero
YHUCIIa aCKAIJIOTOB).

IIpu  omudpoBke Tex ke aCKaINIOTOB C  I[PUMEHCHHEM
pa3paboTaHHOTO MPOTPaMMHOTO 00eCTIedeHHsT CKOPOCTh 00pabOTKN OTHOTO
ackaruiota coctaBmia B cpemHeM 0,5 C, 4TO B COBOKYITHOCTH U BCEX
aCKaruioTOB  3aHsI0  ~8,6 MHHYTHI (TEXHUYCCKHE XapPaKTCPUCTUKU
BerunciauTensHor Mammuel: CPU: Intel Core 17-9700KF, uwacrora Ha
MOMEHT 3amepoB cocrtaBmsna 4.57 ITm). Ilpu sToM mnpoBeneHHBIN
MOCTCAYIONUI aHaIN3 pPE3YyIbTaTOB OIU(PPOBKU HE BBISBHI OIIHOOK
00pabOTKU Pe3yJIbTATOB ONTUYECKUX HAOIIOACHUH.

Jns  yckopeHus mporecca OUUGPOBKA C  HCIOJIB30BAHUEM
MPEUIOKEHHOTO  MPOTpaMMHOTO  obecreueHUss  OBUIO  NPHUMEHEHO
pacnapaienuBaHue Ha 8 mpoueccoB [37], Kaxabld M3 KOTOPBIX
oOpabaThIBall OTIENBHYIO CTpaHHIly. braromapst 3ToMy BpeMs OMU(PPOBKH
yIaJoch CHU3UTH Oojee 4eM B 5.2 pa3a (TCXHHUYECKHE XapaKTCPUCTHUKH
peruncimTensbuoir Mamuubel: CPU: Intel Core 17-9700KF, uacrora Ha
MOMEHT 3amepoB coctaBismia 4.57 I'Tm). B pesymerare obmiee Bpems
OoI(POBKH (C y4ETOM BBIBOJIa OTIAJAOYHBIX U300pakeHui) ~ 1,7 MuH.

[To maHHBIM MPOBEJCHHBIX BHIUUCIUTENBHBIX dKCTIEpUMEHTOB B 1 035
00paboTaHHBIX AacKalloTaX OMIMOOK OUUGPOBKH HE OOHApPYXEHO.
Ilo cpaBHEHHIO C PYYHBIM METOAOM pa3pabOTaHHOE MPOrPaMMHOE
obecrieueHre TO3BOJIMJIO YCKOPUTH TPOIECC ONU(MPOBKH acKarioTOB
npumepHo B 3000 pas.

10. 3axaouenne. B Hacrosmiee Bpems 3aaada  ONTHYECKOTO
HaOJIOICHUS MMOJIPHBIX CHUSHUN YCIEITHO PENIaeTcs ¢ IPUMEHCHHEM KaMep
Bcero  Heba, KOTOpBIE  BEOYT  HENpephlBHYI  (oTo- U/ Wi
BUICOPETHCTPALINI0 HEOOCBO/IA B PEKUME PEaTbHOTO BPEMEHH. Pe3yinbraThl
HAOMIONCHU  (UKCHPYIOTCS B  CICIUATU3UPOBAHHBIX  JOKYMCHTAX,
M3BECTHBIX KaK «ackamioTb». Kaxnplii M3 acKamioTOB B 3aJaHHOU
HOTAI[H XapaKTepU3yeT pe3yNbTaThl ONTHICCKUX HAONIOACHUH, pUKCHpys
WX B IITHCTPOYHOW TaOimie, CTOMONBI KOTOPOH COOTBETCTBYIOT
MOCTIEIOBATENEHBIM MOTYYaCOBBIM BPEMEHHBIM HHTEPBAIAM.

I[Ipy »TOM Ha pHaHHBIHK MOMEHT BPEMEHH BCE AaCKaIlJIOThHI
oOpabaTpIBarOTCs BpydYHYI0. Takoil Crmoco0 perucTpanné HaOMIOACHUN
UCTIONB3YeTCsl Ha BCeX Jramax. Ha mepBoM M3 HHUX 3alKChIBaeMbIC
KaMepaMu ackaWIbMbI TICPEBOJATCS B aCKAIUIOTHI M Jajiee, Ha BTOPOM
JTarne, Tak ke BPYYHYIO CTPOSITCSA TaONHIBI C pe3ysIbTaTaMU HaOIFOICHUIA.
COOTBETCTBYIOIIKE MPOIECCHI CONPSKECHBI C BHICOKHMMHU YEJIOBEYCCKUMU U
BPCMCHHBIMU 3aTpaTaMH, a TaKKe CYIICCTBCHHONW JOJel OImMOoK,
BO3HHUKAIOIIUX B X0/1¢ 00pabOTKU pe3ysIbTATOB HAOIIOICHHIA.
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B oT0ff cB3M B HAcTOAIIEH paboTe MPEMIONKEH IOAXOM,
00ecTieYynBaIOINi aBTOMATH3AIMIO PACIIO3HABAHHUA M OLMU(PPOBKU JaHHBIX
ONTHYECKUX HAONIONCHNUN TOJIPHBIX CHUSHHA. B paMkax 0003Haue€HHOTO
MOIX0/1a TIPEJIOKEH BapHaHT (popMann3aniy acKarioTa, UCTIONb3YeMbIi B
JambHEeWIIeM Ui TOCJIeNOBaTeNIFHOTO  IMOMUKCEIFHOTO  CYUTHIBAHUS
JAHHBIX PETUCTPANNX U (HOPMUPOBAHHUS UTOTOBOH TaONHIEI HAOIONCHHUN B
TEKCTOBOM  CSV-TIOZIOOHOM  (opMaTe, JOCTYHHOM JJIsl IOCIEAYIOIIEH
00paboTKH, aHaTU3a U BU3YaJIH3alui CTOPOHHIMU CPEJICTBAMH.

OTanuuTEIbHOM OCO6eHHOCTLIO MPCAJIOKECHHOI'O MOAX0a ABIACTCA
NPUMEHEHNE  CIELHaJbHOIO  BCIIOMOTATEJIbHOIO  W300pakeHHs ISt
oIM(POBKH, HCIOIB3YEMOT0 B KAueCTBE MACKH [y OOpaOOTKH NaHHBIX.
B obmem Buae Macka mpescTaBisieT co0oil IBeTHOoe H300paxxeHue, B
KOTOPOM 33JaHBI O0IIHE TOJ0KCHUS TIeeK aCKAIUIOTOB. Kakplii IBeTOBOMH
KaHaJ IIPU 3TOM COOTBETCTBYET OIPEICIICHHOMY KOMIIOHCHTY JaHHBIX.

B xome BHINIOJNHEHUS WUCCIEHOBAaHWHA OBIT TPEIOKEH P
QITOPUTMOB, 00ECIICYHBAONINX MPOIECC ONU(PPOBKH aCKAIIOTOB, C OJHON
CTOPOHBI, W TONICPKUBAIOIINX B3aMMOJCHCTBHE COOTBETCTBYIOIIETO
MIPUJIOKEHUS C TIOJB30BaTeNleM, ¢ Opyroi. Ha kakaoMm sTame BBHITTOTHEHUS
AITOpUTMAa  MOJB30BATENI0  JOCTYNHBI  JGUCTBHS,  IIO3BOJISIOIIUE
CKOPPEKTHPOBATh MOCIENYIOUIYI0 00paboTKy.

Ha ocHOBe mpe;IOKEHHBIX MOJAX0Ja W AITOPUTMOB  OBLIO
pa3paboTaHO COOTBETCTBYIOIEE HACTOJIBHOE MPOrpaMMHOE OOECTIeUCHHE.
HpOBeZ{eHHBIe BBIYUCJIIUTCIIBHBIC OKCIICPUMEHTBI IIOKa3aJiu, qTOo
MIPUMEHECHHE MPEIUI0KEHHOT0 MPOrPaMMHOTO 00ecTIeUeHHs sl 00pabOTKH
ACKaIIOTOB MO3BOJHUT m30exarh ommuOOK mpu ormdposke. Kpome Toro,
BpeMsl, 3aTpayrBacMoe Ha 00pabOTKYy KaXkKIOro acKaruioTa, CYIICCTBEHHO
COKpamiaercss W JUIs OJHOTO ackaiiota cocrasisier B cpexHem 0,1 ¢
(c yueToM pacniapaiieIMBaHHs BBIIOJTHEHHS).

B KOHTEeKcTe NEpPCIEKTHBHI Pa3BUTHs NPEIUIOKESHHOTO II0X0/a
IUTAaHUPYETCS €ro TepeBo] Ha BeO-OpPHEHTHPOBAaHHYIO IUIATGOpMy C
MIOJIAEP’KKOM MHOTOIIONIB30BAaTENIECKOTO PeKuMa paboThl. DTO IMO3BOJIUT, C
ONHOW CTOPOHBI, PACHIMPUTh KPYr IOTEHIMAIBHBIX MOJIH30BaTENCH
MPWIOXKCHNSA, ¥ CHHU3UT HArpy3Ky Ha KJIHEHTCKHE BBIYHCIHTEIBHBIC
MOIIIHOCTH, C APYTOi.

DJeMeHTHl TPENJOKCHHBIX PpEeMIeHHH B  HacTosIiee BpeMs
UCTIONB3YIOTCSL aBTOPAaMM CTaTbd B TOM 4YHCIIE M JUIS DEIICHHs 3azad
JIOKaJNbHON IMAarHOCTUKU HAJUUUS MOJISIPHBIX cusHuii [38].
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A. VOROBEV, A. LAPIN, G. VOROBEVA
SOFTWARE FOR AUTOMATED RECOGNITION AND
DIGITIZATION OF ARCHIVE DATA OF AURORA OPTICAL
OBSERVATIONS

Vorobev A., Lapin A., Vorobeva G. Software for Automated Recognition and Digitization of
Archive Data of Aurora Optical Observations.

Abstract. One of the main tools for recording auroras is the optical observation of the sky
in automatic mode using all-sky cameras. The results of observations are recorded in special
mnemonic tables, ascaplots. Ascaplots provide daily information on the presence or absence of
cloud cover and auroras in various parts of the sky and are traditionally used to study the daily
distribution of auroras in a given spatial region, as well as to calculate the probability of their
observation in other regions in accordance with the level of geomagnetic activity. At the same
time, the processing of ascaplots is currently carried out manually, which is associated with
significant time costs and a high proportion of errors due to the human factor. To increase the
efficiency of ascaplot processing, we propose an approach that automates the recognition and
digitization of data from optical observations of auroras. A formalization of the ascaplot
structure is proposed, which is used to process the ascaplot image, extract the corresponding
observation results, and form the resulting data set. The approach involves the use of machine
vision algorithms and the use of a specialized mask - a debug image for digitization, which is a
color image in which the general position of the ascaplot cells is specified. The proposed
approach and the corresponding algorithms are implemented in the form of software that
provides recognition and digitization of archival data from optical observations of auroras. The
solution is a single-user desktop software that allows the user to convert ascaplot images into
tables in batch mode, available for further processing and analysis. The results of the
computational experiments have shown that the use of the proposed software will make it
possible to avoid errors in the digitization of ascaplots, on the one hand, and significantly
increase the speed of the corresponding computational operations, on the other. Taken together,
this will improve the efficiency of processing ascaplots and conducting research in the relevant
area.

Keywords: data processing, digitization of observational data, ascaplots, software.
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H.A. CyPOB
IOBETOBA A KOOUPOBKA KYBUTHBIX COCTOAHUU

Cypos U.A. IlBeToBasi KOIUPOBKA KyOHTHBIX COCTOSIHUIL.

Amnnoramust. TpyIHOCTH aIrOPpUTMUYECKON UIMHUTAIINY €CTECTBEHHOTO MBIIIUICHHS YKa3bIBAIOT
Ha HECOBEPIICHCTBO UCTIOb3YeMBIX UL 9TOro (hopMaToB HpeAcTaBaeHus uHbopMauu. B stom
OTHOIICHUH TIEPCIIEKTHBHA KOAMPOBKA MH(MOPMAIMK KYOUTHBIMH COCTOSIHUSMH KBaHTOBOI
TEOPUH, CTPYKTYypa KOTOPbIX COMIAcyeTcsl C KPYNHbIMU TEOPUAMU KOTHUTHUBHOI CEMaHTHKH.
IpencraBiieHO pa3sBUTHE TOTO MOAXOJA, CBS3BIBAIONIEe KyOUTHBIE COCTOSIHHS C IIBETOM Kak
CaMOCTOSITEJIbHBIM HOCUTEJIEM SMOLMOHAIBHO-CMBICJIOBBIX 3HaueHU. OCHOBOI JJIs1 9TOrO CTalIo
reoMeTpUYecKoe MoA00ue LBETOBIX TeJl M ['HiIb0epTOBa IPOCTPAHCTBA KYOUTHBIX COCTOSIHUM,
HO3BOJIMBLIIEE YCTAHOBUTb MEX /1y HUMH B3aMMOOJHO3HAYHOE MaTeMaTH4yecKoe oToOpaxkeHue. [l
3TOTO UCNOJIb30BAHO OPUTHMHAIBHOE Pa3JIoKeHHe KyOuTa 110 TPOiiKe HEOPTOrOHAIBHBIX BEKTOPOB,
COOTBETCTBYIOILIMX KPACHOMY, CHHEMY U 3eJIEHOMY LiBeTaM. [leiicTBuTebHble KO3(h(MULIUEHTH
TaKOTO Pa3JIOKEHHUsI SIBJIAIOTCS TOMOTPaMMaMy KyOHTHOTO COCTOSIHHSI IO COOTBETCTBYIOIMM
HaIpaBJeHHsIM, CBS3aHHBIMU C KOMIOHeHTaMH BekTopa CTokca omepanueii mosopota. Ilpu
3TOM KOMITO3UIIMOHHBIE COOTHOIIEHUS YEPHOT0, OEJIOro ¥ IEeCTH OCHOBHBIX IIBETOB (KPAaCHBIH,
3e/IEHBIi, CUHHIA, KENTHIH, (PUOIETOBbII, rOMY0O0ii) BRIPAXKAIOTCS AHAJIOTUYHBIMH CYTIEPIIO3ULIUSMU
KYOHTHBIX COCTOSIHMI. UHCThIe M CMENIaHHble LBETA COOTBETCTBYIOT YMCTHIM U CMELIAHHBIM
COCTOSIHVSIM Ha IIOBEPXHOCTH ¥ BHYTpU ceps! biioxa, Toraa kak OTTeHKH Ceporo 0ToO0paxaioTcst
Ha BePTUKAJbHBIA JuameTp cdepsl. IIpu 9TOM CBETIOCTh IBETa COOTBETCTBYET BEPOSTHOCTU
6a31CHOr0 KyOHTHOTO COCTOSIHUA «1», TOT/Ia KaK HAaCBILIIEHHOCT L{BETA 1 LIBETOBO TOH KOAUPYIOT
KOTePEHTHOCTD U (ha3y KyOUTHOro cocTosHus. I1osrydeHHblil pe3y/bTaT OTKPhIBACT BO3MOKHOCTH
JUISl UCTIOJIb30BAHUS KBAaHTOBOM MH(OPMATHUKU B 3a/layaX CEMAaHTUYECKOro aHaJl3a JaHHbIX,
00pabOTKH N300pakeHHIl ¥ CO31aHHsI TIPUPOJOTIONOOHBIX BEIUMCIUTEIBHBIX apXUTEKTYP.

KuroueBble ci10Ba: KBaHT, KyOHT, IBET, SMOLMOHAILHBINA CMBICT, KBAaHTOBasi HH(OPMATHKA,

00paboTKa N300pakeHHI, KBAHT, KOJ.

1. Beenenne. Koguporka uHpopMaum onpeenseT BO3MOKXHOCTH
crposMxcsl Ha €€ OcHoBe aiaroputrMoB. Illupokas nNpUMEHUMOCTb
COBPEMEHHOTO0 MCKYCCTBEHHOTO WHTEJUIEKTa, HalpuMmep, OOYCJIOBJIEHA
MPOCTOTOHN U YHUBEPCATBHOCTBIO JBOMYHOTO KOZIA, TEXHOJIIOTM3UPOBAHHOTO B
cepellHe MponuIoro Beka. OrpomMHoe pazHooOpasue (popMaToB TEKCTOBOM,
rpacuyeckoii, 3ByKOBOH U APYroi MH(popMaImy Ha JeJie CBOAUTCS K 3TOMY
¢yHAaMEeHTaTbHOMY METa-KOMy.
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B03MOXHOCTH aJrOPUTMOB Ha OCHOBE JBOMYHOIO KOJa, OJHAKO, HE
6e3rpanuuHbl. [IppumMepoM TOMy SIBJISIOTCS TPYAHOCTU coBpeMeHHOro MU B
VIMUTAIMM OOPA3HOTO M CMBICJIOBOTO MBILILIEHUS', UTPAIONIETO KITIOYEBYIO
poinb B xkuBoi npupone [1-3]. Jaxe B xopomo (opMaIu3yeMbIX 3agadax
BpOZie MIaXMaT M IO €CTECTBEHHOE MbIIUIEHHe HaMHOTo 3(p¢eKTuBHEEe
KOMITBIOTEPHOTO BBIUMCJIEHUS: B CPAaBHEHHMM C HECKOJIBKUMH ThICSYaMU
NPOeHHBIX rpoccMelicTepoM naptuii u 20 Bt sHepronorpebieHus cpeHero
MO3ra, JJIsl CPABHUMOT'O pe3yJIbTaTa CylepKOMIbBIOTEPHbIE CUCTEMBI TPEOYIOT
MHOTO 60J1bIIIero 06BEMa pecypcos [4, 5].

BoszHukaroImas B 3TOM CBSA3M 3aJa4a HaXOKICHHS OoJiee OIXOASIIINX
Croco00B KOAMPOBAHUsI M aJrOPUTMOB 00paboTKH MHGPOpPMALIMK HUMEeT
MHOXECTBO pelieHuii. B ux uucie TpomdHas joruka [6, 7], BOJHOBBIE U
(rono)rpacudeckue Boruucienus [4, 8—10] u o6padboTka obpaszos [11-13].
OTzebHBIM HallpaBJIeHUEM «aJjbTepPHATUBHON» HMHMOPMATHKK SIBJISETCS
KBaHTOBasl MH(OpMAaTHKa, B KOTOPOI MH(pOpMALUA KOOUPYETCs] KBAHTOBBIMA
COCTOSIHUSIMU (PH3MYECKUX CHCTEM.

1.1. KogupoBanue undopManuu KBAHTOBbIMH COCTOSTHHSIMH.
JlocTUrHyTHIE TAKUM 00Pa30M IPEUMYIIIECTBA B 3a/ja4aX OMCKaA, ONTUMH3ALHH,
muppoBanusa M (akTopu3aly OOJIBIIMX YKCES OOYCJIOBJIEHB HOBBIMU
BO3MOKHOCTSIMU [1J1f1 IOCTPOEHUS aJITOPUTMOB B 3TOH KoAupoBKe [14-16].
Takue anropuTMBl peaan3yoTcs Kak ¢ MOMOIIbI0 KBaHTOBO-(PU3NIECKHX, TaK
U C MOMOIIBIO KJIACCHYECKUX HOCHUTENICH M 3aKOHOB MPUPOBL. AJITOPUTMBI
BTOPOT'O THUIIA, HA3bIBAEMbIe KBAHTOBO-TIOI0OHBIMHU, BBITIOJIHSIOTCS Ha OOBIYHBIX
KOMIbIOTepax Oe3 NpPUBJICUCHHUS <«HACTOSIIIUX» KBAHTOBBIX COCTOSHHIA
Mx mperMyIecTBo MO CpaBHEHUIO C KJacCHYecKMMHM aHajoramu [17, 18],
00YCJIOBJIEHHOE B TOM YHCJIe KOHTEKCTYaJIbHOCTBIO COOTBETCTBYIOIIEH TEOpUN
BepoaTHocTH® [19,20], HokasbBaoT 3(eKT OT CMeHb KOTUPOBKM Hanbosee
SIBHO.

Vcnonb3oBaHue KBAHTOBBIX (popMaTOB MH(poOpMalMK 3aTPyAHEHO
HEOOXOAMMOCTBIO WX WHTEPIpETaly, NPUTOAHOW JUIsi NPUMEHEeHUs 3a
npeAesaMyd  3JIeMEHTapHBIX (DU3MYECKUMX CHcTeM. [JlaBHYIO TpYyOHOCTB
B STOM OTHOIICHWM TIPEJCTABJsAET KOMIUIEKCHO3HAYHOCTh KBAHTOBBIX
COCTOSIHMH, SIBJISIIOLIMXCS BEKTOpAaMH B MHOTOMEpHBIX [ 'MiIbOEpTOBBIX
npoctpaHcTBax [14,21]. KOMINOHEHTH TAKUX BEKTOPOB, B YACTHOCTH, HECYT
¢ha3oBBIE MapamMeTpsl C KPyroBOH TONOJIOTMEH, HE MMEIIUe AHAJIOroB B

'B oT/1MuMe OT MANIMHHOTO BBIYMC/IEHKS, ECTECTBEHHOE MBIIIUICHHE PaGoTaeT ¢ 00pa3aMu U
3HaKaM¥ Ha OCHOBE MX 3HAYEHMI IS CyObekTa. TepMUH «CMBICIIOBOE MBILLICHHE» yKa3blBaeT Ha
3TO CBOHCTBO.

2T.e. BO3MOKHOCTBIO YIUTHIBATH H3MEHEHHE BEPOATHOCTHBIX 3aKOHOMEPHOCTEH B PA3IMIHbIX
YCJIOBUSIX HAOMONEHNUS (KOHTEKCTaX).

1208 Undopmaruka u asromaruszanus. 2023. Tom 22 Ne 5. ISSN 2713-3192 (mieu.)
ISSN 2713-3206 (onnaiiH) www.ia.spcras.ru



ARTIFICIAL INTELLIGENCE, KNOWLEDGE AND DATA ENGINEERING

JBOMYHOM KOZIe; IPUMEPOM TaKOTo IapameTpa siBiisieTcs asa ¢ KyOUTHOro
COCTOSIHUS, CTPYKTypa KOTOPOro MoKa3aHa Ha pucyHke 1(a). B orcyTcTBHe
MHTEpIIpeTayy (pa3oBbIX MapaMeTPOB UCTIOIH30BAHNE KBAHTOBBIX KOAMPOBOK
HOCUT (pOpManbHBIi XapakTep, YTO 3aTPyIHSET Pa3BUTHE AITOPUTMOB
00pabOTKHU JIAHHBIX HA ITON OCHOBE.

1.2. UHTepnperanmu KyOHTHOTO COCTOSIHHSI B aJropurMax
00pa6oTkn H300pakenuil. lHTepnpeTrpyemMoe KoaupoBaHue HHGOpMayn
KBaHTOBBIMHM COCTOSIHUSIMU UCIIOJIb3YeTCsl ISl 00pabOTKU M300paKeHHIA.
Kak u B kjlaccmueckmx Mojaxojax, M300pakeHHue KOAUpPYeTCs MyTEM ero
pa3OMBKM Ha 3J€MEHTapHbIE SUSHKH — MMUKCEJIH, IIBET KaKI0TO U3 KOTOPBIX
KOIUPYeTCsl OT/AEebHBIM KyOUTHBIM cocTosiHueMm [22]. Mcnonb3oBaHHas
NPy 3TOM IIBETOBasl pa3MeTKa IPOCTPAHCTBA KYOUTHBIX COCTOSIHMIA,
onHako, He nonHa. Ha pucynke 1(a) oHa 3ajeiicTByeT JMIIb MOJSAPHBIA
yron 6, Toraa kak ¢assl ¢ (IpeAcTaBIsIONe HaUOOJbIINI UHTEpeC s
MHTEpHpeTali KBAaHTOBBIX COCTOSIHMI) He ucnoib3yworcs [23-25]. Lieer
MIMKCEJIS TIPH 3TOM KOAUPYETCsI JIUIIb YaCTHIHO, T.K. U3 TPEX MapaMeTpoB TOH
— HACBIEHHOCTb — CBETJIOCTD, IOKA3aHHBIX Ha pUCYHKe 1(0), OXBaThIBaeTCA
TOJIbKO I[BETOBOM TOH. [laxe Takoii orpaHM4eHHbIN hopMar, OIHAKO, TO3BOJIHIT
YCOBEPILEHCTBOBATh AJITOPUTMBI XPaHEHUsI, CKaTHs, NIN(POBaHUS, TOUCKA
U JIpyrux 3agad oopaboTKM M300pakeHWii Ha OCHOBE METOJOB KBAaHTOBOM
uHpopmaruku [28-31].

CaetnocTs A

Hacpimennocts

Puc. 1. a) HpOCTpaEIi-ICTBO KYOUTHBIX COCTOSIHUI B Hpe)lC’?a).BIIeHI/II/I ccepsl broxa;

0) IBETOBOE TEJIO B MOJENIM OTTEHOK — HACHIIIEHHOCTh — cBeTIocTh (HSL) [26,27].
OtTeHoK (TOH, hue) onpenesnseT pacloloKeHUe 1IBeTa B XpOMAaTUUECKOM CIIEKTpe
(aanpumep, B paxyre). CeetnocTs (lightness) onpenesnsier 61M30CTh LBETA K OEJIOMY U
yépHoMy. HachlmeHHOCTD 1BeTa (YMCTOTA, saturation) onpesessieT ero MoXoxecTh Ha
CEpBIi LIBET TOM K€ CBETJIOCTH
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1.3. IIpo6sema u mogxox K pemreHuro. PacimvpeHHasi 1BETOBast
KOZIMPOBKA KYOUTHBIX COCTOSIHUII IIpeyioKeHa psiqoM aBTopos B 2021-2022 1.
B pabore [32] mBeTOBOiIl TOH BIEpBbIE KOJUPYETCS HE TMOJSAPHBIM, a
Aa3UMYyTAJIBHBIM YTJIOM ¢ B COOTBETCTBUU C IIMKJIMYECKOU CTPYKTYpOH
useroBoro kpyra [33, 34]. IlonspHblii yrosm mnpu 3TOM OTBOAMTCS JIst
KOJIMPOBaHMS HACHIIICHHOCTH, TOTrJa KaK CBETJIOCTh 3allMCHIBACTCSA B
JIOTIOJTHUTEJIbHOM pPErrcTpe KyOUTHBIX COCTOSIHMA. B ajbTepHaTHBHOM
noaxofie [35] HACHIIIEHHOCTh U BET KOAUPYIOTCS Pa3JMYHbIMU UHTEPBAIAMU
MOJISIPHOTO YIJIa.

OOIIMM HEeIOCTATKOM MEePEUUCIEHHBIX CIIOCOO0B KOJUPOBKU SIBJISIETCS
MPOU3BOJIBHOCTh X TIOCTPOCHUS, TaK YTO MApaMEeTPHI IIBETa COMOCTABIISAIOTCS
OlpeIeJIEHHBIM JMAa30HaM 3HAUeHUI KyOUTHBIX COCTOSIHUI O3 KaKoro-Jimoo
TeopeTHUUeCKOro ocHoBanus. [Ipu TpEX mapamMeTpax 1BeTa, ABYX JHUOO TPEX
napameTpax KyOUTHOTO COCTOSTHUSI M HEOTPaHMUYEHHO# CBOOOJIE COOTHECCHUS
JIMaria30HOB COOTBETCTBYIONIVMX 3HAUCHUIA YMCIIO BO3MOKHBIX KOJUPOBOK IIpU
TaKOM ITOJXO/iec HEOTpaHMUYEHHO BeJMKO. HaxokaeHne HaniydIneid U3 HuX
npearnoaraetT cpaBHeHre 3(PGEKTUBHOCTH pa3pabOTaHHBIX JIsI KaXJOro
cllyyasi aJJTOpUTMOB PEIlIeHrs] UHTEPECYIOIIUX 3a/1a4, YTO MyTEM CJIENOoro
niepe6opa Bpsi[ JIM BOZMOXHO.

Pemrenne 31Ot mpoOsieMsl BO3MOXHO C IIOMOIIBIO TEOpPUH,
OrPaHUYMBAIOIICH YMCIO BOBMOXHBIX KOIMPOBOK Ha OCHOBE JIOTIOTHUTETBHBIX
cooOpaxenuii. [IpuMepoM TaKOro TMOAXO/AA SIBJISIETCS COIVIACOBaHME
HWCKOMOH pa3MeTKU CO CTPYKTYPHBIMH MOJEIsAMU SMOLIUN YesIoBeKa,
HATIPSIMYIO CBSI3aHHBIX C 1BeTOM. [lojlyyeHHast Takum 0Opa3oM IBETOBAS
KOJIMPOBKAa a3UMYTaJbHOro yria ¢ [36] ucHomb30BaHa IS CO3[AHUS
SMOITMOHAIBHO-KOMITETeHTHHIX poOoTOB [37].

Boree monHast 1IBeTOBas pasMeTKa KyOUTHBIX COCTOSIHHI MPeJIOKEHA B
pabore [38]. B oTauurie OT BBHIIICYIOMSIHYTHIX SMIMPUYECKUX aHAJIOTOB,
9Ta pa3MeTKa IMOCTPOeHA W3 NEepPBbIX IMPHUHIIMIIOB KBAHTOBOW TEOPUHU U
CoIIacyeTcsi ¢ MoJeJIsMu (hYHKIIMOHAJIBHOIN CEMHOTHKY (CMBICIIOTIOPOXK ICHUS),
a TakXe MPOCTPAHCTBEHHBIMU MOJIEJISIMH IIBETOCEMAHTUKH ¥ SMOIIMOHAIBHO-
CMBICJIOBBIX cocTosiamii [39,40]. TTonyueHHOe MaTeMaTHYecKoe OTOOpakeHue,
OJIHAKO, MPHBE/ICHO WTIOCTPATUBHO O3 00bsCHEHHUS UCIIOJIb30BAHHOM JIOTHKU
U PACCMOTPEHHMSI CBOMCTB, BAXHBIX IS IPAKTUYECKOM PabOTHI ¢ KOJOM. DTH
HEJAOCTAaTKU YCTPAHSIOTCS B HACTOSIIEH CTaThe.
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2. KyourHble cocTostHus Ha cpepe Bioxa
2.1. Yucreie cocrosinusi. [[ponsBosibHOE KYOMTHOE COCTOSIHHE
NPE/ICTaBIISIETCSI HOPMUPOBAHHBIM IByMEPHBIM BEKTOPOM

i .
o ] b e i) »

rae ap U ay €CThb HCﬁCTBMTeHbeIC AMIUIMTYABI, a €i¢ €CTb KOMILJIEKCHO3HAYHBIN
MHOKHUTEJIb, ONpeeisieMblil 3HaueHneM ¢asbl ¢ € [0,27). B otinume ot
CTaHAAPTHOM 3amucH [21] 3TOT MHOXUTENb OTHECEH K HYJIEBOW KOMITOHEHTE
BEeKTOpa M yAoOCTBAa MOC/IEAYIOIIMX BHYKMCICHHHA. B o0o3HavYeHMsIX
upaka KyOUTHBIE COCTOSIHUSI OTMEYAIOTCS YIJIOBBIMU CKOOKaMu, Tak 4To (1)
MpUHUMAET BU

) = ape’® |0) + aq [1), 2)

e KyOMTHOE COCTOSIHHE [t)) eCcTh Cyneprno3unus GasucHbIX BeKTOpoB |0)
u |1) B mpaBoit yactu (1).
HopMipoBKa KyOHTHOTO COCTOSIHHS BHIPAXaeTCsl COOTHOLICHHEM

(Yl = ag +af =1,

— o\ = —id )
Wl=y) = [aoe al] )

rae (1| ectb IpMUTOBO compsikerre Bektopa (2). B cuiy (3) koadduimenTst a
JOIYCKAIOT TPUTOHOMETPUUECKYIO TapaMETPU3aLIMIO, B KOTOPO# cocTOsIHUE (2)
MIPUHUMAET BUJL

[1)) = cos gei¢ |0) +sing 1), 6€l0,n]. 4)

B pesysbrare npou3BoibHOE KyOUTHOE COCTOSIHUE MPEICTABIISETCS
€JVHUYHBIM BEKTOpPOM B TpExMepHOM EBKJIMIOBOM IPOCTPAHCTBE Kak
nokazaHo Ha pucyHke 1(a). Kaxnoii Touke Ha nonyudeHHoit cpepe (Ilyankape-
Bnoxa) cOOTBeTCTByeT eQWHCTBeHHOe KyOuTHoe cocrtostaue (1), (4),
OJJHO3HAYHO XapaKTepH3yeMoe MOJISPHBIM YIJIOM § U a3UMYTaIbHBIM YIJIOM .
Takue coCTOSIHUS HAa3BIBAIOTCS YUCHIbLIMU.

2.2. CmemanHnbie coctostHUsl. KyOuTHbIE  COCTOSIHMSI, HOpMa
KOTOpBIX (3) MEeHbIlle eJVHUII, Ha3bIBAOTCA CMewanHbimu. J{mHa
COOTBETCTBYIOIIETO BEKTOPA COCTABJISIET JIOTIOJIHUTEIIBHYIO CTEIEHh CBOOOIBI
CMEIIaHHBIX COCTOsTHUIL. [IpOM3BOIBHOE TaKOE COCTOSHHUE XapaKTepU3yeTCs
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BekTopoM CTOKCa
X
S=|y|, ISI2 =22 +y* + 22 < 1. )
z

KOMIOHEHTHI 3TOr0 BeKTOpa 00pa3yloT DPMUTOBY MATPHILY

1 [1—2 :c+iy]

P=3 rz—iy 14z

5 (6)

MMEIONIYI0 eIMHUYHBIA CJIel U HeOTpUIlaTeJIbHbie COOCTBEHHbIC 3HAYCHUSI.
Takas mampuua naommnocmu OJHO3HAYHO OMpefeliseT Jodoe KyOHTHOe
cocrosiHue. YUCThie COCTOSIHMSI, B YACTHOCTH, COOTBETCTBYIOT PABEHCTBY
B (5). B aTom citydae Bektop CTOKCa COCTOSIHUA (4) eCTh

sin 6 cos ¢
S = |sinfsing| , @)
—cosf

Kak BUJIHO U3 pUCYHKa 1(a).
Matpuua miotHocTd (6) Takxke npeJcTaBuMa B BUIE

R cy/ el®
b= Po o Pop1 . ce [07 1], (8)
Cy/Pop1€ p1

rJe Ha JUaroHajJd HaxoHsTCs BEPOATHOCTU py + p; = 1 ocyliecTBieHUs
B 3KcnepuMeHTe ucxonoB 0 U 1, cOOTBETCTBYIOIIME KBaJpaTaM aMILTUTY[
ynuctoro coctostHuA (3). Ilpu OTCyTCTBMM HEAWAroHaJIbHBIX 3JIEMEHTOB
¢ = 0 MaTpuIa INIOTHOCTH SKBUBAJICHTHA KJIACCUUECKOMY BEPOSITHOCTHOMY
MPOCTPAHCTBY JIByXBapHaHTHOI HeornpenenéHHocTu. Hanbonbliee 3HaYeHne
¢ = 1 COOTBETCTBYET HACHIILIEHUIO HEPaBeHCTBA (5) 1 YucToMy coctosiHuio (1),
(4), He uMeloILIeMy aHasiora B Teopuu BepositHoctu Konmoroposa. [Tapametp

eVpopt = ~—5——, 0 < ey/pop1 < 0,5, €))

TaKUM 00pa3oM XapaKTepU3yeT «KBAHTOBOCTb», T.e. KO2ZePEHMHOCHIb
KyOuTHOTrO coctosiHus [41]. Bapuanus 3T0ii BEJIMUMHBI OMUCHIBAET NEPEXO0]]
MEXKAY KJIACCUYECKMM W KBAHTOBBIM IIpeJieJlaMUd KBAHTOBOH TEOpUU
BeposiITHOCTH [42].
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3. OnopHble TOYKHU

3.1. KpacHblii, 3e1€éHbIi, cHauii. [{BeToBasi KOAMPOBKA KyOUTHBIX
COCTOSIHMI CTPOUTCS Ha OCHOBE TPEX IMIaBHBIX IBETOB: KpacHoro (R), 3enénoro
(G) u cunero (B). DTuM 1BeTtaM COOTBETCTBYIOT KyOWTHBIE COCTOSIHHS,
HaxOX/IeHE KOTOPBIX ITOKA3aHO Ha PUCYHKE 2:

1. IIBeroBoii ky0 RGB (a) BriceiBaetcst B cepy Biioxa Tak, urto eé
nosoca cootBeTcTBYOT Oestomy (W) u uépromy (K) riseram (6)

W)y =11, [K)=10). (10)

2. Y1iioBoe nonoxeHue Ky6a BOKpPYT BEPTHKAIbHOM OCH Z (DHKCHPYeTCs
TakK, YTO 3eJIEHDIIA UBET pacnonaraercs B IJIOCKOCTU XZ (B).

3. TTony4eHHbIe TOUYKY KacaHusl cepbl U KyOa ONpeesisiioT yrioBbie
KOOPJMHATHl YMCTHIX KYOUTHBIX COCTOSIHMH, COOTBETCTBYIOIIMX IJIABHBIM
LIBETAM COIJIacHO (4).

a) 0)

Puc. 2. KyOuTHble COCTOSIHUS: a) BOCEMb IJIABHBIX LIBETOB B BEPIIMHAX 1IBETOBOTO Ky0a,
NPEICTABJISIONIErO aJIMTUBHYIO 1IBETOBYI0 Mozieib RGB; 6) BrncaHue 1igeToBoro kyba
B cepy broxa (pucyHok 1); B) pacnionoxeHue INIaBHBIX [IBETOB B 9KBATOPHAIBHOMA
mw1ockoctd XY
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A umMeHHo, rnaBHble 1BeTa R, G, B nexat B ropu30HTaJIbHOM INIOCKOCTH,
oInpeesseMON NOJIPHBIM YIJIOM

1
Orap = arccos 3 ~ 1,23 ~ 70,5°,

1)

OraB 2 . Oragp /1

B = 3, S111 B = 3

AznuMyTasbHBIE YIJIBI 9TUX LBETOB KpaTHBI 120° Kak ciie/lyeT U3 pucyHka 2(B).
CooTBeTCTBYIOIIME KYOUTHBIE COCTOSIHUS (4) ecTh

1 '\/§ei¢a‘

|R>:ﬁ ] 1 ] ) ¢R:2ﬂ-/37
1 _\/iei‘i’c._

|G> = % I 1 ] ) (ZSG = 07 (12)
1 _\/iei‘i’B_

|B) = % 1] ¢p = 47 /3.

ITH COCTOSHUSA HOPMUPOBAHBI, OIHAKO HE OPTOTOHAJIBHBI MEXKAY COOO0M

(R|R) = (G|G)
(G|R) = (R|B)

(B|B) = 1,

(B|G) = i/V/3. ()

3.2. Touy60ii, puoJIeTOBBIN, KEATHINA. OHOBPEMEHHO C IJIABHBIMU
OIpeessioTCsl KyOUTHBbIE KOIMPOBKHM NPOU3BOJAHBIX LIBETOB: rony6oii (C,
cyan), ¢uonerosbiii (M, magenta) u xénTolii (Y, yellow). Im cooTBeTcTBYeT
TMOJISAPHBIA yToJI

-1
HCMY = arccos ? =~ 1,91 ~ 109,507

(14)
cos Ocmy _ 1 sin Ocmy _ 2
2 3’ 2 3’

Tak 4to miockoctd RGB u CMY nenat BepTukaibHblii auametp cdepsl bioxa
Ha TpU paBHble YacTH. KyOuUTHBIE COCTOSHUSA STHX LIBETOB €CTh
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1 [eic

|c>=\/§[\/§], bc = 5m/3,
1 [eiom

|M>_\/§{\/§], oM =, (15)
1 [etov

|Y>=ﬁ[ﬁ}, by = /3.

Amnanornyto (13)

(ClC) = (M[M) = (YY) =1,

54iv3 (16)
W

(M|C) = (C]Y) = (Y|M) =

3.3. OpToroHajabHOCTb. [IpOTHBONOJIOKHBIE BEPIIMHBI I[BETOBOTO
KyOa (pucyHOK 206) 00pa3yloT 4YeThlpe MNapbl JOIMOJHHUTEIBHBIX I[BETOB
(T.e. TakuX, CMEIIEHNe KOTOPHIX B PaBHBIX MPOMNOPLUAX HAET CEpblid IBET
B LeHTpe Ky0a): Oesblii-uEpHblil, KPaCHBIA-roay0o0il, CHUHHUI-KENTHI U
3€JIEHBII-(PUONIETOBBIL. DTO CBOHCTBO BBIPaKaeTCS OPTOrOHAIBHOCTHIO
COOTBETCTBYIOIIMX KyOUTHBIX cocTOsiHMiL. Hanprmep

(RIC) = = [V2e~2m/3 1] [65”/1 _ @ (67 1) =0,

1
3 V2 3

T7ie UCTIONIb30BaHO ONpefieieHrne DPMUTOBA CONPsIKeHN (3); aHAJIOTUYHO

(GIM) = (B]Y) = (W|K) = 0.

OTU COOTHOUIEHUSI SKBUBAJIEHTHBI TPOTUBOIOJIOKHOCTH COOTBETCTBYIOIIUX
BekTOpoB Ctokca (7)

Sk = [-v2/3 2/3 -1/3]" = —Sc,
Sa=[v8/9 0 —1/3] =S, a7
Sp = [-v2/3 —\/2/3 -1/3]" =Sy,

Sw=1[0 0 1" =-sk.
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Takum 006pa3oM JOMOJTHUTETBHOCTH [[BETOB B KyOMTHOMN KOIMPOBKE MOTyYaeT
CTPOTOe reOMETPUYECKOE BHIPAKEHHUE’ .,

3.4. Cynepnosumusi. KybutHbie COCTOSIHUS TOyOO0Tr0, (PHOJIETOBOrO
1 kEntoro 1BeToB (15) ABAAIOTCA CHMMETPUYHBIMU CYTIEPIIO3UIMAMU TPOHKU

6asucHsIX coctosiaMi (12). Hampumep

|G) +|B) 1[ﬂ0?“4_%rzﬂ_m.(m

V2 V6

AHaJIOTUYHO

[B) + |R) [R) +1G)
V2 V2
STH COOTHOILICHUS BBIpaXXKalOT KOMITIO3ULUIO JOIOJTHUTEIBbHBIX IBETOB

C, M, Y B aiIUTUBHOI IIBETOBOI MOJEJIM COMIACHO reoMeTpur Kyba Ha
pHUCyHKe 2(a)

=|M), =|Y). (19)

C=G+B, M=B+R, Y=R+G. (20)

TakuM 06pa3oM BETOBAsI KOAUPOBKA PACCMOTPEHHBIX KyOUTHBIX COCTOSTHUI
COXpaHseT UX CYNEPHO3ULOHHbIE OTHOILEHH ], UTPAIOLIYE KIIOYEBYIO POJIb B
aJIrOpUTMax KBaHTOBOI MH(OPMaTUKU.

Oco0eHHOCTb NPHUBEIEHHBIX CYHNEPHO3ULIUIA B TOM, YTO CyMMUPYEMBIe
COCTOsIHMSI HE OPTOrOHa/bHBI (KaK HapUMep B IpocTeiillieM KyOUTHOM
coctosmu (|0) + |1))/1/2), o1HAKO HOPMHUPOBOUHBIN MHOKHUTE B JIEBHIX
vactsix (18), (19) Tem He menee paseH 1/ V/2. 9T 0OBACHACTCS MHUMOCTBIO
MOMNApHBIX nepekpriThii (13), B cuily Yero Hanpumep

_ (BI+(B] [R)+[B) _
<M |M > - \/5 : \/i -
(RIR) + (B|B) + (RIB) + (BIR) 1+1+i/V3—i/V3 _
2 2

1.

OTHUM ke 00yCJIOBJICHa BEJIMYMHA 3HAMEHATENsl B KyOMTHOM pa3/iOkKeHUN
GasucHoro coctosus |1) (10)

[R) +1B) +1G)
V3 ’
31IBera B 1eBOi 1 paBoii YacTsX cTPOK (17) 06pasyIoT ABa MPABHILHBIX TETPAdAPA, BEPIIMHbL

KakJIOrO U3 KOTOPbIX paBHOMEPHO MOKpbIBalOT cdepy bioxa. Bepmunam terpasgpa RGBW
COOTBETCTBYIOT YETBIPE TUIA CBETOUYBCTBUTEIIbHBIX KJIETOK B CE€TYATKE YeJI0OBEYECKOro riasa.

W) = 1)
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9TO COOTBETCTBYET KOMITO3ULINN 6eJtoro OBETa

W=R+G+B (22)

B aJIUTUBHOM LIBETOBOI MOJIEIIN.

4. Yncrobie cOCTOSTHUSA

4.1. HavanbHoe pa3ziioxkeHne. l[BeToBas KOIUpPOBKa MPOU3BOIBHOTO
YHUCTOrO COCTOSIHUSI CJIEyeT W3 €ro pasjioKeHHsi B 0a3uce OCHOBHBIX
usetoB (12)

cos —e'®
1) = 29 =r|R)+g|G) +b|B), r,g,b € R. (23)
sin —

2

B oTimuue ot craHgapTHON B KBaHTOBOW MH(opMaTHKe dopMmsl (1), (2)
C KOMIUICKCHO3HAYHBIMHU aMIUTUTY1aMH, KO3(hDUITUESHTHI Pa3IokKeHUs] MOKHO
OTPaHUYHTH ACWCTBUTEILHBIMU YKCIIAMU OJarofapsi MCIOJIb30BAHUIO TPEX
0a3UCHBIX BEKTOPOB.

3HaveHus1 K03(POUITUEHTOB 7, g, b OTIpeIeAI0TCS My TEM epeKPHITUS
coctosiHus (23) ¢ coOTBETCTBYIOIUM 6a3ucHbIM BeKTOopoM (12) ¢ yuérom (13).
JLyist 3e71€HO0TO 11BEeTa, HalpUMep

0 .
cos —e'?®
Gl)y=[v2/3 V13l | 245 | =
sm§ (24)

r(GIR) + g (GIG) +b(GIB) = g + ﬁ ),

OTKyJla 3HaYeHHe Kod(ppuipeHTa g rnoaydaeTcs Kak (PyHKIHs OT yIJIOBBIX
KOOpPZAMHAT PACKJIaJbIBAEMOTO COCTOSHUS

9(0,9) =Re(G|Y) = % (Sing +v/2cos g cos gb) . (25)

I'pacdbuk 3TO# (hyHKIIMM NIOKA3aH Ha pUCYHKe 3(a).
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-1.0 -0.5 0.0 0.5 1.0

1.0
g

0.5

0.0

-0 - : : . -

n 3n/2 2n 0 m3 2m/3 n 4n/3 513 2n

)
a) 0)
Puc. 3. Ammutyna 3enénoro nseta g pasioxeHus (23): a) B 3aBUCUMOCTH OT YIIOBBIX

KOOPIMHAT KYOUTHOrO cocTostHust (4) coracHo petieHuio (28); 6) B 3aBUCUMOCTHU OT
a3UMYTAJILHOTO yIJia IpH (PUKCUPOBAHHBIX OrGRE ¥ Ocmy

IIpu ¢ = 0, 1.e. B iockoctu ZX, GyHKIWMA (25) ecTh MpocTo

0 — Oras B \/1 + cos(f — OraB)
2 2 ’

g(0,0) = cos (26)

OTKYZa BUJIHO YTO BEJUYMHY (25) (C TOYHOCTBIO 10 3HAKA) TAKXKE MOXKHO

ONpeJeUTh KaK
1+S-Sqg
P(0.9)= 250

rie S u Sg ects BekTopa Ctokca (5) coctosnuit [¢) u |G) (23) 4. TIpu 6 = 0
— IYHKTUp Ha pUCyHKe 3(a) — TakXke UMeeT MeCTO MpocTas rapMOHUYecKas
3aBUCUMOCTb. AHAJIOTMYHBIE (25) (PyHKIMU 17151 OCTAJIBHBIX KO(P(ULIMEHTOB

27)

r(0,6) = Re(Rl) =g (6.0~ 5 ).
(28)

b60.) = Re (810} =g (0.0~ ).

TMOJIYYalOTCs CABUTOM a3UMYTaJIBHOTO yIVIa Ha ¢ U ¢p (12) COOTBETCTBEHHO.

3HaveHus aMIUTATY], 7, g, b B 3aBICUMOCTH OT a3UMYTaJILHOTO YIJIa ¢
npH (PUKCHPOBAHHBIX 3HAYCHHSX MTOJNSPHOTO YIMa § Ioka3zaHbl Ha pucyHke 3(6)
COOTBETCTBYIOIUIMMHU LiBeTaMH. Bepxuuii rpaduk cooTBeTcTBYeT Oy,

“®ynkumsa (27) ecTh TOMOrpaMMa KyOUTHOrO COCTOSHMA MO Hampawienuo |G), T.e.
BEpPOATHOCTH Ucxoza |G) npu usmepennu coctosHus (23) B 6asuce |G), | M) [43].
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Opyd KOTOPOM 3Ha4yeHus: ¢ = 7/3, ™ u 57/3 COOTBETCTBYIOT XEITOMY,
¢uoneroBoMy u roaydomy nBetam (pasuen 3.2).

B 31X TOYKax amMIIMTY/Bl IPOTUBOIIONIOKHBIX IBETOB PABHBI HYIIO,
TOTa KaK OCTaJIbHbIE JBe PaBHH 1/1/2 B COOTBETCTBUM C BHIPAKEHHAMU
(18), (19). Huxuwmii rpaduk cootBeTcTBYeT ORGH, MpU KOTOpoM ¢ = 0,
27/3 v 47 /3 COOTBETCTBYIOT 3eJEHOMY, KpacHOMY U cuHeMy (pasjen 3.1).
COOTBCTCTBy}O]_LII/Ie AMIUIATYAbl B 9TUX TOYKAX IPUHUMAIOT HaI/I6OI[l)LLIeC
3HaveHue 1, Torna Kak ocTajibHble PaBHBI HYJIIO.

4.2. Teomerpusi pemenusi. Bemmunnsr (25), (28) ymoBneTBOpsioT
COOTHOIIIEHUIO

r%(0,9) + g*(0, ¢) + b*(0,¢) = 1. (29)

Kak Toro TpedyeT HopMupoBKa (t[¢)) = 1 npaBoit yacTtu (23) npu ycioBun
(13). DTOT XK€ pe3ynpTaT MOKHO MOIYYUTh MPSAMBIM PELIEHUEM BEKTOPHOTO
ypaBHeHUs (23), SKBUBAJIEHTHOTO CUCTEME

0 5 , A
cos ie“ﬁ = \/; (Te“bR + gei®s + be“ﬁB) ) (30a)

0 b
sins =T TI+2 (30b)

2 V3

Takum 00pazoM, KOI(GUIMEHTH Pa3IoKeHHUsl JOO0r0 YHUCTOrO
cocTosiHuA (23) pacrnojaraloTcsa Ha eqUHUYHOI cepe (29) B TpéXxMepHOM
EsximpoBom npoctpancTtBe. Ceuenue 3Toi cdeprl mmiockocTeio (30b)
ompeieisieT BUJL PeLICHUs B 3aBUCUMOCTH OT HOJISIPHOTO yriia 6§

— Ilpu makcumanbHOM sl KyOuTHOro cocrosius (4) 6 = =
mockocth (30b) mepecekaercst co cdepoit (29) B eIMHCTBEHHOW TOUKe
KacaHus r = g = b = 1/1/3. D1a TouKa cooTBETCTBYET Genomy HBeTy (21)
Ha ceBepHOM HoJtoce cepst Broxa |1).

— Ilpn ymenbieHMn 6 mepecevyeHHe CTAHOBUTCS OKPYXHOCTBIO,
Ha KOTOpPOH TOYKa C YIJIOM ¢ COOTBETCTBYeT pemienuio (25), (28).
CooTBeTCTBYyOIIIAsA 3aBUCUMOCTh KO3(hpHumeHToB 7, g, b oT (assl ¢ npu
fcmy M Orgp TOKa3aHa Ha pucyHke 3(0).

— Ilpu HanmensbIeM Jytst KyouTHoro coctostHus (4) 6 = 0 mIocKocTh
(30b) mepecekaet cepy (29) o sxBaropy 7 + g + b = 0, mokazaHHOMY Ha
pucyHke 3(a) MyHKTUPOM.

— dopMasibHas MOJCTAHOBKA § = —7 Ja&€T CUMMETPUYHYIO TOUKY
Kacanusa r = g = b = —1/+/3, cHOBa cooTBeTCTBYIOIITYIO GenoMmy 1BeTy (21)
C OTPHLATEJILHBIM 3HAKOM.
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Takum oOpazom cdepa brnoxa Ha pucyHke 1 cooTBeTCTBYET
nosyioBuHe cepsl (29), BTOpas MojoBUHA KOTOPOH B pasioxeHuu (23) He
ucnoss3yercs. [y nocTpoeHus UCKOMOM KOTUPOBKU JaHHOE 00CTOATEIbCTBO
3aTPYAHUTEIIBHO T.K. Moycepa TOMONIOTHUECKH OTJIMYAeTCS U OT cpepsl
Broxa u or uBeroBbiX Tes. Kpome TOro, IokHBIN momoc mociaennei |0)
COOTBETCTBYET BCEM IIBETaM Ha KBaTope cepsl (29), T.e. pasioxenue (23)
JJIA 3TOrO COCTOAHUA HE ABJIACTCA OOHO3HAYHBIM. Sra HCOJHO3HAYHOCTh
nposBseTcs Takxke B (yHKuuM (26), mepuon KOTOPOH COCTaBisfeT [Ba
obopora Bokpyr cepsl brnoxa. [JaHHast mpodieMa peraeTcsi ¢ MOMOIIBIo
3aMeHBbI ITOJISIPHOTO YI7la B KYOUTHOM COCTOSIHHHL.

4.3. 3amena mnoaspHOro yrJa. [lepedncieHHple 3aTpygHEHUS
YCTPaHSIOTCsI MapaMeTpu3aleii KyOUTHOTO COCTOSIHUS MOJSIPHBIM YIJIOM
f Tak, 9TOOBI CEeBepHOMY M I0)XHOMY momocam |1), |0) cooTBeTcTBOBAIM
3Hauenus § = £ [IpocTeiimas Takas napaMeTpu3anys NoayJaeTcs 3aMeHOn
B ICXOJJHOM KyOMTHOM COCTOSTHMH (4) TOJIIpHOTO yria 6 Ha

O+

92 2 )

0 €|—mm], 6y€]|0,n7],
(31
in- =— 0 cosgzsinG
sm2 cos Oy, 5 5.

BmecTe ¢ ICXOIHBIM a3UMY TAJIbHBIM YIJIOM ¢ HOBBIH yrod 2 onpesenser
KyOUTHOE COCTOSIHHE

|19) = cos %em |0) + sine?2 1), (32)

cepa Bnoxa koroporo o6agaet TpeGyeMbIM CBOMCTBOM KaK MOKa3aHO Ha
pucyske 4. B cuny Toxaects (31) u (11) amruiuryna 3eJ€HOro 1BeTa 1JIst
¢ = 0 (25) npuHUMaeT BU]

-1 2
9(02,0) = ﬁ cos s + ﬁ sin 0y
(33)

= cos (927 (nga)), a = GR;B.

CoryacHO reoMeTpyU PUCYHKA 4 BEIMUNHA ¢ R 35° €CTb Yol MeX Iy
BekTOpoM G ¥ TOPU3OHTAIILHOM IUIOCKOCTBIO. YTON v + /2 A 125° 3amaér
HarpasyieHne BekTopa G Ha cepe bnoxa kybura (32) mpu orcuére or
JMameTpa Kak IMoKa3aHo Ha PUCYHKeE 4.
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V4

W _
PN
R

G
Y9min B

10)

Puc. 4. Ky6utHoe coctosiHue (32), napaMeTpH30BaHHOE CUMMETPUYHBIM AUAIIa30HOM
nojsipHoro yra 6 € [—m, 7| ¢ momomipio 3amenst (31). Tokaszano cevenne cdepbl
Brnoxa mnockocteio XZ. Bektopa R, G, B cOOTBETCTBYIOT I7IaBHBIM LIBETaM B
aJIUTUBHOM 11BeTOBOI Monenu (20), (22), pucyHok 2(a). CepbIM MOKa3aH KOHTYP
[BETOBOTO Ky0a B COOTBETCTBUH C PUCYHKOM 2(0)

Jist npou3BOIIBHOI a3kl ¢, 3aBUCUMOCTB OT KOTOPO# OCcTa&rcst 6e3
U3MeHeHuil, koapduiueHt (33) paBeH

V/2sin 6, cos ¢ — cos b
02, ) = el (34)
g( 2 (b) \/g 2

rae So ecth BekTop CToKca uncToro coctostHus (32). Bemunna (34) nveet
MAKCHUMYM @ax = 1 B TOuke ¢ = 0, 2 = o + 7/2 &~ 125° u MuHUMYM
gmin = —1 B IPOTUBOIOJIOKHOMN TOUKE ¢ = T, f3 = 7/2 — o & 55°, KaK
OTMEYEHO Ha prcyHKe 4. MUHIMYM Tak’ke NOKa3aH TOYKOH Ha pucyHke 3(a).
AMILTATYbI OCTAJIBHBIX LIBETOB MO-IIPEKHEMY NOJTydaTcs U3 (34) cmeleHreM
dasbl ¢ cornacHo (28)

2
r(62,¢) = g (em— ;) ~S, R,
(35)

b(02,9) =g (92#5— 4;) =S, -B.
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Takum oOpazom koapdunmeHtsl (25), (28) paznoxenus (23)
0TOOpakaloTCsl Ha BCIO TIOBEPXHOCTh cepbl biioxa KyOUTHOrO COCTOSIHUS
(32). lns BocbMU ONOPHBIX TOYEK Ha MOBEPXHOCTH cepsl (pasaen 3) atu
k03(ppuimenTs B Bujie Bektopa Q = [r, g, b]T paBubl

Qn=—zll -1 )" = -ac.
1 T
Qe=—7=[-1 1 -1 =-Qu,
Qs = 7 -1 -1 1] =-Qy,

Qu=—z[l 1 1" =-Qu.

OTH BEKTOpa JieKaT B BeplIMHax Ky0a ¢ [uMHO# pebGpa 2/ V3,
BIMCAHHOTO B €JMHUYHYIO OKPYXHOCTb KaK MOKa3aHO Ha prcyHKax 2(0) u 4.

4.4. IIpusenenne k moaean RGB. B cuny onnHakoBoii Tornosoruu
chepuueckme KO3PUIUEHTH 7, g, b (34), (35) COOTHOCATCS ¢ KOMIIOHEHTAMU
agauTUBHON 1BeToBoi Mojgeau RGB Ha pucynke 2(a) npocTeiM
reoMeTpuyeckuM mpeoOpa3zoBaHreM. A UMEHHO, cdepa eIUHUYHOTO
pagmyca (29) pactarMBaeTcs TakK, UYTO €€ TOBEPXHOCTh JIOKHUTCS Ha
MOBEPXHOCTh Ky0a CO CTOPOHOI 2, TOrja Kak TOUYKHM KacaHWs OCTAITCS Ha
CBOMX MECTaxX. DTO JIOCTUTaeTcsl JeJIeHHeM BCeX KOMIIOHEHT pa3JIoKeHUs
Ha MOJYJIb HawOoJbliei n3 Hux. [lomydyeHHBII KyO nmanee cMernaercs B
TOJIOKUTENBHBIA OKTaHT 7,g,b > 0 m cxkumaetcs BaBoe. [lomyueHHbIE
BEJIMYKHBL, Jiekaniue B quanasone [0, 1], OTOXKIECTBIAIOTCS ¢ KOMIOHEHTAME
moxenn RGB

1 [Tagvb]
RGB] =14+ —1 "
[ I=5 max{[r[, g, b}

, 0<R,G,B<LL1. (37)
IIpn stom BekTopa (36) mpeoOpa3yloTcs B CTaHAAPTHBIE KOIbl BOCHMU
ocHOBHBIX 1BeToB: R = (1,0,0), G = (0,1,0),Y = (1,1,0) u . .

CoBmectHo ¢ (34) u (35), mnpeoOpazoBanue (37) 3amaér
B3aMMOOJHO3HAYHOE OTOOpakeHHe MeXAy KyOUTHBIMH COCTOSTHUSIMU
(32) u uBerom B Mojesit RGB. JIByMEpHOCTh YMCTHIX KyOUTHBIX COCTOSIHUS
MO3BOJISIET MPEACTABUTh 9TO OTOOpakeHHE B BHIE LBETOBBIX KapT Ha
pHCYHKe 5.

1222 HUndopmaruka u asromarusanms. 2023. Tom 22 Ne 5. ISSN 2713-3192 (nieu.)
ISSN 2713-3206 (onnaiiH) www.ia.spcras.ru



120° 60°

92\ o 240° 300°
Puc. 5. IlpeToBast KOIUPOBKA YHUCTHIX KyOUTHBIX cocTosiHmii (34), (35), (37):

a) kaprorpacdudeckas npoekiust cepnl Broxa; 6) pa3Béptka cepsl B KpyT, IpH
KOTOpO¥ YITIOBOW M paiuaJIbHOM KOOpAMHATaM COOTBETCTBYIOT MOJIAPHBIIA 1
a3UMYTaJIbHBINA YIJIBI KYyOUTHOTO cocTosiHUS (32). ToukaMu moka3aHsl MOJIOKEHUs
OCHOBHBIX 11BeTOB. [TocTpoeHo ¢ momoribio 6ubmmoreku Matplotlib Bepcun 3.3.4 [44]

Ha rpacguxe (a) mokazana kaprorpaduueckas (COXpaHsiomasi Iioaib,
Mosnseiina) npoekuus cpeps bioxa, mpu KOTOpoii CeBEpHBIH U I0:KHBIH 1OJTI0Ca
pacrosyiaraloTcs Ha BEpTUKaJbHOM OCH, a 9KBATOP IMOKa3aH FOPU30HTAIbHOMI
npsimoil. Ha rpacduke (0) a3uMyTasbHBIA yrol COOTBETCTBYET YIJIOBOW
KOOpAMWHATE, a MOJSAPHBINA yroj - paguanbHoil. ToukaMu noka3aHbl IJIaBHbIE
L[BETa, MyHKTUPOM - 3KBaTop cepsl bioxa.

5. CmemaHHble cOCTOSTHHA. UNCTOMY KyOUTHOMY COCTOSIHUIO (23)
COOTBETCTBYET MaTpulia IJIOTHOCTU

2 02 . 02 02 id
A cos” — sin ) cos 56
p2 = [Y2) (| = 0o 52 ) 5 0o )
sin 5 cos 56_“1’ sin 5

KOTOpas B cuity 3aMeHsl (31) mpuBoauTcs K BULY

2 2 : (38)

B KOTOPOM 3JIEMEHTBI MaTPULIbl HOAYUHSAIOTCS ypaBHEHUM (30).

5.1. Ilepexon kK cMemIaHHBIM COCTOSTHMAM. [lepexon K cMemaHHbIM
COCTOSIHMSIM TIPOM3BOAMTCS 3aMeHOW ymIoBbIX mapaMeTpoB (31) Ha
KoMIoHeHThI BekTopa CTokca (5) B cooTBeTcTBUM C (7)
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sin§ = —cosfy — z,
0, . ; .
cos 56“’5 = sin 6q2e' — z + 1y,

tak 4to (38) coBmazaer ¢ marpuuedl MIOTHOCTH (6). COOTBETCTBEHHO,
ypaBHeHu (30) NpUHUMAIOT BUJ,

\@(g_T—Fb) r—b r+g+b

x:% 5 Yy = 75 Z:T. (39)

Perienue stoii cucteMsl

_z+\@x
R
a2 B2y
= N =S, R,
_e—aVI- By
b= NG =S, B,

o6o6mmaet dopmyist (34), (35) Ha Bech 00bEM cpepsl brroxa. Kak u panbine,
So ectb BekTOp CTOKCa (5) KOmUpyemoro coctosiHus, a R, G, B — enuHmunbe
pédpa RGB ky0a, moka3zaHHbIe Ha pUCYHKe 4 COOTBETCTBYIOIIMMHU [IBETAMHU

:S2'Ga

(40)

COS (@ COS PR COS (X COS PG COS (¥ COS ¢
R = |cosasingr |, G = |cosasingg | ,B= [cosasingg|. (4])
sin « sin « sin «

5.2. Komnonents! Ctokca u marpuip! Ilayau. CornacHo pemeHuo
(40), 1BeTOBBIE AMILIATYIBI 7, ¢, b N KOMIIOHEHTH Z, Y, z BekTopa CToKkca
CBSI3aHBI Orepalyeil MOBOpPOTa, CoBMemaIiero oobaHbil 6asnc X, Y, Z
(pucyHok 1) ¢ 6a3ucom (41) KyOHUECKOI IIBETOBOM MOJIE/IH, TOKA3aHHBIM Ha
pucyHke 2 u 4

T RT
Q=|g| =U-8y, U= |GT|, (42)
b BT

HpI/I‘IéM AJIMHa BEKTOpa CQ)CPI/I‘IGCKI/IX HOBCTOBBIX aMIUIATYJ paBHaA JIMHE
BCKTOpa Crokca KOAMPYEMOI'O COCTOSAHUA
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QP =72 +¢* + b =[S = 2” + 47 + 2%

B cuity 5THX CBOJICTB IBETOBYIO KOJMPOBKY NPOM3BOJILHOTO KYOHUTHOTO
COCTOSIHHSI MO’KHO MPEJICTABUTh B MaTPUIHOM BHJIE

, (43)

1[1—2 z+iy] T+ré,+g6,+b6, 1+Q- 6ras
2|z —iy 14+z| 2 N 2

rae MaTpulBl 045 COOTBETCTBYIOT HaOmomaeMbiM Kybuta (32) mo
HarpapJIeH!sAM HauOObIINX M HAMMEHBIIMX 3HAYEHHI LIBETOBBIX aMIUTUTYI,
MOKa3aHHBIX Ha PUCYHKe 4 1Jis 3eJIEHOTO IIBeTa

&r - |71max><7'max| - |rmin><rmin‘ 5
&g = |gmax><gmax| - |gmin><gmin| 5 (4’4)
6'17 = |bmax><bmax| - ‘bmin><bmin| .

Bripaxkenue (43) aHAJIOTUYHO CTAHAAPTHOMY PA3JIOKEHUIO MATPHILIBI
IJIOTHOCTH KyOMTHOTO COCTOSIHMS Mo MaTpunam Ilaymu [21, pasgen 1.7].
Bektop orgp Matpul (44) cBsi3aH ¢ BEKTOPOM OObIYHBIX MaTpull [Taymu
oreparopom nioBopota U (42).

5.3. IIpuBenenue k mogean RGB. Cdepuueckne koapduIreHTs
(40) mpuBoasiTcs kK ctanAapTHOi RGB Mozpenn aHamornyHo ciyvaro YUCTHIX
cocTosiHUs B pasjeine 4.4. [l 3Toro BHyTpeHHHE TOYKH cdepsl bioxa

PACTSTHBAIOTCS IPONOPLIMOHATBHO CBOEMY PACCTOSIHUIO OT HeHTpa | Q| = |Sa,
TaK, uTo
T_1 Ql
R, G, B :<1+Q . (45)
: =3 max{|r|, |g], [b]}

310 BeIpakeHue 00006maet hopmyiy (37).

CoBmectHO ¢ pemtenusimu  (40), (42) dopmyna (45) 3agaér
B3aMMOOJHO3HAYHOE OTOOpaXeHWe MeXJy I[BETOM U MPOU3BOJIHHBIM
KyOuTHbIM coctosinueM. [Ipu aToM Kaxpaast Touka B miape bioxa kopupyercs
LIBETOBBIM BEeKTOpoM (45) B mogmenu 1Beta RGB u kaxaomy IBeTy
COOTBETCTBYET E€IVHCTBEHHOE KYOHTHOE COCTOSIHHE. DTO OTOOpaxeHHe
MOKA3aHO Ha pHCyHKe 6(0) B BUJE IIBETOBBIX KAPT YETHIPEX XapaKTEPHBIX
ceveHnii mapa broxa.
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Puc. 6. IlpeToBast KOMMPOBKA CMEIIAHHBIX KYOUTHBIX cocTostHuii (40), (45):

a) IKBaTOpUasIbHOE ceuyeHre cepsl bioxa; 6) BepTKaibHbIe ceueHus cepsl broxa,
MPOXOASIINE Yepe3 TPH Mapbl MPOTUBOIOJIOKHBIX [IBETOB 3€JIEHBIA-(HUONETOBbIH,
KpacHBII-rony60ii 1 CUHMIA-KENTHIA. [TyHKTUPOM MOKa3aHbl COCTOSIHUS
pukcupoBanHoit uucToTh (47). [locTpoeHo ¢ nomomsio Matplotlib 3.3.4 [44]

Ha rpajuke (a) mokazaHo 3KBaTopHaibHOe ceueHne z = 0
mwiockocthio XY. Ha rpaduke (0) moka3aHbl BepTHKaJIbHBIE CEUCHUS
cepwr Broxa, mpoxonsinue depe3 TpU Hapbl MPOTUBOIOIOKHBIX IIBETOB
3enéHbIi-(hronetoBsiid (¢ = 0, 7, cneBa), KpacHsiA-rony6oi (¢ = 27 /3, 57/3,
B CepeMHe) U CUHUA-XENThIH (¢ = 47 /3, 7 /3, cupasa). B kaxgom ceueHnn
TaKxke HaxomaTcst 6enpiid (W) u uépnbiid (K) 1BeT, Jexariye Ha BEpTUKAIbHON
ocu Z.

5.4. CoorBerctBue ¢ wmomeabto HSL. Ha mnpaktuke wuHTEepec
MPEICTABJISIOT I[IBETOBHIE KOMUPOBKHA TaKUX IapamMeTpoB KYOUTHOTO
COCTOSIHUsI, KaK BEpPOSITHOCTU TMOJy4YeHUs] Oa3MCHBIX aJbTEPHATHB,
KOTepeHTHOCTb M (pa3a. TH MmapamMeTphbl COOTBETCTBYIOT IIapaMeTpaMm LBETa B
MOJIEJIM OTTEHOK - HACHIIIEHHOCTH - cBeTIocTh (HSL) [26,27], moka3aHHO# Ha
pucyske 1(6), cnenyomum o0pa3om.

5.4.1. Beposarnocte mucxoma «I»: cBerJoctb. Kak BugHO U3
pucyHka 6, Ha guametpe cepsl bioxa © = y = 0 pacronaraiotcs cepbie
LBETa, Ha MoMocax nepexoisiue B Oenbiii u uépHbiii. CorsacHo (40),
ITPOU3BOJIbHBIE OTTEHKH CEPOro KOAUPYIOTCA paBHBIMU CYIECPIO3UITUAMUA
0a3UCHBIX I[BETOB C BECaMu

r=g=b=", & R=G=B="Tl_,,
V3 2
T7ie TipaBasi YacTh MOIydeHa IOCPEICTBOM OToOpaxeHus (45).

B userosoit monemn HSL BepositHoct 0 < p; < 1 mcxoma 1
COOTBETCTBYET C8em.10cmp 1IBETa, TaKke MpUHUMaloas 3Haderus ot 0 1o 1.
JLJ1s1 IPOM3BOJIBHOTO LIBETA CBETIIOCTh ONPEASISACTCS OCISAHAM PAaBEHCTBOM
(46) 1 oceTHUM ypaBHEHHEM cucTeMbl (39).

(46)
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5.4.2. KorepeHTHOCTb: HACBIIIEHHOCTh (YHCTOTA). 3aJaHHON
KOTEPEHTHOCTH ¢ KYOMTHOTO COCTOSIHMSI COOTBETCTBYIOT 3JUIMIICOU/IBI
BpallleH:sl, CeUYeHHst KOTOpHX st ¢ = 1/3 m ¢ = 2/3 mokasaHsl Ha
pucyHke 6 myHKTHpOM. LIBeTOBOE BhIpakeHHE KOT€PEHTHOCTH ONpeeIseTCs
HnocpeacTBoM onpeesenus (9) u ypasHenuii (39)

\/(r2 + g% +b%) — (gr + rb + bg) 47
c\/Pop1 = 5 .

B ueroBom tene HSL, pucyHok 1(6), 9Ta BeIMuMHA ONpe/ielisieT PaCCTOSIHIE
TOYKH B LIBETOBOM TeJie OT CEpPOro TOM ke CBETJOCTU, T.e. YUCTOTY WJIH
yeemnocmo uBeTa. OTHOCUTE IbHAS BEJIMYMHA ¢ COOTBETCTBYET HACHITIEHHOCTH
I[BETA, T.€. OTHOIICHUIO €T0 IIBETHOCTH K MAKCHMMAJTLHO BO3MOXKHO IPH TaHHOU
CBETJIOCTH.

MakcumalibHasi KOTepeHTHOCTh KYOUTHBIX cocTosiHuil ¢ = 1 3amaér
noBepxHOCTh Iiapa Bioxa |Q| = |[Sz| = 1. OHa %e COOTBETCTBYyeT
MOBEPXHOCTH LIBETOBOTO TeJa, CoAepKalleil MaKCUMaJIbHO HACHIIIIEHHbIE, T.€.
uycmole UBETa. B 9TOM npejelie 11BeToBasi KOMUPOBKA CMEIIAHHBIX COCTOSTHUI
(40) nepexonuT B KOAMPOBKY YUCTBIX COCTOSIHUIA (34), (35), mOKa3aHHYIO Ha
pHUCYHKE 5.

Hynesoii korepeHTHOCTH ¢ = () COOTBETCTBYIOT PACCMOTPEHHBIE BBILLIE
OTTEHKM ceporo Ha auameTpe cdepsl bioxa. Takum oOpa3om repexof oT
KJIACCMYECKOH K KBAaHTOBOI TE€OPUHU BEPOSITHOCTH (pazfes 2.2) COOTBETCTBYET
Mepexony OT YEPHO-0EJIOr0 K IIBETHOMY U300paKeHHUIO.

5.4.3. da3a: uBeToBoM 0TTEHOK (TOH). Kak nokazano Ha pucyHke 1(a),
(haza KyOUTHOTO COCTOSIHUSI ¢), UMEIOIAsl CMBIC]I TOJIbKO TPU HEHYJIEBOW
KOTePEeHTHOCTH, OIpe/elisieT HampaBleHHUe COOTBETCTBYIOIIETO BEKTOpa
B miockoctd XY. lIBeToBOoe Bblpak€HHE ITOW BEJIWYMHBI HAXOAUTCS U3
ypaBHeHwuii (39) nocpeacTBoM orpenenenuit (6) u (8):

y) _ V3(r—b)

¢ = arctan (5 S —r_b (48)

B uBeroBoit mopesm HSL, pucynok 1(6), aTOlf BeIMUYMHE COOTBETCTBYET
LIBETOBOM /MOH W OMMEeHOK 1BETA.

Besmmunns! (46), (47), (48) BepakeHs! yepe3 chpepruuecKie aMIUTUTYIbl
7, g, b, OTKy/1a BRIpakeHuUs1 uepe3 CTaHaapTHeie koaddumentsl R, G, B MOXHO
MOJIyYUTh ITIOCPEICTBOM OTOOpaxeHus (45). B atoii ¢hopme paccmoTpeHHbIE
BEJIMYMHBI, OIHAKO, IIPUHUMAIOT T'POMO3/IKMiA ¥ HEYLOOHBIH JIIsl UCTIONIb30BaHNU 1
BUJI B CUJTy HEJIMHEHHOCTH 3TOTO OTOOPaKeHH s, CBSI3aHHO C HETJIa/IKOCTHIO
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KyOudeckoii popmel. Tem He MeHee, IpeJCcTaBJIeHHbIE BHIPAKEHHS YUCIEHHO
OJIM3KM K ONpeAeICHUsIM CBETJIOCTH, HACBHIIIEHHOCTH M TOHA Ha OCHOBE
JIMHEHHO! reOMeTpUU IBETOBBIX Tell [26,27].

6. 3akuoyenne. PopmanbHo, TIpeCTaBICHHBIN pesynbTar
ecTb cdepruieckas MOAETIb [BETOBOTO TeJjla, T€OMETPUYECKHE aHaJIOTu
KOTOpPOil paccMaTpvBaIMCh paHee HapaBHE C KyOWYeCKOW, KOHMYECKOid,
HWIMHIpUYECKOH U Apyrumu ¢dopmamu [45, 46]. OpuUruHaIbLHOCTh ITOU
MOJIEJI COCTOUT B TOM, UTO TOCPEACTBOM aJIreOphl KYOUTHBIX COCTOSTHUIA
ceprueckasi reoMeTpHs IIBETAa CBSI3BIBACTCS C AITOPUTMAaMH KBaHTOBBIX
BBIYMCJICHU W KBAaHTOBO-TIOOOHBIMU MOJEJISIMA KOTHUTUBHOM CEMaHTHUKN
U npuHATHA pemeHuit [47, 48]. Ilpu 3TOM >MOIMOHAIFHO-CMBICIOBAS
(pyHKLIMS 11BETa MO3BOJISIET MHTEPIPETUPOBATh 3TH AITOPUTMBI U MOJIECIIU B
KaTeropusx eCTECTBEHHOTO MbIIIJIeHHs. B yacTHOCTH, IeKapTOBBI KOOPIMHATHI
X-Y-Z na cdepe bioxa (pucyHok 1) KOAUPYIOT 3MOLMOHAILHO-CMBICJIOBbIE
(pakTOpHI CHIa — aKTUBHOCTH — OLIeHKa [49], Torna kak (a3oBblit apameTp ¢
KoaupyeT a3y KN3HEHHOTO NUKJIA JIeTETbHOCTH M0 pa3peleHno Oa3ucHon
HeonpeaenéHHocTn [40]. YcTaHOBIEHHOE MaTeMaTHUeCKoe OTOOpaxeHHe
MOKET OBITh UCTIONB30BAHO JUIs IIPEJICTABJICHU 1 pA3HOMO/IIbHO# MH(OpMaLuu
B 9TOU CTPYKTYype.

N3omopdusM KyOUTHON CTPYKTYphl C MOAEJSIMH KJIACCUYECKON U
MIPUKJIAJHON CEMHMOTHKHM TO3BOJISIET pacCMaTpHBaTh €€ B KauecTBE KBaHTA
CMBICJIOBOI MH(OPMAITUH B €CTECTBEHHBIX KOTHUTUBHBIX cucTeMax [38,39].
Nwmes B BULy ompejeneHHe HCKYCCTBEHHOIO WMHTEJIEKTa KaK MMHUTAIU
ecrectBeHHoro [50], 3Ta koaupoBka HHGOpPMAIMKU MpeICTaBIsAeTCs
€CTECTBEHHBIM TEXHOJIOTMUECKMM pelieHreM. DTOT MOAXO0]] pacCMaTpHUBaJICs
KaK TepCIeKTUBHBII [Tl pa3BUTHS MH(POPMAIIIOHHBIX TEXHOJIOTHH eIg 10
YCTaHOBJICHHUs] OTMEYEHHBIX COOTBeTCTBHMA [51,52], [53-56]. IToxydyeHHas
pa3MeTKa IPOCTPAHCTBA KyOUTHBIX COCTOSIHHIA B I[BETOBBIX U SMOLIMOHAIBHO-
CMBICJIOBBIX KaTEropHsaX MO3BOJSAET MCIOJIb30BAaTh €€ IS MPEOAOJICHUS
COBpPEMEHHBIX OTPAaHMYECHUII NPU MOJEJIMPOBAHNN CMBICJIOBBIX aCHEKTOB
€CTEeCTBEHHOT0 MbIuieHusT [57-60] u pa3pa®OTKu MPHPOIOIIOT0OHBIX
MH(POPMAIMOHHBIX CUCTEM CJIEAYIOIIETO TTOKOJICHHS.

B 3T10i1 cBA3M BCTa€T BOIPOC O CONPSKMMOCTH TAaKOro IOAXO0JA
Cc cyuecTByoimuMu anroputMamu VM. DneMeHT Takoro comnpsiKeHUs
npezAcTaBieH B padore [49], Tne nekapTOBB OCH KYOMTHOTO CMBICJIOBOTO
npocTtpaHcTBa (pucyHok 1) Haiinensl B 300-MepHOM NPOCTPaHCTBE MALIMHHON
MOJIeJI €CTECTBEHHOTO s3bIKa. B 11e110M ke paccmaTtprBaeMasi CONpsHKAMOCTD
obecrieyeHa NPOCTHIM MEPEXOAOM MeXAYy KYyOUTHBIMH COCTOSHUSMH M
JIBOUYHBIM KOJIOM: aJbTEepPHATUBHBIM COCTOSIHMSIM OWTa COOTBETCTBYIOT
nomoca cdepsl broxa, Torga kak JuameTp MeXJy HUMH COOTBETCTBYET

1228 WUndopmaruka u asromaruszanms. 2023. Tom 22 Ne 5. ISSN 2713-3192 (mieu.)
ISSN 2713-3206 (onnaiiH) www.ia.spcras.ru



ARTIFICIAL INTELLIGENCE, KNOWLEDGE AND DATA ENGINEERING

kiaccuueckoi  (KonMoropoBckoil) BEPOSTHOCTHOM MOIEIM JBOUYHOMI
HeonpeAeEHHOCTH; c(hepuyeckoe NPOCTPAHCTBO KYOMTHBIX COCTOSHHIA
MOPOXKAAETCs JIOTIOJITHEHHEM 3TOro oTpe3Ka (ha30BOH CTENEHbIO CBOOOJIBI.
Takum 00pa3oM OUT SIBJISETCS YACTHBIM CIIydaeM NpeCcTaBIeHHON KOAUPOBKH
B IIpejielie HyJIeBOI KOTePEHTHOCTH IMOZO0HO TOMY, KaK Y€pHO-0esoe 3peHue
SIBJIIETCS] YaCTHBIM CJTy4aeM LIBETHOTO B MpeZesie HyIeBOH HACHIIIEHHOCTH.
[Tepexon B NmpUpPOAONOAOOHBIM MH(POPMALIOHHBIM CHCTEMaM COCTOUT B
aHaJIOTMYHOM 00O0OIIEHNH AJITOPUTMOB U BEIYUCIIUTENBLHBIX aPXUTEKTYP.
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Surov L A. Color Coding of Qubit States.

Abstract. Difficulties in algorithmic simulation of natural thinking point to the inadequacy
of information encodings used to this end. The promising approach to this problem represents
information by the qubit states of quantum theory, structurally aligned with major theories of
cognitive semantics. The paper develops this idea by linking qubit states with color as fundamental
carrier of affective meaning. The approach builds on geometric affinity of Hilbert space of qubit
states and color solids, used to establish precise one-to-one mapping between them. This is
enabled by original decomposition of qubit in three non-orthogonal basis vectors corresponding
to red, green, and blue colors. Real-valued coefficients of such decomposition are identical to the
tomograms of the qubit state in the corresponding directions, related to ordinary Stokes parameters
by rotational transform. Classical compositions of black, white and six main colors (red, green,
blue, yellow, magenta and cyan) are then mapped to analogous superposition of the qubit states.
Pure and mixed colors intuitively map to pure and mixed qubit states on the surface and in the
volume of the Bloch ball, while grayscale is mapped to the diameter of the Bloch sphere. Herewith,
the lightness of color corresponds to the probability of the qubit’s basis state «1», while saturation
and hue encode coherence and phase of the qubit, respectively. The developed code identifies
color as a bridge between quantum-theoretic formalism and qualitative regularities of the natural
mind. This opens prospects for deeper integration of quantum informatics in semantic analysis of
data, image processing, and the development of nature-like computational architectures.

Keywords: qubit, color, semantic space, affective meaning, quantum information, image
processing, quantum, code.
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	Учитывая, что 𝐹,0.=0, при 0<𝜆<1, получаем:
	Таким образом, мы убедились, что, при сделанных предположениях о свойствах ресурсов и допущении о возможности мгновенного масштабирования производства, производственная функция не может быть вогнутой на любых интервалах, левая граница которых совпадае...
	Если в (1) и (2) предположить, что X есть функция G(A) и Y=A+G(A), то производственная функция:
	уже не будет обладать перечисленными свойствами.
	Более детальные модели технологического развития, основанные на выделении ресурсов двух рассмотренных типов, представлены в [25].
	В настоящее время не существует открытых данных, которые позволили бы выразить стоимость технологий как ресурсов на уровне стран и в явном виде определить функции G(A) и F(Y), но построение количественных оценок взаимосвязи информационных технологий у...
	В качестве характеристик развития информационных технологий управления использованы показатели патентования для технологической области «IT-методы управления». Выбор таких показателей обусловлен несколькими причинами:
	 традиционным использованием характеристик патентования как результатов результативности исследований и разработок;
	 возможностью трактовки показателей как характеристик разделяемых ресурсов;
	 открытостью и надежностью патентных данных;
	 возможностью тонких настроек запросов к патентным базам данных.
	В [26] патентование рассматривалось как деятельность, в результате которой создаются новые инновационные продукты, а не как результат исследований и разработок. Авторами построены линейные регрессии, которые связывают логарифм числа новых инновационны...
	или:
	где N – количество новых инновационных продуктов,
	Pi – количество патентных заявок, поданных в год, который был на i годов раньше, чем год появления продукта.
	Для всех регрессий, полученных в [26] значение 𝛽<0,1. Другими словами, наблюдается ощутимое замедление роста зависимой переменной при увеличении независимой переменной.
	𝐻𝐶 (Human Capital) – субиндекс человеческого капитала;
	,𝑤-𝑖-𝐻𝐶. – нормализованные значения показателей, составляющих субиндекс человеческого капитала;
	𝑆𝐶 (Structure Capital) – субиндекс структурного капитала;
	,𝑤-𝑖-𝑆𝐶. – нормализованные значения показателей, составляющих субиндекс структурного капитала;
	Индекс интеллектуального капитала (𝐼𝐶 – Intellectual Capital) определяется по формуле:
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